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Vehicles Today

* Up to 150 electronic control units and approximately 100

million lines of software

- Connected through cellular networks, Wi-Fi, Bluetooth,

mobile apps, and cloud services

- Connectivity enables remote control, navigation, diagnostics,

telemetry, and software updates

* The vehicle’s external interfaces create a remote attack
surface with implications for privacy, availability, and safety

. Reuters World v Business vV Markets v  Sustainability v Legal v Commentary v Technology v Investigations

The road ahead for connected vehicle policy

By lan Barlow, Sara Baxenberg and Josh Turner

March 12, 2025 5:24 PM EDT - Updated March 12, 2025 ‘ D ‘ ‘ Aa ‘ ‘ <

Safe and How Do They Work?

Commentary | Attorney Analysis from Westlaw Today, a part of Thomson Reuters. Consumer Reports' experts explcin hOW over—the—oir updotes fIX recalls Gnd
add features. Learn the essential safety steps to take before you hit "install.”

OTA Car Software Updates: Are They

testing g
the extra |

Get exclusive rating
reliability scores frc

testing cars since

‘ \ ‘ Northeastern University Wu m '26
Khoury College of Computer

and Information Sciences

The Car in the Age of Connectivity: Enabling Car to Cloud Connectivity, IEEE Spectrum

Software defined vehicle
Zonal architecture

Over the air updates

Most sensor data and driver
commands are routed through a
central high-performance
computer that co-ordinates with
zonal controllers - modules that

Each electronic control unit (ECU)
processes its own inputs and

& controls its hardware directly,

based on its own programme.

control specific zones of the
vehicle.

Vehicle Software and Software-Defined Vehicles, International Energy Agency
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What are connected vehicles? TN nortesser sy

Vehicles that:

* Include an embedded cellular modem, typically within a Telematics Control Unit

* Integrate cellular connectivity with the vehicle’s software and electronic systems

» Can register with and communicate through commercial mobile operators

* Use SIM or eSIM credentials for network authentication

- Exchange data with OEM backends, cloud services, mobile applications, and
external infrastructure

Thoy ea collular conmectivity 1o ostablish 2
i persistent communication channel between |
| the vehicle and the outside world. |
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Various Categories:

Formal protocol analysis
Specification-driven testing
Over-the-Air testing of COTS UEs
Baseband implementation testing

And so on ...

Why it may not be enough:

Device characteristics
Context-Environment

Different abstraction levels

Limited control

Additional services

Stricter constraints & additional standards
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Cellular Testing So Far

“LTEInspector: A Systematic Approach for Adversarial Testing of 4G LTE”
Syed Rafiul Hussain, Omar Chowdhury, Shagufta Mehnaz, and Elisa Bertino .
Network and Distributed System Security Symposium (NDSS), 2018. 3

“DoLTEst: In-depth Downlink Negative Testing Framework for LTE Devices”
CheolJun Park, Sangwook Bae, BeomSeok Oh, Jiho Lee, Eunkyu Lee, Insu Yun, and Yongdae Kim
31st USENIX Security Symposium (USENIX Security ’22), 2022.

“FirmWire: Transparent Dynamic Analysis for Cellular Baseband Firmware” {
Grant Hernandez, Marius Muench, Dominik Maier, Alyssa Milburn, Shinjo Park, Tobias Scharnowski, Tyler Tucker, Patrick Traynor, and Kevin Butler ‘
Network and Distributed System Security Symposium (NDSS), 2022.

“UE Security Reloaded: Developing a 5G Standalone User-Side Security Testing Framework”
Evangelos Bitsikas, Syed Khandker, Ahmad Salous, Aanjhan Ranganathan, Roger Piqueras Jover, and Christina Pépper .
16th ACM Conference on Security and Privacy in Wireless and Mobile Networks (WiSec ’23), 2023. ,

 We ask not only whether the modem or
|  protocol is vulnerable, but how |
t adversarial cellular behavior manifests "
at the vehicle-system level.

-
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Motivation TN portesern Universiy W

" How are production vehicle LTE/5G stacks impacted by cellular-level attacks and
misconfigurations, which vehicle-specific functions are affected, and what safety/regulatory |}

Why?

Vehicles are first-class cellular endpoints
Telematics systems remain opaque and under-tested
Their connectivity model differs from smartphones
Cellular failures may affect critical and safety-relevant services
Automotive cellular risks are insufficiently characterized

Prior work mainly focuses on smartphones and generic UEs
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Differences with Smartphones DN ot i W

S el o Gierent qperatonalsontex]

+ Persistent and often unattended cellular endpoint

- OEM-provisioned and controlled connectivity

 Limited user visibility, control, and diagnostics

+ Closed and difficult-to-inspect telematic stacks

« Support for remote, diagnostic, OTA, and emergency-related services
- Broad and changing mobility environment

» Greater operational and potentially safety-relevant consequences
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Experimental Setup I \pErrasr i \\((T 25

Consumer Reports in Connecticut’

Why Tesla?
Most configurable vehicle
Allows physical SIM cards

Connectivity dependent

*
https://www.consumerreports.org/cars/
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Methodology

1 Assemble the necessary HW and SW

2 Figure out how to connect it to a custom setup
(e.g., supported operators to mimic, proper PLMN

configurations, Tesla connectivity functions)

3 Perform the security testing

4 Collect and evaluate the results

& Cc ® Not Secure  toolbox.tesla.com/actions/history

s:nvm: MODE PLUS I

Cell
M | Tesla Connection

Ea Q_ sim X

Articles Actions Dashboards

PRND ~ CHILL

" SERVICE MODE

7F

-
Wi-Fi ”
: il
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Link State

Wi-Fi Link State

Cell Link State

Cell Connection

Tools
System Y Task Type Y Clear All % @ Tesla Connection
£0 Action History \ (@) Linkstate ""l P B Conneoted
’.':‘ Cell @ Cell Link State m | Data Registration
T leSIMC d e Wi-Fi Status Attached
\- CAN Explorer loggle siivi Lard e @ Wi-Fi Link State Online Network Registration
Type: ODIN Unknown @ Cell Connection Registered
(A Garage Path: PROC_ICE_X_ENABLE-DISABLE-SIM-CARD D (@) Wi-FiToggle e
) i o (@) Data Registration
System: Infotainment - @ Wi-Fi Status [
&, Download Software Description: The procedure enables or disables the onboard embedded universal integrated el (@) Network Registration
. .. . . v . . .o - T sman an vaan . . ~en oa e e CY CR— Registered
Service Shell
Swap Dual Bootstrap eSIM Operator 2
w
626 Sandbox Type: ODIN % %‘
Path: PROC_ICE_X_DUAL-BOOTSTRAP-E-SIM % Modem =
,b Owner Authorization System: Infotainment : . sz)aming §
Allowed
Request Description: The dual bootstrap eSim procedure swaps the eSim operator from AT&T to KPN Modem =
@ ﬁuong \\jalfd IMEI g
Help wed ™ Rf,l,l,d.SI.M
(® valid IMe1 :
Modem type:

@ Help Center

@ Service Documentation

Set APN and Cell Policy for Non-Tesla SIM

Type: ODIN

Path: PROC_ICE_X_NON-TESLA-SIM-INSTALLATION

System: Infotainment

Description: Takes in user-input APN, correctly sets the vehicle APN, and configures the cell

LTE Antenna Connection Check
Type: ODIN
Path: PING-BASH_LTE

System: Infotainment
Description: Checks the LTE modem antennas and both SIM card ICCIDs (internal and

TCU A2B check

- SPEED LiMiTED

-

R 3
ay

Valid SIM

Removable

Modem type: AGS525RGL
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Testing Categories & Threat Model Jy \perraa W

IMSI Catching susceptibility

False Base Station susceptibility o ’klsrr Y ]

Emergency broadcast spoofing Passive observer & active transceiver

;,, access to software, hardware or credentials

Main Tests

Rogue-PLMN registrations

Fault injection for fallback behavior analysis Physical A_CCGSS for:
(1) Integration to custom setup

(2) Deep Investigation of Processes

APN validations

Roaming & whitelisting bypass

Legacy service support (GSM/SMS) ' Controlled, RF-isolated Environment  }

Extra Tests

Strictly non-invasive testing (Black-box)

Data-Plane disruptions (via DoS) ;
| Consideration of safety & operational rlsks :

Respon3|ble dlsclosure for affected partles "




Results

IMSI Catching Susceptibility

* Rogue eNodeB sent an unprotected NAS Identity Request

- Matching legitimate PLMNs caused disclosure of IMSI and GUTI

« Successful with both embedded eSIM and programmed physical SIM
« Test PLMNSs such as 00101 and 99970 did not trigger disclosure

- IMEI was not exposed

* No user-visible indication of the identity disclosure

» Ildentity exposure can lead to sustained tracking and spying

MAC-LTE 42 RAR (RA-RNTI=2, SFN=53@ , SF=6) (RAPID=23: TA=1, UL-Grant=52236, Temp C-RNTI=73)
LTE RRC UL_CCCH 41 RRCConnectionRequest

LTE RRC DL_CCCH 66 RRCConnectionSetup

LTE RRC UL_DCCH/NAS-EPS 191 RRCConnectionSetupComplete, Attach request, PDN connectivity request

RLC-LTE 41 [DL] [AM] SRB:1 [CONTROL] ACK SN=1

LTE RRC DL_DCCH/NAS-EPS 52 DLInformationTransfer, Identity request

LTE RRC UL_DCCH/NAS-EPS 551 [UL] [AM] SRB:1 [CONTROL] ACK_SN=1 || , ULInformationTransfer, Identity response
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(A)
1. Identity Request <
2. ldentity Response 'a X
(IMSI, ...) ove
1. Connection (B)

Release

((( ))) < 3-RRC Connection ’a (Disruption)
< 4. Attach Request oo’ < X >

2. Cell Reselection/
Handover @

Attacking  Tesla Identity SIM Attack
PLMN PLMN Leaked Type  Result

310260 310260 IMSI/GUTI eSIM v
310260 310260 IMSI/GUTI pSIM v
310150 310150 IMSI/GUTI pSIM v
00101 310260 None pSIM X
99970 310260 None pSIM X
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. apg mgs Metri DL cell gain (dB)
False Base Station Susceptibility 0 5 10 15

_ : Attach type Partial Partial Partial Partial
Rogue LTE cell spoofed the vehicle’s expected operator Time-to-attach (s) ~20 ~20 ~25 ~45

. . . _ Conn. duration (s) = 4.0 ~ 4.0 ~ 4.0 ~ 4.0
Signhal dominance caused the TCU to select and interact with the rogue cell Reattach/ Camp  Camps Camps Camps Camps

Success rate (%) 100 100 100 90

Attachment/control-plane engagement occurred in approx. 2-4.5 seconds

RAN CN IMS UE ID IMSI Cel Info Message Data:
S1AP 10 310260000118600 @ 127.0.1.100:36412 Initial UE message . L.
initiatingMessage: {
o " n ] S1AP & 10 310260000118600 @ 127.0.1.100:36412 Initial context setup request procedureCode id-UEContextReleaseRequest,
— RRC 10+ 310260000118600 1 @ EUTRA band combinations criticality ignore,
o value {
- RRC 10 310260000118600 1 DCCH @ Security mode command protocolIEs {
» RRC 10 310260000118600 1 DCCH @ Security mode complete { o
id id-MME-UE-S1AP-ID,
+ RRC 10 310260000118600 1 DCCH @ RRC connection reconfiguration criticality reject,
L] ] L] ] ] , S1AP 108 310260000118600 @ 127.0.1.1:43284 Initial context setup response ) value 108
continued camping or reattaching instead of returning to a trusted ce S o S :
S1AP 10 310260000118600 @ 127.0.1.100:36412 Initial context setup response id id-eNB-UE-S1AP-ID,
- criticality reject,
5 S1AP 108 310260000118600 () 127.0.1.1:43284 UE context release request value 10
« S1AP 108 310260000118600 @ 127.0.1.1:43284 UE context release command },
u u = u S1AP 10 310260000118600 @ 127.0.1.100:36412 UE context release request { id id-Cause,
O VI s u a O r a u I e wa r n I n 0 e rlve r » S1AP 108 310260000118600 @ 127.0.1.1:43284 UE context release complete criticality ignore,
S1AP 10 1 310260000118600 © 127.0.1.100:36412 UE context release command ) value radioNetwork: radio-connection-with-ue-lost
S1AP 10 310260000118600 @ 127.0.1.100:36412 UE context release complete }
« S1AP ©127.0.1.1:43284 Paging | ) ¥
- S1AP . @ 127.0.1.100:36412 Paging
attacks can lead to DoS, downgrade attacks and Mit = o
p) ) . SIAP ©127.0.1.1:43284 Paging
S1AP & @ 127.0.1.100:36412 Paging
+ RRC 1 PCCH @ Paging
« S1AP @ 127.0.1.1:43284 Paging
S1AP . @ 127.0.1.100:36412 Paging
+ RRC 1 PCCH @ Paging
- « S1AP @ 127.0.1.1:43284 Paging
S1AP @ 127.0.1.100:36412 Paging
I |
Source Destination Protocol Lengt Info
34.214.132.1 192.168.3.2 QUIC 49 Protected Payload (KP®@)

52.32.56.179 192.168.3.2 TLSvl.3 76 Application Data

Allowed LTE Control Plane while blocking data routing

TCU continued sending QUIC/HTTPS traffic to Tesla backend services i e

2L.0£.20.1/C

76 [TCP Retransmissior

100.21.252.214 192.168.3.2 TLSvl.3 91 Application Data

Remote-service and backend communication became unavailable e s nan v S S, s st st i

ion

No session termination, network reselection, or fallbacks

R
R
R
[ Re
> [TCP Re
R
R
R
R

Vehicle remained in the failed state without user notification

.32.56 1 . . . TLSv1.3 - » pation Data, pct

u u - - = 52.32.56.179 192.168.3.2 TCP 148 [TCP Retransmission] 443 - 7426 [FIN, PSH, ACK]
Potential impact on telemetry, remote commands, diagnostics, and OTA delivery Ty ,

35.82.8.138 192.168.3.2 TCP 52 443 » 1982 [FIN, ACK] Seq=9724 Ack=9112 Win=567@

35.82.8.138 192.168.3.2 TLSvl.3 76 Application Data
35.82.8.138 192.168.3.2 TCP 52 443 » 1983 [FIN, ACK] Seq=5269 Ack=4@859 Win=5836
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Problematic fallback behavior and Recovery

Connection Stage

Failures / Errors
Control PDN Routing

Issues with fallbacks, loops and state transitions

Stage 1: Attach success X v v

No randomized or exponential backoff was observed

Stage 2: PDN session — X v

Stage 3: Data connectivity - - X

PDN failures left the TCU camped in a partial-connectivity state

Behavioral outcomes

Routing failures produced an indefinite data blackout

Fallback triggered
Loop trapped
State transition failure

No
Yes
Yes

No
Yes
Yes

No
No
Yes

No observed fallback to: Embedded eSIM, Another PLMN, 3G, Wi-Fi

No meaningful user-facing indication or recovery control

Open and interactive SMS service e
Well-formed text SMS messages were delivered over LTE/IMS -
Protocol-level reception and delivery were confirmed
TCU remained RRC-connected during the exchange
No message, notification, or other indication appeared to the user
No user-accessible inbox, filtering, or inspection capability B

. RRC

Interface may be externally reachable if the vehicle MSISDN is known

@ SMS src=Amarisoft dst=001010000000001: sending
1 @ SMS-CP
1 SMS-CP
104 310260000118600 EMM @ Downlink NAS transport
104 310260000118600 @ 127.0.1.1:50017 Downlink NAS transport
5 310260000118600 @ 127.0.1.100:36412 Downlink NAS trans port
5 310260000118600 EMM @ Downlink NAS transport
5 310260000118600 1 DCCH @ DL information trans fer
104 310260000118600 @ 127.0.1.1:50017 Uplink NAS trans port
104 310260000118600 EMM @ Uplink NAS transport
5 310260000118600 1 DCCH @ UL information transfer
5 310260000118600 EMM @ Uplink NAS transport
5 310260000118600 @ 127.0.1.100:36412 Uplink NAS transport
1 @ SMS-CP
SMS-CP
1 iy SMs-CP
@ SMS-CP
i SMS src=Amarisoft dst=001010000000001: sent
104 310260000118600 @ 127.0.1.1:50017 Uplink NAS trans port
104 310260000118600 EMM @ Uplink NAS transport
SMS-CP
5 310260000118600 1 DCCH @ UL information transfer
5 310260000118600 EMM @ Uplink NAS transport
5 310260000118600 @ 127.0.1.100:36412 Uplink NAS transport
1 SMS-CP
104 310260000118600 EMM @ Downlink NAS transport
104 310260000118600 @ 127.0.1.1:50017 Downlink NAS transport
5 310260000118600 @ 127.0.1.100:36412 Downlink NAS trans port
5 310260000118600 EMM @ Downlink NAS transport
5 310260000118600 1 DCCH @ DL information trans fer

Malformed, binary or silent SMS exposure/exploitation possible! (not tested due to our Ethics)
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Permissive PLMN Handling under Controlled Provisioning

With a corresponding programmed physical SIM, the TCU accepted: Commercial A‘g‘:“hl‘;‘PIL‘;hN“ehsﬁzgda“df‘l’aminj policy fingerprinting
1: fora € candidate_plmns do
PLMNs, Test PLMNSs (such as 00101 and 00110), Arbitrary/non-commercial b Sonflgure eNodeD and BV wilh PLIVN parameters
4 Restart LTE stack (eNodeB + EPC)
PLM NS (SUCh dsS 99970) 5 Insert SIM programmed with same PLMN
6: Power on vehicle and monitor TCU behavior
Completed LTE attachment and PDN establishment P Sﬂ‘ftf;;ﬁjf;;‘;gft‘gﬁedthe“
L i} i . . 9: if Attach Successful then
NO Securlty Warnlng or reStr|Ct|0n was d|Sp|ayed 10: Attempt PDN Session Establishment
11: if PDN Success then
12: Verify Roaming & Cell Link State
A" I' t' B 13: if Ap};)lication-gLayer Active then
OWIIS Ing ypass 14: Log: PLMN — Full Connectivity
15: else
TCU implements a two-stage connectivity policy ' g B PLVIN = DR, Ro Roaming
. . . : else
First stage permits attachment and PDN establishment o Log: PLMN —» Attach Without PDN
20: end if
Second stage determines whether vendor services and roaming are enabled e else .
22: Log: PLMN — Rejected at Attach
- - . . . . : end if
Pre-authentication and control-plane interactions remain possible o else
. . . 25: Log: PLMN — SIM Invalid
Spoofing an approved PLMN can bypass the effective protection o  endif
27 en or

The second allowlist behaves mainly as a service-enablement gate, not as

a cellular security boundary

{Weak carrier policy?? Vehicle more exposed to attacks??
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Emergency Broadcast Handling

. RAN CN IMS UE ID IMSI Ce Inf Message Dat
Transmltted normal and sp00fed ETWS/CMAS broadcaStS S1AP i . 6.12;.06.1.100136412Writereplacewarningrequest - {aa
S1AP @ 127.0.1.100:36412 Write replace warning response message cl: paging: {
. . . RRC 1 PCCH & Paging }etws-Indication true
Tests performed while the vehicle was fully attached { pocn 0P }
~ RRC 1 PCCH @ Paging
. . . . + RRC 1 PCCH @ Paging
Transmission from the base station was confirmed . | oo o
@ @ Paging
+ RRC 1 PCCH @ Paging
= = = -~ RRC 1 PCCH { Paging
No visible or audible alert was produced S
] n
Same observation across SIM types and alert categories
u [ ] L]
Internal handling remains unknown: Filtered, Silently processed, Ignored, Handled elsewhere
n .
Problem: Cellular-level emergency alerts not useful in this case
[ ] ] vV MS Network Capability
Support of GSM/2G functions and ciphers
Length: 3
@... .... = GEA/1: Encryption algorithm not available
.1.. .... = SM capabilities via dedicated channels: Mobile station supports mobile terminated point to point SMS via dedicated signalling channels
..1. .... = SM capabilities via GPRS channels: Mobile station supports mobile terminated point to point SMS via GPRS packet data channels
. - - ...@ .... = UCS2 supp?rt: Th? ME h?S a pr?f?rence for the default-al?habet (?efined in 3GPP TS 23.038 [?b]) over UCS2
TCU advertised support for GSM/2G functionality 1 LT P e ke e s o7 b (2
....... 1 = Revision level indicator: Used by a mobile station supporting R99 or later versions of the protocol
1... .... = PFC feature mode: Mobile station does support BSS packet flow procedures
- : : : ’ .11?1??9:.?.E:tggzij:G::cr;siio:xzfgorithm available
Advertised legacy algorithms including A5/3 and GEAS3
...0 .... = GEA/4: Encrypt?on algor%thm not ava%lable
. _ _ o i;;: i Eégg E:E:iigiﬁﬂ ?EE :ZE %Ei
B : Encryption algorithm not available
Also advertised support for null ciphering S T e G e s et e et SOl L ST
.@.. .... = PS inter-RAT HO from GERAN to E-UTRAN S1 mode capability: PS inter-RAT HO to E-UTRAN S1 mode not supported
..1. .... = EMM Combined procedures capability: Mobile station supports EMM combined procedures
ngEgn u ...1 .... = ISR support: The mobile station supports ISR
These Capab”mes INncrease downgrade and |egacy-attack exposure 2L ALID S T enmMUTIA cobiliy: SRIC fom UTRA 698 o EUTRA S ERAMATIA suported
. :.i: ; NF c:::Ziiiiyf.HobilzquEZiZn supports the notification procedure

....... @ = GERAN network sharing capability: Mobile station does not support GERAN network sharing

Null integrity protection was rejected
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[Observed behavio rements in UN R155 and

- - u Identified Regulatory Requirements (R155/R156) Mapping Justification
Our findings map to tested threats, such as: o
IMSI catching & R155 Annex 5 Table B1, Threat 7.1 Confidential identifiers must be protected; vehicle fails to mitigate
. . identity exposure (interception/monitoring), Mitigation M12; interception or to provide detection/forensics.
» Untrusted or spoofed communications
Rogue base station & R155 Annex 5 Table B1, Threat 6.1 OEM must authenticate sources, prevent spoofing, and detect
lax PLMN enforcement (accepting untrusted info), 6.2 (MitM), DoS; Tesla attaches to untrusted PLMNs without recovery.

Mitigation M10; Threat 8.1 (DoS),

* [dentity and information exposure Vg M3 Vil o 33737

Insecure fallback & R155 Table B1 Threat 8.1 (DoS), Persistent attach loops show lack of DoS recovery (R155) and
. . attach loops Mitigation M13; Vehicle-type 7.3.4, 7.3.6, violate R156 requirements for secure, recoverable, and
7.3.7.R156 7.1.3.1-7.1.3.3,7.2.2.1.1, user-notified OTA processes.
* Denial of service and recovery "
Legacy & weak crypto  R155 Table B6 Threats 26.2/26.3, Legacy and null-cipher capabilities should be carefully restricted
. . . (e.g., null cipher, A5/3) Mitigation M23; Vehicle-type 7.3.8 in safety-relevant communications; the tested TCU still advertises
[ L ﬁ 't y p't g p h y support for such capabilities.
eg aCy O r I n S u I C I e n C r O ra Protocol-level SMS R155 Table B1 Threat 6.1, Mitigation M10; External messages should be authenticated and monitored; the
reception without Table B4 Threat 16.2 (telematics reachable and user-opaque SMS interface creates an attack
. . ng ng user-visible indication = manipulation), Mitigation M20; surface that warrants further investigation.
» OTA-service availability and resilience
No user-visible alert R155 Table B1 Threat 6.1, Mitigation M10; Emergency alerts from untrusted sources should be validated;
following emergency Vehicle-type 7.3.6, 7.3.7 spoofed ETWS/CMAS transmissions did not produce a visible or

° R ecove ry f rom conn eCt | V | -ty d | Sru pt | ons broadcasts ?:riirsﬂirktn inzr the tested conditions, while internal handling

Services blocked by R155 Table B2 Threat 13.1 (DoS vs. update Disrupting access to update services is a recognized DoS threat
rogue LTE base station  rollout), Mitigation M3. R156 7.1.3.1 — (R155) and may affect OTA availability, recovery, and

* User awareness of update-delivery failures T e e e

Users should receive relevant connectivity and update-status

of update failures (inform after) information; Tesla provides no user-visible feedback during
connectivity disruption.

Supplier-dependent R155 Vehicle-type 7.2.2.5 (supplier R155 requires managing supplier risks; risks involving shared

stack dependencies), 7.3.2 (supplier-related risks) cellular components or integration patterns may propagate across
OEMs, not just Tesla.

What about other standards?




Countermeasures TN Rortessrn e BT} TS

and Information Sciences
Upgrade to 5G as default

Use stricter carrier policy

Remove unnecessary services (e.g, SMS)
Remove weak configurations completely (e.g, GSM ciphers)

Fix the fallback logic with health monitoring

Impose stricter control on physical SIM cards, favor eSIMs

Improve the interface with the user (e.g., notifications, awareness, control)
Ensure compliance with the standards and policies




Takeaways

Production vehicles are testable

Standards conformity &
adherence

()

Implementation flaws &
misconfigurations

Classical cellular risks remain relevant

S 3

Safety requirements need
further investigation

Limited driver visibility /
little attention from diagnostics
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