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The RP2350

- Released in August 2024

- Dual core MCU @ 150 MHz

- Each core can use a different ISA
- ARM Cortex-M33 (ARMv8-M)
- Hazard3 RISC-V (RV32IMAC+)

- Secure Bootloader
- With fault injection hardening
- Designed for Arm
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RP2350 Security Features

- Cortex-M33 Security Features

- One-Time Programmable Memory

- Glitch Detector

- Redundancy Coprocessor

- Secure Bootchain
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One-Time Programmable (OTP)Memory 

9Image Source: RP2350 datasheet, Section 13.3.

- Antifuse Memory

- Configures critical components
- Enabled cores
- Debug access
- Glitch detectors

- Relied on during secure boot
- Key material

- Allows “locking” of OTP pages



The Glitch Detector

10Image Source: RP2350 datasheet, Section 10.9.1. 



Redundancy Co-Processor

- Stack Canaries

- Instruction Delays

- Sequence Count Checking

- Integer & Boolean Validation

- Panic

11Image Source: RP2350 datasheet, Section 3.6.3



RP2350 Boot Process
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Challenge Setup

1) Generate a public/private key pair

2) Write a 128-bit secret value to OTP row 0xc08

3) Write the sha256 value of the public key to the bootkey0

4) Enabling secure boot

5) Lock down the chip

6) Run custom firmware removing NS access to secret value
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The attacks
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- Runs in Non-Secure execution state
- Some functionality uses Bootrom APIs

- These may also be accessed from firmware 

running in S

- Implements the interaction with Picotool
- Custom command packets

- One of them: Reset

Context: USB Boot Loader
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Reboot Types
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- RP2350 implements multiple reboot types
- E.g., reboot normally, reboot from RAM

- One special boot type:



Reset Cmd Boot Flow
- NS: Receive command &

       jump to S entry with reboot-flag

- S: Sanitize parameters

    (including boot-type)
- FI hardened!

- S: Jump to shared reset code
- Verify boot type registers are matching

- Execute requested boot
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Vulnerable 
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Sequence
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Attack strategy

- Load unsigned firmware in RAM
- Send USB Reset Command with PC/SP to attack code
- Glitch critical instruction

Implementation Steps:

- Develop attack code
- Verify feasibility
- Bypass glitch detector
- Find & calibrate trigger
- Bypassing random instruction delay of RCP



Bypassing the Glitch Detector (Voltage FI)

Experimental profiling:

- Glitch detector calibrated to 

150MHz clock

However:

- USB Bootloader runs from 

different, slower clock!
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Context: OTP Locking & Entering Bootsel

- All OTP configuration 

available during early boot

- When preparing Bootsel 

mode, OTP locks are read and 

applied

- Picotool/user can read 

non-locked OTP values 
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Locking Down OTP Pages
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   for(; page < NUM_OTP_PAGES; page++) {

       uint32_t sw_lock = s_otp_advance_bl_to_s_value(0xff, page);

       uint32_t sw_lock2 = s_otp_advance_bl_to_s_value(0xff, page2);

       hx_assert_equal2i(sw_lock, sw_lock2);

       otp_hw->sw_lock[page] = sw_lock;

       uint32_t sw_lock_verify = otp_hw->sw_lock[page];

       page2 += (sw_lock_verify & sw_lock) == sw_lock;

   }

   hx_set_step(STEPTAG_NSBOOT_OTP_ADVANCE);

   hx_assert_equal2i(page2, NUM_OTP_PAGES);



Vulnerable 
Instruction 
Sequence
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sw_lock:

0b0000 0000 0000 0000 0000 0000 0000 1111

0b1111 0000 0000 0000 0000 0000 0000 0000

Ignored by OTP Locking Hardware!



Attack strategy

- Setup boot to “bootsel” mode

- Bypass Glitch Detector

- Glitch critical instruction twice

- Readout secret via picotool



Bypassing the Glitch Detector (EMFI)

- Glitch detectors measure at 

specific physical locations of chip

- With EMFI, we can localize the 

fault area

- Glitch detector may not pick up on 

injected faults
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Mitigations & Errata
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E16 E20 E24 E21 - 

Fixed by: A3Fixed by: A4Fixed by: A3Fixed by: A3
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Lessons Learned

- Importance of fault models for pre-boot attacks

- Effectiveness of Hardware Mitigations

- Dangers of complicated boot paths

- Costs of laser fault injection
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Conclusion

Security through 

transparency is 😍
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https://github.com/bhamsec/
woot25-rp2350-challenge

Artifact & Paper


