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Who is Eufy?



Eufy

› Founded in 2016

› Already among market leaders

› Focus on security 

› 1/334 Households
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Serial number:

T8010XXXXXXXXXXX

WPA2-PSK:

?

Eufy – Setup



1. Network traffic analysis

2. Firmware analysis

3. Symbolic analysis
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Methods



Cracking the WPA2-PSK



Eufy – Firmware acquisition 

9



Eufy – Firmware acquisition 
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› Copying the MTD blocks
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Eufy – Firmware acquisition 



Eufy – Authentication bypass - CVE-2023-37822
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Serial number:

“T8010P23224107B0”

WPA2-PSK:

“YzQ3MzI3”

Unencrypted



› Suspicious activities

Reuse of password

UART login

WPA2-PSK

Password follows a pattern

Not random

› Dive deeper!
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Eufy – Filesystem analysis



Eufy – Filesystem analysis
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Eufy – Reverse engineering
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Eufy – Reverse engineering
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Eufy – Reverse engineering



› WPA2-PSK directly

linked to serial 

number?!
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Eufy – Reverse engineering



Eufy – Authentication Bypass

21

Serial number:

T8010P23224107B0

WPA2PSK:

“YzQ3MzI3”

c4732772b06902fe671689ef92946675

MD5 hash

YzQ3MzI3NzJiMDY5MDJmZTY3MTY4OWVmOTI5NDY2NzU

Base64

First 8 bytes

Entropy? #possible combinations?

16^6 = 16.777.216



Eufy – Authentication bypass
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Serial number:

“T8010P23224107B0”

WPA2-PSK:

XXXXXXXX

“YzQ3MzI3”

› Steal WPA Handshake

› Crack WPA2-PSK – Brute force

20 seconds



Authentication Bypass
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Serial number:

“T8010P23224107B0”

WPA2-PSK:

“YzQ3MzI3”



Breaking the Encryption



Eufy – Encryption
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Unencrypted



Eufy – Encryption
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Eufy – Encryption

P2P Encryption
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Media Encryption

Wait, it’s all unencrypted?

Always has been



Eufy - Encryption
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Serial Number

Base Parameter

Random Number

Key Derivation



Eufy - Encryption
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Unencrypted Eufy Header

Encrypted JFIF Header

Unencrypted JFIF Body

Serial Number

Base Parameter

Random Number

Key Derivation

Eufysecurity:<SerialNumber>:01<RandomValue>:
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Eufy – Encryption

› Manual reverse engineering

Complex

Fault prone

Time consuming
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Selective execution



Eufy - Encryption

› Objective: Reconstruct AES key

Run cross-architecture binary

Run targeted functions

Run with concrete inputs

Avoid complex setup
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Selective execution



Eufy - Encryption

› Debugger (gdb, radare2)

Allows for targeted execution

With concrete inputs

Doesn’t work on cross-architecture binaries

Cross-compiled debugger to use on device
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Selective execution



Eufy - Encryption

› Emulation

Execute cross-architecture binaries

No selective execution

Complex

NVRAM calls

Peripherals and sensors
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Selective execution



Eufy - Encryption

› Binary lifting

Makes it architecture-agnostic

Execute lifted binary

No selective execution
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Selective execution



Eufy - Encryption

› dAngr

Debugger for angr

Combines binary lifting and debugging

VEX IR 

Debugger

~=Cross-architecture symbolic GDB

Simplifies the use of angr

CLI
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Selective execution



Eufy - Encryption
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Selective platform-independent execution



Eufy - Encryption

› dAngr

Relay the start of execution to a selected address

Setting and retrieving registers or memory 

Debug over logic blocks

Stops at

Breakpoints

Branch points
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Selective platform-independent execution



Eufy - Encryption

› Leverage dAngr to replicate the AES key

Call the encryption function

Serial and base parameter as parameters

Hook the random number

Get AES key as return value
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Selective platform-independent execution

Serial Number

Base Parameter

Random Number

Key Derivation



Eufy - Encryption
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Selective platform-independent execution

Serial Number

Base Parameter

Random Number

dAngr

Capture 

Encrypted Image
Extract

Capture Network 

Traffic Extract



Eufy - Encryption

› Analysis of the encryption method

Only small part of the “Base Parameter” used

Brute forceable
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Eufy - Encryption
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Serial Number

Random Number

dAngr
Capture 

Encrypted Image
Extract

Brute Force

Base Parameter



Disclosure

› Disclosed June 2023 

› Patched Juli 2024

› CVE-2023-37822
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Insights

› DIY Solutions

› Unique passwords

Compliance

› Security vs usability

Vulnerability or feature

› Solution

Industry-standard, vetted protocols

Reference architectures

Proof of concepts
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Conclusion

› Undermine the security of the complete ecosystem

Combine distinct attack vectors

› Introduced dAngr

Augments manual reverse engineering
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Thank you!

Read the Paper!

Use dAngr!

It’s open source!

(And useful)
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