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Abstract

Autonomous vehicles rely heavily on LiDAR for accurate
3D perception; however, this sensing modality remains vul-
nerable to several physical-world failure modes. This paper
presents a systematic vulnerability analysis of LiDAR-based
autonomous driving stacks against mirror-induced perception
failures. We identify, formalize and evaluate two distinct fail-
ure modes arising from planar mirrors in the environment:
Object Addition, where multi-path reflections create phantom
obstacles in free space, and Object Removal, where beam de-
flection renders real obstacles invisible to the sensor. Our anal-
ysis makes three contributions. First, we conduct an end-to-
end vulnerability assessment on a full-stack autonomous ve-
hicle running Autoware, tracing how mirror-induced artifacts
propagate from raw perception through planning and control,
ultimately triggering emergency braking and cascade colli-
sions. Second, we derive physics-informed empirical models
that characterize artifact location, point count, and appearance
probability as functions of distance, angle, and mirror area.
Third, we integrate these models into a CARLA-based simu-
lation framework for real-time artifact injection, addressing a
key limitation of current simulators that do not model spec-
ular reflections. Our findings reveal that even small mirrors
(0.18 m2, costing under $60) can cause high-confidence false
detections (74% “Vehicle” classification) and trigger unsafe
driving behaviors. We discuss potential countermeasures and
highlight that robust defenses against physically legitimate
but geometrically deceptive sensor inputs remain an open
challenge.

1 Introduction

The deployment of autonomous driving systems on public
roads depends on the ability of their perception pipelines
to construct an accurate, trustworthy model of the physical
world. Among the sensor modalities employed, Light Detec-
tion and Ranging (LiDAR) plays a central role, providing
high-resolution 3D point clouds that form the basis for ob-

stacle detection, localization, and path planning [14, 30]. The
integrity of LiDAR data is therefore not merely a performance
concern but a safety-critical requirement. Errors in the raw
sensor data can propagate through the entire autonomy stack,
from perception through planning to control, with potentially
catastrophic consequences.

A substantial body of research has investigated LiDAR
vulnerabilities through active spoofing attacks, which use
external laser emitters to inject forged pulses into the sen-
sor [10, 18, 19, 21, 26], or through passive adversarial objects,
such as 3D-printed shapes or specially crafted road patterns
designed to exploit weaknesses in learned perception mod-
els [1, 24, 27]. Active attacks require specialized hardware
and precise synchronization with the victim sensor. Passive
adversarial objects typically target specific neural network
architectures rather than the fundamental sensing modality.

However, a more fundamental class of vulnerability has
received remarkably little attention: the susceptibility of Li-
DAR to deception through ordinary specular reflection. The
robotics community has long recognized that mirrors and
reflective surfaces create problematic artifacts in LiDAR
data [3, 28], and recent work has begun to explore reflective
materials for targeted point removal [11, 12]. Yet the broader
implications of this physical phenomenon, particularly the
ability of simple mirrors to both create phantom objects and
erase real ones, have not been systematically analyzed in the
context of full-stack autonomous driving systems.

This vulnerability is particularly concerning for several
reasons. First, unlike active spoofing, mirror-based artifacts
are generated from the vehicle’s own laser pulses, making the
returned signals physically legitimate in terms of wavelength
and temporal structure. Defenses designed to reject externally
injected pulses are therefore ineffective against such physi-
cally consistent reflections. Second, the artifacts are structured
and spatially coherent, following the deterministic laws of ge-
ometric optics rather than appearing as random noise. Third,
mirror placement requires no electronics, no precise synchro-
nization, and no knowledge of the victim system’s internal
parameters. Only general knowledge of road geometry and
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Table 1: Comparison of mirror-based LiDAR vulnerability analysis with prior work on LiDAR deception.

Mirror- Object Object Geometric Real-World AV Stack Defense
Work Based Passive Addition Removal Modeling Simulation Validation Evaluation Proposal

Ours • • • • • CARLA Outdoor (Vehicle) Autoware •
[24] ◦ • • ◦ ◦ ◦ Indoor (Basic) ◦ ◦
[1] ◦ • • ◦ ◦ ◦ Outdoor ◦ ◦
[27] ◦ • • ◦ • LGSVL Outdoor ◦ •
[11] • • ◦ • ◦ AWSIM ◦ ◦ •
[12] • • ◦ • ◦ AWSIM Outdoor (Basic) ◦ •
[31] ◦ • ◦ ◦ • SVL Outdoor ◦ •
[2] ◦ ◦ • ◦ ◦ Baidu Apollo Indoor (Basic) ◦ •
[22] ◦ ◦ • ◦ • Dataset Indoor (Basic) ◦ •
[32] ◦ • ◦ • • Dataset Outdoor (Drones) ◦ •

typical sensor mounting configurations is required.
Table 1 provides a comparative overview of prior work.

To our knowledge, prior research has not provided a system-
atic, end-to-end analysis of mirror-induced LiDAR deception
in autonomous driving systems. We identify four specific
gaps: (G1) Prior studies evaluated reflective artifacts only at
the point-cloud or perception-model level [2, 22, 31], with-
out tracing their propagation through a complete autonomy
pipeline to quantify system-level safety implications. (G2)
No empirical or analytical models exist to describe how ar-
tifact properties depend on controllable physical parameters
such as angle, distance, and area, preventing systematic pre-
diction or reproduction [3, 28]. (G3) Current LiDAR simu-
lators [4] rely on simplified single-bounce ray-casting that
does not model specular multi-path reflections. Consequently,
mirror-induced artifacts cannot be realistically reproduced
in simulation, limiting controlled and repeatable evaluation.
(G4) Recent mirror-related work [11, 12] focused narrowly
on point removal, without exploring the dual capability of
mirrors to also inject structured phantom objects.

This Work. We present the first end-to-end vulnerability anal-
ysis of LiDAR-based autonomous driving systems against
mirror-induced perception failures. Our approach follows a
structured methodology consisting of real-world vulnerability
discovery, physics-informed modeling, simulation-based scal-
able evaluation, and full-stack impact validation. Specifically,
we make the following contributions:

• End-to-End Vulnerability Assessment (G1): We evaluate
the impact of mirror-induced artifacts on a fully integrated
autonomous vehicle running the Autoware stack with a com-
mercial LiDAR. We trace how artifacts propagate through
perception, from point cloud to occupancy grid to object
detection, and into planning and control. We demonstrate
that these artifacts trigger false emergency braking, high-
confidence phantom vehicle classifications of up to 74%,
and cascade collision scenarios.

• Physics-Informed Empirical Models (G2): We derive
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Figure 1: End-to-end evaluation pipeline. (➀) Real-world
experiments characterize mirror-induced artifacts and produce
empirical models. (➁) Key outcomes are validated on an
Autoware-equipped vehicle, confirming perception failures
and unsafe driving behaviors. (➂) Empirical models drive
real-time artifact injection in CARLA for scalable evaluation.

and validate four analytical models that characterize mirror-
induced LiDAR artifacts, including radial distance, lateral
offset, point count, and appearance probability, as func-
tions of distance, mirror angle, and area. These models
are grounded in geometric optics and calibrated through
controlled outdoor experiments.

• Simulation Framework for Specular Artifacts (G3): We
implement a real-time, model-driven artifact injection
pipeline in CARLA that generates physically realistic mir-
ror artifacts during simulation. This framework bridges the
sim-to-real gap for specular reflections and enables safe,
repeatable testing of diverse configurations.

• Comprehensive Threat Characterization (G4): We for-
malize two complementary failure modes, Object Addition,
defined as phantom obstacle injection, and Object Removal,
defined as real obstacle concealment. We demonstrate these
failure modes through a combination of real-world experi-
ments and simulation, providing a comprehensive charac-
terization of the vulnerability surface, as illustrated in the
end-to-end pipeline shown in Figure 1.

Responsible Disclosure. All experiments were conducted
in a controlled environment with no risk to public safety.
We disclose this vulnerability to support the development of
reflection-aware perception and validation systems. Demon-
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Figure 2: Types of reflection in LiDAR sensing. (a) Diffuse:
incident rays scatter broadly on rough surfaces. (b) Specular:
a smooth mirror reflects coherently with θr = θi.

stration videos and supplementary materials are available at:
https://lidar-attack.github.io/lidar-research/.

2 Background

2.1 LiDAR Operation and Reflection Physics
LiDAR sensors emit pulses of near-infrared laser light and
compute the distance to a surface using the time-of-flight
(ToF) principle: dl =

c·∆t
2 , where c is the speed of light and

∆t is the measured round-trip time. Contemporary systems
scan the environment using rotating or solid-state arrays with
fixed angular resolution, producing a 3D point cloud P =
{(xi,yi,zi,ri)}N

i=1, where (xi,yi,zi) is the 3D location and ri
the return intensity. Point cloud fidelity is therefore tightly
coupled to how beams interact with physical surfaces.

Two surface interaction modes determine LiDAR returns
(Figure 2). Diffuse reflection occurs on rough surfaces, scat-
tering return energy broadly and allowing detection from
multiple angles. Specular reflection occurs on smooth, mirror-
like surfaces (glass, wet roads, glossy vehicle bodies) and
follows the law of reflection:

v⃗ref = v⃗in−2 (⃗vin · n⃗) n⃗, (1)

where v⃗in is the incoming ray and n⃗ is the surface normal. This
specular behavior is the source of the measurement artifacts
central to this work. We note that real mirrors absorb a small
fraction of incident energy at each reflection (typically 3–8%
per bounce for silver-backed glass). For the two-hop paths
in our scenarios, the cumulative energy loss remains below
the sensor’s detection threshold in most configurations, as
validated by our experimental data. At greater path lengths
or with additional bounces, absorption could reduce artifact
intensity below detectable levels, a factor captured by the
distance-dependent attenuation in our empirical models.

2.2 Mirror-Induced LiDAR Measurement Ar-
tifacts

When a LiDAR beam strikes a specular surface, its path is
redirected according to the law of reflection. This can corrupt
the resulting point cloud through two primary mechanisms:
Data Omission (Figure 3a) occurs when a mirror deflects a
LiDAR beam away from the sensor, preventing a return signal.

L
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dLM

d MS
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Figure 3: Primary LiDAR measurement artifacts from spec-
ular reflections. (a) Data omission: beam reflected away, no
return. (b) Data fabrication: two-hop path creates a virtual
point at PF .

A beam that would normally strike a real object (PO) instead
reflects along a path that never returns, causing the LiDAR to
record empty space. The object is effectively removed from
the point cloud.
Data Fabrication (Figure 3b) occurs when a LiDAR beam is
redirected by a mirror, strikes a secondary surface (PS), and
returns to the sensor via the same mirror. The LiDAR assumes
a direct line of sight and misinterprets the total travel time:

dmeasured =
dtotal

2
= dLM +dMS, (2)

where dLM is the LiDAR-to-mirror distance and dMS is the
mirror-to-secondary-surface distance. The system projects
this total distance along the original emission direction, plac-
ing the reflected object at a false location PF , corresponding to
the geometric mirror image of the actual surface. This creates
phantom obstacles in empty space.

3 Threat Model

Urban driving environments contain numerous specular sur-
faces, including glass storefronts, building facades, bus shel-
ters, and traffic convex mirrors, that can redirect LiDAR pulses
along unintended paths. While such reflections occur naturally
and may cause transient artifacts, the underlying vulnerabil-
ity can also be deliberately exploited by an adversary who
controls the placement or orientation of a reflective surface.
This section formalizes the threat across a spectrum from
incidental to adversarial.

3.1 Adversary Goals
The adversary seeks to introduce physically plausible but
semantically deceptive artifacts into the AV’s LiDAR point
cloud, leading to unsafe or disruptive driving behavior. We
define two complementary failure modes:
• Object Addition (OA): Create a false positive by fabricat-
ing a phantom obstacle in the AV’s path, aiming to trigger an
inappropriate defensive response such as emergency braking
in flowing traffic or an unnecessary evasive maneuver.
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• Object Removal (OR): Create a false negative by making
a real obstacle invisible to the LiDAR sensor, causing the AV
to fail to detect a genuine hazard.

Both failure modes produce structured, plausible point
clouds rather than obvious noise, making them difficult to
distinguish from legitimate sensor data at the perception level.

3.2 Adversary Capabilities and Constraints

The adversary operates as a passive, external agent in the
physical domain with the following profile: (1) Black-box
access: no internal access to the AV’s software, sensor data,
or control systems; the manipulation is non-invasive, relying
only on observable physical reactions. (2) Passive mecha-
nism: no electronic emitters are used; unlike active spoof-
ing [20, 21], the adversary redirects the victim’s own LiDAR
pulses, producing physically legitimate but geometrically de-
ceptive returns. (3) General environmental knowledge: the
adversary knows the road layout and typical LiDAR mounting
positions but not the specific vehicle’s calibration parameters.
(4) Physical mirror placement: one or more portable pla-
nar mirrors are placed before the AV, potentially disguised
as infrastructure elements (utility boxes, construction signs,
roadside art).
Adversary Controllability. The adversary’s ability to ma-
nipulate phantom artifacts is constrained by the underlying
two-hop reflection geometry (Section 2), yet remains suffi-
ciently structured to enable practical attacks. According to the
law of reflection (Equation 1), the adversary can act on three
physical variables: mirror placement, mirror orientation (tilt
angle θ), and reflective area A. Specifically, phantom loca-
tion is governed by the combination of mirror placement and
orientation. Mirror placement sets the LiDAR-to-mirror dis-
tance d, which in turn scales the lateral displacement d tan(2θ)
and the apparent depth along the two-hop path (Equation 2).
Consequently, by positioning the mirror at a chosen standoff
distance from the victim’s trajectory and selecting an appro-
priate tilt, the adversary can place the phantom within the
victim’s planned path (e.g., at an intersection turning corri-
dor). Phantom density, quantified as the number of reflected
points per frame, is primarily controlled by the mirror area A.
Larger surfaces intercept a greater fraction of the divergent
LiDAR beam and produce denser clusters.

Phantom shape is not directly chosen by the adversary but
is determined by the mirror image of whatever secondary
surface the deflected beam strikes. The secondary surface
is therefore environmental rather than adversary-controlled.
In typical urban deployments, walls, facades, parked vehi-
cles, and the ground plane provide abundant candidates at
predictable distances from intersection corners. Even in the
absence of such infrastructure, the ego vehicle itself can serve
as the secondary surface, yielding a naturally vehicle-shaped
phantom that might be misclassified by the perception stack.
Consequently, the feasibility of the attack does not hinge on

Figure 4: Illustrative scenarios. OR: A mirror redirects Li-
DAR beams away from a traffic cone, creating the illusion of
a clear path. OA: A mirror reflects pulses to create a phantom
obstacle, triggering a false positive.

fine-grained environmental control by the adversary.

3.3 Threat Spectrum: Incidental to Adversar-
ial

Mirror-induced LiDAR artifacts can arise across a spectrum of
intent, from incidental environmental reflections to deliberate
adversarial placement of reflective surfaces.
• Non-adversarial (environmental): Glass building facades,
store windows, wet road surfaces, and metallic infrastructure
can produce unintended specular returns.
• Semi-adversarial (repurposed infrastructure): Convex
mirrors are routinely deployed at blind curves and narrow
intersections for human driver visibility. An adversary could
subtly re-angle such a mirror/install an additional one that
appears functionally legitimate. Because convex mirrors are
expected in these environments, no modifications are required.
• Fully adversarial (dedicated placement): Purpose-built
reflector deployment, intended to induce dense and spatially
coherent artifacts, mounted on roadside infrastructure or dis-
guised as a traffic convex mirror at an intersection corner.

3.4 Representative Scenarios

We ground the threat model with two deployment scenarios,
illustrated in Figure 4:
• Scenario 1: Intersection Blocking via Object Addition.
A mirror is positioned at an urban intersection corner, ori-
ented toward the approaching AV’s expected trajectory. This
mirror causes the LiDAR sensor to register phantom points
in the AV’s turning path, where no real obstacle exists. The
perception system interprets these as a legitimate obstruction,
triggering unnecessary braking or evasive maneuvers.
• Scenario 2: Obstacle Concealment via Object Removal.
A mirror is placed at the roadside to intercept LiDAR beams
that would otherwise detect a real obstacle (e.g., a construction
barrier). Instead of returning from the obstacle, the sensor
receives returns consistent with a clear road surface. The AV
consequently infers a traversable path through an actually
obstructed region.
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Figure 5: Experimental setups. (a) Object Removal: a mirror
obscures a traffic cone from the LiDAR’s line of sight. (b) Ob-
ject Addition: a mirror array redirects LiDAR pulses toward
a nearby structure, creating phantom returns in the vehicle’s
path.

4 Real-World Experimental Campaign

This section describes the controlled outdoor experiments we
conducted to characterize the physical behavior of mirror-
induced LiDAR artifacts. The experiments serve two pur-
poses: (1) providing empirical evidence of the vulnerability
on a real sensor platform, and (2) generating the dataset from
which our empirical models (Section 6) are derived.

4.1 Platform and Setup
All experiments used a test vehicle with a roof-mounted
Ouster OS1-128 LiDAR sensor at approximately 2.2 m height,
operating at 10 Hz with 128 vertical channels and full 360◦

horizontal coverage [16]. Data was recorded using ROS 2,
logging raw LiDAR packets for precise offline analysis.

We used optically flat, silver-backed glass mirrors mounted
on adjustable stands with angular protractors for tilt control.
Two mirror configurations were employed: single panels of
approximately 60 cm×40 cm for OR tests, and modular arrays
of 30 cm×30 cm tiles (2, 4, or 6 tiles, yielding 0.18, 0.36, and
0.6 m2 of reflective area) for OA tests. Total cost of all mirror
hardware was approximately $60.

Testing was conducted in a closed campus parking lot and
adjacent roadway under clear, dry daytime conditions. The ve-
hicle was driven at speeds up to 8 km/h to replicate low-speed
approach scenarios (e.g., intersection turns, parking), enabling
capture of the full temporal evolution of artifacts across mul-
tiple LiDAR frames as the geometry between vehicle and
mirror changed.

4.2 Object Removal Trials
In the OR setup (Figure 5a), a traffic cone (50 cm tall, 29 cm
base) was placed 4 m from the vehicle. A single mirror
(60×40 cm) was positioned between the LiDAR and the cone,
covering the cone’s vertical extent as seen by the sensor. We
tested mirror tilt angles of 0◦, 15◦, 30◦, and 45◦ relative to the
LiDAR’s forward axis. Each configuration was recorded for
10 seconds (∼100 LiDAR frames), with the vehicle stationary
to isolate the mirror’s effect.

Observation. Across all tested configurations, the cone was
completely absent from the point cloud when the mirror was
present (Figure 6a and Figure 6b). This demonstrates that a
mid-sized obstacle can be rendered fully invisible through
passive beam redirection. Critically, this failure mode is fun-
damentally different from simple occlusion by an opaque
object or from beam redirection into empty space: the mirror
deflects pulses toward the ground plane, where they produce
valid-looking ground returns that are spatially continuous
with the surrounding floor (Figure 6c). Rather than leaving a
visible data void, the obstructed region is populated by geo-
metrically consistent returns, causing the sensor to perceive a
continuous traversable surface where the cone is located. This
distinction is what makes OR particularly insidious. Void-
based anomaly detectors that reason about missing returns or
shadow regions [8] can catch opaque occlusion, but cannot
catch this substitute-surface mechanism where the voided
region is replaced by geometrically consistent ground returns.

4.3 Object Addition Trials
In the OA setup (Figure 5b), a modular mirror array was
mounted on a vertical board at an intersection edge. We tested
three tilt angles (30◦, 45◦, 60◦) and three reflective areas (0.18,
0.36, 0.6 m2), yielding a 3×3 parameter grid. The vehicle
approached from ∼20 m at 8 km/h, executing an intersection
turn while continuously recording LiDAR data.
Observation. Virtual points behind the mirror were consis-
tently observed across all trials (Figure 7). Two key findings
emerged. First, mirror area controls artifact density: in-
creasing from 0.18 m2 to 0.6 m2 transformed the artifact from
a sparse cluster into a dense, cohesive structure resembling a
solid object. Second, mirror angle controls artifact timing
and location: shallow angles (30◦) induced abrupt, close-
range phantoms that emerged at short LiDAR-to-mirror dis-
tances, whereas steep angles (60◦) produced more spatially
persistent artifacts detectable earlier in the vehicle’s approach
and at larger perceived depths, as shown in Figure 8 (extended
analysis is provided in Appendix B.1). The 45◦ case exhibited
intermediate behavior with noticeable frame-to-frame vari-
ability in artifact persistence and spatial consistency. These
observations reveal a key trade-off: angle determines arti-
fact placement, while area determines artifact density and
perceptual plausibility.

5 Full-Stack Vulnerability Assessment on Au-
toware

This section presents the core vulnerability assessment: trac-
ing how mirror-induced artifacts propagate through a fully in-
tegrated autonomous driving system and trigger safety-critical
failures. Building on the experimental evidence from the pre-
vious section, we demonstrate the end-to-end impact on per-
ception, planning, and control using an Autoware-equipped
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Figure 6: Object Removal at 0◦ mirror tilt. (a) Baseline: cone visible. (b) Side view with mirror: cone completely removed
from perception. (c) Top view with mirror: the region where the cone was located is filled with ground returns that are spatially
consistent with the surrounding floor, rather than showing a data void.
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Figure 7: OA point clouds with varying mirror area. (a) 2 tiles: sparse cluster (circled). (b) 4 tiles: denser vertical surface. (c) 6
tiles: high-density cluster approximating a vehicle profile.

Figure 8: Impact of mirror tilt angle on phantom location: (a)
30◦; (b) 45◦; (c) 60◦.

test vehicle, showing that phantom points at the sensor level
cascade into emergency braking, unnecessary stops, and dis-
rupted trajectory planning.

5.1 Methodology

The validation used the same Kia Soul EV with Ouster
OS1-128 LiDAR described in Section 4, running the Au-
toware.Universe stack with CenterPoint [29] as the primary
3D object detector. CenterPoint was selected for its strong
performance on standard benchmarks and its deployment in
real-world AV systems. Experiments were conducted in two
modes:
•Manual Mode: A safety driver maintained precise trajecto-
ries while logging perception outputs, enabling clean analysis
of how the perception stack interprets adversarial inputs.
• Autonomous Mode: The full autonomy stack (perception,
planning, control) was engaged, allowing observation of the
system’s emergent behaviors in response to artifacts.

Each scenario was tested across the full parameter grid
(three mirror areas × three tilt angles). Synchronized logs
captured occupancy grids, detected object lists, and vehicle
control signals.

5.2 Perception-Level Failure Analysis
1 Object Addition: Phantom Detection and Misclassifi-

cation. Under OA conditions, mirror-reflected returns corrupt
the perception pipeline at multiple levels. In the occupancy
grid (Figure 9), two mirror tiles mark several cells as “oc-
cupied.” With four and six tiles, the occupied region grows
to match a vehicle-sized footprint, persisting across multi-
ple frames as the mapping module accumulates occupancy
evidence from consecutive LiDAR scans.

At the semantic level, the corruption escalates from spatial
to categorical (Figure 10). With two tiles, the sparse cluster is
classified as “UNKNOWN”, but still treated as an obstacle by
downstream modules. With four tiles, the denser artifact trig-
gers a “CAR” classification at 65% confidence. With six tiles,
confidence rises to 74%. The detector progressively halluci-
nates a plausible, high-confidence vehicle where none exists,
revealing a fundamental breakdown in perception integrity:
the physically legitimate but geometrically deceptive signals
are indistinguishable from real objects within the detector’s
learned feature space.
2 Object Removal: Silent Obstacle Erasure. The OR sce-

nario introduces a particularly insidious failure: the mirror
redirects LiDAR beams away from the cone and toward the
ground plane, where they produce geometrically consistent
returns. These reflected signals are processed as structurally
valid measurements, and Autoware’s ground segmentation
interprets them as part of a continuous, traversable surface.
As shown in Figure 11, the baseline correctly marks the cone
as occupied (black cell), while the mirror condition shows the
same region as free space despite the physical presence of
both the cone and the mirror. This data replacement makes the
OR vulnerability particularly dangerous. It can pass through
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Figure 9: Occupancy grid corruption under Object Addition. (a) 2 tiles: thin line of occupied cells behind mirror. (b) 4 tiles:
dense cluster triggers “CAR” detection. (c) 6 tiles: occupied area matches a real vehicle footprint.
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Figure 10: CenterPoint detection outcomes under Object Addition. (a) 2 tiles: “UNKNOWN” detection (white circle). (b) 4 tiles:
“Vehicle” at 65% confidence (blue box). (c) 6 tiles: “Vehicle” at 74% confidence.
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Figure 11: Occupancy grid under Object Removal. (a) Base-
line: cone correctly marked occupied. (b) With mirror: same
region falsely marked free.

anomaly detection systems that search for sensor voids or
dropouts, and it compromises safety architectures that treat
LiDAR as ground-truth for obstacle detection.

5.3 System-Level Behavioral Failures

Having characterized the perception-level impact, we now
examine how OA artifacts propagate to planning and con-
trol in autonomous mode. We focus on OA using the 6-tile
configuration (maximum artifact density) across three mirror
angles, with the vehicle following a route toward the mirror
setup at 8 km/h.
Observed Failures. In every trial, the planner interpreted
the phantom as a real threat and engaged its obstacle stop
procedure. However, the nature of the failure varied signifi-
cantly with mirror angle, as shown in Figure 12, producing a
spectrum of dangerous behaviors:
• Late-Onset, High-Jerk Braking (30◦): At a shallow 30◦

angle, the reflective geometry only produced a detectable
phantom when the vehicle was within a few meters of the
mirrors. As shown in Figure 12a, the vehicle has almost com-
pleted the turn’s apex when the phantom object (blue box)
appears abruptly at extremely close range. This late-onset

detection created a critically low Time-to-Collision (TTC),
forcing the motion planner to issue an immediate emergency
obstacle stop command. The vehicle halted with an extremely
high jerk profile, a maneuver that, while logically correct from
the system’s perspective, would be highly dangerous in a real
traffic environment and would likely cause a rear-end collision
by a following vehicle.
•Mid-Turn Stop with Decision Instability (45◦): Increas-
ing the angle to 45◦ widens the window for reflection. Conse-
quently, the phantom object is detected earlier in the vehicle’s
approach, as it begins to enter the curve but before it reaches
the apex. The RViz view shows (see Figure 12b) the vehicle
braking while still on the initial part of the turn. The planner
has slightly more time to react compared to the 30◦ case, but
the outcome is still a full stop in the middle of a dynamic
maneuver. This scenario can be particularly hazardous if it
leads to detection flickering, causing decision instability (os-
cillating between braking and proceeding) and creating an
unpredictable hazard for other road users.
• Pre-Turn Path Obstruction (60◦): At 60◦, the mirror
presents a large, effective reflective surface to the approaching
vehicle. This results in the earliest possible detection, occur-
ring well before the vehicle even enters the turn. The image
clearly shows the phantom object appearing as a full obstruc-
tion far down the planned trajectory (the light white circle).
The system, identifying a high-confidence obstacle directly
in its path, immediately terminates the plan and commands
a full stop. While an early stop might seem safer, it is still a
hazardous phantom braking event. The vehicle stops for no
apparent reason long before an intersection, disrupting traffic
flow and creating a dangerously unpredictable situation for
human drivers who cannot see the phantom obstacle.
Broader Safety Implications. This analysis demonstrates
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Figure 12: Autoware’s response to phantom detections with the 6-tile mirror at different angles. (a) 30◦: late-onset phantom
triggers immediate emergency stop. (b) 45◦: earlier detection causes mid-turn braking. (c) 60◦: early detection triggers pre-turn
full stop.

that the vulnerability triggers a spectrum of dangerous errors
of commission: the vehicle performs unnecessary, hazardous
actions ranging from sudden high-g emergency stops to in-
explicable halts in live traffic. The severity and timing are
directly tunable by the mirror angle parameter.

Although tests were conducted at 8 km/h for safety, au-
tonomous vehicles typically approach intersections at 10–
20 km/h, where reduced reaction time and increased momen-
tum amplify the risk of cascade collisions. Crucially, in every
case, the Autoware stack performed exactly as designed: ex-
ecuting a logical, defensive maneuver based on its sensory
input. The vulnerability lies not in the planning software but at
the physical-sensor interface, where the vehicle’s perception
of reality was corrupted by physically legitimate but geomet-
rically deceptive signals. This finding underscores that robust
AV safety must extend beyond algorithmic integrity to include
defenses against physical-layer sensor deception.
Note on OR System-Level Evaluation. For the OR sce-
nario, we did not evaluate full autonomous driving through
the removed obstacle, as doing so would require the vehi-
cle to drive into a physical hazard. Instead, we verified the
system-level implication at the perception level: Autoware’s
occupancy grid and planner consistently treated the mirror-
occluded region as free space (Figure 11), confirming that
the vehicle would proceed into the obstructed zone if oper-
ating autonomously. A full collision demonstration for OR
would require a simulation-only evaluation with a destructible
obstacle, which we leave to future work.

6 Physics-Informed Empirical Modeling

The full-stack assessment revealed that even a small num-
ber of phantom points can cascade into safety-critical fail-
ures. This section derives analytical models that characterize
mirror-induced artifacts as functions of controllable physical
parameters, formalizing the geometric and statistical mech-
anisms that govern artifact appearance, depth, and intensity.
These models serve two purposes: (1) they provide a quantita-
tive understanding of the vulnerability’s underlying physics,
and (2) they enable realistic artifact injection in simulation.

6.1 Feature Extraction Pipeline
From the experimental data (Section 4), we extracted mirror-
induced artifact points through a frame-differencing proce-
dure. For each trial, we aligned the mirror-present scan with a
baseline scan captured at the same vehicle position and under
identical conditions but without the mirror. Points appearing
exclusively in the mirror-present scan were labeled as mirror-
induced artifacts. We applied fine-grained spatial registration
using the Iterative Closest Point (ICP) algorithm to compen-
sate for minor pose deviations and vehicle motion between
runs. The resulting artifact clusters were segmented and anno-
tated with the physical parameters (d,θ,A): LiDAR-to-mirror
distance, mirror tilt angle, and mirror surface area.

From each cluster, we extracted four quantitative features:
(1) Radial distance (Rart): the magnitude of the centroid
vector, representing the artifact’s apparent distance from the
sensor; (2) Lateral offset (Xart): the displacement of the cen-
troid from the LiDAR’s forward axis; (3) Point count (Nart):
the number of points per frame, serving as a proxy for artifact
salience; (4) Appearance probability (Papp): the fraction of
frames in which an artifact cluster (with N > 0) appears under
a given configuration.

6.2 Model Formulation
This section models the dependence of artifact characteris-
tics on mirror distance d, tilt angle θ, and surface area A.
We propose four semi-empirical formulations derived from
reflection geometry and LiDAR time-of-flight behavior and
validate them against the experimental observations in Sec-
tion 4. All fitted parameters and their physical interpretations
are provided in Appendix A.
1 Artifact Location Model. The artifact’s perceived posi-

tion is determined by the two-hop path: the LiDAR pulse
strikes the mirror, reflects toward a secondary surface (e.g.,
wall or ground), bounces back to the mirror, and returns to
the sensor. Because the sensor interprets the total round-trip
time as a straight-line range, it registers a phantom point at
a location with no real object. We derive lateral and radial
coordinates separately.

Lateral Offset. A planar mirror rotated by a yaw angle θ

relative to the sensor’s optical axis deflects the beam laterally
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Figure 13: Model validation against experimental data for representative configurations. (a) Point count model captures the
bell-shaped intensity profile (30◦, 0.36 m2). (b) Appearance probability model delineates the detection window (60◦, 0.6 m2). (c,
d) Lateral offset and radial distance models track artifact location (45◦, 0.36 m2).

by 2θ (law of reflection). This angular deflection produces
a lateral displacement that grows with propagation distance.
Since the post-reflection path scales approximately with the
sensor-to-mirror distance d during vehicle approach, the first-
order displacement is:

Xgeom = d tan(2θ). (3)

In practice, the sensor and mirror are mounted at different
heights, and the beam strikes the mirror as a finite spot rather
than an infinitesimal point. The height difference slightly
alters the effective deflection geometry (multiplicative correc-
tion cX ), while the finite beam footprint on the tilted surface
introduces a systematic lateral bias (additive shift δX ):

Xart(d,θ) = cX d tan(2θ)+δX . (4)

Fitted values (cX ≈ 0.98, δX ≈ −0.05 m) confirm close
agreement with the ideal geometry of Equation 3.

Radial Distance. The LiDAR computes range as half the
total round-trip time multiplied by the speed of light. For the
two-hop path, this distance is necessarily longer than the direct
round-trip to the mirror. With a perfectly collimated beam,
the perceived range would grow linearly with d. However,
real beams diverge: the beam diameter on the mirror grows
as d ·φ (where φ is the divergence angle), so for a mirror of
width w the captured fraction is:

fcapture(d)≈min
(

1,
w

d φ

)
. (5)

As d increases, the beam overfills the mirror and only the
central portion is reflected. Central rays travel shorter geomet-
ric paths than peripheral ones, so clipping the edges biases
the LiDAR’s timing estimate (which operates on the peak or
leading edge of the return pulse) toward shorter values. This
produces sub-linear growth of perceived range:

Rbase(d) = cR dnd , nd < 1. (6)

Mirror tilt θ also modifies the total path length by changing
how far the deflected beam travels to reach the secondary
surface. Expanding this angular dependence to second order
gives the full model:

Rart(d,θ) = cR dnd (1+a1θ+a2θ
2), (7)

where fitting yields nd ≈ 0.88, confirming the expected sub-
linear regime. Mirror area A has negligible effect on artifact
location, consistent with geometric optics: image position
depends on angles and distances, not mirror size.
2 Artifact Point Count Model. The LiDAR records a point

only when received power exceeds a threshold Pmin. For a
single-hop return at range R:

Pr =
Pt ρAr

R4 η, (8)

where Pt is transmitted power, ρ target reflectivity, Ar receiver
aperture, and η system efficiency. In the two-hop case, the
effective range, cross-section, and reflectivity become coupled
functions of (d,θ,A), precluding a closed-form solution. We
identify three dominant effects and model each independently.

Mirror area A. A larger mirror intercepts more of the di-
vergent beam. For a Gaussian beam profile, captured power
scales super-linearly when the mirror is smaller than the foot-
print (the beam center carries disproportionately more energy),
motivating a power-law term Aβ with β > 1.

Mirror tilt θ. Tilting reduces the projected area seen by
the beam (foreshortening). In our two-hop geometry this loss
applies on both incoming/outgoing reflections, and angular
misalignment further reduces return coupling, producing a
steeper-than-cosine falloff modeled as cosγ(θ) with γ > 1.

Distance d. The dependence is non-monotonic. At short
range, the deflected beam overshoots nearby surfaces and
the return angle exceeds the receiver’s field of view. At long
range, R−4 attenuation dominates. Between these regimes,
a peak occurs at an optimal distance µ(θ). We model this
bell-shaped envelope with a Gaussian:

g(d,θ) = exp
(
− (d−µ(θ))2

2σ2

)
, (9)

where µ(θ) shifts the peak with angle and σ controls the width.
Combining the three effects:

Nart(d,θ,A) = c0 Aβ cosγ(θ) exp
(
− (d−µ(θ))2

2σ2

)
, (10)
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with fitted β≈ 1.25, γ≈ 3.5.
3 Appearance Probability Model. An artifact is detectable

only when (i) the deflected beam actually hits a secondary
surface rather than escaping into open space, and (ii) the return
signal exceeds Pmin. At short range, the steep 2θ deflection
sends the beam past nearby surfaces, making the two-hop path
physically impossible. At long range, the extended multi-leg
path causes 1/R4 decay to push the signal below the noise
floor. These opposing constraints create a finite detection
window [dmin, dmax].

The transitions at both boundaries are gradual (the fraction
of valid rays and the SNR both degrade smoothly), so we
model each edge with a logistic sigmoid and compose them
into a bandpass window:

Papp(d,θ,A) =
1

1+ e−k(d−dmin)
· 1

1+ ek(d−dmax)
, (11)

where k controls transition steepness. The boundaries shift
with mirror configuration: steeper θ deflects the beam more
aggressively, requiring a greater distance for the geometry to
work, pushing dmin outward; larger A captures more energy
and extends the detectable range, increasing dmax. We model
both as linear functions:

dmin(θ,A) = bmin
0 +b1θ+b2A, (12)

dmax(θ,A) = bmax
0 + c1θ+ c2A. (13)

6.3 Model Fitting and Validation Summary
Figure 13 presents representative validation results. The lat-
eral offset model (c) achieves a near-perfect fit (R2 ≈ 0.98
globally), confirming that the first-order geometric predic-
tion d · tan(2θ) accurately describes the sideways displace-
ment. The radial distance model (d) achieves R2 ≈ 0.92, with
the sub-linear exponent nd = 0.88 consistently capturing the
beam-spillover effect across all configurations. The appear-
ance probability model (b) achieves R2 ≥ 0.87 across all
tested setups, and R2 = 1.0 for several, accurately reproducing
the sharp on/off detection windows observed in the data. The
point count model (a) achieves a global R2 ≈ 0.85; we note
that certain configurations (e.g., 30◦, 0.36 m2) exhibit higher
absolute residuals (RMSE ∼49.7) driven by the high peak
counts at these geometrically favorable setups, but the relative
error remains bounded and the model correctly captures the
bell-shaped trend in all cases. The complete per-configuration
validation across all setups is provided in Appendix A.1, and
all fitted parameter values with their physical interpretations
are tabulated in Appendix A.

7 Simulation-Based Evaluation in CARLA

Here we integrate the previously derived artifact models into
CARLA [4] by injecting synthetic LiDAR points whose po-
sition and structure follow the predicted artifact behavior.

CARLA, like most AV simulators, relies on ray casting that as-
sumes purely diffuse reflections, so mirror-like materials pro-
duce no measurement artifacts despite being a known source
of errors in real deployments. Consequently, perception stacks
tested only in simulation never encounter reflection-induced
failures. By generating artifacts according to our empirical
formulations, we extend the simulator with realistic specular
reflection effects and enable safe, repeatable evaluation of AV
robustness under physically consistent conditions.

7.1 Injection Pipeline

The pipeline operates in real-time within CARLA’s simulation
loop and is formalized as a four-stage Algorithm 1:
Stage 1: State extraction. The pipeline begins by calculating
the precise geometric relationship between the ego vehicle
and the adversarial mirror. Using CARLA’s APIs, we access
the world-space transforms of both the LiDAR sensor and the
mirror object. These are used to compute the three critical
input parameters for our models: the instantaneous LiDAR-
to-mirror distance (d), mirror tilt angle (θ), and mirror surface
area (A). This step effectively translates the dynamic 3D world
of the simulator into the specific parametric inputs our empir-
ical models require.
Stage 2: Probabilistic trigger. The extracted state vector is
passed into a stochastic gate to determine whether an artifact
should be injected. The inherent randomness in real-world
sensor physics, where signals fluctuate near detection thresh-
olds, is captured by our empirically derived appearance prob-
ability Papp. For a given state (d,θ,A), the model outputs the
likelihood of artifact presence. A uniformly distributed ran-
dom number r ∈ [0,1] is sampled, and the artifact is generated
only if r < Papp(d,θ,A). The probabilistic mechanism reflects
the intermittent flicker of marginal detections observed in
practice.
Stage 3: Artifact synthesis. Once triggered, the pipeline syn-
thesizes a phantom object based entirely on the validated
empirical models. All characteristics are derived from the
same state vector (d,θ,A). The point count model Nart de-
termines the number of LiDAR points forming the artifact.
Simultaneously, the location models Xart and Rart estimate the
3D centroid Cart. A cluster of N points is then sampled from
a multivariate Gaussian distribution N (Cart,Σfixed), where
Σfixed is a small, constant covariance matrix. This process
ensures a compact, spatially coherent artifact that resembles
a physical object in the scene.
Stage 4: Point cloud injection. The final stage performs the
insertion of the synthesized artifact cluster, F , into the Li-
DAR data stream. The generated 3D points are merged with
the native LiDAR scan, Lnative, using a set union: Lmodified =
Lnative∪F . This modification is applied directly at the sensor-
data level, prior to any downstream perception or control
processing. As a result, the attack remains entirely transpar-
ent to the autonomy stack, which interprets the modified point
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Algorithm 1 Model-Driven Artifact Injection Pipeline

Require: Current mirror configuration (d,θ,A)
Require: Native LiDAR scan Lnative
Require: Empirical models: Papp,Nart,Xart,Rart

1: papp← Papp(d,θ,A)
2: if r()< papp then
3: N← int(Nart(d,θ,A))
4: R← Rart(d,θ)
5: X ← Xart(d,θ)
6: Cart← ConvertTo3D(R,X) ▷ Convert to 3D point
7: F ← /0 ▷ Initialize empty artifact cluster
8: for i = 1 to N do
9: Sample point pi ∼N (Cart,Σfixed)

10: Add pi to F
11: end for
12: Lmodified← Lnative∪F
13: else
14: Lmodified← Lnative
15: end if
16: return Modified LiDAR scan Lmodified

cloud as authentic sensor input, enabling the observation of
unfiltered system reactions.

7.2 Scenario-Based AV Response Analysis
The system-level impact of our attack was evaluated in a
critical urban driving scenario designed in CARLA. This
scenario enables observation of the complete event chain,
from initial perception failure to a physical collision, thereby
providing a clear measure of the threat’s severity.
Simulation Setup. Our primary scenario involves two vehi-
cles approaching a T-intersection. The lead vehicle, which
we term the “Ego AV," is equipped with our full attack in-
jection pipeline and a standard autonomous driving agent
(BehaviorAgent in CARLA). A second “Follower Vehicle"
trails the Ego AV, governed by a basic car-following logic that
maintains a safe distance based on its own perception. An
adversarial mirror is placed at the corner of the T-intersection,
positioned to trigger model-based artifact injection that simu-
lates a phantom object in the Ego AV’s path.
Qualitative Outcome. As the Ego AV approaches the mirror,
the pipeline continuously evaluates the configuration state
(d,θ,A) and determines whether artifact generation should
occur. Once the appearance probability exceeds the stochastic
threshold, a dense cluster of phantom points is injected into
the Ego AV’s LiDAR stream at a physically consistent loca-
tion and depth. The perception module interprets this cluster
as a nearby obstacle occupying the driving corridor, which
propagates to tracking and planning as a potential collision
risk. The safety layer therefore overrides the nominal trajec-
tory and initiates emergency braking. The follower vehicle
reacts only after observing the abrupt deceleration of the Ego
AV and cannot brake in time, resulting in a rear-end collision

Fake point

Car 1

Car 2
Car 1

Car 2

Mirror Mirror

Crashed cars

(a) (b)

Figure 14: Cascade collision in CARLA. The Ego AV (Car 1)
emergency-brakes for a phantom obstacle; the Follower (Car
2) rear-ends it. (a) Collision moment. (b) Ego AV’s LiDAR
view showing injected phantom points.

Figure 15: System-level dynamics following artifact injection
at t ≈ 11.0 s. Ego AV emergency brakes; Follower Vehicle
fails to react, leading to collision (separation and TTC reach
zero).

(Figure 14).
Quantitative Analysis. Figure 15 presents time-aligned vehi-
cle dynamics during a representative scenario. At t ≈ 11.0 s,
artifact injection begins. The Ego AV (blue) decelerates from
>25 km/h to zero within ∼1 s. The Follower (red) continues
at speed before reacting with a delay, causing the separation
distance to collapse to zero. The Time-to-Collision (TTC)
drops below the critical 3-second threshold and ultimately
reaches zero, confirming a collision. This causal chain, per-
ception deception→ emergency braking→ rear-end collision,
demonstrates how a passive optical manipulation at the sensor
layer can cascade into a catastrophic system-level failure.
Point Count and Attack Success. Table 2 summarizes the re-
lationship between mirror configuration, phantom point count,
perception output, and system-level behavior across both the
real-world Autoware experiments (Section 5) and the closed-
loop CARLA evaluation presented above. The three mirror
areas span roughly an order of magnitude in artifact density
(from ≈25 to ≈200 points per frame), yet all configurations
produce the same system-level outcome: emergency braking
followed by rear-end collision in simulation, and planner-level
obstacle response in the real-world perception traces. This
reveals a two-tier threshold structure. Dense clusters (≳50
points) drive high-confidence semantic misclassification as
“Vehicle” (65% and 74% confidence), whereas sparse clusters
(≈25 points) are labeled “UNKNOWN” but still populate
occupancy cells and trigger defensive planner behavior. The
operationally relevant threshold for attack success is therefore
the occupancy-grid threshold, not the semantic-classification
threshold, and it is met even by the sparsest configurations we
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Area (tiles) Pts/Frame Perception Outcome

0.18 m2 (2) ≈25 UNKNOWN Brake + Crash
0.36 m2 (4) ≈55 CAR (65%) Brake + Crash
0.60 m2 (6) ≈200 CAR (74%) Brake + Crash

Table 2: Point count and attack outcomes across mirror con-
figurations, real-world perception (Section 5), and CARLA
closed-loop behavior.

tested. This indicates that the attack does not require finely
tuned geometry or large mirrors to produce unsafe system-
level behavior.
Speed sensitivity. Since varying vehicle speed in our real-
world test environment was not feasible for safety reasons, we
used CARLA to evaluate the vulnerability at realistic urban
approach speeds of 25, 30, and 35 km/h. The injected phantom
triggered emergency braking and a rear-end collision at all
three speeds, with collision severity increasing at higher veloc-
ities due to greater closing momentum and shorter available
braking margins.

8 Discussion and Countermeasures

Our findings show that mirror-induced artifacts exploit fun-
damental assumptions in LiDAR perception, creating serious
safety risks for autonomous systems. This section examines
potential defense strategies and discusses their limitations.

8.1 Defense Strategies
1 Thermal Camera Augmentation. The fundamental prin-

ciple of this defense is to leverage a different sensing modality
that is not susceptible to the same physical deception. Thermal
(long-wave infrared) cameras detect emitted heat rather than
reflected light. In OA, the phantom object is a LiDAR-specific
illusion that lacks physical substance and therefore has no
corresponding heat source. A thermal camera observing the
phantom’s perceived location would see only the ambient
background temperature, directly falsifying the LiDAR detec-
tion. In OR, the mirror itself becomes the detectable anomaly.
Its surface typically presents a thermal signature distinct from
the surrounding road, creating a clear thermal discontinuity
that reveals the presence of the adversarial element. In both
cases, the thermal modality provides critical information to
either invalidate a phantom or detect the tool of deception.
Implementation and Evaluation. We integrated a FLIR One
thermal camera into our test vehicle and developed a detection
module to identify anomalous thermal regions. The camera
proved effective in both scenarios (see Figure 17). In the OR
case (a), the mirror panel is clearly delineated as a cool (pur-
ple) rectangular surface against the warmer (yellow) asphalt,
creating a distinct thermal boundary that allows for direct de-
tection of the adversarial element. In the OA scenario (b), the
thermal image shows that the region where LiDAR detected

(a) (b)

Mirror
Mirror

Attack region

Figure 16: Thermal imagery of mirror attack scenarios.
(a) OR: The mirror is visible as a cool (purple) surface against
the warmer (yellow) road. (b) OA: The phantom object region
shows no thermal anomaly, matching the ground temperature
and confirming it is not a real object.

a phantom vehicle is thermally uniform with its surroundings.
The absence of any localized heat source different from the
ground plane confirms the object’s non-physical nature.
Limitations. Despite its promise, thermal imaging is not a
panacea. Its efficacy can be reduced by environmental fac-
tors, such as high ambient temperatures that minimize the
thermal contrast between objects (thermal crossover). The
resolution of thermal cameras is typically lower than that of
RGB cameras, making it difficult to detect small or distant mir-
rors. Furthermore, practical deployment involves challenges
such as cost, calibration, and maintenance, as lenses can be
obscured by rain or dirt.
2 Multi-Sensor Fusion. Another potential defense strat-

egy involves leveraging the inherent redundancy of an au-
tonomous vehicle’s multi-modal sensor suite. Standard sensor
fusion algorithms typically operate on the principle of data
reinforcement, assuming that different sensors will provide
consistent, corroborating evidence about the state of the world.
Mirror-based attacks are designed to violate this assumption
by creating a fundamental disagreement between modalities.
An OA creates a phantom visible only to LiDAR, while an
OR can make a real object invisible only to LiDAR. A defense
can therefore be built around a “fusion consistency monitor"
designed to detect and flag these specific inter-sensor conflicts
as anomalies.
Conceptual Implementation and Mitigation. This defense
would be implemented as a logic layer that continuously cross-
verifies detections between LiDAR and other sensors, such
as RGB cameras or radar. Aligned with proposals such as
that of [15], the system would monitor for high-confidence
inconsistencies. For instance, in an OA scenario, a LiDAR-
detected object that lacks a corresponding visual object in the
camera feed would be flagged as anomalous. Conversely, in
an OR scenario, a visually-detected obstacle that corresponds
to a region of navigable free space in the LiDAR data would
trigger a similar alert. Upon detecting such a conflict, the
system could respond by significantly lowering the confidence
score of the suspect perception, or by triggering a safe-state
behavior, such as reducing speed, until the conflict is resolved
by subsequent sensor readings.
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Limitations and Challenges. The primary challenge of this
approach lies in robustly disambiguating malicious incon-
sistencies from benign, modality-specific sensor failures. A
naively implemented consistency check could generate high-
risk false alarms. For example, in low-light conditions, a cam-
era will naturally fail to detect a real obstacle that is clearly
visible to LiDAR; a simple check would incorrectly discard
this valid detection as a phantom. Similarly, benign physical
phenomena, such as a retro-reflective road sign being highly
salient to a camera but producing sparse returns for LiDAR,
can also create disagreement. Therefore, developing a sophis-
ticated consistency model that accounts for varying environ-
mental conditions and the unique operational characteristics
of each sensor without introducing an unacceptable rate of
false positives is a non-trivial research challenge. Other ad-
vanced concepts, such as using redundant LiDARs at different
physical locations to break the attack’s geometric constraints,
also warrant future exploration.
3 Intensity-Based Anomaly Detection. A recent line of

work leverages LiDAR return intensity to detect physical ad-
versarial attacks, observing that injected points often exhibit
abnormal intensity relative to genuine returns [17]. This de-
fense is effective against active laser spoofing, where received
power is set by the attacker’s emitter and does not match
the expected intensity–range relationship. Mirror artifacts,
however, are the vehicle’s own pulses following a legitimate
two-hop path: the received power follows Equation 8 applied
to the total path length dLM +dMS, which is also the range the
sensor reports. Intensity and range are therefore physically
consistent by construction. The sensor observes exactly the
return it would expect from a real object at that range with the
reflectivity of the secondary surface, leaving no radiometric
anomaly to detect.
Empirical Evaluation. To test this quantitatively, we com-
puted the distribution of calibrated Ouster reflectivity values
(0 to 255 scale) for mirror-induced artifact points and legiti-
mate returns from the same scans, across three representative
configurations spanning our parameter grid: (45◦, 0.36 m2),
(30◦, 0.60 m2), and (60◦, 0.18 m2). For each configuration, we
compared ∼1 to 3 k artifact points against ∼3 M legitimate
returns drawn scene-wide, excluding only the artifact region,
since a per-point detector operates across the full scan. Table 3
reports the key detection metrics.

The detector operating in the Park direction, flagging high-
reflectivity points as adversarial, performs worse than random,
with AUC values of 0.12 to 0.17. This reflects a physical re-
ality: the two-hop path attenuates the return through mirror
reflectivity (∼0.95), the diffuse albedo of the secondary sur-
face (∼0.01 to 0.10), and additional geometric spreading loss.
Mirror artifacts are therefore systematically dimmer than typ-
ical direct returns, the opposite of active-spoofing injections.
At a deployable 5% false-positive rate, the Park-style detector
catches only 0.7 to 4.4% of artifact points. We also evaluated
the inverted detector, flagging low-reflectivity points. While

Config µart µbase AUC TPR @ 5% FPR

(45◦, 0.36 m2) 3.1 12.9 0.12 0.7%
(30◦, 0.60 m2) 4.1 12.8 0.13 1.6%
(60◦, 0.18 m2) 10.4 12.7 0.17 4.4%

Table 3: Intensity-based detection performance against mir-
ror artifacts. AUC values well below 0.5 indicate that the
Park-direction detector (flag high-reflectivity outliers) is anti-
correlated with the attack; artifacts are dimmer than legitimate
returns. At a deployable 5% false-positive budget, the detector
catches essentially none of the attack.

this captures the directional asymmetry of the data, it still fails
at operationally relevant thresholds: catching 95% of artifacts
requires flagging 52 to 86% of legitimate returns, because
dark asphalt, shadowed regions, and low-albedo road surfaces
populate the same low-reflectivity tail as mirror artifacts. Nei-
ther threshold direction yields a deployable operating point,
confirming that intensity-based detection cannot address this
class of vulnerability.

8.2 Broader Implications
8.2.1 Generality Across LiDAR Platforms

We replicated the Object Addition experiment on four addi-
tional LiDAR sensors to verify that the attack is not specific
to our test platform. The sensors span three vendors and a 4×
range in vertical resolution: Ouster OS1-64, Ouster OS0-64
(wide vertical FOV variant), Robosense RS-Helios 5515 (32
channels), and Hesai XT32M2X (32 channels). Each sensor
was deployed in a static outdoor configuration at a represen-
tative mirror tilt of 45◦, matching the geometry used in our
main experiments. We did not integrate these sensors into
the autonomous vehicle stack, as physical integration and per-
sensor calibration are non-trivial. The goal is to confirm repro-
ducibility of the underlying physical phenomenon rather than
to repeat the full perception-and-planning analysis. Figure 17
compares the baseline scans without the mirror against the
corresponding mirror-present scans for each sensor. Across
all four platforms, the mirror induces a spatially coherent
phantom cluster behind the mirror surface, consistent with the
two-hop reflection mechanism described in Section 2. These
results indicate that the phenomenon is not an artifact of a
single sensor model, but rather a cross-platform vulnerability
that can manifest across LiDAR configurations representative
of those used in autonomous driving systems.

8.2.2 Geometric Trust as a Security Assumption

Our results show that the vulnerability does not stem from
noise, learning errors, or injected signals, but from a deeper
architectural assumption: LiDAR perception treats measured
range as geometrically correct by construction. The auton-
omy stack verifies signal reception but never verifies whether
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Figure 17: Object Addition across four LiDAR platforms. (a) Baseline (no mirror). (b) Ouster OS1-64. (c) Robosense RS-Helios
5515. (d) Ouster OS0-64. (e) Hesai XT32M2X.

the light propagation path is physically plausible. Specular
reflections preserve valid timing and intensity statistics while
altering spatial origin, producing observations that are inter-
nally consistent yet geometrically incorrect.

This distinguishes mirror-induced artifacts from traditional
spoofing in a way that has direct defensive implications. Ac-
tive attacks introduce foreign signals and can in principle be
detected through authentication or waveform analysis. Mirror
artifacts, by contrast, are the sensor’s own photons return-
ing through a physically valid but geometrically unexpected
path. The deception is entirely in the propagation domain,
not the signal domain. Consequently, no signal-level defense
can address this class of vulnerability. Effective countermea-
sures must instead reason about path plausibility: whether
the spatial configuration of observed returns is consistent
with single-bounce propagation. This represents a verification
layer that no current production LiDAR system or perception
stack provides.

8.2.3 Implications for AV Validation

Current AV validation practices rely heavily on simulation
and curated datasets that implicitly assume direct line-of-sight
propagation. Perception systems may therefore satisfy stan-
dard safety metrics while never encountering geometrically
inconsistent measurements. The absence of such scenarios
represents a systematic blind spot in testing methodology
rather than an implementation flaw.

By introducing physically calibrated multi-path artifacts
into simulation, our framework exposes failure modes that
remain invisible under conventional evaluation. More broadly,
this suggests that validating autonomous systems requires ex-
plicitly modeling sensing physics, including multi-path prop-
agation and specular surface interactions, not only sensor
accuracy or algorithmic performance.

9 Limitations and Future Work

Sensor Generality. Our experiments used a spinning ToF
LiDAR (Ouster OS1-128). While the underlying specular
reflection vulnerability applies to any ToF system, Frequency
Modulated Continuous Wave (FMCW) LiDAR and sensors
with full-waveform analysis capabilities may exhibit different

susceptibility profiles. Validation across sensor technologies
is an important next step.
Environmental Conditions. All tests were conducted in clear,
dry weather. Rain, fog, and humidity can alter mirror reflectiv-
ity and beam propagation, potentially affecting artifact charac-
teristics in ways our current models do not capture. Systematic
investigation of weather effects is needed.
Vehicle Speed. Our real-world experiments were limited to
≤8 km/h for safety. At higher urban speeds (30–50 km/h),
the reduced number of frames within the appearance window
could affect tracking-module behavior. However, our models
predict that the appearance window spans several meters of
distance even at 60◦, and safety-critical planners are designed
to react to even brief high-confidence detections. Controlled
high-speed testing remains a priority.
Defense Integration. The countermeasures discussed in Sec-
tion 8 were evaluated at a conceptual or prototype level. Full
integration into an operational AV stack with rigorous false-
positive analysis is needed before they can be considered
practical defenses.

10 Related Work

Active LiDAR Spoofing. Most known LiDAR spoofing at-
tacks use external laser emitters to inject fake pulses, creating
phantom objects at arbitrary distances [2, 5, 7, 10, 18, 19].
These attacks are effective but require specialized hardware,
line-of-sight access, and often precise synchronization with
the victim sensor’s timing. Our work demonstrates that com-
parable perception failures can be induced passively, without
any electronic emissions.
Passive Physical-World Attacks. Passive approaches have
used 3D-printed adversarial objects [1, 24] or crafted road
patterns [27] to exploit learned perception models. These
target model-specific vulnerabilities rather than the funda-
mental sensing modality. The “Shadow Hack” work [11, 12]
demonstrated point removal using reflective mats but did not
explore object addition or derive predictive models. Other
work examined adversarial materials on road signs [31] or
used drones for occlusion [32]. Our contribution differs in pro-
viding a comprehensive analysis of both addition and removal,
grounded in geometric optics modeling, with end-to-end AV
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stack evaluation.
LiDAR Artifacts and Reflective Surfaces. The robotics com-
munity has long recognized challenges from reflective sur-
faces in LiDAR mapping [3, 23, 28], and recent work has
proposed SLAM algorithms robust to such artifacts [9,13,25].
However, these studies treat reflections as incidental noise
rather than adversarial threats, and none provide the empirical
models necessary for systematic evaluation.
Defenses and Sensor Fusion. Defenses against LiDAR spoof-
ing include statistical filtering [8, 22], signal-level authenti-
cation, and multi-sensor fusion [1, 6, 15]. These approaches
assume that spoofed signals differ from legitimate returns in
detectable ways. Mirror-based artifacts challenge this assump-
tion: they are generated from the vehicle’s own pulses and
produce physically legitimate returns, making them funda-
mentally harder to distinguish from benign reflections.

11 Conclusion

This work presents the first systematic vulnerability anal-
ysis of LiDAR-based autonomous driving systems against
mirror-induced perception failures. Through controlled real-
world experiments, we demonstrate that inexpensive planar
mirrors can corrupt LiDAR point clouds to create phantom
obstacles or erase real ones. We trace these artifacts through
the Autoware autonomy pipeline, showing they trigger high-
confidence false detections (up to 74% “Vehicle” confidence),
corrupt occupancy maps, and cause safety-critical failures
including emergency braking and cascade collisions.

Our physics-informed empirical models capture the geo-
metric and radiometric properties of mirror-induced artifacts
with high fidelity, enabling their integration into a CARLA-
based simulation framework that addresses a gap in current
simulators’ inability to model specular reflection phenomena.
Both the real-world validation and simulation framework pro-
vide a comprehensive methodology and dataset to support the
development of reflection-aware perception systems.

The vulnerability we characterize is particularly challeng-
ing to address because mirror-based artifacts are generated
from the vehicle’s own signals, making them physically in-
distinguishable from legitimate returns at the signal level.
Our analysis of potential countermeasures, including ther-
mal imaging and multi-sensor fusion, reveals that each faces
significant practical limitations. Developing robust defenses
against physically legitimate but geometrically deceptive sen-
sor inputs remains a critical open challenge for autonomous
vehicle safety.
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A Empirical Model Validation and Parameter
Analysis

This appendix summarizes the empirical model parameters
used in this study. Table 4 reports both the fitted values and
their compact physical interpretation for the four empirical
models. The coefficients were obtained through global non-
linear least-squares fitting across all relevant experimental
configurations and were used to generate the “Fitted Model”
curves in our results.
A.1 Validation Across Experimental Configu-

rations
1 Artifact Point Count (Nart). The Gaussian-like model

captures the rise-and-fall behavior of phantom point counts
across configurations, with R2 values between 0.70 and 1.00
(Figure 18). Point count increases as the mirror subtends a
larger solid angle, peaks at favorable alignment, and then
decreases as the reflection geometry degrades. Mirror area is
the main driver of artifact magnitude, while larger tilt angles
reduce point density through foreshortening and less efficient
reflection paths.
2 Appearance Probability (Papp). The double-sigmoid

model fits the observed appearance windows with high ac-
curacy, with R2 values above 0.87 and often close to 1.00
(Figure 19). The results confirm that artifacts appear only
within a finite distance interval bounded by dmin and dmax.

Table 4: Empirical model parameters.

Model Param. Value Meaning

Point count
Nart

R2≈0.85

c0 2500.0 Max. point-count scale
β 1.25 Mirror-area sensitivity
γ 3.5 Tilt sensitivity
µ 3.0 m Peak-response distance
σ 1.5 m Effective range width

Appearance
Papp

k 15.0 Window sharpness
bmin

0 −2.858 Lower-bound offset
b1,c1 0.1389 Angle-boundary shift

b2 −0.3003 Lower-bound area effect
bmax

0 −0.946 Upper-bound offset
c2 1.5390 Upper-bound area effect

Lateral
Xart

R2≈0.98

cX 0.98 Geometry scale
δX −0.05 m Setup bias

Radial
Rart

cR 1.02 Distance scale
nd 0.88 Growth exponent
a1 0.15 Linear angle correction
a2 0.08 Quadratic angle correction

Figure 18: Artifact point count: experimental data (“Real”, blue)
vs. model predictions (“Fit”, red dashed) across all 9 configurations
(θ×A).

Figure 19: Appearance probability: experimental data (“Real”) vs.
model predictions (“Model”) across all 9 configurations.
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Figure 20: Lateral offset: experimental data (“Real”) vs. model
predictions (“Fit”) across all 9 configurations.

Figure 21: Radial distance: experimental data (“Real”) vs. model
predictions (“Fit”) across all 9 configurations.

Larger mirror areas widen this interval, whereas tilt primarily
shifts it along the distance axis.
3 Lateral Offset (Xart). The linear model achieves near-

perfect agreement, with R2 ≥ 0.93 across configurations (Fig-
ure 20). The offset scales linearly with distance through the
tan(2θ) term. Thus, mirror tilt governs phantom placement,
while mirror area mainly affects cluster density rather than
location.
4 Radial Distance (Rart). The power-law model provides

strong fits, with R2 values mostly above 0.85 (Figure 21). The
perceived radial distance grows nearly linearly with the true
distance, while the dnd term captures sub-linear effects due to
beam spillover. Tilt changes the reflected path length, whereas
mirror area has little influence on perceived distance.

B Supplementary Point Cloud Visualizations

This appendix presents supplementary visualizations of the
raw LiDAR point clouds generated under different OA and
OR configurations. These provide direct visual evidence of

(a) (b) (c)

Fake point

Mirror

Fake point

Mirror

Fake point

Mirror

Figure 22: Impact of mirror surface area on phantom point cloud: (a)
Two tiles (0.18 m2); (b) Four tiles (0.36 m2); (c) Six tiles (0.60 m2).

(a) (b) (c)

LiDAR LiDAR LiDAR

Cone Undetected Cone Undetected Cone Undetected

Figure 23: LiDAR point clouds under OR at various mirror angles.
(a) 15◦: cone fully invisible. (b) 30◦: cone fully invisible. (c) 45◦:
cone fully invisible. The consistency across angles demonstrates a
wide operational envelope.

how physical parameters influence raw sensor data.

B.1 OA: Phantom Point Cloud Characteristics
1 Impact of Mirror Surface Area. Figure 22 shows that

larger mirror areas produce denser and more coherent phan-
tom clusters. With 2 tiles (0.18 m2), the cluster survives filter-
ing and is labeled “UNKNOWN.” With 4 tiles (0.36 m2), it
gains sufficient volumetric structure to be classified as “CAR”
with 65% confidence, increasing to 74% with 6 tiles (0.60 m2).
Thus, reflective area directly controls deception severity, from
a low-level anomaly to confident semantic misclassification.
2 Impact of Mirror Tilt Angle. Mirror tilt controls both

the perceived location and temporal stability of the phantom.
At 30◦, the restrictive geometry yields a late-onset phantom
visible only at close range, while 60◦ creates a persistent
barrier that appears earlier and remains stable over a longer
trajectory. The 45◦ case shows stronger frame-to-frame flicker,
indicating that tilt can tune not only phantom position but also
temporal consistency.

B.2 OR: Robustness Across Angles
Figure 23 shows that OR remains effective across mirror
angles of 15◦, 30◦, and 45◦. In all cases, the traffic cone dis-
appears from the LiDAR scan while the deflected beams
generate valid-looking ground returns, making the obstacle
region appear navigable. This consistency indicates that OR
does not require precise alignment and can operate over a
broad range of practical configurations.
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