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Abstract
Automated Driving Systems (ADS) integrate complex Physi-
cal AI, rendering traditional software-centric threat modeling
inadequate against emerging AI and physical-layer vulnera-
bilities. We propose an extended Threat Analysis and Risk
Assessment (TARA) methodology, compliant with ISO/SAE
21434, that unifies STRIDE, MITRE ATLAS, and OWASP
Top 10 for LLMs. Driven by a newly constructed Attack Li-
brary, our framework systematically captures multi-layered
cyber-physical threats. Applied to an ADS case study on the
NVIDIA Jetson platform, the method yields 38 security check-
lists. These outputs cover all 32 UN R155 Annex 5 Part A
threat categories, identify 29% more AI-specific risks than
a STRIDE-only baseline, and achieve ML 3 for data-source
integration under D2TARA. Our key contributions are: an
integrated Physical AI TARA Methodology, a comprehensive
Attack Library synthesized from CVEs, CWEs, and Papers,
and 38 actionable security checklists validated against UN
R155 Annex 5.

1 Introduction

Recently, Physical AI security has been rapidly gaining at-
tention in both academia and industry. Physical AI refers to
artificial intelligence systems that directly interact with and
influence the physical world through sensor-actuator loops,
making autonomous decisions based on real-time percep-
tion of their environment. Unlike traditional AI systems that
operate purely in digital domains, Physical AI systems are
inherently cyber-physical, where algorithmic vulnerabilities
can manifest as tangible safety hazards in the real world. This
increased attention stems from an increasing number of cases
where small manipulations of physical signals or environmen-
tal conditions lead to serious safety risks in AI-based percep-
tion and decision-making. For example, research has shown
that laser-induced acoustic interference can disrupt MEMS
(Micro Electro Mechanical Systems) gyroscopes and break
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camera stabilization. These types of physical-cyber attacks
are highly effective; experiments have confirmed that the ob-
ject detection performance (mAP) of vision-based vehicles
and drones can drop to as low as 41%. [1]

Among various Physical AI systems, Automated Driving
Systems (ADS) serve as an exemplary testbed for several
reasons:

• They integrate multiple sensing modalities (cameras, Li-
DAR, radar) that are vulnerable to physical-layer attacks

• They operate in safety-critical environments where secu-
rity failures directly impact human lives

• They are subject to regulation (e.g., UN R155) that man-
date systematic security analysis throughout the vehicle
lifecycle.

Conventional threat modeling techniques have evolved pri-
marily to focus on software and IT systems. [2–4] However,
these traditional approaches do not fully meet the Security-by-
Design requirements and safety goals of Physical AI. [2–4] In
the context of ADS, this limitation manifests across multiple
dimensions. Conventional threat models such as STRIDE pri-
marily address software vulnerabilities but overlook adversar-
ial threats targeting AI perception and decision-making mod-
els. Moreover, they do not systematically account for physical-
layer attack vectors such as sensor spoofing or environmental
manipulation that can compromise the perception-planning-
control loop. Additionally, emerging AI components such as
LLM introduce new attack surfaces—including prompt injec-
tion and context manipulation—that fall outside the scope of
traditional IT security frameworks. [5–8]

To address these challenges, this study proposes an ex-
tended threat modeling methodology based on the ISO/SAE
21434 standard TARA process. Specifically, we employ a
multi-layered approach: STRIDE for traditional software
and network vulnerabilities, MITRE ATLAS for adversarial
threats to AI/ML models, and OWASP Top 10 for LLM Appli-
cations to capture risks in LLM-integrated components. [7–9]
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By synthesizing these frameworks into a unified attack li-
brary, our approach enables systematic analysis of threats
spanning IT infrastructure, AI perception models, and emerg-
ing LLM-based decision systems, while explicitly considering
how physical-layer attacks can propagate through the ADS
architecture.

The contributions of this study are listed as follows:

• Extended TARA Methodology for Physical AI: We
propose a unified framework that integrates STRIDE,
MITRE ATLAS, and OWASP Top 10 for LLM Applica-
tions into the ISO/SAE 21434 lifecycle to systematically
address AI-specific threats such as adversarial examples
and model poisoning. Our mapping selectively applies
frameworks by asset functionality and is extensible to
vehicle systems integrating automation, AI, or LLMs.

• Construction of Integrated Attack Library: We syn-
thesize a comprehensive attack library of 89 normal-
ized attack scenarios from CVEs, CWEs, and Papers.
This structured knowledge base facilitates the identifi-
cation of Physical AI threat scenarios and the analysis
of cyber-physical attack paths. Unlike proprietary indus-
try libraries, this publicly released artifact covers sensor,
perception, and LLM threats and maps them to STRIDE,
MITRE ATLAS, and OWASP Top 10 for LLMs.

• Practical Validation with Security Checklists: We de-
rive 38 actionable security checklists through an ADS
case study based on ISO/TS 5083 and NVIDIA Jet-
son Platform Services, of which 11 address AI-specific
threats beyond STRIDE. These ADS case-study check-
lists cover all 32 UN R155 Annex 5 Part A threat cate-
gories and provide auditable evidence for Vehicle Type
Approval and Cyber Security Management System as-
sessments.

2 Background

2.1 UN Regulation No. 155

UN Regulation No. 155 (UN R155) is a vehicle cyberse-
curity regulation established by the World Forum for Har-
monization of Vehicle Regulations (UN/WP.29) [10]. The
regulation mandates that Original Equipment Manufactur-
ers (OEMs) establish a Cyber Security Management System
(CSMS) covering the entire vehicle lifecycle—from devel-
opment to post-production phases—to obtain Vehicle Type
Approval (VTA) [10, 11].

UN R155 designates ISO/SAE 21434 as the primary tech-
nical guideline for these security activities [10]. Specifically,
paragraph 5.3.1 (a) stipulates "knowledge of automotive risk
assessment" as a competency requirement for approval author-
ities and technical services, explicitly citing ISO/SAE 21434

Figure 1: The TARA process on ISO/SAE 21434 [12]

in the accompanying footnote [10]. This implies that con-
ducting Threat Analysis and Risk Assessment (TARA) and
implementing security designs in compliance with ISO/SAE
21434 are critical criteria required for passing actual regula-
tory certification audits.

2.2 ISO/SAE 21434 TARA
ISO/SAE 21434 defines the standard for cybersecurity threat
management and requirements in road vehicles [12]. The
standard mandates the execution of Threat Analysis and Risk
Assessment (TARA) to identify threats and evaluate associ-
ated risks. It outlines seven distinct components (or steps) for
conducting the TARA process [12].

However, among these seven components, the Attack Fea-
sibility Rating and Risk Value Determination are excluded
from the scope of this study, as their evaluation criteria are
highly dependent on specific organizational policies and risk
appetites. Consequently, this section briefly reviews the re-
maining five components, which serve as the structural foun-
dation for our extended methodology. [12].

2.3 Related Work: Research on Extending
Threat Modeling

Active research is currently underway to integrate or extend
existing cybersecurity threat analysis techniques into new con-
texts. Ghosh et al. [2] proposed a method for autonomous vehi-
cle perception systems that integrates STPA-Sec and STRIDE
based on the TARA process. This study derives causal scenar-
ios from a safety perspective using STPA-Sec and identifies
potential attack points from a security perspective. Further-
more, it links these findings to the threat analysis phase of
ISO/SAE 21434 by mapping the results of STPA-Sec to the
STRIDE attack classification scheme [2].

In the domain of AI-integrated systems, Jedrzejewski et
al. [7, 8] pointed out that the attack surface of Large Lan-
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guage Model Integrated Applications (LIA) is significantly ex-
panded compared to traditional software. They analyzed that
existing threat modeling tools are primarily manual-intensive
and fail to sufficiently reflect threats specific to LLMs. To
overcome this, they proposed utilizing AI-specific security
knowledge bases such as OWASP Top 10 for LLM Appli-
cations and MITRE ATLAS [7, 8]. Additionally, they intro-
duced a RAG (Retrieval-Augmented Generation) based tool
that integrates existing threat models with system architecture
information to continuously generate and update threat mod-
els. Their research aims to reduce the intervention of security
experts in the threat modeling process, thereby saving time
and costs [7, 8].

Khalil et al. [4] noted that threat modeling, which is widely
used in software development projects, has not yet been sys-
tematized in the Cyber-Physical Systems (CPS) domain. This
is because identifying threats in a CPS environment is com-
plex due to the continuous interaction between cyber and
physical spaces. Accordingly, their study proposed detailed
procedures and step-by-step guides for applying the STRIDE
technique to CPS [4]. Through a CPS case study, they demon-
strated that systematic threat analysis is feasible in this field.
However, this approach is limited in that it does not account
for the specific threat factors of Physical AI systems that
incorporate complex AI algorithms [4].

While preceding studies have laid the groundwork for ex-
tending threat modeling to specific CPS or AI applications,
our research distinguishes itself by proposing a holistic frame-
work that simultaneously addresses the triadic nature of Physi-
cal AI: IT infrastructure, AI algorithmic logic, and physical in-
teraction. The threat scenarios are systematically derived from
a unified Attack Library that synthesizes STRIDE, MITRE
ATLAS, and the OWASP Top 10 for LLM Applications. It
further extends prior efforts by rigorously validating the de-
rived security requirements against UN Regulation No. 155,
thereby bridging the gap between academic methodology
and industrial compliance to support the actual vehicle type
approval (VTA) process.

2.4 Focus Group Interview

ISO/SAE 21434 references several threat analysis frameworks
applicable to threat scenario identification, including STRIDE,
EVITA, TVRA, and PASTA [12]. STRIDE [13] classifies
threats via data flow diagram analysis, while EVITA [14],
TVRA [15], and PASTA [16] employ attack-tree- and risk-
centric workflows for security-requirement derivation.

To ground our methodological design in industry practice,
we conducted a focus group interview (FGI) with four au-
tomotive cybersecurity experts, each having 5–15 years of
experience in automotive cybersecurity. The panel comprised
two practitioners from a vehicle OEM and two engineers from
a Technical Service organization accredited for UN R155 Ve-
hicle Type Approval and CSMS conformity assessments. Two

consistent themes emerged: (i) STRIDE — particularly the
STRIDE-per-element variant — is the dominant framework
used during threat scenario identification, and (ii) STRIDE
alone is insufficient for capturing AI-specific threats, with the
panel favoring incremental extension of the existing STRIDE-
based workflow over replacement by an alternative end-to-end
methodology.

These findings directly inform our design: STRIDE is re-
tained as the universal baseline Section 3.3.2, and Physical
AI–specific frameworks — MITRE ATLAS and OWASP Top
10 for LLM Applications — are selectively layered on top
by asset archetype. This design principle also motivates the
choice of a STRIDE-only reference baseline in the compara-
tive analysis presented in Section 5.2.

3 Extended TARA Methodology

3.1 Overview of the Extended Approach
The extended TARA methodology proposed in this study is
designed to reflect the multidimensional security character-
istics of Physical AI systems while strictly adhering to the
ISO/SAE 21434 standard process [12]. Figure 2 illustrates the
unified workflow, highlighting the Attack Library Construc-
tion and multi-framework integration phases that constitute
the core extensions of our methodology.

Traditional TARA approaches primarily rely on a single
framework, such as STRIDE [13], to identify threats dur-
ing the early lifecycle stages [17]. However, Physical AI
systems—characterized by the tight coupling of IT infras-
tructure, AI algorithmic logic, and continuous physical inter-
action—present a complex attack surface that conventional
software-centric models fail to capture exhaustively [2–4]. To
overcome these limitations, this study introduces an integra-
tion of three distinct security frameworks.

Initially, the process begins with the construction of a
comprehensive Attack Library, which systematically col-
lects and normalizes diverse attack cases from CVEs [18],
CWEs, Papers, and Technical Reports [19]. During this
phase, each attack is abstracted into a structured at-
tribute vector—comprising Attack Vector, Target, and Conse-
quence—forming a reusable knowledge base that ensures the
analytical rigor of subsequent steps.

The core of our integration strategy lies in the selective and
parallel application of frameworks based on asset function-
ality. Unlike conventional approaches that limit framework
scope, our methodology applies the STRIDE model across
all identified assets to establish a consistent security base-
line [17]. This ensures that fundamental security property
violations—such as spoofing, tampering, and denial of ser-
vice—are exhaustively addressed regardless of the asset type.

Building upon this baseline, specialized frameworks are
layered according to the asset’s archetype. For assets in-
volving sensing and perception logic, the MITRE ATLAS
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Figure 2: Extended Approach

framework [20] is integrated to identify adversarial threats,
including sensor spoofing [21] and model evasion [22]. For
assets characterized by reasoning or interaction via Large
Language Models (LLMs), the OWASP Top 10 for LLM
Applications [23] is additionally mapped to detect interface-
specific risks like prompt injection [24, 25]. This modular
strategy allows for a granular threat analysis that spans the
entire perception-planning-control loop. Ultimately, these de-
rived threat scenarios lead to structured Attack Path Analysis
and the formulation of Security Requirements, with practi-
cal applicability validated against global regulatory standards
such as UN R155 [10, 11].

3.2 Attack Library Construction

To ensure a comprehensive threat analysis for Physical AI sys-
tems, we construct a structured Attack Library by synthesizing
multi-domain security knowledge. This process transforms
fragmented vulnerability data into systematic attack scenarios
through two phases: systematic collection and formal normal-
ization [19].

3.2.1 Literature Collection

The collection process targets authoritative sources to capture
the unique threat landscape of Physical AI, encompassing
both traditional software vulnerabilities and AI-specific ad-
versarial maneuvers. Initially, vulnerability databases such
as CVE [18] and CWE are utilized to identify real-world
exploitable weaknesses. To ensure practical applicability to
the target architecture, the search strategy employs an ap-
proach that combines functional keywords (e.g., "Sensor Fu-
sion", "Localization") with specific platform identifiers (e.g.,
"NVIDIA Jetson", "Linux Kernel") derived from the asset
identification phase.

To address specialized AI threat vectors, taxonomies such
as MITRE ATLAS [20] and OWASP for LLM [23] are inte-
grated to capture techniques like data poisoning and model

evasion. Furthermore, papers are analyzed to include state-
of-the-art attacks validated in academic settings, such as
sensor-spoofing [1, 21, 26] and perception-layer adversarial
attacks [22, 27]. This systematic collection ensures that the
library is grounded in both the theoretical rigor of AI security
research and the practical reality of the deployed hardware
and software stack.

3.2.2 Attack Normalization and Abstraction

The raw literature collected from diverse sources often con-
tains redundant or overlapping descriptions. To transform
this into a reusable and structured Attack Library, we per-
form normalization based on the core attributes of each
threat [19]. We define an attribute vector for each record r as
Attr(r) = ⟨Vector,Target,Consequence⟩. Within this frame-
work, Vector represents the attack medium or technique (e.g.,
physical perturbation, signal injection), Target denotes the
functional archetype of the victim asset (e.g., sensing inter-
face, reasoning logic), and Consequence signifies the resulting
system state change (e.g., integrity loss, excessive agency).

We define a normalization function Ak = Norm(ri,r j),
where two records are consolidated into a single represen-
tative attack scenario Ak if they share equivalent targets and
consequences while employing technically similar vectors:

ri ≡ r j ⇐⇒ (Vectori ≈Vector j)

∧ (Targeti = Target j)

∧ (Consequencei =Consequence j)

(1)

Here, ≈ denotes technical similarity: the same physical or
logical channel, the same DFD-level target archetype, and the
same consequence category. Records are consolidated only
when all three criteria are satisfied. For example, different
physical artifacts that induce perception misclassification are
consolidated because they share the same target and conse-
quence.
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3.3 Integration of Threat Frameworks
To systematically categorize and identify threats within the
Physical AI environment, we adopt a multi-layered mapping
strategy that integrates traditional and AI-specific security
frameworks. This approach ensures that the analysis encom-
passes not only conventional software vulnerabilities but also
the unique adversarial attack vectors inherent in autonomous
systems [2, 28].

3.3.1 Mapping Attack Library to Frameworks

The entries in our constructed Attack Library are sys-
tematically mapped to three complementary frameworks:
STRIDE [13], MITRE ATLAS [20], and the OWASP Top
10 for LLM Applications [23]. In this hierarchical mapping,
every identified attack is first classified under the STRIDE
model to establish its fundamental security property violation,
such as Spoofing, Tampering, or Denial of Service [17].

However, as traditional models often fail to capture the
nuances of AI-specific threats like data poisoning or model
evasion [28,29], we further layer relevant attacks with MITRE
ATLAS techniques to characterize adversarial behaviors. For
assets characterized by Large Language Model (LLM) inte-
gration, we additionally apply the OWASP LLM Top 10 cate-
gories to address specialized vulnerabilities such as prompt
injection and excessive agency [24,25]. This multi-framework
alignment ensures that each threat is analyzed through multi-
ple lenses, providing a comprehensive view of the physical
AI risk landscape.

3.3.2 Threat Scenario Identification Strategy

Based on the integrated mapping, we derive detailed threat sce-
narios by applying specific frameworks to their corresponding
asset archetypes defined in the DFD. To maintain analytical
rigor while ensuring generality, we utilize the "STRIDE-per-
element" approach across all system components [19]. This es-
tablishes a universal security baseline where even AI-specific
assets are first evaluated for foundational vulnerabilities.

The identification of complex Physical AI scenarios is then
refined by layering specialized frameworks onto specific func-
tional archetypes. For Perception Assets responsible for envi-
ronmental interpretation, we focus on Physical Environment
Access techniques from ATLAS to identify scenarios such
as signal injection or sensor blinding [1, 21, 26]. Simultane-
ously, for Reasoning Assets employing MLLM-based logic,
we identify scenarios involving context contamination and
system prompt leakage using the OWASP framework [23,25].
This strategy enables the systematic derivation of multi-stage
threat scenarios—such as a physical adversarial perturbation
propagating through the perception layer to induce erroneous
decision-making in the planner [22, 27]—which would be
overlooked by conventional, single-framework TARA meth-
ods.

4 Case Study

To demonstrate the practical applicability and comprehensive
coverage of our extended TARA methodology, we conduct a
detailed case study on an Autonomous Driving System (ADS).
The target system is modeled based on the logical architec-
ture defined in ISO/TS 5083 [30] and implemented using the
NVIDIA Jetson Platform Services software stack [31]. The
case study proceeds through a systematic workflow aligned
with the ISO/SAE 21434 lifecycle.

4.1 Asset Identification

We initiated the asset identification phase by constructing
Data Flow Diagrams (DFD) using the Microsoft Threat Mod-
eling Tool. To ensure the threat model possesses both archi-
tectural validity and implementation realism, we synthesized
a reference architecture from two primary sources. First, the
high-level functional logic was grounded in the ISO/TS 5083
standard. We specifically adopted the "Example architecture
of the intended functionality" (Figure A.1) to define the core
Perception-Planning-Control loop, which dictates how the
ADS interprets sensor data and executes maneuvers.

However, a purely functional model lacks the granularity
required to identify vulnerabilities in specific software com-
ponents or underlying system layers. To bridge this gap, we
instantiated the ISO model using the NVIDIA Jetson Plat-
form Services as the concrete implementation baseline; the
detailed software stack for this implementation is provided in
Appendix A.2. The significance of this instantiation lies in the
determinism of the operating system environment—NVIDIA
Jetson Linux—which dictates the specific implementation
of device drivers and hardware interfaces. By fixing the OS
environment, we could define assets not as abstract logic, but
as concrete entities whose security boundaries are governed
by Jetson-specific kernel modules and proprietary drivers.
This allows the TARA process to account for real-world
constraints, such as the memory management behavior of
NVIDIA proprietary GPU drivers and the specific interrupt
handling of Camera Serial Interface drivers. Consequently,
we identified and modeled specific Device Drivers and Shared
Memory/IPC mechanisms as explicit assets. This mapping
enables a systematic analysis of implementation-level vul-
nerabilities, such as GPU memory isolation failures (e.g.,
CVE-2023-4969) or UEFI Management mode side-channels
(e.g., AL-V-74), which are inherent to the Jetson Linux stack.
This approach ensures that the resulting threat model is a
high-fidelity representation of the actual deployment stack,
capturing risks that arise from the hardware-software inter-
face.

The culmination of this modeling process is the Level 2
DFD presented in Figure A.3. This diagram provides a granu-
lar view of the internal data pathways, explicitly exposing the
interactions between the AI algorithms and the system bus.
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Through this decomposition, we successfully identified a total
of 17 critical assets—comprising 10 processes and 7 external
entities—along with 5 data stores and 30 distinct data flows.
These identified elements serve as the definitive targets for
the subsequent threat scenario identification phase.

4.2 Threat Scenario Identification

Following the methodology proposed in Section 3, threat
scenarios were systematically identified for each asset in the
ADS architecture by applying the constructed Attack Library
and integrated threat frameworks.

4.2.1 Attack Library Construction Results

The literature collection process utilized keywords derived
from the identified assets in the DFD. Representative key-
words included "Sensor", "Sensor Fusion", "Localization",
"LLM", "NVIDIA Jetson", "Jetson Driver", and "Linux Ker-
nel", which were combined to query the five source categories
described in Section 3.2.1. This targeted search resulted in
the collection of 42 CWEs, 76 CVEs, 47 academic papers, 3
technical reports, and 2 standards.

Following the normalization and abstraction process de-
scribed in Section 3.2.2, these 170 literature sources were
analyzed to extract their attack vectors, targets, and conse-
quences. Literature sources describing attacks with similar
vectors and identical targets and consequences were consoli-
dated into single attack scenarios. Through this process, the
170 literature sources were consolidated into 89 normalized at-
tack scenarios, forming the unified Attack Library that serves
as the foundation for threat scenario identification.

For example, AL-33 and AL-55 remain separate because
their target archetypes differ, whereas sticker- and paint-based
sign attacks are consolidated into AL-36 because they satisfy
all three criteria.

4.2.2 Framework Mapping Results

Each attack in the constructed Attack Library was mapped
to STRIDE, MITRE ATLAS, and OWASP Top 10 for LLM
Applications according to the mapping strategy described in
Section 3.3.1. All attacks were classified under at least one
STRIDE category to capture traditional security property vi-
olations. Attacks targeting AI/ML assets were additionally
mapped to MITRE ATLAS tactics and techniques, while at-
tacks specific to LLM-integrated components were further
classified under OWASP Top 10 categories.

Table 1 presents representative examples from the con-
structed Attack Library, illustrating how attacks are character-
ized by their reference sources and classified across multiple
threat frameworks. The complete Attack Library is available
in the public repository. [37]

4.2.3 Threat Scenario Derivation

Threat scenarios were derived by systematically applying the
hierarchical strategy defined in Section 3.3.2. The DFD for the
ADS architecture contains 10 processes, 7 external entities,
5 data stores, and 30 data flows, each of which was analyzed
for applicable threats based on their component type and the
mapped Attack Library.

STRIDE per Element Application We applied the
STRIDE per Element framework to all identified assets in
the DFD to systematically derive potential threat scenarios.
As summarized in Table 2, each DFD component type is sus-
ceptible to a specific subset of the STRIDE threat categories
based on its functional role within the system.

For each asset, attacks from the Attack Library matching
the applicable STRIDE categories were selected to derive
threat scenarios. For example, for the External Entity E1.1
(GPS/IMU), attacks classified as Spoofing (S) or Repudiation
(R) were mapped to generate threat scenarios such as "GNSS
spoofing causing contamination of position, velocity, and time
data" and "Failure in post-incident actor identification due to
lack of logging for GNSS/IMU anomalies."

Table 3 presents examples of threat scenarios derived
through STRIDE for representative assets including exter-
nal entities and OS-level processes. Through STRIDE per
Element application, baseline threat scenarios covering tradi-
tional software and network vulnerabilities were systemati-
cally identified for all assets in the ADS architecture.

MITRE ATLAS Application for AI Assets For AI-related
assets that perform perception, prediction, and planning func-
tions, MITRE ATLAS was additionally applied to capture
adversarial threats specific to AI/ML systems. These as-
sets—including P2.2.3 (Interpretation & Prediction) and P2.3
(Planning)—rely on DNN-based inference and are therefore
exposed to attacks such as adversarial examples, data poi-
soning, and model extraction that fall outside the scope of
traditional STRIDE categories.

Attack Library entries classified under ATLAS tactics were
mapped to these AI assets according to their relevance. For in-
stance, attacks categorized as "Physical Environment Access"
were applied to perception assets vulnerable to sensor-level
manipulation, while "Poison Training Data" attacks were
mapped to assets where model integrity could be compro-
mised during the training phase.

Table 4 illustrates AI-specific threat scenarios identified
for the P2.2.3 asset using MITRE ATLAS. Examples include
"LiDAR point cloud injection inducing phantom object detec-
tion," "Traffic sign misclassification via physical adversarial
stickers," and "DNN misclassification via FGSM/PGD adver-
sarial examples." Through ATLAS application, comprehen-
sive threat scenarios covering the adversarial threat landscape
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Table 1: Examples : Attack Library

ID Attack Ref. STRIDE ATLAS OWASP

AL-33 Injecting laser points to manipulate LiDAR point
clouds, generating non-existent obstacles and mis-
leading DNN-based object detectors.

[21] S Physical
Environment
Access

N/A

AL-36 Applying graffiti or stickers to a STOP sign to per-
form a physical adversarial attack that causes com-
puter vision systems to misclassify the traffic sign.

[22] [32] T Physical
Environment
Access

N/A

AL-43 Executing indirect prompt injection by embedding
hidden instructions in external content to manipulate
the behavior of an LLM.

[24] T LLM Prompt
Injection

LLM01 Prompt
Injection

AL-51 CAN bus flooding attack — causing denial of service
by monopolizing the bus using high-priority message
IDs.

[33] D N/A N/A

AL-52 Forged CAN message injection — remotely control-
ling vehicle functions via compromised telematics or
gateway ECUs by injecting spoofed CAN frames.

[34] [35] S N/A N/A

AL-55 Inaudible ultrasonic command injection — sending
ultrasonic signals to issue hidden commands and ma-
nipulate voice assistants.

[36] S Physical
Environment
Access

N/A

Table 2: STRIDE per Elements
Threat Data Flows Data Stores Processes External Entities

Spoofing ✓ ✓
Tampering ✓ ✓ ✓
Repudiation ✓ ✓
Information Disclosure ✓ ✓ ✓
Denial of Service ✓ ✓ ✓
Elevation of Privilege ✓

of AI perception and planning modules were systematically
derived.

OWASP Top 10 Application for LLM Assets For LLM-
integrated assets, specifically P2.6.2 (MLLM), OWASP Top
10 for LLM Applications was employed to address vulner-
abilities unique to large language models. The MLLM as-
set involves natural language interaction, multimodal context
processing, and external knowledge retrieval via Retrieval-
Augmented Generation (RAG), introducing attack surfaces
not adequately covered by STRIDE or ATLAS alone.

Attack Library entries classified under OWASP Top 10 cate-
gories were mapped to the MLLM asset. Representative threat
categories include Prompt Injection, which encompasses both
direct and indirect manipulation of model behavior through
crafted inputs; System Prompt Leakage, involving extraction
of internal instructions that govern model behavior; Exces-
sive Agency, where insufficient privilege constraints enable
unauthorized actions; and Vector and Embedding Weaknesses,
which cover attacks exploiting the semantic representation

space of LLMs.

Table 5 demonstrates LLM-specific threat scenarios de-
rived from OWASP Top 10 for the P2.6.2 asset. Examples
include "Indirect prompt injection via ingestion of untrusted
external content," "Malicious fine-tuning removing RLHF-
based safety guardrails," and "Sensitive data reconstruction
via embedding inversion attacks." Through OWASP Top 10
application, the unique threat landscape of LLM-integrated
decision-making components was comprehensively captured.

4.2.4 Threat Scenario Identification Result

Through the hierarchical application of STRIDE, MITRE AT-
LAS, and OWASP Top 10 for LLM, a comprehensive set of
threat scenarios was systematically identified across the ADS
architecture. The methodology successfully captured threats
spanning traditional IT security concerns, AI-specific adver-
sarial attacks, and emerging LLM vulnerabilities, providing a
holistic view of the Physical AI threat landscape.

The complete set of identified threat scenarios, including
detailed descriptions and framework mappings, is available in
the public repository. [37] These threat scenarios serve as the
foundation for subsequent Impact Rating (Section 4.3) and
Attack Path Analysis (Section 4.4), ultimately leading to the
derivation of security requirements and actionable checklists
for ADS development and deployment.
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Table 3: Example : Threat Scenarios for the OS Asset based on STRIDE

Asset No. Threat Scenario STRIDE AL Ref.

P2.1.
OS

T94 Corruption of kernel data and memory structures by exploiting vulnerabilities in
the Linux CAN Broadcast Manager.

T AL-62

T105 Modification of configuration, log, or module files through Path Traversal vulnera-
bilities.

T AL-29

T106 Corruption of kernel data and memory structures by exploiting vulnerabilities in
the Linux CAN Broadcast Manager.

T AL-16

Table 4: Example : Threat Scenarios for the Planning Asset based on MITRE ATLAS

Asset No. Threat Scenario ATLAS AL Ref.

P2.3.
Planning

T558 Induction of maladaptive behaviors (e.g., abrupt braking, lane deviation)
in path planning algorithms via training data poisoning.

Poison Training
Data

AL-40

T559 Replication of the internal planning model and reverse engineering of
vulnerabilities via exploitation of the model inference API.

Exfiltration via AI
Inference API

AL-60

T560 Induction of erroneous decision-making in the AI planning system via
manipulation of external visual semantics.

Physical Environ-
ment Access

AL-36

4.3 Impact Rating

Following the identification of threat scenarios, we evaluated
the potential adverse consequences on road users and ADS
stakeholders. As stated in our scope, we do not perform a
numerical scoring of the impact levels (e.g., Negligible to
Severe), as such ratings are highly subjective and contingent
upon specific organizational risk appetites and deployment
contexts. Instead, we focus on the systematic derivation of
damage scenarios and their qualitative categorization (Safety,
Financial, Operational, and Privacy) to establish a clear causal
link between AI-specific threats and vehicle-level hazards.

4.3.1 Damage Scenario Derivation

The damage scenarios were derived by analyzing how each
identified threat (from STRIDE, ATLAS, and OWASP) propa-
gates through the ADS data flow to compromise the system’s
primary goals. As documented in our artifacts, we identified
a total of 165 damage scenarios (DS-1 to DS-165). Each sce-
nario represents a physical or operational failure resulting
from one or more threat scenarios.

For instance, the damage scenario "Incorrect path planning
and lane departure" (DS-1) is not merely a software bug but a
consequence of a specific chain of AI threats: GNSS spoofing
(T1, T2) or authentication bypass of location data (T8). Sim-
ilarly, the "Unintended braking" (DS-4) scenario is mapped
to perception-layer threats such as ghost object detection via
sensor spoofing (T11-T19). This mapping ensures that every
identified damage has a traceable root cause in our expanded
Attack Library.

4.3.2 Impact Categories

In accordance with ISO/SAE 21434, each damage scenario
was categorized based on its impact domain:

• Safety (S): Scenarios leading to physical hazards, such
as collisions due to manipulated object tracks (DS-157).

• Financial (F): Impacts related to liability and economic
loss, often linked to the failure of non-repudiation and
logging mechanisms (DS-3).

• Operational (O): Disruption of ADS availability, such
as positioning service outages (DS-2).

• Privacy (P): Leakage of sensitive data, particularly rele-
vant in MLLM-based systems where user intent or bio-
metric data can be exposed (DS-165).

4.3.3 Impact Rating Results

Table 6 presents the representative mapping between assets,
damage scenarios, and their associated threat scenarios. The
analysis reveals that Physical AI threats (e.g., LiDAR/Radar
spoofing) predominantly converge on Safety impacts, while
LLM-specific threats (e.g., Prompt Injection) introduce a com-
plex mix of Privacy and Operational risks, highlighting the
necessity of the integrated TARA approach proposed in this
paper.

The analysis revealed that while AI-specific threats (AT-
LAS, OWASP) often originate in the digital domain, their
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Table 5: Example : Threat Scenarios for the MLLM Asset based on OWASP Top 10 for LLMs

Asset No. Threat Scenario OWASP AL Ref.

P2.6.2.
MLLM

T536 Exposure of the System Prompt (internal constraints and instructions),
enabling adversaries to reverse-engineer and circumvent safety poli-
cies.

System Prompt Leak-
age

AL-46

T537 Ablation of RLHF-based safety guardrails via malicious Fine-tuning,
aimed at eliciting restricted or harmful outputs.

Data and Model Poi-
soning

AL-49

T538 Autonomous execution of high-risk commands resulting from the ex-
ploitation of Excessive Agency and insufficient scope limitation.

Excessive Agency AL-45

propagation to the physical domain (Safety Impact) is signifi-
cant in ADS, justifying the need for high-integrity protection
measures in the subsequent Risk Treatment phase.

4.4 Attack Path Analysis

An attack path is defined as a series of deliberate actions
undertaken to realize a mapped threat scenario [12]. In this
study, attack paths were derived by establishing the previ-
ously identified threat scenarios and damage scenarios as the
respective endpoints, and detailing the specific attack actions
connecting them based on the Attack Library. Specifically, the
construction of these attack paths comprehensively accounted
for asset characteristics, adversary intent, and the technical
means required for execution.

First, we identified the preconditions and entry points an
adversary must secure to realize the threat scenario mapped
to each asset. Next, we ensured the technical realization of
the attacks by integrating specific techniques from the Attack
Library—which originally grounded the derivation of these
threat scenarios—as the core execution steps along the path.
Finally, we completed the causal chain linking these attack
actions to the ultimate damage scenarios by analyzing their
functional impact on the system. Table 7 presents examples
of the attack paths derived for each threat scenario through
this analytical process. The comprehensive set of attack paths
can be accessed via our public repository. [37]

4.5 Derivation of Security Requirements

In the standard ISO/SAE 21434 TARA process, the risk treat-
ment phase determines the appropriate mitigation strategy for
each identified threat scenario based on an organization’s spe-
cific evaluation criteria and risk appetite. When the "Reducing
the Risk" option is selected, technical and organizational con-
trols must be established, which necessitates the derivation
of precise security requirements. These requirements subse-
quently serve as the foundational elements for defining the
overarching Cybersecurity Goals in the later stages of the
engineering lifecycle.

However, consistent with our methodological
scope—which abstracts away organization-specific
risk evaluation criteria—we bypass the subjective risk
treatment decision step. Instead, we proactively derive
security requirements for all identified threat scenarios to
ensure comprehensive coverage against the expanded threat
landscape.

The security requirements are systematically synthesized
based on the causal chain established in the previous phases:
the threat scenarios, damage scenarios, attack paths, and the
underlying Attack Library mapped to each asset. To optimize
the mitigation strategy and prevent redundancy, threat scenar-
ios that necessitate identical protective measures are clustered
and mapped to a unified security requirement. This consoli-
dation process not only streamlines the defense architecture
but also provides the foundational artifacts necessary for con-
structing a comprehensive security checklist for Physical AI
systems.

Table 8 presents representative examples of the derived
security requirements. The complete set of requirements is
accessible via our public repository. [37]

4.6 Derivation of Checklist

In this section, we consolidated the security requirements
derived across all assets by performing systematic merging,
normalization, and deduplication. This process ensures tech-
nical consistency and culminated in the final derivation of
a comprehensive security checklist comprising 38 distinct
items. Representative items from the checklist are presented
in Appendix A.4; the complete 38-item checklist is available
in our artifact [37].

The primary objective of this transformation is to opera-
tionalize abstract security requirements into concrete, quan-
tifiable verification criteria, thereby eliminating ambiguity
during the system implementation phase. Furthermore, this
checklist is designed to serve as objective, verifiable evidence
demonstrating the practical application of security controls
during future CyberSecurity Management System (CSMS)
audits and Vehicle Type Approval (VTA) processes.
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Table 6: Representative Damage Scenarios and Impact Categories

Asset No. Damage Scenario CIA SFOP Threats ID

P2.1. OS DS-27 Collapse of security boundaries via privilege escalation
or isolation bypass, resulting in persistent manipulation,
data exfiltration, and the neutralization of safety functions,
ultimately causing hazardous driving or collisions.

I/A S T90, T91, T92, T93, T94,
T105, T106, T107, T108

DS-30 Exposure of sensitive data resulting in privacy violations,
security breaches, and regulatory non-compliance.

C P T97, T98, T99, T100

P2.3.
Planning

DS-47 Imminent risk of collision or pedestrian injury caused
by erratic maneuvers (e.g., inappropriate braking, abrupt
steering, lane departure).

I/A S T558, T560, T561, T565,
T567, T568, T571

DS-50 Compromise of user privacy facilitating unauthorized
surveillance, tracking, and targeted social engineering at-
tacks.

C P T559, T563, T566, T572

P2.6.2.
MLLM

DS-68 Induction of malformed vehicle control messages or in-
valid authorization codes via the generation of hazardous
commands by the MLLM.

I S T576, T577, T578, T581,
T582, T583, T592, T534,
T535, T538, T543

DS-70 Execution of restricted operations resulting from the cir-
cumvention of safety guardrails and misuse of privileges.

I O T573, T574, T584, T593,
T537, T541

5 Validation

In this section, we validate the effectiveness and applicabil-
ity of the proposed extended TARA methodology through
four distinct dimensions: (1) Regulatory Compliance, demon-
strating alignment with UN Regulation No. 155; (2) Compar-
ative Analysis, quantifying improvements over traditional
threat modeling; (3) Maturity Assessment, evaluating the
data-driven robustness of the process; and (4) Real-World
Validation, establishing institutional accreditation as a basis
for accredited testing activities.

5.1 Legal Coverage
The derived security checklists must transcend academic the-
oretical proposals and serve as practical guidelines in the
industrial field. To verify this applicability, we analyzed the
coherence between our 38 derived checklists and the techni-
cal requirements of UN Regulation No. 155 (UN R155), the
mandatory international standard for vehicle cybersecurity.

Validation Criteria: Annex 5. We selected UN R155 An-
nex 5 as the baseline for validation. The regulation mandates
that manufacturers consider the threats listed in Annex 5 Part
A and the mitigations in Part B and C during risk assessment.
Therefore, coverage of Annex 5 Part A by the ADS case-
study checklists indicates that the methodology can generate
artifacts useful for demonstrating regulatory alignment.

Mapping and Conformity Analysis. We performed a se-
mantic mapping between the derived checklists and the sub-
level threats defined in Annex 5 Part A. The results in Ta-

ble B.1 confirm that the ADS case-study checklists cover
both general embedded-system threats and AI- and sensor-
specific threats in Annex 5 Part A.

The 38 ADS case-study checklists collectively cover all
32 Annex 5 Part A threat categories, including emerging
AI-related vulnerabilities. As illustrated in the mapping re-
sults, the derived checklists correspond to the detailed threat
categories of Annex 5. For instance, checklists addressing
“Sensor Spoofing” and “Adversarial Examples” directly map
to the regulation’s requirements for verifying sensor data
integrity. This mapping indicates that the ADS case-study
checklists can support compliance evidence for Vehicle Type
Approval (VTA) audits and Cyber Security Management Sys-
tem (CSMS) assessments.

5.2 Comparative Analysis
To evaluate the improvement of the proposed methodology,
we conducted a comparative analysis against the traditional
STRIDE-based TARA approach using the same ADS architec-
ture. Per Section 2.4, STRIDE-per-element is the dominant
baseline in industrial ISO/SAE 21434 TARA practice, making
it the most realistic comparison target for evaluating practical
improvements.

Qualitative Analysis: Granularity of Threats. The pri-
mary distinction lies in the granularity and scope of threat
identification. While the traditional STRIDE model is effec-
tive for identifying software and network vulnerabilities based
on data flow, it exhibits structural limitations in characterizing
threats related to AI inference and physical sensor data. For
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Table 7: Representative Attack Paths Mapping Threat Scenarios to Damage Scenarios

Asset Damage
Scenario

Threat
Scenario

Attack Path

P2.1. OS DS-27 T105 i. Reconnaissance: The attacker analyzes the system’s privilege management policies
and default configurations.
ii. Vulnerability Discovery: Excessive default privileges or incorrect permission
assignments are identified.
iii. Exploitation (Escalation): The attacker utilizes privilege escalation techniques
from a low-integrity process to acquire administrative (root) privileges [AL-29].
iv. Action on Objectives: With elevated privileges, the attacker bypasses all security
boundaries, neutralizes safety systems, and establishes remote control over the vehicle.

P2.3.
Planning

DS-47 T560 i. The attacker modifies the physical environment with adversarial stickers or paint.
ii. These visual changes alter the semantic meaning perceived by the AI [AL-36].
iii. The planner generates a trajectory that follows the manipulated semantics (e.g.,
driving into a wall).

P2.6.2.
MLLM

DS-68 T537 i. The attacker gains access to the model’s fine-tuning pipeline.
ii. A malicious dataset designed to reverse safety alignment is used for fine-tuning
[AL-49].
iii. The deployed model unlearns its safety constraints and executes previously re-
stricted commands.

Table 8: Representative Security Requirements mapped to Threat Scenarios

Asset ID Security Requirement Threats ID

P2.1. OS SR-37 A hardware-rooted Secure Boot chain shall be implemented to
verify the integrity of the bootloader and kernel.

T92, T103, T105, T108

P2.3.
Planning

SR-62 Adversarial defense mechanisms and input sanitization shall be
implemented to detect semantic perturbations and prompt injec-
tions.

T169, T172, T560, T561, T565,
T567, T569

P2.6.2.
MLLM

SR-89 Supply chain security controls including model signing and back-
door scanning shall be applied to all AI artifacts.

T248, T259, T260, T537, T541,
T573, T574, T584, T593

example, under STRIDE, a "Poisoned Model" or an "Adver-
sarial Example" is often broadly categorized as generic "Tam-
pering" or "Information Disclosure," failing to distinguish the
specific attack vector. In contrast, our extended methodology,
by integrating MITRE ATLAS and OWASP Top 10 for LLM,
successfully decomposed these vague categories into specific
Physical AI threat scenarios such as Evasion, Model Inversion,
and Prompt Injection.

Quantitative Analysis: Expanded Coverage. The quan-
titative results further highlight the efficacy of the proposed
approach. Both methods identified standard cybersecurity
threats such as network eavesdropping and unauthorized ac-
cess. However, the proposed methodology exclusively iden-
tified specialized threats related to AI & Sensor Data, in-
volving sensor fusion manipulation and model bias (e.g.,
CL-19, CL-20, CL-25 to CL-27), and LLM Integration, in-
volving prompt injection and context poisoning (e.g., CL-24,

CL-28, CL-29, CL-31 to CL-33). The proposed methodol-
ogy exclusively identified 11 AI-specific checklist items that
could not be derived through conventional STRIDE-based
TARA alone—accounting for approximately 29% (11 out
of 38) of the total derived checklists. These items address
threat categories that are structurally absent from traditional
software-centric frameworks, including sensor fusion manip-
ulation, model bias exploitation, adversarial perturbation at-
tacks, prompt injection, and LLM context poisoning. The fact
that nearly one-third of the security controls emerged only
through the integration of MITRE ATLAS and OWASP Top
10 for LLM Applications underscores a critical blind spot in
conventional TARA methods when applied to Physical AI
environments: a system analyzed solely with STRIDE would
have left these attack surfaces unaddressed, potentially result-
ing in incomplete security coverage and non-compliance with
emerging regulatory expectations for AI-integrated vehicles.
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5.3 Maturity Assessment

This section evaluates the data integration capabilities and
methodological maturity of the proposed approach by ap-
plying the Data-Driven TARA Maturity Model (D2TARA)
proposed by Vielberth et al. [38]. The D2TARA model as-
sesses the Capability Level (CL) of a TARA process based on
the extent to which external data sources are standardized and
integrated into the workflow. Accordingly, this assessment
is limited to data-source standardization and integration, not
organizational maturity.

Standardization (CL 2). We established a comprehensive
Standard Pool of External Data Sources by systematically
constructing an Attack Library that incorporates CVE, CWE,
Papers, Technical Reports, and Standards. This collection
strictly satisfies the requirements for Standardization (CL 2)
across all data-driven TARA sections.

Integration (CL 3). The D2TARA model evaluates ma-
turity based on data integration across five core TARA
sections: DAMAGE, IMPACT, ATTACK, FEASIB, and RISK
TREAT. [38] According to expert feedback documented in the
D2TARA validation study (Section 6.2), there exists justified
disagreement on whether IMPACT and FEASIB should be con-
sidered data-driven sections due to the discrepancy between
ISO/SAE 21434 rating schemes and externally available met-
rics such as CVSS. [38] Following this expert perspective, we
focus our maturity assessment on the three universally rec-
ognized data-driven sections: DAMAGE, ATTACK, and RISK
TREAT.

Our methodology achieves CL 3 (Integration) by establish-
ing explicit processes for utilizing external data sources in
each section. The foundation of this integration is the Attack
Library construction process, which systematically analyzes
CVE, CWE, Papers, technical reports, and standards to ex-
tract three core attributes: Vector (attack medium and tech-
niques), Target (affected assets), and Consequence (system
state changes). Attacks sharing similar Vectors, identical Tar-
gets, and equivalent Consequences are classified into unified
attack categories, which are then mapped to the taxonomies
of OWASP Top 10 for LLM, STRIDE, and MITRE ATLAS.

For the DAMAGE section, damage scenarios are derived
through a structured integration process. Threat scenarios are
generated using STRIDE per element, OWASP categories
for MLLM assets, and MITRE ATLAS for AI assets. Since
each threat scenario is mapped to specific Attack Library en-
tries through the framework alignment process, the resulting
damage scenarios inherently incorporate the Consequence
attributes from CVE impact descriptions and technical report
findings. This ensures that damage identification is not based
on expert judgment alone but is systematically grounded in
documented external data sources.

The ATTACK section demonstrates clear integration
through attack path construction. For each threat scenario,
attack paths are analyzed by leveraging the Attack Library’s

Vector and Target attributes. Because threat scenarios are
explicitly mapped to Attack Library entries, the attack path
analysis directly incorporates attack techniques documented
in CVE/CWE databases and MITRE ATLAS tactics. This
mapping mechanism ensures that attack feasibility assess-
ment is traceable to specific external data sources rather than
being purely expert-driven.

For the RISK TREAT section, mitigation strategies are sys-
tematically derived from the attack paths through framework-
based guidance. The integrated OWASP Top 10 for LLM and
MITRE ATLAS frameworks provide structured mitigation
recommendations that are mapped to security requirements.
Since attack paths are connected to specific framework cate-
gories through the Attack Library mapping process, the risk
treatment decisions are inherently informed by the mitigation
strategies documented in these external sources. This inte-
gration ensures consistent and comprehensive risk treatment
based on industry-recognized countermeasures.

Extended Maturity Level (ML 3). According to the
D2TARA maturity level definitions, ML 3 (Extended) is
achieved when CL 3 (Integration) is achieved in all data-
driven TARA sections. Our methodology demonstrably
achieves this through the systematic integration described
above. The Attack Library serves as the integration hub, trans-
forming raw external data sources into structured attributes
(Vector, Target, Consequence) that flow through the entire
TARA process. Threat scenarios are generated through frame-
work mapping, damage scenarios inherit Consequence at-
tributes, attack paths are constructed from Vector/Target in-
formation, and risk treatment leverages framework-embedded
mitigation guidance. This end-to-end integration of external
data sources into each TARA section fulfills the CL 3 re-
quirement that "the pool of data sources is integrated into
the TARA process" with explicit specification of how data is
utilized. Therefore, the proposed methodology achieves Ex-
tended Maturity Level (ML 3) for data-source integration
under the D2TARA model.

5.4 Real-World Validation: KOLAS Accredi-
tation

Beyond the analytical validation dimensions presented above,
the proposed methodology has been adopted as the techni-
cal procedure underlying accreditation by the Korea Lab-
oratory Accreditation Scheme (KOLAS) as an internation-
ally recognized testing laboratory for the ISO/SAE 21434
TARA process. This means that test reports produced through
the framework can serve as formally recognized deliverables
in real-world automotive cybersecurity testing practice. As
KOLAS is a full signatory to the ILAC MRA and APAC
MRA, this places reports produced through the methodology
within an internationally acknowledged conformity assess-
ment framework.
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Figure 3: Proposed TARA Maturity Validation Workflow

6 Discussion

This study demonstrates that integrating STRIDE, MITRE AT-
LAS, and OWASP Top 10 for LLM into the ISO/SAE 21434
TARA process enables systematic and comprehensive threat
identification for Physical AI systems—an area where tradi-
tional software-centric frameworks have proven structurally
insufficient.

6.1 Industrial and Regulatory Significance

The proposed methodology carries direct implications for
the automotive industry. As UN Regulation No. 155 man-
dates CSMS establishment and Vehicle Type Approval (VTA)
across the entire vehicle lifecycle, manufacturers face increas-
ing pressure to demonstrate systematic cybersecurity cover-
age. Our framework provides a structured, auditable process.
In the ADS case study, the resulting 38 security checklists
cover all 32 UN R155 Annex 5 Part A threat categories and
can support regulatory audits.

6.2 Scope of Risk Assessment

A deliberate limitation of this study is the exclusion of the At-
tack Feasibility Rating and Risk Value Determination phases
from the ISO/SAE 21434 process. These phases are highly
dependent on an organization’s specific risk appetite, avail-
able resources, and deployment context, making universal
prescriptions impractical. While our framework comprehen-
sively identifies and catalogs threats, practitioners adopting
this methodology must define their own feasibility crite-
ria—considering factors such as the attacker’s required win-
dow of opportunity and equipment cost—to derive final risk
values and prioritize mitigation efforts accordingly.

6.3 Extensibility to Broader Physical AI

Although validated on ADS, the proposed methodology ex-
hibits high transferability to broader Physical AI domains.
However, effective application to other domains requires two
domain-specific adaptations: the Asset Identification phase
must be tailored to the target system’s physical architecture,
and the Attack Library must be extended with domain-specific

attack vectors. For instance, applying this framework to indus-
trial robots would necessitate incorporating sensor spoofing
techniques specific to robotic arms and manufacturing floor
environments. Future work will aim to validate this transfer-
ability by applying the methodology to diverse intelligent
mobility platforms beyond ADS.

7 Conclusion

This paper proposed an extended TARA methodology aligned
with ISO/SAE 21434 that applies STRIDE, MITRE ATLAS,
and OWASP Top 10 for LLM in a multi-layered manner to
address the cyber-physical threat surface of Physical AI sys-
tems. Through an ADS case study based on the ISO/TS 5083
logical architecture and implemented on the NVIDIA Jet-
son platform, the framework produced 38 actionable security
checklists validated against UN Regulation No. 155 Annex 5.

The contributions of this work are threefold: (i) an inte-
grated Physical AI TARA methodology unifying three com-
plementary security frameworks; (ii) an Attack Library syn-
thesized from CVEs, CWEs, and academic literature, pro-
viding a structured knowledge base for cyber-physical at-
tack path analysis; and (iii) 38 actionable security checklists
demonstrating direct regulatory compliance utility for VTA
and CSMS certification processes.

This work has two main limitations: the exclusion of At-
tack Feasibility Rating and Risk Value Determination leaves
threat prioritization to adopting organizations, and the current
validation is scoped to ADS on the NVIDIA Jetson platform,
requiring domain-specific adaptation for broader Physical AI
generalization.

Future work will pursue two complementary directions: in-
corporating Attack Feasibility Rating and Risk Value Determi-
nation to complete the full ISO/SAE 21434 TARA lifecycle,
and applying the methodology to diverse Physical AI plat-
forms such as autonomous robotics. AI-agent–based automa-
tion of the proposed methodology also remains a promising
direction.
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Figure A.3: Level 2 Data Flow Diagram (DFD)
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Table A.4: Representative Items from the Derived Checklist
ID Checklist Item (Security Control) Mapped SRs

CL-01 Is data ingested from external assets subject to rigorous validation of integrity and freshness (anti-replay)?
(e.g., Implementing HMAC-SHA256 or CMAC for integrity, and verifying Timestamps or Monotonic Counters
to prevent replay)

SR-1, SR-3, SR-6, SR-7, SR-61, SR-
62, . . .

CL-02 Is input data accepted as trusted only when originating from registered and authenticated external assets?
(e.g., Enforcing mutual authentication via X.509 Certificates (mTLS) or validating Digital Signatures
(Ed25519/ECDSA))

SR-38, SR-43, SR-56, SR-61, SR-
81, . . .

CL-03 Is secure channel communication (e.g., end-to-end authentication and encryption) enforced between external
assets?

SR-41, SR-53, SR-59, SR-66, SR-
71, . . .

CL-04 Are all events related to external assets logged at a granularity sufficient to ensure non-repudiation and enable
post-incident forensic analysis?

SR-5, SR-9, SR-13, SR-17, SR-21,
SR-26, . . .

· · ·

CL-19 Are defense functions in place to detect and mitigate spoofing or adversarial patterns at the sensor level
(LiDAR, Radar, Camera, Ultrasonic, GNSS)?

SR-1, SR-6, SR-10, SR-14, SR-18,
SR-27, . . .

· · ·

CL-24 Are Command Codes (or other AI inputs) generated by MLLMs verified for authenticity and checked for
Prompt Injection and Context Contamination?

SR-62, SR-80, SR-86, . . .

CL-25 Does the system possess mechanisms to detect and mitigate physical and digital adversarial examples (stickers,
light sources, lasers, phantom objects, etc.)?

SR-18, SR-55, SR-62, SR-86, SR-
126, . . .

CL-26 Does the system possess mechanisms to detect and mitigate Transfer Attacks? SR-44, SR-90, SR-159, SR-200

CL-27 Does the system possess mechanisms to detect and mitigate Poisoned Dataset injection? SR-50, SR-55, SR-57, SR-62, SR-
63, SR-88, SR-89

CL-28 Are inputs to the MLLM monitored to detect, verify, and block Prompt Injection, Context Contamination, and
Adversarial Inputs?

SR-55, SR-62, SR-80, SR-86, SR-
88, SR-194

CL-29 Does the MLLM accept input (voice, text) only from legitimate, authenticated users and processes? SR-27, SR-79, SR-81, SR-198, SR-
222

· · ·

CL-32 Are sensitive data elements (user voice, text, intent, command codes, key slots) protected via encryption and
strict access control mechanisms?

SR-24, SR-29, SR-38, SR-53, SR-
71, SR-75, . . .

CL-33 Does the system maintain operational stability without computational or memory exhaustion under conditions
of excessive token input, long-context ingestion, or alert flooding?

SR-52, SR-58, SR-65, SR-76, SR-
84, SR-91, . . .

CL-34 Does the system transition to a defined “Safe Mode” (fail-safe state) in the event of computational or memory
resource exhaustion?

SR-2, SR-70, SR-76, SR-95, SR-
100, . . .

CL-35 Is access to log repositories and collectors restricted exclusively to authenticated and authorized subjects?
(e.g., Implementing RBAC (Role-Based Access Control) policies and ensuring OS-level isolation via SELinux
or AppArmor)

SR-25, SR-94, SR-98, SR-103, . . .

CL-36 Are attempts at unauthorized access, modification, or deletion of log repositories blocked, with such attempts
being explicitly audited (logged)?

SR-93, SR-94, SR-98, SR-99, SR-
103, SR-104, . . .

CL-37 Is the system hardened against insecure deserialization and arbitrary code execution vulnerabilities?
(e.g., Avoiding unsafe serialization formats like Pickle, and enforcing strict schema validation for
JSON/Protobuf inputs)

SR-31, SR-33, SR-36, SR-37, SR-
40, SR-45, . . .

CL-38 Is the logging infrastructure resilient against manipulation or service interruption caused by the injection of
malicious event records (e.g., Log Injection or Log Smashing)?

SR-80, SR-95, SR-100, SR-104, SR-
105, SR-109, . . .
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Table B.1: Mapping to UN R 155 Annex 5 Threats

UN R155 Annex 5 Threat Category (Part A) Mapped Checklists (CL)

1. Back-end servers used as a means to attack a vehicle or extract data CL-01, CL-02, CL-03, CL-05

2. Services from back-end server being disrupted, affecting the operation of a vehicle CL-08, CL-15, CL-22, CL-33, CL-34

3. Vehicle related data held on back-end servers being lost or compromised ("data
breach")

CL-03, CL-06, CL-07, CL-14, CL-32,
CL-35, CL-36

4. Spoofing of messages or data received by the vehicle CL-01, CL-02, CL-05, CL-10, . . .

5. Communication channels used to conduct unauthorized manipulation, deletion or
other amendments to vehicle held code/data

CL-01, CL-02, CL-03, CL-09, CL-10,
CL-20, . . .

6. Communication channels permit untrusted/unreliable messages to be accepted or are
vulnerable to session hijacking/replay attacks

CL-01, CL-02, CL-03, CL-05, CL-07,
CL-10, CL-14, . . .

7. Information can be readily disclosed. For example, through eavesdropping on com-
munications or through allowing unauthorized access to sensitive files or folders

CL-03, CL-04, CL-07, CL-13, CL-14,
CL-16, . . .

8. Denial of service attacks via communication channels to disrupt vehicle functions CL-08, CL-15, CL-22, CL-33, CL-34

9. An unprivileged user is able to gain privileged access to vehicle systems CL-12, CL-17, CL-23

10. Viruses embedded in communication media are able to infect vehicle system CL-09, CL-11, CL-31, CL-37

11. Messages received by the vehicle (for example X2V or diagnostic messages), or
transmitted within it, contain malicious content

CL-01, CL-10, CL-19, CL-21, CL-24,
CL-26, CL-28, CL-30

12. Misuse or compromise of update procedures CL-03, CL-06, CL-07, CL-09, . . .

13. It is possible to deny legitimate updates CL-08, CL-09, CL-15

15. Legitimate actors are able to take actions that would unwittingly facilitate a cyber-
attack

CL-05, CL-08, CL-17, CL-23

16. Manipulation of the connectivity of vehicle functions enables a cyber-attack, this
can include telematics; systems that permit remote operations; and systems using short
range wireless communications

CL-02, CL-03, CL-05, CL-08, CL-09

17. Hosted 3rd party software, e.g. entertainment applications, used as a means to attack
vehicle systems

CL-08, CL-09, CL-12, CL-18, CL-23,
CL-28, CL-31, CL-37

18. Devices connected to external interfaces e.g. USB ports, OBD port, used as a means
to attack vehicle systems

CL-05, CL-08, CL-09, CL-12, CL-17,
CL-23

19. Extraction of vehicle data/code CL-06, CL-07, CL-14, CL-16, . . .

20. Manipulation of vehicle data/code CL-04, CL-13, CL-17, . . .

21. Erasure of data/code CL-04, CL-13, CL-35, CL-36, CL-38

22. Introduction of malware CL-09, CL-11, CL-18, CL-31, CL-37

23. Introduction of new software or overwrite existing software CL-11, CL-18, CL-20, CL-31, CL-37

24. Disruption of systems or operations CL-08, CL-09, . . .

25. Manipulation of vehicle parameters CL-20, CL-21

26. Cryptographic technologies can be compromised or are insufficiently applied CL-06, CL-07, CL-14, CL-16, . . .

27. Parts or supplies could be compromised to permit vehicles to be attacked CL-18, CL-27, CL-31

28. Software or hardware development permits vulnerabilities CL-06, CL-11, CL-12, CL-15, . . .

29. Network design introduces vulnerabilities CL-08, CL-15, CL-22, CL-23, CL-33

31. Unintended transfer of data can occur CL-05, CL-17, CL-25

32. Physical manipulation of systems can enable an attack CL-25, CL-26, CL-27, CL-28
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