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In-Vehicle Controller Area Network
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Limitation
» Computationally inefficient.
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BERT-based IDS

Context # Tokens Per Msg Model Update
CAN-BERT [AMGD22] X 1 X
CANBERT [NO22] v 11 X

Table: Comparison with Other BERT Model IDS.
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Evaluation

Parameter Value
Hidden size 768
Number of transformer layers 6
Attention heads 12
Dropout 0.1
Learning rate 0.001
Optimizer AdamW
Adam beta 0.9, 0.999
Patience 10
Number of epochs 200
Batch size 128

Table: CANBERT™ Parameter Configuration.
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# Msgs
Dataset 7 Logs Benign Attack
2019 Challenge [HCR18b] 16 4,829,571 1,086,989
CanML [cm23] 192 146,677,755 1,297,569
CSU [Cyb22] 4 82,724 14,089
Hacking [HCR18a] 4 14,237,958 2,331,517
Mcan [HCR22b] 2 1,635,080 500,000
Bcan [HCR223] 2 5,019,845 500,000
Road [E22] 29 3,203,951 62,513
Survival [HCR18¢] 9 1,105,903 183,314
Total 258 176,792,787 5,975,991

Table: List of Datasets and The Number of Logs in The Corresponding Dataset.

Evaluation
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Evaluation

SVM RF XGB Reg LSTM Bl B2 OUR

1st dataset
File_1 093 099 099 094 099 046 099 0.99
File_2 081 099 042 080 093 045 099 0.99
Fuzzy_Sonata 093 099 099 094 098 056 0.99 0.99
Fuzzy_Soul 0.80 099 044 081 098 048 099 099
Malfunc_Sonata  0.00 1.00 080 000 066 0.00 1.00 1.00
Malfunc_Soul 0.00 065 000 000 0.00 0.00 0.66 1.00

2nd dataset
File_1 1.00 100 066 099 100 089 1.00 1.00
File_2 100 100 066 1.00 100 087 1.00 1.00
File_3 0.00 063 051 000 026 042 062 0.63
File_4 0.00 068 058 000 042 034 068 0.73
Malfunc_Sonata 1.00 1.00 000 100 100 0.00 1.00 1.00
Malfunc_Soul 1.00 1.00 099 099 100 000 1.00 1.00
Replay_Sonata 0.00 060 049 000 026 043 060 0.72
Replay_Soul 0.00 067 053 000 025 041 067 0.71

Table: F1 Score on 2019 Challenge Dataset.
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Malfunc_Sonata  0.00 1.00 080 000 066 0.00 1.00 1.00
Malfunc_Soul 0.00 065 000 000 0.00 0.00 0.66 1.00
2nd dataset

File_1 1.00 100 066 099 1.00 089 1.00 1.00
File_2 1.00 100 066 1.00 1.00 087 1.00 1.00
File_3 000 063 051 000 026 042 062 063
File_4 000 068 058 000 042 034 068 073

Malfunc_Sonata 1.00 1.00 000 100 100 0.00 1.00 1.00
Malfunc_Soul 1.00 100 099 099 1.00 000 1.00 1.00
Replay_Sonata 0.00 060 049 000 026 043 060 0.72
Replay_Soul 0.00 067 053 000 025 041 067 071

Table: F1 Score on 2019 Challenge Dataset.

Results

CANBERT™ outperforms prior baselines, especially on replay attacks.
p p
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Figure: The Number of Datasets Each Model Outperforms Except for The Tie in Terms of F1
Score.
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Evaluation

Fine-tuning Testing
CANBERT 2,000s/epoch 1.3ms/msg
CANBERT" 150s/epoch  0.2ms/msg

Table: Execution Time on Fine-tuning and Testing the Messages.
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Model Variants Evaluation

# Hidden Dimensions # Layers # Attention Heads

CANBERTH 768 6 12
S-CANBERTT 60 2 12
T-CANBERT T 12 2 4

Table: Configurations of Different Size Models.
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Model Variants Evaluation

# Hidden Dimensions # Layers # Attention Heads

CANBERTH 768 6 12
S-CANBERTT 60 2 12
T-CANBERT T 12 2 4

Table: Configurations of Different Size Models.

Param Model Ckpt Mem Time

CANBERTT 61.7M  246M 708M  702.95MB  0.227ms/msg
$-CANBERT ™ 1.6M 6.3M  50.7M 281.6M  0.199m.s/msg
T-CANBERT™ 315K 1.2M  16.62M 274.5M  0.192ms/msg

Table: Statistics of Different Model Configurations.
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Model Variants Evaluation
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» Our approach outperforms prior IDS frameworks.
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CANBERT*
» We propose a BERT-based in-vehicle IDS using multi-layer input embeddings.
» Our approach outperforms prior IDS frameworks.

» We introduce lightweight CANBERT™ variants suitable for resource-constrained

deployments.
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Source Code & Dataset
https://github.com/0SUSecLab/CanBERTplus
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