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Autonomous Driving

Adibeh Emamy Marcello Maugeri
CybPass Limited CybPass Limited
Abstract

This paper presents a simulation-only benchmark for secu-
rity evaluation of autonomous driving agents under adver-
sarial manoeuvre attacks. The benchmark is implemented in
MetaDrive and supports training attacker policies, evaluat-
ing victim policies, and comparing attack outcomes under
controlled driving settings. The attacker is black-box with re-
spect to the victim and operates only through physically valid
driving actions; sensor spoofing, communication tampering,
model-internal access, and code tampering are excluded.

The benchmark records training logs, per-episode out-
comes, aggregate safety metrics, trained policies, and evalua-
tion logs for reproducible analysis. Preliminary results show
that the benign driving performance of victim policies varies
substantially across policy types and driving settings. In addi-
tion, highway experiments show that a trained PPO attacker
increases the victim mission-failure rate by 10 percentage
points. The benchmark provides an open-source platform
for training attackers, testing victim policies, and studying
adversarial manoeuvre attacks under controlled simulation
conditions.

1 Introduction

Physical-world attacks against Autonomous Driving (AD) per-
ception have shown that external perturbations can propagate
from sensing errors to unsafe driving outcomes, including
attacks on camera-based lane centring [12], multi-sensor fu-
sion [3], and LiDAR-based object detection [2]. Adversarial
manoeuvre attacks expose a related security problem: another
road user may induce harmful outcomes through physically
plausible driving behaviour rather than sensor or perception-
channel manipulation [15]. This problem matters because an
attacker without privileged software access may still affect
the victim through ordinary vehicle control alone.

This paper addresses that gap through a benchmark for secu-
rity evaluation of robustness to adversarial manoeuvre attacks.
The benchmark evaluates two-agent interaction in MetaDrive,
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where victim and attacker vehicles act through shared simula-
tor dynamics. The attacker is black-box, physical-interaction-
only, and acts through standard low-level vehicle control.
Accordingly, the evaluation measures degradation in victim
safety outcomes. The benchmark defines the threat model,
simulator interface, controlled factors, outputs, and metrics
needed to compare adversarial manoeuvre evaluations across
victim policies, driving settings, attacker spawn presets, and
attacker designs.

Existing manoeuvre-level attacks in CARLA provide the
closest attack-oriented reference point [15]. Safety-critical
scenario generation in MetaDrive provides a related simulator
reference point for producing difficult traffic interactions and
robustness-oriented training conditions [20]. In parallel, Rein-
forcement Learning (RL) surveys for AD security emphasise
persistent fragmentation in threat modelling, attack/defence
categorisation, and reporting methodology [5]. The present
benchmark addresses this methodological need through an
explicit threat model, a reproducible evaluation protocol, and
structured reporting.

The benchmark is motivated by four research questions:
RQ1. To what extent can a physical-interaction-only attacker

degrade victim safety outcomes?

RQ2. How does robustness to adversarial manoeuvre attacks
vary across DQN, DDQN, PPO, and SAC victims?

RQ3. How does victim robustness to adversarial manoeuvre
attacks vary across attacker types, including learned
RL and scripted heuristics?

RQ4. To what extent can learned attackers increase at-
tack effectiveness while remaining within realistic be-
havioural constraints?

As a work in progress, this paper makes the following
contributions toward answering these research questions:

* A simulation-only benchmark for security evaluation of
robustness to adversarial manoeuvre attacks under a black-
box, physical-interaction-only attacker model, with explicit
capabilities and constraints.

* A coupled Partially Observable Markov Decision Process
(POMDP) formulation for victim and attacker agents over
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shared dynamics, with explicit definitions of state, observa-
tion, action, reward, and objectives.

* A reproducible benchmark specification and evaluation pro-
tocol for training attackers, evaluating victim policies, and
recording per-episode outcomes, aggregate safety metrics,
trained policies, and evaluation logs.

* Preliminary results showing that benign driving perfor-
mance varies across victim policies and driving settings,
and that a trained PPO attacker increases the victim mission-
failure rate by 10 percentage points in the highway setting.

2 Related Work and Positioning

ACERO [15] introduced adversarial driving manoeuvres as
a security threat against AD software and evaluated them in
CARLA. The present benchmark builds on this threat model,
but shifts the focus from attack discovery against concrete AD
stacks to repeatable evaluation under a constrained black-box
attacker model.

Within the same simulator family as the present bench-
mark, CAT [20] generates safety-critical traffic scenarios
in MetaDrive and uses them to improve policy robustness
through adversarial training. SEAL [16] and SAGE [10] ex-
tend this direction by studying generation quality, attacker
realism, and controllable trade-offs between adversariality
and realism. These works inform the design space, but their
primary object remains scenario generation or adversarial
training [14] rather than benchmark reporting for a fixed ad-
versarial manoeuvre threat model.

Scenario datasets and generation tools provide reusable
inputs for AD simulation testing: SCTrans [4] constructs
a public scenario dataset with safety-critical traffic interac-
tions, while ChatScene [19] generates safety-critical scenar-
ios from structured knowledge and language-guided spec-
ifications. SafeBench [18] and MetAdv [8] move closer to
benchmark infrastructure by supporting comparable safety or
adversarial testing pipelines. The present benchmark instead
fixes the attacker capability model, excluded attack channels,
victim outcomes, controlled factors, and reporting outputs for
black-box adversarial manoeuvre evaluation.

3 Problem Formulation

The adversarial manoeuvre evaluation problem is formulated
as a two-agent interaction between a victim vehicle and an
attacker vehicle in the same road scene. A frozen victim
policy and an attacker policy act through standard vehicle
controls, such as steering, throttle, and braking. At each step,
both agents receive observations, select actions, and the road
scene evolves according to both actions.

Let S denote the state space of the road scene, and let
s; € S be the state at time ¢. The victim and attacker receive
observations o} € O, and of € O,, and produce actions a; €

N

Safety outcome

Mission success

Attack success

bl

Figure 1: Overview of the attacker-victim interaction.

A, and af € 4,. The victim policy is denoted by =, (a; | 0})
and is frozen during adversarial evaluation, while the attacker
policy is denoted by n,(a? | 0f).

The shared state-transition kernel is denoted by P, follow-
ing standard POMDP notation [1, 7]. The two-agent interac-
tion induces transitions of the form

P(sir1 | si,at,af). M

The attacker-victim interaction is coupled because both agents
act on the same road scene, i.e., the victim and attacker actions
jointly determine the next-state transition.

To formalise partial observability explicitly, the victim and
attacker are modelled as coupled Partially Observable Markov
Decision Process (POMDP) agents over shared dynamics:
%:(S,ﬂV,OV,P,.Q.v,VV,'Y), %:(57%aoa7P7Qavra7'Y)-

@)
Here, Q, and Q, are observation models, r, and r, are the
victim and attacker reward functions, and 7 is the discount
factor.

3.1 Threat Model

The threat model considers one victim vehicle and one at-
tacker vehicle in the same road scene. The single-attacker
assumption keeps attribution of safety outcomes explicit.

The attacker is black-box with respect to the victim: it does
not access victim model weights, gradients, reward internals,
training data, or privileged identifiers. The attacker observes
only information available through its own driving observa-
tion and acts only through physically valid vehicle controls,
such as steering, throttle, and braking. Sensor spoofing, com-
munication tampering, map tampering, model-internal access,
and code tampering are excluded. The attacker is constrained
by road topology and vehicle dynamics.

3.2 Attacker Objective

The formulation separates the victim mission from the at-
tacker objective. Victim mission success corresponds to reach-
ing the destination without going off-road or colliding. At the
same time, for a fixed victim policy, the attacker objective is
to maximise the probability that the victim goes off-road or
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collides without direct attacker contact:

rr;cilxn‘,’l;iP(S =1). 3)
Notably, victim collisions with the attacker are excluded from
attack success because they involve direct attacker contact
rather than indirect victim degradation. Let C; denote a victim
collision that does not involve direct attacker-victim contact.
The per-step violation indicator used for attack success is
therefore

F; = C; vV ¥]victim off-road]. “4)
At episode level, the attacker success indicator is defined as
S=WFr: F=1]. %)

Over N episodes, the attack success rate (ASR) is defined as
1 N

ASR=—Y) §;. 6

N ; (6)

Figure | illustrates this formulation.

TTC is not itself a mission violation, but a constant-velocity
estimate of how soon the victim and attacker would collide if
their current relative motion continued. It is used as a reward
signal during attacker training and as an evaluation signal
when reporting how close an interaction came to collision.
Let p; and p¢ denote victim and attacker positions, and let
vy and v{ denote their velocity vectors. Define the relative
position and velocity as Ap, = p; — pf and Av; = v} —v{.
For non-zero separation, let ¢, denote the projected closing
rate, obtained by projecting the relative velocity onto the line
joining the victim and attacker:

Av; - Ap,
1Ap: || +€
If ¢, is non-positive, the projected distance is not decreasing

and no finite collision time is predicted, so TTC is set to oo.
Otherwise,

(7

Cr —

Iap | .
Ct

The attacker reward used for training follows this objective

with terminal victim outcomes, TTC, victim reactions, and

attacker failure penalties, as detailed in Section 4.

TTC[ =

4 Benchmark Design

This section specifies how the benchmark instantiates the
problem formulation as a reproducible experimental instru-
ment. Building on MetaDrive enables procedural road gener-
ation, configurable traffic density, repeatable scenario seeds,
multi-agent vehicle interaction, and direct access to simulator
event flags such as arrival, off-road, and collision events. In
addition, the benchmark inherits the scope of the selected
MetaDrive environments, vehicle dynamics, observation in-
terfaces, and event definitions. Figure 2 provides an overview
of the benchmark design.

Scenario Environment class  Road geometry char-
acteristics
Highway MultiAgent Straight multi-lane
MetaDrive segment with low in-
teraction complexity.
Intersection  MultiAgent Four-way conflict
IntersectionEnv  zone with crossing
flows.
Roundabout  MultiAgent Curved merge/yield
RoundaboutEnv dynamics with multi-
entry interception
opportunities.
Bottleneck MultiAgent Lane-drop forced
BottleneckEnv merge and congestion

coupling.

Table 1: Scenario set and road geometry characteristics.

Scenarios and interfaces The benchmark is implemented
in MetaDrive and supports four road geometries: highway,
intersection, roundabout, and bottleneck. Table 1 summarises
the scenario, the environment class, and the road geometry
characteristics.

Victim policies receive the observation exposed by
the selected MetaDrive multi-agent environment class.
In the highway setting, this observation is provided by
MultiAgentMetaDrive. It contains ego-state features de-
scribing the controlled vehicle and LIDAR features describ-
ing nearby road context and obstacles. The attacker receives
the same raw MetaDrive observation augmented with six
victim-relative features: relative distance, relative bearing,
victim speed, attacker speed, relative longitudinal displace-
ment, and relative lateral displacement. These features expose
the victim-attacker relation needed for manoeuvre learning
while preserving the black-box threat model.

Control is defined by

ar = (8,ur) € [~1,1]%, ©

where 9, is steering and u; is throttle/brake. For value-based
victims, a discrete wrapper provides

Adise = {81'}?:1 X {uj}izl' (10)

Controlled experiment factors The benchmark fixes core
environment controls to isolate attacker effects from uncon-
trolled simulator variation. Base controls include two agents,
no respawn, a 1000-step horizon, deterministic scenario seed
pools, and configurable traffic density. Spawn presets define
attacker placement as an explicit controlled factor. near, med,
and far place the attacker approximately 10, 20, and 40 metres
behind the victim, respectively. random samples uniformly
between the near and far offsets.
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Reward term Weight Algorithm Key settings
Indirect victim collision 100.0 DQN MLP 259-256-256-25,1r 1 x 1074, replay
Victim off-road event 100.0 100k, warm-up 10k, batch 64, y= 0.99, target
Victim mission success -100.0 update 1k.
Attacker crash -100.0 DDQN DQN profile with Double-Q target selection/
Attacker off-road event -100.0 evaluation split.

.. 4
Following distance 0.3 PPO Ailtor/c;g;cgl\/l[)LP 556?1_256_256’13 3 i 10099’
Closing distance 2.0 ro ou; > atc. » epochs 10,7 = 0.59,
Low TTC 2.0 GAE =0.95, clip 2.2. ‘
Victim lateral deviation 3.0 SAC Policy MLP 259-256-256, t_len QMLP
Victim deceleration 0.5 (259+2)-256-256, Ir 3 x 1077, replay 100k,
Attacker velocity change 05 warm-up 10k, batch 256, y = 0.99, T = 0.005.
Per-step cost -0.01

Table 2: Attacker reward weights used in the proposed con-
figuration. Top: terminal outcome terms. Bottom: Step-level
terms.

Adversarial wrapper A dedicated AdversarialEnv wrap-
per maps two-agent simulator dynamics into a single-agent
attacker-learning interface while stepping the frozen victim in-
ternally at each timestep. At each step, the wrapper obtains the
frozen victim action, coerces both victim and attacker actions
into the MetaDrive action space, applies the joint action to
the simulator, and returns the attacker observation and reward.
During this transition, the wrapper records victim collision,
victim off-road, victim arrival, direct attacker-victim collision,
TTC, and reward terms under a fixed episode-termination rule.

Attacker reward The attacker reward is computed at each
simulator step, and the reported episode reward is the sum of
the per-step rewards. The reward combines terminal and step-
level signals to encourage victim mission violations without
relying on direct attacker-victim collisions or attacker failures.
Terminal outcome terms reward indirect victim collisions and
victim off-road events, while victim arrival, attacker crashes,
and attacker off-road events are treated as attacker failures or
penalties. Distance-based credit assignment reduces outcome
reward when the attacker is too far from the victim to plausibly
contribute to the failure. Step-level shaping terms reward low
TTC, closing behaviour, following distance, victim braking,
and victim lane deviation. The bottom block of Table 2 also
includes a penalty for abrupt attacker motion, measured as
the norm of the velocity change between consecutive steps,
and a small per-step cost.

Reproducibility controls Each scenario is generated from
a controlled seed pool, and each evaluation condition maps
episodes deterministically into that pool. This makes the gen-
erated road instance, attacker placement procedure, victim
policy, attacker policy, and driving setting repeatable for the
same condition. The evaluation records per-episode outcomes,

Table 3: Core victim hyperparameter profile. Here, Ir denotes
learning rate, GAE denotes generalised advantage estimation,
v is the discount factor, and 7T is the SAC soft-update coeffi-
cient.

aggregate metrics, and run metadata to support auditing, re-
production, and comparison of benchmark runs.

5 Experimental Setup

Figure 3 summarises the experimental pipeline used in the
current evaluation. First, victim policies are trained without an
attacker to learn the driving task before adversarial interaction
is introduced. Second, the trained victim policy is kept fixed
while an attacker is trained against it. Finally, evaluation runs
cover the selected combinations of policies, attacker spawn
presets, traffic densities, and seeds defined by the evaluation
matrix.

Victim and attacker training Agents are defined through
a policy interface compatible with Stable-Baselines3 [11].
In the current evaluation, victim policies are trained with
DQN [9], DDQN [17], PPO [13], and SAC [6]. Their core
hyperparameters are reported in Table 3. Similarly, RL at-
tackers are trained against fixed victim policies through the
same policy interface, whereas scripted attackers use fixed
heuristics and require no training. The no-op attacker baseline
keeps the attacker vehicle present but applies zero steering
and zero throttle or braking, providing a passive baseline for
attacker comparisons.

The action space follows the benchmark interfaces defined
in Section 4. DQN and DDQN use the discrete 25-action
wrapper, whereas PPO and SAC use continuous control. In
our experiments, both victim training and PPO attacker train-
ing use 500,000 simulator steps before evaluation. Each com-
pleted evaluation condition is then run for 100 episodes.

Evaluation matrix The highway attacker evaluation fixes
the road geometry to highway and the victim to the PPO pol-
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Figure 2: Benchmark design from experiment setup to per-episode outputs.

icy trained on highway. The PPO highway victim used in this
comparison is trained with traffic density 0.1. The highway
attacker evaluation then considers two traffic settings for the
attacker comparison. The primary controlled setting removes
traffic and compares the no-op attacker baseline with the PPO
attacker trained under the med attacker spawn preset, to di-
rectly measure attacker influence. A second setting repeats the
same comparison with traffic density 0.1 to test whether the
attacker effect persists when traffic is present. Both settings
use start seed 42 for MetaDrive procedural road generation
and the same deterministic highway scenario pool for both
attacker configurations.

Roundabout is used to study how victim learning changes
under a more complex road geometry. The reported round-
about evaluation is limited to driving competence before an
attacker is introduced. It varies the victim algorithm across
DQN, DDQN, PPO, and SAC. Victim driving competence is
reported over the final 100 training episodes of each victim
training run.

Evaluation metrics The evaluation metrics follow the out-
comes defined in Section 3. Victim driving competence is
reported through mission success, off-road rate, and crash
rate. The primary comparison is between mission success
and attack success: mission success requires the victim to
reach its destination without a safety violation, whereas at-
tack success requires a victim off-road event or a victim col-
lision that does not involve direct contact with the attacker.
Specifically, ASR is the fraction of episodes in which this
attack-success event occurs. To characterise successful at-
tacks beyond their frequency, the evaluation also considers
Time-to-failure (TTF) and TTC. TTF measures how many
steps pass before an attack succeeds, and is therefore com-
puted only over successful-attack episodes. TTC measures
the time to a possible attacker-victim collision under the cur-
rent relative motion, and is used to interpret close interactions
rather than to define attack success. Attacker crash and reward
metrics are reported alongside victim outcomes to distinguish
victim degradation from attacker failure. To evaluate attacker

realism, the evaluation also uses attacker crash rate and at-
tacker velocity change as indicators of whether the attack
remains plausible and, indirectly, stealthy.

6 Results

This section reports the conducted experiments used to evalu-
ate victim driving competence, attacker learning, and highway
attack effectiveness. The roundabout attacker evaluation re-
mains work in progress; the current roundabout evidence is
therefore limited to victim driving competence.

6.1 Experiment 1: Victim Driving Competence
in Highway and Roundabout

This experiment evaluates victim driving competence before
adversarial evaluation. Table 4 reports mission success, off-
road rate, and crash rate over the last 100 training episodes
for each completed victim run. On highway, the PPO vic-
tim reaches 86.0% success, with 15.0% off-road rate and no
crashes, providing a suitable baseline for the attacker evalua-
tion. At the same time, PPO falls to 36.0% success in round-
about, with 56.0% off-road rate and 15.0% crash rate. Notably,
DQN and DDQN do not obtain competence in the roundabout
road geometry, with 0.0% success rate and 100.0% off-road
rate. Finally, SAC provides the strongest roundabout victim,
with 57.0% success, 29.0% off-road rate, and 13.0% crash
rate. Table 4 summarises these findings. The corresponding
victim training success curves are shown in Appendix A.

Takeaway. Preliminary results indicate that victim driv-
ing competence depends on the interaction between road
geometry and policy-learning algorithm.

6.2 Experiment 2: Attacker Learning Dynam-
ics

This experiment checks whether the PPO attacker learns to
induce victim failures in the reported highway setting. The
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{ Victim training J—{ Attacker training J—{ Evaluation matrix J—{ Outcomes }

Figure 3: Experimental pipeline from victim training to outcome reporting.

Off-road Crash

15.0% 0.0%
100.0%  0.0%
100.0%  0.0%
56.0%  15.0%
29.0%  13.0%

Victim run Success

PPO highway 86.0%
DQN roundabout 0.0%
DDQN roundabout  0.0%
PPO roundabout 36.0%
SAC roundabout 57.0%

Table 4: Victim driving competence over the last 100 training
episodes.

attacker is trained against the fixed PPO highway victim under
the med attacker spawn preset for 500,000 simulator steps.
Without traffic, victim off-road failures occur in 49.0% of
the final 100 training episodes. The same final window has
mean episode reward 25.8 and mean episode length 104.2
steps. With traffic density 0.1, victim off-road failures oc-
cur in 51.0% of the final 100 training episodes, while victim
crashes remain at 0.0%. The corresponding final window has
mean episode reward 82.3 and mean episode length 187.6
steps. These outcomes indicate that the PPO attacker remains
able to operate in traffic and induce victim off-road failures.
The corresponding attacker training curves are shown in Ap-
pendix A.

Takeaway. The PPO attacker learns to induce victim off-
road failures in the highway setting and remains effective
with traffic density 0.1.

6.3 Experiment 3: Highway Attack Effective-
ness

This experiment quantifies safety degradation caused by a
learned attacker in the highway environment. Table 5 reports
outcomes for a PPO victim under the no-op attacker baseline
and PPO attacker over 100 recorded episodes per configura-
tion.

Without traffic, the PPO attacker increases ASR from 0.49
to 0.59. This increase is entirely due to victim off-road fail-
ures, as victim crashes remain at 0.00 in both attacker configu-
rations. With traffic density 0.1, the same comparison remains
positive but weaker, with ASR increasing from 0.42 to 0.46.
Nevertheless, the PPO attacker still increases ASR, but the
effect is smaller than in the no-traffic setting. This is consis-
tent with a more complex interaction in which traffic adds
constraints and occasional attacker failures. At the same time,
the traffic setting introduces a small rate of victim crashes
involving traffic, which is obviously absent without traffic.

Metric No-op attacker PPO attacker
ASR (rash 0.00 0.00
ASR, ¢ froad 0.49 0.59
ASR 0.49 0.59
Mean TTF (steps) 40.51 40.14
Mean episode length 100.49 89.26
ASR rash 0.00 0.01
ASR, f froad 0.42 0.45
ASR 0.42 0.46
Mean TTF (steps) 85.57 99.57
Mean episode length 203.09 207.30

Table 5: Highway evaluation outcomes for the PPO victim
under the med attacker spawn preset. Top: without traffic.
Bottom: traffic density 0.1.

The corresponding ASR summary and TTF distributions are
shown in Appendix A.

Takeaway . The PPO attacker increases ASR in both high-
way traffic settings, while traffic reduces the effect size and
introduces a small rate of victim crashes involving traffic.

6.4 Experiment 4: Trade-offs between Effec-
tiveness and Realism

For an adversarial manoeuvre to be security-relevant, it must
increase attack effectiveness without relying on frequent at-
tacker crashes or visibly irregular driving. Therefore, this
experiment evaluates how attack effectiveness is balanced
with attacker realism through crash rate, mean reward, and
velocity change for the same highway configurations consid-
ered in Experiment 3. Table 6 reports these metrics for the
no-op attacker baseline and PPO attacker.

Without traffic, the PPO attacker increases mean reward
from 32.02 to 38.88 and does not increase crash rate. How-
ever, velocity change rises from 0.08 to 3.55, indicating more
abrupt attacker motion than the no-op attacker baseline. With
traffic density 0.1, the PPO attacker remains effective, but traf-
fic constrains the manoeuvre. As a consequence, mean reward
is lower than the no-op attacker baseline, which is consistent
with traffic acting as an obstacle to the attacker. Nevertheless,
crash rate remains low at 0.02, and velocity change is lower
than in the no-traffic PPO attacker setting. These results in-
dicate that the PPO attacker remains effective under traffic
while partially preserving realism and stealthiness.
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Metric No-op attacker PPO attacker
Crash rate 0.00 0.00
Mean reward 32.02 38.88
Velocity change 0.08 3.55
Crash rate 0.00 0.02
Mean reward 95.21 68.87
Velocity change 0.08 1.44

Table 6: Attacker-side realism indicators for the PPO victim
under the med attacker spawn preset. Top: without traffic.
Bottom: traffic density 0.1.

Takeaway . Traffic reduces PPO attacker effectiveness,
but the learned policy still maintains a favourable trade-off
between attack effectiveness and realism.

7 Discussion

The benchmark provides a controlled setting for studying
how LIDAR-based driving policies respond to adversarial
manoeuvres performed through ordinary vehicle control.

The results suggest that such policies can be susceptible to
physically valid attacker behaviour, but they also show that
attack evaluation is easy to misinterpret without a structured
protocol. In particular, victim competence, attacker effective-
ness, and attacker realism must be separated before an attack
outcome can be interpreted. This separation is important be-
cause an observed failure can otherwise reflect weak victim
driving, an unrealistic attacker, or a genuine adversarial effect.

The roundabout results illustrate this point. Before adver-
sarial evaluation is meaningful in that road geometry, the
victim policy must first demonstrate sufficient driving com-
petence. The current results indicate that this competence
depends on the policy-learning algorithm, which motivates
further training, diagnosis of the DQN and DDQN failures,
and evaluation of additional victim policies.

The current benchmark models a single attacker vehicle
and uses a LIDAR-based observation interface. The same
protocol can be extended along the controlled factors already
exposed by the benchmark, including road geometry, traffic
density, attacker spawn preset, and procedural seed. Future
work should extend the training budget for both victims and
attackers, diagnose the DQN and DDQN roundabout failures,
and evaluate further victim—attacker algorithm combinations.
The evaluation matrix should also be expanded to cover ad-
ditional attacker spawn presets, traffic densities, and road ge-
ometries.

8 Ethical Boundary

This work is intended for defensive security evaluation. All
experiments are simulation-only and are used to assess robust-
ness to adversarial manoeuvre attacks under a constrained,
physical-interaction-only attacker model. The paper does not
provide real-world deployment procedures for adversarial
behaviour, and the benchmark is intended for controlled sim-
ulation and robustness assessment only.

Because the paper studies safety-critical failure induction
in autonomous-driving settings, ethical and legal risks were
considered during the design of the evaluation protocol. To
mitigate these risks, the study excludes attacks outside physi-
cal vehicle manoeuvres (e.g., sensor spoofing, communication
tampering, and code tampering) and reports results only in
simulation.

9 Conclusion

This paper presents a reproducible benchmark for adversarial
manoeuvre attacks in Autonomous Driving. It instantiates the
attacker-victim interaction in MetaDrive, fixes the attacker
capability and success criteria, and reports victim outcomes
together with attacker-side realism indicators.

The current evaluation shows that a PPO attacker can in-
crease highway ASR against a PPO victim while remaining
within ordinary vehicle control. It also shows that this result
must be interpreted together with attacker crash rate, velocity
change, and the driving competence of the victim policy.

The victim results further show that driving competence
depends on the road geometry and policy-learning algorithm.
This makes victim validation a necessary part of adversarial
manoeuvre evaluation, especially before extending the attack
study to roundabout settings.

The benchmark is intentionally scoped to the conducted
experiments. Its main contribution is to make adversarial ma-
noeuvre evaluation repeatable, explicit, and extensible across
road geometries, traffic settings, attacker spawn presets, and
policy combinations.

These results support further systematic testing of adversar-
ial manoeuvre attacks against Autonomous Driving policies.
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Additional Plots

This appendix reports supporting plots for the conducted ex-
periments.
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Figure 4: Victim training success rate over training steps. PPO
is shown for both highway and roundabout; SAC, DQN, and
DDQN are shown for roundabout.
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Figure 5: PPO attacker training curves in the highway setting
under the med attacker spawn preset.
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Figure 6: PPO attacker training curves in the highway setting
with traffic density 0.1 under the med attacker spawn preset.
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B Artifact Appendix
B.1 Abstract

This artifact contains the source code, configuration files,
pre-trained models, and pre-computed outputs needed to re-
produce the experimental results reported in the paper.

B.2 Description & Requirements

The artifact consists of approximately 3,000 lines of Python
source code organised under src/, experiment configura-
tion files under configs/, and pre-trained victim and at-
tacker policy checkpoints under outputs/paper/models/.
A single CLI command (python main.py --config
configs/paper. jsonc) executes the complete pipeline: vic-
tim training, attacker training, and evaluation with metric com-
putation. Post-processing utilities under scripts/ generate
result tables and figures from the evaluation outputs.

B.2.1 Security, privacy, and ethical concerns

The artifact runs simulation-only experiments in the
MetaDrive driving simulator. No network connections are
required during execution, no real vehicles or physical sys-
tems are involved, and no destructive operations are per-
formed on the host machine. The trained attacker policies
are reinforcement-learning models for a simulated environ-
ment and are not deployable on real vehicles.

B.2.2 How to access

The artifact, including the source code, configuration files,
and pre-trained models, is archived on Zenodo at https://
doi.org/10.5281/zenodo.20530026.

B.2.3 Badges

The artifact has been submitted for the Available, Functional,
and Results Reproduced badges.

B.2.4 Hardware dependencies

* CPU: Modern x86-64 or ARM64 processor (8+ cores
recommended).

* Memory: 8 GB RAM minimum, 16 GB recommended.

Disk: 20GB free space for the virtual environment,

trained models, and evaluation outputs.

GPU: Not required.

* Display: Not required (rendering is disabled by default).

L]

B.2.5 Software dependencies

e Python 3.11.
 Pinned dependencies in requirements.txt.
* Ubuntu only: OpenGL runtime package 1ibgll.

Tested on Ubuntu 22.04 (x86-64) and macOS 26 (ARM64).
On macOS, --device cpu is the recommended configura-
tion.

B.2.6 Benchmarks

None.

B.3 Set-up
B.3.1 Installation

1. Download the artifact archive and extract it.
2. Create a virtual environment and install dependencies:

sudo apt install -y libgll
python3.11 -m venv .venv

source .venv/bin/activate
pip install -r requirements.txt

# Ubuntu only

B.3.2 Basic Test

Run the smoke-test configuration, which trains a short PPO
victim and evaluates it with a no-op attacker:
python main.py \
--config configs/test.jsonc \
—-—experiment-name test --device cpu
Expected wall time is approximately 2 minutes. The com-
mand should create outputs/test/experiment.json and
metric files under outputs/test/eval/.

B.4 Evaluation workflow
B.4.1 Major Claims

(C1): Victim robustness is algorithm-dependent: on the
roundabout scenario, SAC achieves 57% success (mean
reward 191.5), PPO 36% (177.5), while DQN and
DDQN achieve 0% success with 100% off-road rate.
On the highway, PPO achieves 86% success (mean re-
ward 238.9). See Experiment 1 in Section 6.1, Table 4,
and Figure 4.

(C2): The learned PPO attacker converges to positive mean
reward (/225.8) on the highway environment with a fixed
spawn geometry over 500,000 training steps. See Exper-
iment 2 in Section 6.2 and Figure 5.

(C3): In the highway evaluation with the med attacker spawn
preset, a learned PPO attacker raises ASR from 0.49 to
0.59 without traffic, and from 0.42 to 0.46 with traffic
density 0.1. See Experiment 3 in Section 6.3, Table 5,
and Figures 7-8.

(C4): The highway evaluation reports attacker crash rate,
mean reward, and velocity change to interpret the trade-
off between attack effectiveness and attacker realism.
With traffic density 0.1, the PPO attacker shows lower
velocity change and low crash rate, indicating less abrupt
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manoeuvres in traffic while remaining effective. See
Experiment 4 in Section 6.4 and Table 6.

B.4.2 Experiments

All paper experiments are generated by one pipeline run, fol-
lowed by dedicated scripts under scripts/ for E1-E4.
(E0): Pipeline execution (for all experiments) [10 human-

(E3): Highway attack effectiveness [5 human-min + 1

compute-min] (validates C3, Table 5, Figures 7-8):
Preparation: Verify that evaluation directories exist un-
der eval/, named by scenario, victim, attacker, spawn
geometry, and seed, each containing metrics. json and
episodes.csv.

Execution: python scripts/make_eval_table.py
python scripts/plot_attack_success_rate.py

min + 12-18 compute-hr + 20 GB disk]: Runs victim
training, attacker training, and evaluation in a single com-
mand, producing all outputs required by E1-E4.
Preparation: Complete the Set-up section and ensure
20 GB free disk.
Execution: source .venv/bin/activate
python main.py \
—--config configs/paper.jsonc \
--experiment-name paper \
--num-jobs 1 --device cpu
With -num-jobs 12, wall time is approximately 8—12
hours on a 16-core machine.
Results: Outputs appear under outputs/paper/, in-
cluding models and evaluation results.

(E1): Victim learning quality [5 human-min + 1 compute-

min] (validates C1):

Preparation: Verify that victim training directories ex-
ist under models/victims/, one per algorithm and sce-
nario (e.g., ppo_highway, sac_roundabout), each con-
taining a training_episodes.csv file.

Execution:

python scripts/make_victim_training_table.py
Results: The script prints success rate, off-road rate,
crash rate, and mean reward per victim algorithm over
the last 100 training episodes. The expected values match
Section 6.1: on the roundabout, SAC success ~57%,
PPO ~36%, DQN/DDQN =~0% with 100% off-road; on
the highway, PPO success ~86%.

(E2): Attacker learning dynamics [5 human-min + 1

compute-min] (validates C2, Figure 5):

Preparation: Verify that attacker training directories
exist under models/attackers/, named by attacker al-
gorithm, victim algorithm, scenario, and spawn geome-
try (e.g., ppo_vs_ppo_highway_med), each containing
atraining_episodes.csv file. Victim training direc-
tories from E1 must also be present.

Execution: python scripts/\
plot_victim_training_curves.py

python scripts/\
plot_attacker_training_curves.py

Results: The first script produces Figure 4 (victim train-
ing success curve) and the second produces Figures 5—
6 (attacker reward and episode length curves), both
saved under outputs/plots/. The highway attacker
curve should show convergence to positive mean reward
(~25.8 over the last 100 training episodes).

python scripts/\
plot_time_to_failure_distribution.py
Results: The first script prints Table 5, where ASR in-
creases from 0.49 to 0.59 without traffic and from 0.42 to
0.46 with traffic density 0.1. The plotting scripts produce
Figure 7, which compares ASR for the no-op and PPO at-
tackers, and Figure 8, which shows the TTF distributions
for the same two traffic settings.

(E4): Effectiveness—realism trade-off [5 human-min + 1
compute-min] (validates C4, Table 6):
Preparation: The same evaluation directories from E3
are used. Verify that the evaluation outputs contain the
metrics used for attacker crash rate, mean reward, and
velocity change.
Execution:
python scripts/make_realism_table.py
Results: The script prints Table 6 (attacker crash rate,
mean reward, and velocity change). The expected Table 6
output without traffic is crash rate 0.00 for both attackers,
mean reward 32.02 and 38.88, and velocity change 0.08
and 3.55. With traffic density 0.1, the expected output is
crash rate 0.00 and 0.02, mean reward 95.21 and 68.87,
and velocity change 0.08 and 1.44.

B.5 Notes on Reusability

The benchmark is designed around three main extension
points:

¢ Scenarios: Add a JSON file to configs/scenarios/
specifying the MetaDrive environment class and
configuration, then reference the scenario name in
configs/paper. jsonc.

* Victim/attacker algorithms: Add policy classes that
inherit from Stable-Baselines3 algorithms and regis-
ter them in the agent registry. Discrete and continuous
action-space mapping is handled automatically.

* Reward design: Add or modify presets in
src/reward/config.py. The reward engine evaluates
a configurable weighted sum of 16 components.

B.6 Version

Based on the LaTeX template for Artifact Evaluation
V20260101. Submission, reviewing and badging methodol-
ogy followed for the evaluation of this artifact can be found at
https://secartifacts.github.io/vehiclesec2026/.
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