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Abstract

Unmanned aerial vehicles (UAVs) are increasingly secured
by advanced intrusion detection systems (IDSs) that moni-
tor the holistic sensor—control-actuator pipeline. However,
the robustness of these IDSs has not been systematically
characterized against adaptive, real-time, physically plausi-
ble, and stealthy telemetry perturbations during closed-loop
flight. Prior adversarial studies often rely on open-loop, offline
testing, failing to capture the temporal, dynamic, and closed-
loop constraints inherent to UAV operation. Consequently, it
remains unclear what mission-level impact an in-flight data-
stream attacker can induce while maintaining benign-looking
behavior. We propose SLEIGHT, a novel, real-time, attack
analytics framework that maps the stealth—impact frontier of
closed-loop UAV IDSs under physically plausible perturba-
tions. SLEIGHT trains a phase-conditioned reinforcement-
learning policy with attacker-side plausibility enforcement
to synthesize bounded perturbations maximizing mission
impact under stealth and feasibility constraints. Using Pix-
hawk hardware- and software-in-the-loop experiments with
MAVSDK, SLEIGHT benchmarks four IDSs, including state-
of-the-art controller- and actuator-aware holistic IDSs such
as PID-Piper and ConFIDe. SLEIGHT consistently achieves
high no-alarm rates across diverse and multi-UAV missions
(>96% in single-channel GPS, sustaining >95% and >90%
against ConFIDe and PID-Piper, respectively) while induc-
ing trajectory drift and landing displacement up to ~11 m in
single UAV HITL and > 60 m in swarm scenarios.

1 Introduction

Unmanned aerial vehicles (UAVs) are increasingly deployed
in disaster response, defense, agriculture, infrastructure in-
spection, and environmental monitoring [30, 43]. Modern
UAVs achieve autonomy through a closed-loop pipeline that
couples sensing, state estimation, control, and actuation. At
each control cycle, navigation-related measurements such
as position, velocity, attitude, and altitude are fused by the
estimator and used by the controller to compute actuator
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Figure 1: UAV closed-loop and measurement-driven operation.

commands [12] (Fig. 1). This measurement-driven loop cre-
ates a practical cyber-physical attack surface, i.e., if an at-
tacker rewrites MAVLink state messages consumed by an
offboard controller (e.g., via a compromised companion relay
or MAVLink router on the autopilot—offboard link), small
navigation biases can propagate through feedback to cause
mission-level effects such as trajectory drift, unsafe separa-
tion, or off-target landing [5,21,22].

As UAVs increasingly operate in beyond-visual-line-of-
sight (BVLOS) settings with minimal human oversight, in-
trusion detection systems (IDSs) are widely used to detect
anomalous behavior and trigger failsafe responses [19, 37].
Recent UAV IDSs are holistic, combining multivariate sig-
nals spanning sensors, estimator outputs, controller variables,
and actuator behavior [6, 8, 10,41]. Such fusion can improve
robustness against single-channel spoofing and simple cross-
signal inconsistencies [10, 17]. However, robustness against
adaptive, real-time telemetry manipulation in closed-loop
flight remains insufficiently characterized; for instance, pertur-
bations that stay below alarm thresholds at each step can still
accumulate over long horizons into meaningful operational
as well as safety risk.

A central reason is that many adversarial evaluations rely
on offline datasets or open-loop perturbations [11, 14]. These
settings miss temporal dependencies, estimator dynamics, and
feedback effects that determine feasibility and detectability
during flight. Thus, it is difficult to quantify the boundary
between stealth (remaining within detector tolerance) and
impact (inducing mission-level deviation) under realistic ac-
cess and feasibility constraints. Moreover, studies often report
either detection outcomes or disruption metrics in isolation,
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rather than their joint tradeoff under a thresholded decision
rule [42,44]. Concretely, we lack a principled way to answer
that under physically plausible telemetry manipulation, how
much mission deviation can an attacker induce while remain-
ing nominal-looking to a deployed IDS over an entire flight?

Hence, we present SLEIGHT (Synthesizing Legitimate-
looking Evasive Inputs to Generate Hidden Threats), a closed-
loop attack analytics framework that maps the stealth—impact
frontier of UAV IDSs under physically plausible telemetry
perturbations. As shown in Fig. 2, bounded telemetry rewrites
at the autopilot—offboard interface lead to a gradual naviga-
tion shift while remaining below the IDS detection score.
SLEIGHT uses stealthy perturbation generation as the mecha-
nism for robustness evaluation; its primary objective is to char-
acterize where UAV IDSs remain robust, and where bounded
closed-loop telemetry manipulation can still induce mission-
level deviation. SLEIGHT enables systematic evaluation
across single- and coordinated multi-sensor manipulations,
varying flight and environmental complexities, and multi-UAV
scenarios. SLEIGHT operates under a partial-information ad-
versary operating along realistic data paths. The attacker can
bias a limited subset of navigation-related channels via an
onboard relay (e.g., a companion computer) that forwards
flight telemetry (e.g., MAVLink), consistent with prior UAV
communication attack and detection settings [5,21,22]. The
attacker obtains benign-like telemetry through reconnaissance,
as in prior UAV threat models [18] and CPS deception set-
tings [33]. The threat model is formalized in Section 4.

To synthesize perturbations online, SLEIGHT combines
phase-conditioned sequential learning with runtime plausibil-
ity enforcement. Offline, it learns (i) an attacker-side plausi-
bility scorer from reconnaissance telemetry and (ii) a phase-
conditioned sequential policy regularized by a realism prior
to maximize an impact proxy under bounded feasibility con-
straints. Online, the policy is executed with lightweight per-
step scaling and projection (via bisection on perturbation
magnitude) to enforce plausibility and physical feasibility
at each control cycle, enabling closed-loop, state-dependent
adaptation without using deployed IDS scores or parameters.

We evaluate SLEIGHT in a closed-loop PX4 environment
using MAVSDK, and validate key findings with hardware-
/software-in-the-loop experiments on Pixhawk flight-control
firmware. Across diverse single- and multi-UAV missions
and four IDS architectures (including controller- and actuator-
aware holistic IDSs), SLEIGHT maintains high no-alarm rates
while inducing measurable trajectory drift and landing dis-
placement (up to ~11m in our testbed). We also analyze
robustness under practical uncertainty sources such as flight
complexity, environmental conditions, threshold estimation
error, and decision-boundary drift. Our results quantify the
stealth-impact frontier of thresholded UAV IDSs under limited
adversarial access and limited prior knowledge. We summa-
rize our contributions as follows:

* We formalize closed-loop UAV IDS robustness analysis
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Figure 2: Motivating example: Bounded teleumetry rewrites at the
MAVLink interface bias offboard references, accumulating into land-

ing displacement while the IDS stays below its alarm threshold.

as stealth-constrained mission impact maximization, en-
abling direct quantification of the stealth-impact frontier
for thresholded detectors under feasibility constraints.
We present SLEIGHT, an attack analytics framework
that synthesizes physically plausible, fusion-consistent
perturbations for closed-loop IDS robustness evaluation
across missions and multi-UAV scenarios.

We conduct a comprehensive closed-loop evaluation
showing consistent stealth—impact tradeoffs across sev-
eral representative IDS designs, including mission-level
effects under bounded, plausible perturbations.

We provide hardware-/software-in-the-loop validation
on flight-controller firmware and release a reproducible
PX4 SITL + MAVSDK pipeline with scenario configu-
rations to support future IDS benchmarking [39].

2 Background

Here, we overview the closed-loop pipeline and its constraints,
the IDS families evaluated in this work, and MAVLink teleme-
try mediation as a practical injection surface.

UAV Telemetry and Real-Time Pipelines: At control step ¢
with period At, the stack produces a time-aligned telemetry
vector X, and updates estimation/control:

s = E(X1:), u; = C(si,1;), 21 = P(Z,0,,W,;)

Autopilots run nested loops at heterogeneous rates, with IMU-
driven estimation and attitude/rate control faster than GPS
navigation updates [32]. Thus, telemetry perturbations must
be feasible per update: values must satisfy message type, unit,
range, timing, and per-step dynamics expected by the estima-
tor/controller. Closed-loop attackers must therefore synthesize
within the targeted channel’s per-step budget and maintain
temporal coherence at the runtime update rate. Otherwise, the
injected stream can lag or create rate/update inconsistencies,
even if it appears benign offline. PX4 scheduling and config-
ured publication rates make this a runtime constraint [3].
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UAV IDS Families and Limitations: IDSs typically com-
pute an anomaly score from telemetry data and issue an
alarm when the score exceeds a threshold. A common class
is reconstruction-based detection:

grecon(xt) = ||Xt *fe(Xt) ||%a

Boundary-based one-class methods similarly define an ac-
ceptance region. Holistic designs augment features with con-
troller and actuator signals, detecting via cross-signal consis-
tency rather than sensor statistics alone. Our evaluation cov-
ers these families, including controller/actuator-aware PID-
Piper [17] and ConFIDe [10]. Section 3 details this limitation
in prior work.

alarm if lrecon(%;) > 1T (1)

Telemetry Injection Surface (MAVLink and Companion
Mediation): Telemetry can be manipulated along MAVLink
forwarding paths between the flight controller, GCS, and on-
board components. MAVLink?2 supports optional signing but
no encryption; without signing, an on-path adversary can
modify or replay protocol-valid telemetry [2]. We assume
signing, or equivalent integrity protection, is absent on the
targeted link; otherwise, endpoint/key compromise would be
required and is out of scope. Signing hardens protected links
against on-path modification, but does not prevent attacks
from trusted endpoints, such as compromised companion pro-
cesses. Thus, we treat integrity protection as hardening while
still evaluating IDS robustness at realistic telemetry interfaces.

Companion computers use MAVLink to relay traffic among
the autopilot, GCS, and peripherals [1,3], making companion-
mediated rewriting a realistic injection point. Prior work
demonstrates MAVLink injection in SITL/Pixhawk HITL,
and MUVIDS evaluates IDS detection under false MAVLink
messages [22]. Although we implement attacks through
MAVLink mediation, common in PX4 offboard/companion
setups, SLEIGHT is not MAVLink-specific. The same en-
forcement and frontier analysis apply to other telemetry-
consumer interfaces, such as ROS/middleware, by redefining
x;, M, and Ilg.

3 Related Works

We group prior work into four themes: (i) UAV sen-
sor/protocol attack surfaces, (ii) adversarial ML for IDS eva-
sion, (iii) CPS stealth—impact analysis/falsification, and (iv)
holistic UAV IDSs that fuse sensing, control, and actuation.

Sensor-level attacks on UAVs: Dash et al. [16] learn in-
variant thresholds but do not model environmental variation.
Khazraei et al. [25, 26] coordinate camera and sensor at-
tacks, reporting reduced impact under sensor fusion. Trac-
tor Beam [34] and Son et al. [45] demonstrate single-sensor
spoofing (e.g., GPS, acoustic) with mission diversion, without
end-to-end evaluation under multi-sensor fusion and closed-
loop IDS monitoring. RVFuzzer [28] and MAYDAY [27]
focus on input flaws or offline analysis and do not address
adaptive, closed-loop synthesis. ConfuSense [18] shows per-
sistent effects from a single malicious bus message. These

works motivate realistic attack surfaces, but they do not quan-
tify long-horizon mission deviation under bounded, tempo-
rally coherent perturbations while staying within the operating
region of holistic UAV IDSs.

Adversarial ML for IDS evasion: Adversarial ML shows
that learned models can be evaded under bounded pertur-
bations. Kurakin et al. [29] study adversarial examples for
time-series inputs in mostly static settings. In UAV security,
Asif et al. [11] use adversarial learning for IDS hardening
through retraining rather than attacks. Alshahrani et al. [7]
and Sarikaya and Bahtiyar [38] consider GAN-generated IDS
attacks but omit closed-loop constraints and multi-sensor co-
ordination. Strickland et al. [40] combine GANs with RL for
IDS improvement, but evaluate offline. Wang et al. [44] dis-
cuss telemetry manipulation, focusing on deviation metrics
without closed-loop evasion analysis. Xue et al. [46] show
GPS spoofing as a single-sensor weakness. Uludag et al. [42]
exploit cross-sensor relations for deception, but not real-time
closed-loop synthesis with per-step feasibility. Transferability
studies [35] motivate attacker-side reconnaissance learning
without deployed-model access.

IDS evasion and stealth—-impact analysis in CPS: Prior
work links stealth to operational impact via invariants (SAV-
IOR [36]), offline residual-driven objectives [24], or temporal-
logic falsification [15]; related works in safe RL focus on
policy safety rather than IDS evasion [23]. SLEIGHT pro-
vides a real-time, multi-sensor perturbation generator inte-
grated with PX4 closed-loop control, with per-step feasibility
enforcement and mission-level impact measurement.
Real-time and online evasion with reinforcement learn-
ing: Recent work demonstrates that RL agents can perturb
streaming inputs to evade sequence-based anomaly detectors
under bounded modification constraints (e.g., online evasion
pipelines [20]). This motivates real-time evasion evaluation
beyond offline replay. SLEIGHT specializes this direction to
closed-loop UAV telemetry, where feasibility is defined by
runtime message semantics and update rates, and where mis-
sion impact must be measured through closed-loop execution
rather than offline score manipulation.

Holistic and fusion-aware UAV IDSs: ConFIDe [10] and
PID-Piper [17] are holistic UAV IDSs that fuse sensing, con-
trol, and actuation signals to resist single-channel spoofing
and simple inconsistencies, relying on offline-trained detec-
tion boundaries. Following community practice in evasion-
oriented IDS evaluations that benchmark multiple detector
families and operating points [13], we evaluate multiple IDSs,
including holistic designs under closed-loop operation.
Differences: To address these limitations, SLEIGHT instan-
tiates a closed-loop attack analytics pipeline in PX4 that
(i) learns attacker-side models from reconnaissance teleme-
try, (ii) proposes phase-conditioned perturbation directions,
and (iii) enforces attacker-side plausibility and feasibility
constraints at runtime via maximal-feasible scaling, without
querying deployed IDS scores during synthesis. We then
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quantify the resulting stealth—impact frontier across missions,
multi-sensor and multi-UAV settings, and multiple IDS fami-
lies, including holistic controller- and actuator-aware designs.

4 Threat Model and Problem Definition

We study stealth-constrained telemetry-integrity attacks in
closed-loop flight, where an adversary perturbs limited naviga-
tion fields while an IDS monitors the sensor-control-actuation
pipeline. We distinguish the deployed IDS score F(-), used
only for evaluation, from the attacker-side plausibility score
S(+), used for synthesis and runtime enforcement; the attacker
never observes, queries, or optimizes F (-) online.

4.1 System Model

At control step ¢ € {1,..., T} with period Az, the system pro-
duces telemetry x; € R? and updates estimation/control in
closed loop as follows:

St+1 = F(s,ug,env),
In our PX4+MAVSDK setting, mission logic runs as an off-
board control process that consumes a recent telemetry win-
dow and outputs references r; (e.g., position/velocity set-
points) sent back to the autopilot. Thus, manipulating the
telemetry stream that this offboard process consumes can al-
ter r; and induce mission-level deviation under closed-loop
control. A deployed IDS computes an anomaly score over a
recent window W, = [X; w1, ...,%] € RW*<:

F(w;) € R>, alarm if F(w,) >tp(0(r)) (3)

where ¢(r) € {takeoff, transit, hover, landing} is the flight
phase. The thresholding rule in (3) models the deployed de-
tector; it is not available to the attacker during synthesis. As
one example, reconstruction-based IDSs instantiate F(-) as a
windowed reconstruction error; our attacker does not observe
F and does not tune attacks to any specific F' form.

u, = T(s;, 1) ()

4.2 Adversary Capabilities and Restrictions

Placement: We model an in-path adversary that can read and
rewrite MAVLink messages between the autopilot and the off-
board controller (and co-located IDS), e.g., via a compromised
relay or MITM. This aligns with prior work demonstrating
false MAVLink injection in SITL/HITL settings [22].
Manipulation: Let M € {0, 1}¢ denote a mask over attack-
able channels, where M is a strict subset of the IDS feature
set. For example, it covers navigation-related channels, while
actuators/PWM/control variables used by holistic IDSs are
never modified. At each step, the attacker injects

X, =%+MGO§ “)
where 9, is bounded. Attacks may be single-channel (e.g.,
GPS position) or coordinated across multiple channels (e.g.,
GPS altitude and barometric altitude) to preserve estimator-
level consistency. The attacker preserves protocol-valid for-
matting and field semantics for modified messages.

Restrictions: The attacker does not modify flight firmware, es-
timator/controller code, safety logic, mission plan/waypoints,
cryptographic keys, or the IDS implementation, or assume RF
denial (e.g., jamming). Attacker does not access IDS’s inter-
nals or query the deployed IDS score F(-) online. We assume
that MAVLink?2 optional message signing is not enabled on
the targeted communication link; when signing is configured,
an attack would require endpoint/key compromise, which is
outside the scope of this work. As such, attackers target sys-
tems where signing is disabled, inconsistently deployed, or
not enforced end-to-end. Although signing is recommended
for secure deployment, it requires explicit key provisioning
and coordination across components, introducing operational
overhead [4]. This can result in inconsistent implementations,
particularly in SITL/HITL and companion-mediated pipelines.

4.3 Reconnaissance and Attacker Plausibility

Because the attacker does not observe F(-), we parameter-
ize benign-looking behavior using an attacker-side plausibil-
ity model trained from benign-like data on the attackable
channels. The attacker is assumed to obtain benign telemetry
Dhenign for the attackable channels through reconnaissance
(e.g., controlled collection on a comparable platform or ob-
servation of operationally similar flights). Using this benign
dataset, the attacker trains a plausibility scorer:

S(vec(wy)) € Rx 5

where vec(-) flattens a window. SLEIGHT is agnostic to the
specific plausibility scorer (S(-)); we instantiate it with an AE
residual, but any one-class score (e.g., OCSVM/SVDD or den-
sity/predictor residuals) can be substituted without changing
Alg. 1 or (11). The attacker calibrates (T4 (¢)) from benign re-
connaissance via (6), while robustness is evaluated solely
against the deployed IDS (F(-)).Attacker sets operational
stealth threshold from benign quantiles (phase-conditioned):

74(¢) = Quantile, ({S(vec(W)) : W € Dhenign, O(W) = ¢})
(0)
The attacker estimates ¢(¢) from the observable window; it is
not assumed as a hidden label. To model realistic uncertainty,
we evaluate calibration mismatch by varying (i) the amount
of reconnaissance data used to fit S(-) and 14 (+), (ii) biased or
noisy T4 (-) estimates, and (iii) phase-estimation errors.
Reconnaissance mismatch can reduce reliability. If target
flights differ from reconnaissance data due to wind, sensor
noise, payload, or dynamics, the attacker-side score distribu-
tion may shift. This can increase the time required to find
feasible perturbations and may increase exposure risk when
T4 (0) is overestimated. SLEIGHT mitigates this by tightening
thresholds via ¥ and by optionally rolling and recalibrating
from recent benign-looking windows.
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Figure 3: SLEIGHT overview: Offline, benign telemetry trains preprocessing, the plausibility model (S(+)), realism prior (D(+)), and a
phase-conditioned perturbation policy. Online, the policy proposes a direction and selects the largest feasible scale (o) before injection.

4.4 Stealth and Feasibility Constraints
SLEIGHT enforces stealth w.r.t the attacker-side score:

S(vec(wr)) < Ta(0(r)) Vi )

where W; = [X;_,,...,X;]. To reduce stealth failures under
reconnaissance mismatch, the attacker can enforce a tightened
threshold (T, (¢) = (1 —x)ta()) ((k € [0,1))), trading impact
for robustness. If benign-like segments are observable online,
(ta(9)) can also be updated via rolling quantiles of recent
(S(+)) scores We enforce bounded and smooth perturbations
in (8) and project injected values onto a valid domain Q before
encoding in (9):

IM®& . <&, IM® (8 —8—1)[|« <O (8)

)
At runtime, SLEIGHT proposes a perturbation direction Ax;
and applies a scale o € [0, 1]:

x; < o(x7)

x (o) =% + (MO Ax,)

SLEIGHT chooses the maximal feasible scale
o = max o s.t.S(vec(w;())) < T4(9(7)),
oegl0,1]

IMos @], <& Mo ((0) =8 -1)|. <o, (D

x(a) €Q
where &, (o) is the induced perturbation in (4) under scal-
ing (10). If no & > O satisfies the constraints for a given step,
SLEIGHT injects x; (i.e., o;f = 0) unmodified, accepting zero
impact at that step, instead of risking detection.
Objective and Metrics: The attacker maximizes mission-
level deviation over the horizon subject to (7)-(11). Impact
is measured via closed-loop outcomes (trajectory/landing de-
viation; for multi-UAVs, minimum pairwise separation). We
use the term anomaly score only for IDS outputs such as
reconstruction error or CUSUM residuals, whereas trajec-
tory deviation, landing displacement, and trajectory-deviation
MSE denote physical mission-impact metrics rather than de-
tector scores. IDS robustness uses the deployed alarm rule (3),
reporting per-step and per-flight no-alarm rates. Attacker mod-
els (S,74), budgets (€,6), and the SLEIGHT pipeline are held
fixed across IDSs; only evaluation changes via the deployed
F(-) and tp(:).

(10)

5 Technical Details of SLEIGHT Framework

SLEIGHT synthesizes and injects bounded telemetry per-
turbations under the threat model in Section 4. At step ¢,
x; € R? denotes the feature vector constructed from MAVLink
messages consumed by the offboard control process to com-
pute references r; in the PX4+MAVSDK loop (e.g., posi-
tion, attitude, etc.) We write the recent window as w; =
[X—wil,--.,%] € RY* and inferred flight phase as 0(t) €
{takeoff, transit, hover, landing}. The attack mask is M €
{0,1}¢. SLEIGHT uses attacker-side plausibility score S(-)
and a realism prior D(-) during training and online enforce-
ment. Deployed IDS scores F(-) are used only for evaluation.

5.1 Overall Architecture and Workflow

SLEIGHT operates in two stages. Offline training: Given
benign telemetry traces Dyenign = {x;}, SLEIGHT: (i) fits
preprocessing (normalization and per-channel scaling) used
consistently by all attacker-side models, (ii) trains an attacker-
side plausibility scorer Sg(-) over windows w;, (iii) trains a
realism prior Dy(-) over windows to score benign-likeness,
(iv) trains a phase-conditioned sequential policy T that pro-
poses a per-step perturbation direction Ax; from the current
window representation and phase.

Online synthesis and injection: At each step, as shown in
Fig. 3, SLEIGHT receives the current window w; and phase
estimate ¢(), samples a perturbation direction Ax; <— Ty (-),
and applies runtime acceptance to select the maximal scale
o € [0, 1] satisfying the attacker-side stealth constraint, fea-
sibility bounds, and domain constraints. The injected teleme-
try is X, = x, + o (M ® Ax,) after domain projection, and it
is written into the MAVLink stream consumed by the off-
board process so that r; is computed from the perturbed win-
dow. At runtime, the feasibility gate acts as a post-processor
over the policy’s proposed perturbation direction Ax;, i.e.,
rather than injecting Ax, directly, SLEIGHT scales and (if
needed) projects the proposal to ensure all feasibility/stealth
constraints in (7)- (11) are satisfied at each time step.
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5.2 Telemetry Representation and Plausibility
Enforcement

Telemetry Representation and Domain Projection: Let
Q c R? denote the set of valid values induced by message
semantics and physical/interface limits (units, quantization,
and fixed enumerations). SLEIGHT enforces validity via

x + [Ig(x) (12)

implemented as per-channel clamping in the model-scaled
space, followed by inverse scaling prior to message encoding.
The same preprocessing and inverse mapping are used during
offline rollouts and online injection.

Attacker-Side Plausibility Model S(-): Plausibility scorer
Se(+) assigns a nonnegative score to each window, with lower
values corresponding to benign-like windows. We implement
the plausibility scorer Sg(+) as a window reconstruction resid-
ual. We train an autoencoder Ag(-) on benign windows:

min By, [IVect) — Ag(vec()) 3] (13)

Plausibility score is: Sg(vec(w)) = ||vec(w) — Ag(vec(w)) %
where lower values correspond to more benign-like win-
dows. The operational threshold T4 (¢) is selected from phase-
conditioned benign quantiles as in (6). Online enforcement
evaluates Sg on the modified window w.

Realism Prior D(-): The realism prior Dy/(-) provides a con-
tinuous shaping signal within the benign region enforced by
Se(+). We train Dy as a discriminator over windows using
benign windows as positive samples and bounded synthetic
perturbations as negative samples. Negative samples are con-
structed by sampling & under the same mask and feasibility
bounds used at runtime and applying the projection Ilg(-).
The realism shaping term is:

Rreal(W;) = log (max(Dy(vec(w))), ) (14)

with € > 0. Ry is used during offline policy training.

5.3 Online Attack Synthesis and Injection

Policy Output, Attack Formation, and Online Injection:
The policy 7ty outputs a raw perturbation direction Ax; € R in
the model-scaled space. Each component of Ax; is clamped to
a fixed range before masking. For a candidate scale o € [0, 1],
SLEIGHT forms the following:

x; (o) = x; + o (MO Ax;) (15)

then applies x, (o) + g (x}(at)).
Runtime Acceptance and Maximal Feasible Scaling: Run-
time acceptance selects the maximal feasible scale o

Se(vec(w;(a))) <1a(0(1)),
IM© ()] <&,
IM® (8 (&) =8-1) | <0,
x; () € Q

o = max o Ss.t.
oel0,1]

<

(16)

where 8 (o) = a(M ® Ax;) and w; () = [X; 1, ..., X;(Qt)].
If no o > 0 satisfies the constraints, it injects X, for that step.
In implementation, (16) is solved by bisection with a fixed
iteration budget B. Each iteration evaluates Sg(-) on the can-
didate window, applies I1g(-), and checks the /. bounds.

5.4 Policy Training and Optimization

Training Objective: SLEIGHT trains m, offline using
episodic rollouts in closed-loop execution. Training optimizes
an impact proxy in feature space, while mission impact is
measured during evaluation using closed-loop outcomes (tra-
jectory deviation and landing displacement). We define the
per-step feature deviation proxy:

Agear (X7,%1) = [M® (%] —x1)|2 (I7)
An optional cap term penalizes excessive deviations:
Feap (X;axt) = max (07 Afeat(x;yxt) - Amax) (13)

Let Viol(x,(a)) denote pre-acceptance feasibility violations
for candidate o during training rollouts (zero when all checks
pass). The per-step reward used in training is:

re=M Afeat(X;v Xl) +Ar Rreal(W;)
— s [Se(vec(w;)) —a(0(1))] (19)
— Ac Peap (X}, X;) — Ap Viol(x;)

where [u]4+ = max(u,0) and A;,Ag,As,Ac,Ap > 0 are fixed
weights. The stealth term depends only on Sg(-) and T4(-).
Policy Optimization: We optimize Ty using a policy gradient
estimator on rollout returns. Attacker state includes flattened
window, phase, and previous action:

0; = [vec(w,), onchot(¢(r)), Ax,_] (20)

The action is the proposed direction Ax; ~ 7y(- | 0;). With
return G, = Y.7_ "1, the gradient estimate is:

T
Vol (@) = ) Velogme(Ax; | o) G, 1)
=1

6 Implementation

We implement SLEIGHT on a PX4-based stack in software-
and hardware-in-the-loop (SITL/HITL). The attacker runs
as a user-space MAVLink mediation proxy on the autopilot
to the offboard-control path in Section 4.1. The proxy for-
wards MAVLink traffic while rewriting a restricted subset
of navigation-related fields. All rewrites preserve MAVLink
message IDs, field encodings, and original stream rates. Off-
board control process computes references r; from rewritten
stream, so perturbations propagate through closed loop with-
out modifying PX4 firmware.

44  4th USENIX Symposium on Vehicle Security and Privacy

USENIX Association



SITL/HITL Stack

(1) SITL: We B Fission

Planning = IGHT generating
P attacks in real-time
closed loop

run  PX4  SITL
with IMAVSIM
and connect over
UDP. Missions
are executed using
MAVSDK  offboard
control. The media-
tion proxy runs on
the same host and
forwards MAVLink
traffic between PX4
and the MAVSDK
process. (2) HITL:
Pixhawk hardware is connected to a companion host over a
telemetry link. Mediation proxy runs on the companion and
forwards MAVLink traffic between Pixhawk and offboard
control process. Feature construction/runtime enforcement
match SITL configuration. Simulator roles. We use JMavSim
for the primary closed-loop SITL evaluations because it
is the lightweight PX4 backend used with our MAVSDK
oftboard loop. Gazebo is used only for environmental-stress
experiments with wind and sensor noise. We do not pool
numerical results across simulators; claims from nomi-
nal closed-loop missions are scoped to JMavSim, while
environmental-robustness results are scoped to Gazebo.
Telemetry Features and Injection Interface: At each
step , SLEIGHT builds x, € R? from the MAVLink
state stream consumed by the offboard controller, using
navigation messages such as LOCAL_POSITION_NED and
ATTITUDE, with GPS fields from GPS_RAW_INT when en-
abled. For holistic baselines, we also ingest the required
actuator-output and estimator-status fields. Feature order
follows the attacker-fitted scaler, and each step forms
one synchronized row from the latest required messages
before scaling. PX4 publication rates are set through
MAV_CMD_SET_MESSAGE_INTERVAL: navigation messages
are requested at 10 Hz, and GPS/estimator-status messages
at 5 Hz, with rates unchanged during injection. The mask
M < {0,1}¢ selects attackable channels. Injection is per-
formed by the mediation proxy, which rewrites only the cor-
responding outbound MAVLink fields in x and forwards all
non-masked fields unchanged.

Runtime Enforcement and Online Loop: Online injection
uses only attacker-side models. At each step, the proxy main-
tains a sliding window w;, = [X;_w1,...,X;], applies attacker-
fitted scaling, and calls the policy to propose a direction
Ax,. Runtime acceptance then selects the maximal feasible
scale o under attacker-side stealth constraint and feasibility
bounds, using bisection with iteration budget B.

Figure 4: HITL setup: Pixhawk runs
PX4, streams MAVLink over teleme-
try link. SLEIGHT proxy mediates
the MAVLink autopilot-to-offboard
control stream on companion host.

Runtime Cost and Logging: The proxy logs per-step run-
time step_time from wall-clock timestamps, as shown in
Alg. 1, together with the fixed bisection budget B. Logs in-

Algorithm 1: SLEIGHT Runtime Operation

Input: current feature vector x;, window buffer w;, phase
estimate ¢(r), policy Ty, plausibility model Sg,
threshold T4 (-), mask M, bounds (€, ), projection
I, bisection budget B

Output: injected x; and per-step logs

while mission is active do

receive MAVLink messages and assemble x;; update w;

AX; — Tp(vec(w;),0(t),Ax;_1); clamp Ax; in scaled

space

o+ 00y« 1

for i< 1toBdo

o< (o +oy)/2

x) (o) < g (x; + (M O Ax;))

form w; (o) = [X;—W+l yeens X0 ()]

s So(vee(w)(a)))

3 () + (MO Ax,)

if s <t4(0(¢)) and ||§;(00)||o < € and

[18:(0t) — 8—1]|co < © then
| or«a

else

| oy <o
end

end

o oy,

if o =0 then
| X x

else
| x; <« Tg(x + 0 (MO AX;))

end

rewrite the MAVLink fields corresponding to the
attackable channels in X, and forward messages to the
offboard control process

define w; = [X;_y ..., ;]

log
(1,0(¢), So(vec(ws)), Sa(vec(w!)), ta (0(1)), o5, 13, I3, —
Ot—1||e, step_time)

end

clude attacker-side plausibility scores for benign and injected
windows, o, 4. perturbation and smoothness norms, phase
estimates, and PX4/MAVSDK mission outcomes such as tra-
jectory deviation, landing displacement, and minimum pair-
wise separation in multi-UAV runs. All norms use the same
scaled feature space as Sg(+) and I1g(+), and exported logs sup-
port replay and recomputation of stealth and impact metrics.
Table | summarizes runtime hyperparameters; Appendix A
provides full list/design-choice justifications. A¢ and Ay are
retained for ablation consistency; in the reported runs, smooth-
ness/feasibility are enforced as runtime constraints through
projection and bisection rather than as soft reward penalties.

7 Evaluation

We evaluate SLEIGHT in closed-loop flight using four met-
rics: (i) Evasion Success (%), the per-window/timestep no-
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Table 1: Runtime and training hyperparameters used in SLEIGHT.

Table 2: Aggregated Success Metrics Across Flights

Parameter | Value | Description Flight Evasion Success (%) | Attack Success (%) | Avg Modification (Sum)
w 50 Telemetry window length used by the detector and attacker-side scorer Base 100 85.94 0.83
d 11 | Feature dimensionality of each telemetry vector Zig Zag 97.92 86.46 0.88
B 8 Bisection budget for runtime perturbation scaling Fig8 96.91 85.19 0.93
Y 0.99 | Discount factor used during policy training Spiral Ascent 100 85.06 0.88
Olmax 0.25 | Maximum runtime perturbation scale
K 0.01 | Safety margin below the attacker-side plausibility threshold
ﬁ’ 1‘8 II;’I‘ST}""'I"{PHC‘ TCW:'d “{CLE‘“ Table 3: SLEIGHT’s performance with varying flight complexity.
R . ealism-prior reward weight . <
s 50,0 | Stealth/plausibifity penalty weight Flight Complexity | Mean Stealth Rate | Mean MSE
Ac 0 Control-smoothness penalty weight No Jumps 1.000 0.041
A 0 Feasibility/projection penalty weight Every 2nd WP 0.985 0.045
Sew 10Hz | Runtime telemetry/control update rate Every 3rd WP 0.993 0.045
MSE Distribution Across Flights Stealth Evasion Success Over Time Every 5th WP 0 985 0 046
=3 Base (09 WPs) 1.00 T . :
= resomwr | Eosy |1 Comparison of FGSM, PGD, GAN-only, SLEIGHT in Gazebo under Normal,
£ Spiel Ascent 25WPs) | g ‘ - T DON RL-only, and SLEIGHT. oise, and (Noise + Wind) Conditions
3 i x / ) b % 102 go| mm'Stealth Rate (%) ___ ':';:j_ec:_ory 0.2445
S 2 0.0l y - lormlized Trj. Dev. = eviation (MSE) 0
R 8 ‘ [ - 2 0.243=
2 @092 f | 1‘ / 2" ”é R 80 0.2425
] [\ / — Base (09 WP 9 E
g Vi/ e La 05 3 0 02018
088 V = :giﬂ:::::zswm, % % s 0.2403
0%000 0025 0050 0.075 0.100 0.125 0.150 0.T75 0 20 40 60 8 100 120 140 160 24 P4 m 40 02392
Mean Squared Error (MSE) Sample Index 3 3 g
3 0.238
Stealth vs Attack Success Trade-Off Modification Across Samples Over Time * B ZE 20 0.237 %
1900 g zag s wen” S Ascom 25 ) — omeonee 2 o
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Figure 5: Performance of SLEIGHT with varying flight durations.

alarm rate under the deployed IDS; where applicable, we
also report per-flight no-alarm rate to assess mission-level
robustness. (ii) Attack Success (%) as the fraction of ma-
nipulations achieving the attack goal (e.g., sustained GPS
offset or route deviation), (iii) Perturbation Magnitude as
the mean/max |§;| per timestep and capped violations, and
(iv) Mission Impact measured through trajectory deviation
(RMSE between intended and actual paths), waypoint miss
distance, and landing displacement. We also report runtime
overhead and enforcement behavior (o distribution and rejec-
tion rate). Trajectory-deviation MSE/RMSE denotes physical
mission deviation and is distinct from IDS anomaly score or
autoencoder reconstruction error.

7.1 Generalization: Missions and Environment

We first evaluate whether SLEIGHT s stealth and attack ef-
fectiveness generalize beyond a single mission profile, pro-
gressing from individual flight plans to dynamic maneuver
complexity, to realistic environmental perturbations, and fi-
nally to coordinated swarm operations.

Performance Across Flight Paths and Durations: To eval-
uate duration sensitivity, we created four flight plans with
increasing numbers of waypoints (WPs): Base (9 WPs), Zig
Zag (15 WPs), Fig8 (20 WPs), and Spiral Ascent (25 WPs).
In each mission, a single-sensor attack (SSA) targeted GPS
coordinates. Our results in Fig. 5 and Table 2 indicate consis-
tently high evasion across all flight durations, with rates above
96%. Attack success remains consistent, between 85% and

°

SO S S SR SR SR & W, FOT Normal Noise Noise + Wind

Figure 6: SLEIGHT gradient- and non-gradient attack baselines,
and under varied environmental conditions (wind, noise) Gazebo.

86.5%, suggesting that small incremental GPS manipulations
accumulate into measurable deviations regardless of mission
length. Similarly, we observe consistent modification magni-
tude averaging between 0.82 and 0.93, while reconstruction
error remains below the bound, demonstrating that SLEIGHT
maintains subtle perturbations over extended trajectories. For
cross-method comparability, we use a single phase-specific
reference bound, while runtime enforcement continues to rely
on the phase-effective thresholds Te(¢).

Effects of Flight Complexity on Stealth and Attack Suc-
cess: We increased flight complexity by introducing sudden
altitude jumps (10-35 m shifts), applied under four config-
urations: (1) no jumps, (2) jumps every 5th WP, (3) jumps
every 3rd WP, and (4) every other WP (representing the most
complex case). Results in Table 3 show a gradual decrease
in average stealth as altitude jumps become more frequent.
However, even in the most complex scenario, SLEIGHT
maintained a stealth rate above 98.5%. Reconstruction error
increases slightly under frequent jumps, but remains close to
the detection threshold, indicating that adversarial samples
remain stable despite added trajectory variability. Our analy-
sis demonstrates that SLEIGHT tolerates maneuver-induced
instability while preserving stealth.

Impact of Environmental Conditions: We evaluate
SLEIGHT in Gazebo simulator under realistic disturbances,
including moderate GPS noise and wind conditions with
8m/s primary component along the x-axis and additional
cross-winds. We then performed adversarial injections on-
line. Fig. 6(b) shows that stealth decreases from near 100%
under normal conditions to approximately 80-85% when
noise or combined noise and wind are present, while the
MSE remains relatively stable around 0.238-0.244. This
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Figure 7: HITL validation: deployed IDS scores over time for Figure-8, Patrol, and Spiral Ascent missions across perturbation budgets
e € {0.1,...,0.5}. Each panel reports detection and evasion rates. Dashed lines indicate IDS thresholds; arrows (1) mark transient threshold
exceedances during phase transitions. Detection is the fraction of timesteps (or windows) where the deployed IDS score exceeds its threshold.

modest reduction in stealth suggests that wind gusts occa-
sionally push sensor readings closer to the IDS threshold.
However, SLEIGHT’s reward-based adversarial generator
adapts quickly and largely maintains evasion. Hence, even un-
der realistic environmental conditions, SLEIGHT achieves
high evasion while inducing trajectory deviation, showing
robustness at the single-vehicle level under environmental
uncertainty. We use the two simulators for distinct roles.
JMavSim supports the main closed-loop SITL evaluations,
while Gazebo is used only for environmental-stress tests with
wind and sensor noise. Results are not pooled across simula-
tors: JMavSim supports nominal-flight claims, Gazebo sup-
ports environmental-robustness claims, and HITL Pixhawk
results provide independent firmware-level validation.

Hardware-/Software-in-the-Loop Validation: To test trans-
fer beyond simulation, we ran the same attack configurations
on Pixhawk firmware using HITL. Fig. 7 reports deployed
IDS scores for Figure-8, Patrol, and Spiral Ascent missions
across € € {0.1,0.2,0.3,0.4,0.5}. Evasion ranges from 77.0%
to 100.0%, with most configurations above 90%. Moderate
budgets (¢ € {0.2,0.3}) sustain high evasion (>93.8%) across
all missions, while aggressive budgets (€=0.5) sometimes in-
crease detection on longer missions, e.g., 16.3% on Spiral
Ascent, due to tighter firmware-level dynamics. Thus, the
SITL stealth-impact trade-off persists across hardware tim-
ing, sensor noise, and estimator dynamics. Fig. 8 shows one
HITL run with trajectory deviation, attacker-side plausibil-
ity score S, and deployed IDS score. Drift accumulates to
about 6 m, S remains bounded, and the IDS score stays below
threshold for most of the flight. Isolated in-flight and post-
flight alarms occur near phase transitions, where the effective
threshold tightens; runtime scaling reduces o, and restores
stealth within a few steps.

Takeaway: Across four flight plans, four complexity lev-

els, two environmental conditions, and HITL validation,
SLEIGHT sustains >96% nominal evasion and >80% un-
der combined noise and wind, with 85-86.5% attack success
and bounded modification. HITL confirms that SITL-derived
stealth—impact trends transfer to real firmware.

7.2 Impact on Swarm Missions

We extended SLEIGHT to a UAV swarm and varied which
subset of vehicles received adversarial inputs, for example,
perturbing Veh-2 and Veh-3 (Fig. 9). Stealth was evaluated
against the phase-aware threshold Tes(¢) during transit/hover,
while impact was measured at both vehicle and formation
levels using per-vehicle AE score vs. Tes.
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Figure 8: HITL time-series: (top) trajectory deviation in meters,
(middle) attacker-side plausibility score S, (bottom) deployed IDS
score vs. threshold with in-flight and post-flight alarm markers.

Table 4 (A) summarizes per-vehicle smoothed AE scores
reported relative to threshold. We computed instantaneous
drift for vehicle i as drift;(t) = ||[pEN(r) — pP™"(1)]2 us-

ing time-aligned benign references in the local East—North
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tUde

Figure 9: Swarm UAV missions (left) all benign and (right) with
vehicles 2 and 3 under SLEIGHT attacks.

Table 4: SLEIGHT on Swarm (A) AE vs. effective threshold; (B)

distance from target landing point (meters).
(A) IDS AE (smoothed) normalized by T.s(¢)

Vehicle Peak (AE/T.sr) | Time of peak [s] | Steady (AE/T.f) Teff
vehl 0.33 0.12
veh2 0.27 8-9 0.07 1
veh3 0.32 0.1

(B) Distance from target landing point (m)
Case vehl veh2 veh3 Note
Target 0.00 0.00 0.00 reference
Benign 0.04 0.09 0.08 small bias
veh?2 attacked 0.04 52.45 21.66 veh2 largest error
veh2,3 attacked 0.05 58.32 57.73 multi-veh drift
vehl-3 attacked 60.14 88.32 61.04 largest error

(EN) plane. To assess formation metrics we defined pEN (1) =
[E;(t),N;(t)] " as the local EN position of vehicle i. The mini-
mum pairwise separation is:

dmin(t) = Izn<l;l HP?N(I‘) _p]]iN(t)Hz

computed over all vehicle pairs at each ¢; we monitor dpn (¢)
against a safety bound sep_min. Formation dispersion is RMS
distance to instantaneous centroid 5(r) = 3 ¥; pPN(2):

3
RMS (1) = %;HP,EN(I)—ﬁ(f)Hi

Table 4 (B) reports per-vehicle distance from the target land-
ing point across cases. The results show: (a) Stealth is pre-
served per vehicle: Table 4 (A) shows AE peaks and steady-
state values < Ter(), matching the single-UAV trend. (b)
Coordinated drift without instability: In the Veh-2&3 set-
ting, Fig. 9(b) exhibits stable lateral offsets in the attacked
UAVs while the non-attacked UAV tracks nominally-selective,
closed-loop impact under per-step stealth. (c) Formation
safety maintained: The separation trace in Fig. 10 shows
dmin(7) > sep_min throughout, indicating no unsafe pairwise
encounters as offsets accumulate. (d) Mission-level effect
scales with the targeted subset: Table 4 (B) shows larger
landing-point displacement when multiple UAVs are per-
turbed; the Veh-2&3 case produces landing displacements
of ~258 m per attacked vehicle while remaining under Tef(9),
and attacking all three vehicles yields displacements >60 m.

7.3 Impact of Attack Surface and Adversarial
Capability

SLEIGHT’s effectiveness depends on the attacker’s control
of sensor streams and knowledge of the operational stealth

Benign Veh2 Attacked
50 { min sep=15.98 m 50 /min sep = 16.06 m
40 40
E 30 E 30
£ £
22 A 220 A
@ VEHI @ VEHI
104 @ VEH2 10 W VEH2
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oL ‘ e —m ol ‘ ¢ —m
-40 -20 0 20 —40 -20 0 20
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E 30 Eqip
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Figure 10: Swarm positions (local EN) and min-pairwise separation
dnin () across pairs (1,2),(1,3),(2,3); dashed line marks sep_min =
10m. Veh-2 and 3 are perturbed while dyin (¢) > sep_min.

threshold. We move from multi-sensor manipulation to iso-
lating individual modalities and finally to assessing how the
threshold estimate T4 governs achievable stealth and impact.
SLEIGHT does not require a separately designed policy for
each sensor combination. We train a single generator/policy
over the telemetry feature vector and restrict the active attack
surface via a sensor/feature mask M and per-feature feasibility
bounds. At runtime, the generated perturbation is multiplied
by M, projected into the valid domain I, and then scaled by
bisection to satisfy the attacker-side stealth constraint. Thus,
GPS-only, single-sensor, and multi-sensor settings use the
same attack pipeline; only the enabled feature dimensions
change according to the attacker-controlled streams.

Multi-Sensor Attacks: To evaluate whether SLEIGHT can
coordinate attacks across multiple sensing modalities, we ex-
tended our framework to manipulate several sensor streams
concurrently, combining GPS, accelerometer (Accel), and
magnetometer (Mag) readings in 4 combinations: (1) GPS
+ Accel + Mag, (2) GPS + Accel, (3) Accel + Mag, and (4)
GPS + Mag. As shown in Table 5, all multi-sensor attacks
achieve evasion rates >80%, with the GPS+Accel+Mag con-
figuration exhibiting the highest rate. We use the same phase-
conditioned policy procedure across these settings; the attack
mask M selects the active channels for each sensor combina-
tion. Joint manipulation produces more noticeable changes in
flight metrics, particularly in speed and heading, compared to
single-sensor scenarios. We observe that while combining the
three sensors (GPS+Accel+Mag) increases potential for detec-
tion (due to cross-sensor checks), SLEIGHT’s reward-driven
adversarial generator keeps all modifications relatively small
yet consistent. Our results show that SLEIGHT scales with
the attack surface and can coordinate perturbations across
heterogeneous sensors.

Single-Sensor Attacks Across Modalities: We attack GPS,
accelerometer, and magnetometer streams individually. Ta-
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Table 5: SLEIGHT’s performance when a combination of multiple
sensors is attacked (GPS + accelerometer + magnetometer).

Sensor Traj. Speed | Headin .
Combination Deviatian (m) Cl?ange Changeg Evasion (%)
GPS+Accel+Mag | 140 0.010 0.001 99
GPS+Accel 130 0.008 0.001 100
Accel+Mag 20 0.012 -0.003 98
GPS+Mag 95 0.006 0.001 98

Table 6: S LEIGHT when individual sensors are attacked.
Sensor Traj. I()Ifl‘)llatmn Csllnj:ﬁge Ié::i:;eg Evasion (%)
GPS 67 2.8 2.6 100
Accel 48 2.5 2.6 96
Mag 44 2.5 2.6 100

ble 6 reports trajectory deviation, speed/heading changes, and
stealth success. GPS causes the largest offset, up to 70 m, re-
flecting the UAV’s reliance on position; operationally, this can
exceed typical low-altitude corridor or geofence half-widths
(10-25 m), pushing the UAV outside its intended safety enve-
lope while staying below the IDS threshold. Accelerometer
attacks create moderate speed oscillations with high stealth be-
cause small acceleration changes resemble benign turbulence.
Magnetometer attacks produce smaller immediate impact than
GPS, but heading instability accumulates into gradual drift.
Overall, SLEIGHT is sensor-agnostic, while impact magni-
tude and type depend on the targeted modality.

Effect of Attacker Threshold Estimation Capability:
SLEIGHT chooses the per-step scale o, using the attacker-
side threshold T4, computed as a phase-conditioned reconnais-
sance quantile (see (6)), rather than the defender threshold tr.
We evaluate this dependence under three cases: (i) calibrated
T4, (i1) £20% estimation error, and (iii) a time-varying effec-
tive boundary. Fig. 11 shows CUSUM stealth violations, drift
rate, projection scale o versus margin (Tp — AE), and attacker
advantage At(t) = T4 — Tp. With calibrated estimates, viola-
tions remain near zero, o quickly reaches its feasible maxi-
mum when the margin is positive, and drift grows steadily.
Under bounded uncertainty, stealth is mostly preserved, while
impact decreases slightly because scaling reduces perturba-
tion size as the margin shrinks. With a drifting boundary,
outdated estimates reduce stealth: threshold tightening can
make the margin negative, increase violations, and create
late drift spikes when brief feasible windows appear. Thus,
SLEIGHT tolerates moderate threshold error by trading im-
pact for stealth, but drifting boundaries require periodic recal-
ibration of T4 or a larger safety margin k.

7.4 Robustness Against IDS Architectures

We now evaluate SLEIGHT against a diverse set of IDS
architectures to determine whether its stealth and impact gen-
eralize beyond a single detector design. Our analyses begin by
positioning SLEIGHT relative to traditional gradient-based
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Figure 11: SLEIGHT’s sensitivity to the attacker’s threshold esti-
mate: calibrated, 20% error, and a time-varying threshold. Panels:
CUSUM of violations, drift rate, o vs. margin, and gap At(¢).

adversarial attacks, then compare performance across stan-
dard ML-based IDS models, and finally assess evasion against
representative holistic and control-aware IDS frameworks,
namely ConFIDe [10] and PID-Piper [17]. We validated our
ConFIDe and PID-Piper benchmark implementations (Ap-
pendix E and D) against the available public artifacts and pub-
lished detector descriptions. Since the released artifacts are
not directly reproducible in our PX4/MAVSDK closed-loop
setting without environment, preprocessing, and log-format
adaptation, we re-instantiated the detector pipelines using
the same feature definitions and alarm logic. ConFIDe was
validated by reproducing its 37-feature autoencoder-style re-
construction detector and confirming low alarm rates on be-
nign UAV logs. PID-Piper was validated by reproducing its
LSTM-based attitude prediction and residual/CUSUM alarm
logic. We therefore use these as faithful reimplementations as
detector-side benchmarks for evasion evaluation.

Comparison with Prior Attack Baselines: We compare
SLEIGHT with FGSM, PGD, GAN-only, and RL-only base-
lines. GAN-only removes closed-loop scaling/enforcement,
while RL-only uses a bounded DQN policy without the GAN
realism prior/continuous feasibility projection. Fig. 6(a) re-
ports stealth rate and normalized trajectory-deviation MSE.
FGSM/PGD achieves moderate stealth at a small € but near-
zero mission impact. GAN-only increases deviation but drops
to 65.3% no-alarm rate; RL-only reaches 51.6%. SLEIGHT
achieves 94.3% no-alarm over active attack windows (96.4%),
maintaining bounded, physically plausible deviation, showing
a stronger stealth-impact tradeoff than baseline attacks.

Robustness Across ML-Based IDSs: To evaluate SLEIGHT
across detector families, we trained AE, K-means, and
OCSVM models on the same benign data. Fig. 12(a) shows
100% evasion against AE, indicating that SLEIGHT keeps
samples near the learned reconstruction manifold. K-means
and OCSVM are more resilient, with evasion rates of 90.2%
and 87.3%. Fig. 12(b) shows that SLEIGHT remains below
the AE threshold, with occasional spikes for the other detec-
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Figure 13: Evasion against ConFIDe: (a) stealth rates, (b) attack
impacts, (c) stealth-impact trade-off, and (d) trade-off heatmap.

tors. Thus, reconstruction-based IDSs are most susceptible,
while boundary- and clustering-based methods add partial
robustness but do not prevent evasion.

Evasion of Holistic IDS (ConFIDe): We evaluated
SLEIGHT against ConFIDe, a holistic autoencoder-based
IDS that applies reconstruction thresholds over a 37-
dimensional feature vector. We varied (1) o (blending for ac-
tuator/telemetry perturbations), (2) diffClamp (max scaled-
space actuator change), and (3) a physical penalty discourag-
ing implausible control (used as an ablation knob). At run-
time, SLEIGHT samples a masked increment, projects to the
valid domain Ilg, and performs a line-search/bisection on o
so that the candidate satisfies the effective phase threshold
T = Tphase (0(7)) — x and the feasibility limits; only then is
it injected. Fig. 13 summarizes: (i) stealth trends across o
and diffClamp, (ii) induced impacts, (iii) the stealth—-impact
trade-off, and (iv) a heatmap of optimal regimes. SLEIGHT
reliably evades ConFIDe, sustaining >95% stealth in moder-
ate settings (Fig. 13(a)) while delivering meaningful actuator-
level deviations (Fig. 13(b)); the heatmap (Fig. 13(d)) high-
lights balanced configurations where both stealth and impact
are jointly high. We have elucidated the implementation de-
tails of ConFIDe in Appendix B.

Evasion of Control-Aware IDS (PID-Piper): We evaluate
SLEIGHT against PID-Piper, which predicts roll, pitch, and
yaw with LSTMs and applies one-sided CUSUM to cumu-
lative residuals. SLEIGHT perturbs IMU, GPS, and EKF
inputs, using Alg. 1 with Sp(-) and T4 (¢) to accept rewrites on-
line; PID-Piper residuals and alarms are evaluated offline on
the resulting telemetry. We vary max perturbation A, clamps
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Figure 14: SLEIGHT evasion performance against PID-Piper IDS.
(Top row) XY and altitude trajectories (real vs. adversarial); (Middle
row) attack impact and per-axis MSE over time; (Bottom row) rolling
avg. of stealth and GPS impact, and overall stealth-impact.

on navRoll, navPitch, and yaw, and the physical penalty.
Fig. 14 shows controlled XY/altitude deviations, persistent
impact, tight per-axis MSE residual control, rolling stealth
above 90%, and the time-varying stealth—impact balance.
Thus, SLEIGHT evades PID-Piper while producing physi-
cally plausible multi-sensor impact. Appendix C gives imple-
mentation details. We summarize cross-IDS stealth-impact
using a unified frontier plot. Each point is one mission-€ con-
figuration, with stealth as deployed no-alarm rate and impact
as mean trajectory drift d over the attack window. Fig. 15
shows the Pareto frontier, where high stealth can still permit
substantial mission deviation for holistic IDSs.

Takeaway: SLEIGHT evades all tested IDS families: AE
(=99%), K-means (90.2%), OCSVM (87.3%), ConFIDe
(>95%), and PID-Piper (>90%) [Fig. 15]. Reconstruction-
based detectors are most susceptible, while boundary- and
residual-based detectors reduce but do not remove the stealth-
impact tradeoff. FGSM/PGD fail to maintain closed-loop
stability at budgets where SLEIGHT remains reliable.

7.5 Runtime Overhead and Practicality

We measure SLEIGHT s runtime overhead as the time from
telemetry read to adversarial write per flight step. Across
50 experimental runs, the logged overhead averages 1.917 x
10~*s, with observed values ranging between 1.2 x 10™%s
and 3.2 x 10~* s, which is SLEIGHT’s worst-case measured
proxy overhead per step, and this is well within the 0.1 s
period at 10 Hz. This overhead is negligible compared to the
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flight controller’s typical control cycle of 10-20 ms, indicating
that SLEIGHT operates within real-time constraints and does
not introduce measurable latency in the control loop. The per-
step cost comprises policy inference, attacker-side plausibility
evaluation Sg(+), and bisection with fixed budget B; all three
components execute on CPU (GPU not required).

7.6 Discussion and Potential Defenses

Discussion: Our results show that offline-trained, static UAV
IDSs remain vulnerable when an attacker can approximate
the score distribution from reconnaissance data. Across AE,
clustering, one-class, and holistic controller/actuator-aware
IDSs, SLEIGHT produces small, smooth, multi-sensor per-
turbations that cause trajectory drift and landing offsets while
staying below the phase-aware threshold Teg. This persists
across flight plans, sensor choices, moderate environmental
variation, HITL firmware execution, and swarm runs with
only a subset of vehicles perturbed. The main driver is closed-
loop feedback: perturbed telemetry changes estimator state
and controller actions, amplifying small per-step changes into
cumulative drift that offline/open-loop tests miss. The results
also show a structural tradeoff: higher impact lies near the
plausible-dynamics boundary, and residual checks such as
PID-Piper reduce but do not remove fully stealthy manipula-
tion space. HITL confirms that SITL stealth—impact trends
persist under hardware timing, sensor noise, and estimator
dynamics, suggesting that log-based open-loop evaluations
can overestimate IDS robustness.

Countermeasures: The following approaches highlight di-
rections for potential defenses. (1) Adaptive or time-varying
thresholds (with mild randomization) to make boundary track-
ing harder. Our threshold estimation analysis demonstrates
that as the defender tightens the threshold online, SLEIGHT’s

stealth degrades and the drift rate becomes spiky. Even ba-
sic adaptation therefore reduces impact, though it does not
fully eliminate successful attacks. More sophisticated adap-
tive strategies and lightweight threshold randomization can
be evaluated within this framework as future work. (2) Cross-
sensor and physics checks (e.g., EKF innovation/residual con-
sistency between GPS, IMU, magnetometer, estimator outputs,
and control commands) to surface coordinated multi-channel
perturbations [9, 31]. (3) Online/periodic updates and ensem-
bles (poisoning-aware) to avoid a single fixed boundary. (4)
Closed-loop adversarial calibration: incorporate SLEIGHT-
like traces for calibration or adversarial training to target the
specific failure modes exposed in this evaluation.

Limitations and Scope: SLEIGHT evaluates IDS robust-
ness against an in-path telemetry-integrity adversary at the
autopilot—offboard MAVLink mediation point (Section 4).
This matches PX4 offboard/companion-relay deployments
where limited navigation fields can be rewritten without mod-
ifying firmware, missions, or safety logic. It does not model
firmware compromise, mission reprogramming, RF denial, or
physical sensor reconfiguration. Our SITL/HITL experiments
use the same mediation proxy and runtime enforcement loop.
Different stacks, estimator tuning, or offboard controllers may
shift the numerical stealth—impact boundary, but the method-
ology transfers by re-instantiating x;, M, and Ilg for the tar-
get telemetry interface. We focus on bounded, temporally
coherent, message-valid perturbations at configured update
rates; stronger channel integrity reduces exposure to in-path
rewriting, while redundant sensing may require coordinated
multi-channel manipulation.

8 Conclusion

We proposed SLEIGHT, a closed-loop attack analytics frame-
work for stress-testing IDS robustness that characterizes the
stealth-impact frontier of UAV IDSs under physically plau-
sible telemetry manipulation. It separates the deployed de-
tection F(+) (evaluation-only) from the attacker-side plausi-
bility S(-) and phase thresholds T4(¢) (synthesis and run-
time enforcement), enabling real-time perturbations with-
out querying the IDS outputs. Using benign reconnaissance
telemetry, SLEIGHT learns attacker-side models, generates
phase-conditioned perturbation directions, and applies per-
step maximal-feasible scaling under plausibility, amplitude,
smoothness, and domain constraints. Multi-sensor and multi-
UAV settings, and multiple IDS families (including controller-
and actuator-aware designs), SLEIGHT maintains high no-
alarm rates while inducing accumulating mission deviation
(drift and landing displacement). Pixhawk HITL confirms the
same constraint-limited behavior seen in SITL under firmware
timing and estimator dynamics. These results show that offline
or open-loop evaluations can overestimate IDS robustness in
closed-loop operation, motivating IDS calibration and design
for adaptive, mission-aware real-time adversaries.
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This work evaluates UAV IDS robustness using an adversarial
testing framework.
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tructure, operational networks, live deployments, or produc-
tion devices, so the research posed no physical risk. Respect
for privacy: The work involved no human subjects, recruit-
ment, or user interaction. All data were author-generated or
publicly available. We also avoid singling out specific ven-
dors, platforms, or organizations; the evaluation is platform-
agnostic and focused on methodological insights, not claims
about commercial systems. Legal compliance and public
interest: All experiments complied with applicable laws and
institutional drone-research policies. No unauthorized access,
interference, or circumvention of safeguards was performed.
The goal is to strengthen defensive technologies and support
safer autonomous-system design. Disclosure and potential
misuse: Although adversarial evaluation methods could be
misused, the primary value is defensive: identifying weak-
nesses before exploitation. We therefore weigh dissemination
risks against the societal benefit of improved UAV security.
This work supports rigorous evaluation of safety-critical IDSs
and provides proactive defensive value.

Open Science
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Appendix
A SLEIGHT Hyperparameters Specifications

Table 7 lists the hyperparameters used in SLEIGHT’s de-
ployed runtime (sleight_var.py) which generated all SITL,
HITL, and swarm results in this paper. Configuration is re-
leased in our repository [39]. On A¢ and Ar. Both are zero

Table 7: SLEIGHT hyperparameters.
Value

Symbol Description

Representation & runtime

w 50 Window length (time steps)
d 11 Feature dimensionality
el 10Hz  Control / injection rate

Stealth & feasibility enforcement

B 8 Bisection iteration budget

Olmax 0.25 Max scaling factor (per-step {. bound)
linit 0.005 Initial scale

K 0.01 Stealth margin (Tegr = 0.997,4)
Policy training (REINFORCE)

Y 0.99 Discount factor

A 1.0 Impact reward weight

AR 1.0 Realism (log D) shaping weight

As 50.0  Stealth-violation penalty

Ac 0 Cap penalty (clipped via Oipax)

Ar 0 Feasibility penalty (clipped via Ig)

because the cap and feasibility constraints are enforced as
hard operations rather than soft penalties: o € [0, Olmax] s
clamped at every step, and the runtime bisection in Alg. 1
enforces I1g and the ., bounds before injection. This design
choice means feasibility violations never reach the reward
signal and soft penalties are unnecessary; we retain A¢c, Ap
in Eq. (19) for generality so practitioners can substitute soft
penalties when hard projection is unavailable. On the high
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As = 50. The stealth weight dominates the reward by design.
Drift values rgyife typically lie in [0,5] m per step, so Ag = 50
ensures any stealth violation strictly outweighs the largest
plausible single-step impact gain, biasing the policy toward
conservative exploration of the feasible region. This is consis-
tent with our empirical observation that SLEIGHT sustains
>95% no-alarm rates across all evaluated IDSs.

B ConFIDe IDS Implementation

ConFIDe [10] is a control-fused IDS that monitors consis-
tency across control commands, estimator outputs, and PWM
actuation signals. Our implementation follows ConFIDe’s
autoencoder-based design: a fixed feature vector is extracted
from benign flights, an autoencoder is trained to reconstruct
nominal feature windows, and a threshold is set from benign
reconstruction error statistics. During deployment, ConFIDe
computes a reconstruction error score and raises an alarm
when the score exceeds the deployed threshold.

Let x; € R? denote ConFIDe’s feature vector at time ¢ af-
ter scaling, and let A(-) denote the trained autoencoder. The
deployed score used for evaluation is

FeonrIDe (%) = €(x;) = [|x; —A(x,)||%,

with a deployed threshold 7 selected from benign validation
errors (e.g., a high quantile). Algorithm 2 summarizes training
and inference.

Algorithm 2: ConFIDe IDS Implementation

Input: Benign flight logs, feature extractor ¥, scaler ¢(-),
quantile level ¢

Output: Trained autoencoder A, deployed threshold Tr

Data preparation: extract features 4 from logs, align
streams, and form dataset D

Scale: Dycaled < ¢(D)

Training: train autoencoder A by minimizing
o Er D I~ AW 3

Thresholding: compute &(x) = ||x — A(x)[|3 on benign
validation data and set Ty <— Quantile,({€(x)})

Inference: for each incoming scaled x;, compute €(x;) and
raise an alarm if €(x;) > Tr

C PID-Piper IDS Implementation

PID-Piper [17] detects actuator-level and control-integrity
anomalies using LSTM predictors for benign roll, pitch, and
yaw dynamics. Online prediction residuals are accumulated
with a one-sided CUSUM detector, triggering recovery when
the statistic exceeds a threshold. Let x; € R denote an attitude
axis value (roll, pitch, or yaw) at time ¢, and let X; be the one-
step prediction from the corresponding LSTM. The per-step

residual is &, = |x, — £;| and the CUSUM update is
S(t+1) =max (0, St)+8& —b),

with drift parameter b and threshold t. Algorithm 3 summa-
rizes the pipeline.

Algorithm 3: PID-Piper IDS Implementation

Input: Benign flight logs, attitude sequences, window length
w

Output: Trained LSTM models, CUSUM parameters (b, 1)

Training: for each axis (roll, pitch, yaw), train an LSTM to
predict x;+ from {x;_y,...,x } by minimizing MSE

Select (b, T) from benign residual statistics

Inference: initialize S(0) =0

For each time step #: predict £, compute &; = |x; — &/,
update S(r), and trigger recovery if S(¢) > 1

Residual threshold-crossing evidence. To provide evidence
that PID-Piper’s residual signal separates benign from GPS-
manipulated behavior in our setup, we compare residual
norms from benign flights to residual norms from GPS-
manipulated flights under the same mission. We use the strict
maximum benign residual as an operational reference bound.
Fig. 16 shows benign residuals remaining below this bound,
while the GPS-manipulated flight crosses it repeatedly (36
crossings out of 846 samples, 4.26%), indicating repeated
deviations that would contribute to CUSUM accumulation in
the deployed pipeline.

D Evaluation Against ConFIDe

We evaluate SLEIGHT against ConFIDe as a deployed alarm-
scoring detector, using Fconpipe(-) and threshold 7F only
to compute no-alarm rate. Runtime injection follows Algo-
rithm | with attacker-side Sg(-) and T4(0), without online
access to Feonripe(+) or Tr.

Metrics. We report (i) deployed stealth as the fraction of
timesteps/windows with Feonripe (X:) < Tr and (ii) mission
impact as trajectory deviation and landing displacement from
closed-loop execution.

Residual Norms with Max Benign Threshold
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~=- Max Benign Threshold (1.82)
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Figure 16: Residual norms over time against strict maximum
benign residual bound. GPS-manipulated flight crosses bound
repeatedly, while the benign flight remains below.
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Algorithm 4: SLEIGHT: ConFIDe Evaluation

Input: x; (scaled), window wy, generator/policy g, phase
estimate ¢(¢), plausibility Sg, threshold T4(-), mask
M, bounds (g,0), projection Ilg, previous
perturbation &;_, max scale &
Output: x4
sample z; ~ N(0,1); Ax; + g(x¢,2:,9(¢)); clamp Ax; o < &
while o > 0 do
x4 o TIo(x + 0 (M © Axy)); & + (M © Axy)
w! <~ UPDATEWINDOW (w;,x°9)
if Sg(vec(w))) < 14 (0(¢)) and ||| < € and
|6 — 8¢—1]|co < © then
| break
end
o+ a/2

end
KV (o> 0) 7 x0d
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Figure 17: ConFIDe reconstruction-error distributions across
(o, diffClamp) configurations. Most settings maintain low
error; aggressive settings produce high-error outliers.
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Figure 18: ConFIDe configuration sweeps: (a) mean attack
impact across (o,diffClamp); (b) mean stealth rate across
(o, diffClamp).

Configuration-wise ConFIDe reconstruction error. Fig. 17
reports ConFIDe reconstruction error distributions across
(o, diffClamp) configurations. Most settings remain in Con-
FIDe’s operating region, while aggressive settings yield
higher-error outliers.

Impact and stealth tradeoff across configurations.
Fig. 18 summarizes mean impact and mean stealth across
(a,diffClamp). Conservative settings yield higher stealth
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Figure 19: Tradeoff between GPS impact and a yaw-
consistency proxy, colored by stealth outcome under PID-
Piper.

with lower impact; more aggressive settings increase impact
while lowering stealth.

E Evaluation Against PID-Piper

We evaluate SLEIGHT against PID-Piper by treating PID-
Piper as a deployed detector used only for scoring alarms.
PID-Piper’s LSTM residual and CUSUM logic is evaluated
on the resulting closed-loop telemetry to determine whether
recovery would be triggered. SLEIGHT’s runtime injection
uses Algorithm | with attacker-side plausibility Sg(-) and
T4(9), and does not depend on PID-Piper model parameters
or thresholds online.

Algorithm 5: SLEIGHT: PID-Piper Evaluation

Input: x; (scaled), window w;, generator/policy g, phase
estimate ¢(7), plausibility Sg, threshold T4(-), mask
M, bounds (g, G), projection Ilg, previous
perturbation &, max scale &

Output: x4

sample z; ~ A[(0,1); Ax; < g(x1,2,0(¢)); clamp Ax;; oL @&

while o > 0 do

x4 o TIo(x + 0(M © Axy)); & + (M © Axy)

w) <~ UPDATEWINDOW (w;, x2%d)

if Sg(vec(w))) < 1A (0(2)) and ||8; || < € and

I8 — 8;—1]|es < © then
break
end
o o/2

end
x4 e (00> 0) 2 x0and

Metrics. We report stealth as the fraction of
timesteps/windows in which PID-Piper’s CUSUM statistic
remains below threshold, and we report impact as trajectory
deviation and landing displacement.

Tradeoff evidence. Fig. 19 visualizes a tradeoff between GPS
impact and a yaw-consistency proxy, colored by stealth out-
come under PID-Piper’s detection logic. High-impact points
cluster near the edge of plausible yaw behavior, and a subset
maintain stealth under CUSUM-based detection.

56 4th USENIX Symposium on Vehicle Security and Privacy

USENIX Association



	Introduction
	Background
	Related Works
	Threat Model and Problem Definition
	System Model
	Adversary Capabilities and Restrictions
	Reconnaissance and Attacker Plausibility
	Stealth and Feasibility Constraints

	Technical Details of SLEIGHT Framework
	Overall Architecture and Workflow
	Telemetry Representation and Plausibility Enforcement
	Online Attack Synthesis and Injection
	Policy Training and Optimization

	Implementation
	Evaluation
	Generalization: Missions and Environment
	Impact on Swarm Missions
	Impact of Attack Surface and Adversarial Capability
	Robustness Against IDS Architectures
	Runtime Overhead and Practicality
	Discussion and Potential Defenses

	Conclusion
	SLEIGHT Hyperparameters Specifications
	ConFIDe IDS Implementation
	PID-Piper IDS Implementation
	Evaluation Against ConFIDe
	Evaluation Against PID-Piper

