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Abstract

The Controller Area Network (CAN bus) is a critical commu-
nication protocol used in vehicles. Its lack of built-in security
allows an attacker with bus access to launch various imper-
sonation attacks, such as spoofing and replay. Researchers
proposed defense approaches to counter these attacks using
various features, such as message frequencies, voltages, signal
asymmetries, and more recently, timing. In this paper, we pro-
pose a new timing feature which we call "transmit signatures"
(TS). TS strongly depends on the physical distances and prop-
agation delays between ECUs, allowing us to detect and local-
ize impersonation attacks. Unlike prior approaches, we extract
TS from the natural time intervals between messages, without
installing additional wiring or modifying ECUs’ software and
traffic. We formulate a hypothesis about TS’ distance depen-
dency. We then conduct experiments to validate and refine our
hypothesis. Using the refined theory, we introduce and evalu-
ate a TS modeling approach and propose attack detection and
localization methods.

1 Introduction

The Controller Area Network (CAN) is the most widely used
in-vehicle network protocol today. Introduced in the 1980s,
it defines the communication rules of a broadcast-based bus,
where various electronic control units (ECUs) exchange mes-
sages to control different aspects of a vehicle’s operation. Re-
searchers demonstrated that CAN is vulnerable to a plethora
of impersonation attacks, where an attacker with bus access in-
jects, forges, or replays messages of another ECU, potentially
causing severe safety consequences [15,18,21,22]. Imperson-
ation could be enhanced by disabling the impersonated ECU
using other vulnerabilities of CAN [1, 3,31, 32].
Researchers have proposed many defense approaches
against such attacks. Initially, they attempted to adopt crypto-
graphic measures such as MACs to provide message authen-
tication [9,23,24], but were hindered by challenges such as
key management, high computational overhead, and stringent

real-time requirements of ECUs. Consequently, intrusion de-
tection systems (IDSs) gained more traction. These IDSs use
a trusted node to detect traffic anomalies using diverse fea-
tures, such as message frequencies [26, 35], clock skews [4],
signal asymmetries [29,33], and voltage [5, 8, 13, 14].

The relatively less explored timing-based IDS approaches
have shown great promise recently. Some approaches mea-
sure signals’ time difference of arrival (TDoA) which depends
on ECUs’ physical locations [20,25,28]. They offer accurate
single-message attack detection and localization with very
low false positive rates over prolonged operations. However,
they require excessive additional wiring, limiting their prac-
tical adoptions. Others add secret delays between messages
and inspect them to detect anomalies [10, 11,30]. Although
they offer equally good detection performance without re-
quiring additional wiring, they forgo the attacker localization
capability and incur other implementation overhead including
modifying ECUs’ software and rescheduling their traffic.

We aim to combine the benefits of existing timing-based
IDSs and resolve their common limitations. Based on the ob-
servation that location-dependent features like TDoA support
robust detection and localization of impersonation attacks,
we propose a new timing feature of this type called "trans-
mit signatures” (TS). TS is extracted from the natural time
intervals between consecutive messages. It strongly depends
on the physical distances and propagation delays between
ECUs and could offer comparable attack detection and local-
ization performance. Meanwhile, since TS is extracted from
natural message intervals, it requires no additional wiring,
software modifications, or traffic rescheduling, eliminating
all implementation overhead of existing timing-based IDSs.

In this WIP paper, we lay the groundwork for building an
IDS using TS. We first introduce TS and its extraction, and
formulate a hypothesis about its distance dependency (Sec. 5).
We then validate the hypothesis experimentally and refine it
based on new findings (Sec.6). Using the refined theory, we
introduce and evaluate a TS modeling approach, and propose
how to use TS to detect and localize attacks (Sec. 7). Finally,
we outline future research directions (Sec. 8).
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Table 1: Comparing TS with other approaches.

Feature Cost
Approach . .. Modify Excessive | Reschedule| Disrupt | Processing
Detection | Localization Software | Hardware | Messages Traffic Overhead
Secret Delay [10, 11,30] v X vV X v X O
TDoA [20,25,28] v v X v X X O
CANARY [12] v v X v X v O
CAN-LOC [16] v v X X X X ()
TS v v X X X X O

In this paper, we make the following contributions:

* We propose a new timing feature (transmit signatures)
extracted from the natural time interval between con-
secutive messages to detect and localize impersonation
attacks.

* We formulate a hypothesis about TS’ distance depen-
dency. We validate and refine it with testbed experiments.

 Using the refined TS theory, we propose and evaluate a
TS modeling approach and achieve good accuracy.

2 Background

CAN Basics. CAN uses differential voltages between two
wires (CANH and CANL) to encode bits. A positive voltage
represents a 0 (dominant bit) and a zero voltage represents
a 1 (recessive bit). Nodes use a CAN transceiver to convert
between digital signals and differential voltages.

Message Format. The bus state is recessive when it is idle.
A transmitter starts a message by sending a dominant start of
frame (SOF) bit. An identifier (ID) follows the SOF, which is
uniquely assigned to nodes. At the end of a message, receivers
send a dominant acknowledgment bit (ACK) to indicate they
have received the message. Two consecutive messages are
separated by at least three Inter-Frame Space (IFS) bits.

Bit Timing. Nodes agree on a common bit rate for commu-
nication. Bit durations are defined by the number of a mini-
mum timing unit called the time quanta (z,). A bit contains
four segments: synchronization (Sync_Seg), propagation time
(Prop_Seg), phase buffer 1 (Phase_Segl), and 2 (Phase_Seg?2)
segments. The Sync_Seg is 1 ¢, long. The other segments
have configurable lengths based on the number of #,.

CAN Bus Transmission Delays. Signals from a transmitter
take some time to propagate to a receiver. This delay mainly
arises from two sources. First, CAN transceivers incur de-
lays when converting between digital signals and differential
voltages. Second, the signals take time to propagate through
wires. This propagation delay increases with distances be-
tween nodes, and also depends on wire types and impedance
of electrical components connected along the wires.

Hard Synchronization. CAN nodes may have different clock
frequencies (clock skews). Their actual bit durations may dif-
fer and they may accumulate a phase shift during the bus idle
period. When a transmitter’s SOF edge arrives, it may not
align with the start of the receiver’s bit time, due to this phase
shift and transmisison delays. The hard synchronization ac-
counts for this. When receiving the recessive to dominant SOF
edge, nodes restart their bit time with Sync_Seg completed.
Impersonation Attacks. CAN does not offer built-in authen-
tication. Therefore, an attacker can impersonate as another
ECU by sending messages using another its ID to control the
vehicle functions it is in charge of.

3 Related Work

IDS Approaches. Some IDSs inspect traffic features such as
message frequencies [26,35] and clock skews [4] to detect
anomalies. Others use features dependent on ECUs’ hardware
characteristics, such as voltage [5, 8, 13, 14] and signal asym-
metries [29, 33]. However, some IDSs are evadable [2,27].
Many others, despite good detection performance, only detect
attacks that inject flows of messages or incur non-negligible
false positives over prolonged operations.
Timing-Based Approaches. Some approaches measure sig-
nals’ time difference of arrival (TDoA) at two ends of the bus,
which depends on propagation delays and ECUSs’ physical lo-
cations. TIDAL-CAN demonstrates TDoA’s high accuracy in
identifying message senders and detecting attacks [20]. It can
also infer the attacker’s physical locations, if the attacker has
compromised in-vehicle ECUs or connected additional ECUs
to the bus. EdgeTDC shows TDoA'’s strong security against
various types of attacker manipulations [25]. SPARTA further
shows TDoA’s lightweight by implementing it on resource-
constrained hardware [28]. However, measuring TDoA re-
quires attaching wires from both ends of a CAN bus to a mea-
suring unit in the middle. This doubles wire lengths and limits
the implementation feasibility of TDoA-based approaches.
Others add secret delays between messages for authentica-
tion without requiring extra wiring. INCANTA and CANTO
add delays to periodic messages’ arrival times but do not sup-
port aperiodic messages [10, 11]. ZBCAN instead adds dis-
cretized delays in all messages’ IFS [30], which is calculated
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Figure 1: [llustrating the origin of TS.

deterministically using a secret key and a lightweight pseudo
random function. Thus, ZBCAN provides accurate single-
message detection, zero false positive rates, and low com-
putational overhead. Nevertheless, secret delay approaches
have two main limitations. First, all ECUs’ software must
be modified, posing significant implementation overhead.
Adding delays also modifies traffic patterns and may increase
bus load or cause priority inversions. Second, without using
location-dependent features, they cannot localize the attacker
like TDoA, which is crucial for post-incident management
such as finding and replacing a compromised ECU.
Attacker Localization Approaches. Other attacker localiza-
tion approaches exist besides TDoA. CANARY uses relays
to partition the bus [12]. It disconnects parts of the bus and
analyzes the traffic in each part to narrow down the attacker’s
location. However, it is expensive to implement and disrupts
communication until the attacker is located. CAN-LOC col-
lects voltage signals and trains a neural network to locate the
attacker [16]. Despite its high accuracy, CAN-LOC requires
a high sampling rate and is very computationally expensive.
Comparison with Our Approach. Table | compares qualita-
tively timing-based IDSs and attacker localization approaches
with our proposed approach (TS). IDSs using secret delays
only provide detection and not localization. They all require
software modifications and message rescheduling. IDSs us-
ing TDoA offer both features, but require excessive hard-
ware changes by doubling wire lengths. CANARY requires
hardware changes by installing relays, and disrupts commu-
nication while performing attacker localization. CAN-LOC
incurs the most computational overhead. TS can provide both
detection and localization. It eliminates all implementation
overhead of other approaches and is computationally efficient.

4 Threat Model

In line with the scope of other timing-based approaches
[25,30], we focus on detecting and localizing impersonation
attacks. Attacks such as transmitting authorized messages
with fake content are not considered. Other works have ad-
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Figure 2: Quantities used for calculating TS.

dressed such attacks and they can be easily integrated with our
approach to provide protection [17,34]. We assume the attack
can originate from any source, including an in-vehicle ECU
compromised by an attacker remotely, or an additional ECU
connected by an attacker with physical access. The attacker
can inject messages using any techniques, such as using the
ECU’s CAN controller or bypassing it to use another ECU
peripheral, similar to prior works [6,33].

5 Transmit Signature Hypothesis

In this section, we introduce TS. We formulate a hypothesis
about its distance dependency and explain how to extract it.
Distance Dependency. Consider an example CAN bus layout
in Fig. 1. A measuring unit and ECU1 are located in the same
position. ECU2 is located some distance away from them.
We assume there is a propagation delay of ¢, between ECU1
and ECU2 and no propagation delay between ECU1 and the
measuring unit. For simplicity, we assume all transceiver de-
lays equal to #;, and investigate impacts of unequal transceiver
delays in the future (Sec. 8). If ECU1 sends a message at
time ?¢, the measuring unit receives it at #y + 2¢,, and ECU2
receives it at 7o + 1, + 2¢;,. If the duration of ECUI’s mes-
sage (including three IFS bits) is fy,, the measuring unit
and ECU2 each see the message end at # + t,,5 + 21, and
fo +1p + tmsg + 2t If ECU2 sends a message ¢, afterwards,
it arrives at the measuring unit at #g + 1, + tygg +1p +1, + 41,
due to propagation delays. The measuring unit sees an addi-
tional delay of 2z, + 21, between the end of ECU1’s message
and the start of ECU2’s message. We define this additional
delay as ECU2’s TS. As this example shows, TS depends
on the propagation delay between senders of the current and
previous message and their relative distances.

Extracting TS. To measure TS, we place a measuring unit
at one end of a CAN bus and measure the timestamps of all
1 — 0 edges in messages. Fig. 2 shows ECU1 and ECU2’s
messages and the quantities used to calculate ECU2’s TS:

* f145: Timestamp of the last 1 — 0 edge before the ACK
bit in ECU1’s message

* t5s: Timestamp of the SOF bit in ECU2’s message
* n: The number of bits between #,5; and #;, ¢

e T:ECU?2’s actual bit duration
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Figure 4: ECU2’s TS for each successive message.

tiase 18 when the measuring unit sees the end of ECU1’s
message. We use the last edge before ACK since the ACK
bit is not transmitted by ECU1 but by ECU?2. t,,¢ is when the
measuring unit sees the start of ECU2’s message. If ECU2’s
message is sent some time after ECU1, the expected delay
between 1,5 and fy,r had there been no propagation delays
can be represented using ECU2’s bit duration (n x T'). T is
measured using ECU2’s messages to account for deviations
between ECU2’s actual and ideal bit duration. Following prior
works [29, 33], we calculate it using the time ¢ | between
two consecutive 1 — 0 edges with n || bits in between:

t
T = 2 (1)
n
We subtract the expected delay from the actual to obtain
ECU2’s TS, which is a fraction of one bit duration:

TS= Isof — last — nT 2

6 Experimental Validation

Experiment Setup. To validate the TS hypothesis in Sec. 5,
we set up a testbed as Fig. 1. All ECUs use the Arduino Due
board and its on-chip CAN controller, and TJA1051 CAN
transceiver. We let ECU1 transmit fixed-period messages and
ECU2 transmit a message immediately after it receives a
message from ECU1. We measure message edge timestamps
using a time-to-digital converter and calculate ECU2s’ TS

Figure 5: Hard synchronization.

using Equation 2. We vary the distance between ECU1 and
ECU?2 and repeat the measurements.
Experiment Findings. Fig. 3 shows a boxplot of ECU2’s
TS for five different distances: 20cm, 40cm, 60cm, 80cm,
and 100cm, with the means labeled. The distributions are
distance-dependent. The mean, minimum, and maximum TS
increases with distance, although they do not increase linearly,
possibly due to non-uniform wire propagation delays. We
perform a one-way Analysis of Variance (ANOVA) to test if
the distributions for any two distances are the same. We obtain
a p-value of 1.77e—29, supporting the distance dependency
of TS. However, the distributions have significant overlaps.
When ECU2’s TS are plotted over time for each succes-
sive message, they show a common pattern. Fig. 4 shows an
example when the distance is 20cm. ECU2’s TS oscillates pe-
riodically. When it reaches its maximum, it decreases linearly
until reaching a minimum value and then increases to the
maximum in the next message. Furthermore, the difference
between the maximum and minimum TS is 1 7, (Sec. 2).
Refined TS Theories. These results are explained by CAN’s
hard synchronization mechanism (Sec. 2). The CAN standard
states that when nodes perform hard synchronization "the
bit time shall be restarted by each bit-timing logic unit with
Sync_Seg completed” [7]. Fig. 5 shows the exact behavior
that we deduce based on our experiment and confirm in open-
source CAN controller designs [19]. When a node receives a
1 — 0 SOF edge, it does not start Prop_Seg right after the edge,
but instead waits until the current f, has elapsed, and then
starts Prop_Seg. The time dt from the start of the #, before
Prop_Seg to the edge location depends on the accumulated
phase shift between the transmitter and receiver and changes
over time. This explains the observations in Fig. 4.
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(1) Maximum and Minimum: Fig. 6 shows when the maxi-
mum and minimum TS occurs. We assume at #y, ECU1 sends
amessage containing 71, bits (including three IFS bits) each
with duration 77. The maximum TS is observed if ECU1’s
SOF edge arrives at ECU2 right after the start of a 7, (df ~ 0).
ECU?2 waits until the end of the #, and starts Prop_Seg. From
ECU2’s perspective, the first bit in ECU1’s message starts at
to +1, +2t;- and the message finishes at to +1, + 2t + g T
Then ECU2 sends its message and the measuring unit receives
at to + 2t + 4t + npge 11, observing a TS of 2¢, + 24,
Contrastingly, the minimum TS occurs if ECU1’s SOF
edge arrives close to the end of a #;, (df =1, ) and ECU2
immediately starts Prop_Seg. From ECU2’s perspective, the
first bit in ECU1’s message starts at fo + 1, + 2t — t, and the
message finishes at fo + 1, + 2t + fyseT1 — 4. Then ECU2
sends its message and the measuring unit receives it at #o +
2ty + 4t + Nypsg T — 14, Observing a TS of 2t 4 2t —t,. Its
difference from the maximum TS is 1 7,.
(2) Periodic Oscillation: This is caused by changes in the
phase shift between ECU1 and ECU2 over time. Suppose
their actual bit durations are 7 and T — AT, respectively. After
every n bit time, dt increases by:

nT —n(T — AT) = nAT 3)

which is linear over time. Relating this to Fig. 6, initially
dt is small. For each successive message, dt increases and
ECU2’s TS decreases as it becomes closer to the minimum
TS condition. At the minimum condition when dt increases
further in the next message, ECU1’s SOF edge is at the start
of a t,. The maximum TS condition is satisfied causing a large
TS. This process repeats throughout the ECUs’ operation.

7 Applying TS Theories

We apply the refined theories in Sec. 6 to propose and evaluate
a TS modeling method. We then propose how to use TS to
detect and localize attacks and conduct a security analysis.

Algorithm 1 Find expected TS based on the refined theories

Input: The expected minimum TS (min)
the expected maximum TS (max)
the slope of change in TS (a)
Output: The expected TS
procedure EXPECTEDTS (min, max, a)

1:

2 TS=TS;4—a

3 if TS < min then

4 TS =max—min+TS
5 end if

6 return 7S

7. end procedure

Algorithm 2 Difference between expected and actual TS
Input: Measured TS (T'S),
predicted TS (T'Spreq)
length of 1 ¢, (#,)
Output: Difference between measurement and prediction
1: procedure COMPUTEDIFF(T'S, TS preq,)

2 dif f =TS —TSpred|

3 ifdiff > 0.5t, then

4 if TS <TSp.q then

5 dif f = ||TS —min| + [max — TS preq||
6: else

7 dif f = ||max — TS|+ |TSeq — min||
8 end if

9 end if

—_

0: return dif f
11: end procedure

Modeling TS. Based on Fig. 4, we model ECU2’s expected
TS using a linear model with the following parameters:

* min: The expected minimum TS
* max: The expected maximum TS

* a: The slope of the linearly decreasing TS in a unit of
nanoseconds per message

We learn them from some reference messages. We choose
min and max as the minimum and maximum observed TS. To
find a, we fit a linear regression model to messages in a time
window where their TS decreases linearly. We compute the
expected TS for a message with Algorithm 1. It first subtracts
a from the last measured TS (line 2). If the result is smaller
than min, it is adjusted to a value close to max (lines 3-5).
Attack Detection. For each new message we calculate its
expected TS assuming it is from the authorized sender and
compare it with the measured TS. We cannot simply compute
their absolute difference. Small prediction inaccuracies when
TS is close to min or max may cause Algorithm | to incor-
rectly adjust the prediction close to max when it should not,
or vice versa, resulting in a large absolute difference. Instead,
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Table 2: Mean squared errors (MSE) of TS modeling.
| Distance/em | 20 | 40 | 60 | 80 | 100 |

| MSE/ns® [ 0.077 | 0.059 | 0.054 | 0.071 | 0.117 |

we use Algorithm 2 to additionally check for large absolute
differences and compute the difference as the spread of the
measured and predicted values around min and max (lines
3-9). We choose a threshold € and detect an attack if:

computeDif f(expectedTS,TS) > € 4)

Attacker Localization. When an attack is detected, we first
check if it is launched by a compromised ECU. For every
ECU e we compute the difference between the expected and
measured TS, assuming it is the attacker:

error, = computeDif f (expectedT S, TS) 5)
We then choose the ECU with the smallest difference:

epesr = argmin(error,) 6)
e

If error,,,, is smaller than €, we have identified a compro-
mised ECU. Otherwise, the message’s TS does not match
any existing ECUs, and it must be from an additional ECU
installed by the attacker. We cannot locate it using a single
message since its TS may be influenced by the unknown phase
shift of this ECU. Instead, we take the maximum TS observed
in a sequence of malicious messages, which purely depends
on distance. We can compare the attacker’s maximum TS with
all legitimate ECUs’ maximum TS to find between which two
ECUs the attacker is located. Using its neighbors’ TS and
distances, we may further use linear interpolation to give a
more precise estimate of the attacker’s location.

Security Analysis. To evade detection, an attacker must ad-
just message transmission timings to emulate the victim’s TS.
If the attacker injects messages using a CAN controller, he can
only adjust message timings at the granularity of bit durations.
His messages’ TS do not change as Equation 2 already consid-
ers the number of bits between messages when calculating TS.
Thus, the attacker cannot evade detection and similarly can
be accurately localized, whether he compromises an ECU or
installs an additional ECU. If the attacker bypasses the CAN
controller, he can obtain finer control of message timings and
change his TS. However, he must know the victim’s expected
TS by accurately measuring the propagation delays between
ECUs down to nanosecond precision. This is not possible
without specialized hardware and he cannot evade detection
if he compromises or installs a standard ECU. However, his
location may be estimated less accurately.

Evaluating TS Modeling. Using the testbed in Sec. 6, we
model and predict ECU2’s TS for five different distances with
Algorithm 1. We compute the prediction errors using Algo-
rithm 2 and show the mean squared error (MSE) in Table

2. Compared to the difference between TS at different dis-
tances (mean TS differs by 4.4ns at minimum in Fig. 3), the
errors are small by orders of magnitude. This demonstrates
the robustness of TS features and their good potential to offer
accurate intrusion detection and localization.

8 Discussion and Future Research

Networks With More ECUs. We have validated the TS the-
ories and modeling on a two-ECU testbed. Real networks
contain more ECUs which we need to account for. Since TS
depends on the distance between senders of the current and
previous message, we will investigate building separate mod-
els for every ECU pair or including the sender of the previous
message as an additional model parameter.

Longer Response Times. In our preliminary experiments,
ECU2 responds immediately after ECU1’s messages. We will
test longer response times between messages.

Messages With Variable Periods. As shown in Equation 3,
ECUs’ phase shift depends on the time between messages.
Consequently, the change in TS per message depends on the
messages’ periods. In our experiment, we use fixed-period
messages. Therefore, the change in TS per message is fixed
and we can fit a linear model to TS using the number of
messages as the independent variable. To account for variable-
period messages, we will incorporate the time elapsed since
the last message in the TS model.

Unequal Transceiver Delays. In the current TS theories we
assume all ECUs’ transceiver delays are equal, but in reality
they may have small differences. The increase in TS with
distance as we observe in Sec. 6 suggests that differences in
propagation delays may be the dominant component in TS.
We will empirically measure transceiver delay differences
across different transceiver models and compare with wire
propagation delays to validate if this generally holds true.
Environmental Influences. We will investigate if TS is influ-
enced by environmental conditions such as temperature, and
account for them if it is. We will also perform a security anal-
ysis of our attack detection and localization approach against
poisoning attacks similar to [2,25].

9 Conclusion

We propose a new timing feature (transmit signatures) to se-
cure the CAN bus. Extracted from natural message intervals,
TS strongly depends on distances and propagation delays
between ECUs. It can potentially offer robust detection and
localization of impersonation attacks and incurs no implemen-
tation overhead such as ECU software or traffic modifications.
We formulate TS theories and conduct experiments to validate
and refine them. We then propose modeling, attack detection,
and localization approaches using TS, and conduct initial
experiments to demonstrate the accuracy of TS modeling.
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