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Abstract
Accurate localization is critical for autonomous driving
(AD), yet its security risks remain insufficiently explored,
particularly in driving scenarios involving sensor fusion.
This study investigates the vulnerabilities of Normal Distri-
butions Transform (NDT) scan matching, a widely used lo-
calization method, and analyzes the conditions under which
localization errors occur. We reveal that NDT relies pri-
marily on nearby LiDAR point cloud structures from the
pre-built map, making it susceptible to gradual manipula-
tions that accumulate over time. To evaluate the impact
of such manipulations, we conduct experiments simulating
real-world scenarios, incorporating sensor fusion with an Ex-
tended Kalman Filter (EKF). Our findings identify key fac-
tors influencing localization errors, including target object
selection and movement patterns, and confirm that these ma-
nipulations can induce errors of up to 23 m. End-to-end eval-
uation demonstrates that these errors can lead to hazardous
driving behaviors, such as lane departures, missed traffic sig-
nals, and unintended sidewalk encroachments. By systemat-
ically analyzing the vulnerability of NDT-based localization,
this study highlights the need for more robust localization
mechanisms in AD.

1 Introduction

Accurate localization is essential for autonomous driving
(AD). Many systems rely on High Definition maps (HD
maps) containing lane structures, traffic light locations, and
road signs [1, 2]. Localization errors can lead to lane depar-
tures, missed signals, and potential collisions. To achieve
high accuracy, AD systems rely on multiple sensors, includ-
ing Light Detection And Ranging (LiDAR), Global Navi-
gation Satellite System (GNSS), and Inertial Measurement
Unit (IMU), as well as vehicle speed and steering informa-
tion. Among these, LiDAR enables highly accurate local-
ization by aligning real-time 3D scans with pre-built point
cloud maps [3]. Autoware [4, 5] and Apollo [6], two leading
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Figure 1: Overview of the AND attack.

open-source AD platforms widely used in commercial ser-
vices, employ Normal Distributions Transform (NDT) scan
matching [7] for this purpose [8, 9]. GNSS provides an ini-
tial position estimate that is refined by NDT scan matching,
while IMU and vehicle dynamics data further stabilize the
pose estimate through Extended Kalman Filter (EKF) [10].

Despite its importance, localization security has not been
fully evaluated. To the best of our knowledge, only a limited
number of studies have investigated localization attacks, in-
cluding those targeting NDT algorithms. Yoshida et al. [11]
demonstrated that LiDAR-based mapping is vulnerable to
spoofing and conducted their evaluation in a controlled in-
door environment using 2D LiDAR, enabling precise valida-
tion of attacks under specific conditions. Fukunaga et al. [12]
investigated the impact of random spoofing on Simultaneous
Localization And Mapping (SLAM)-based mapping, suc-
cessfully inducing height errors while primarily focusing on
vertical localization effects. Nagata et al. [13] identified ef-
fective attack locations and demonstrated their feasibility.

While these work empirically studied the vulnerabilities
in LiDAR-based localization, they relied on heuristic point
cloud manipulation, lacked a systematic analysis of NDT
vulnerabilities, and did not evaluate attacks in realistic driv-
ing scenarios involving IMU fusion and vehicle control. To
address these gaps, we analyze the fundamental vulnerability
of NDT scan matching and introduce Adversarial NDT Drift
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(AND), an attack that strategically manipulates LiDAR mea-
surements to alter pose estimation. As shown in Fig. 1, the
attack gradually shifts point cloud features such as walls and
poles, leading to significant localization errors (up to 23 m).
Our experiments identify key factors that influence the suc-
cess of the attack, including point cloud selection and grad-
ual shifts. We also analyze how EKF sensor fusion affects
attack effectiveness and show that certain occlusion scenar-
ios amplify the effect. End-to-end evaluation confirms that
these localization errors lead to dangerous driving behaviors
such as lane departures and signal misses.

This paper makes the following contributions:
• Systematic Analysis of NDT Vulnerabilities: We pro-

vide a systematic analysis of how the NDT scan matching
algorithm processes point clouds and identify conditions
under which adversarial point cloud manipulation effec-
tively degrades localization accuracy.

• Optimized Attack Strategy: We demonstrate that inject-
ing structured point clouds (e.g., vertical features such as
walls and poles) significantly affects localization, and we
quantify the relationship between displacement patterns
and localization errors.

• Realistic Sensor Fusion Evaluation: Unlike previous
work, we evaluate attacks under realistic simulation con-
ditions using IMU fusion and EKF. Our results show that
while EKF mitigates some errors, attacks still induce er-
rors of more than 7 m, primarily in the forward-backward
direction.

• End-to-End Autonomous Driving Impact: Using Au-
toware and AWSIM [14], we validate the attack in four
environments and show that the resulting localization er-
rors cause critical failures such as lane departures.

2 Background and Related Work

2.1 Localization system in AD

Localization of autonomous vehicle (AV) relies on multiple
sensors, including LiDAR, GNSS, and IMU, combined with
vehicle speed and steering data. These measurements are
fused to achieve accurate pose estimation. Fig. 2 illustrates
an example localization system architecture. GNSS provides
an initial position estimate, which is used to identify the cor-
responding region in the pre-built map. LiDAR scan match-
ing then refines this estimate by aligning real-time LiDAR
scans with the pre-built point cloud map. IMU and vehicle
speed measurements provide additional motion information,
and EKF fuses these inputs to ensure stable localization, even
in the presence of sensor noise or temporary occlusions.

Several scan matching algorithms exist, including NDT,
Iterative Closest Point (ICP) [15, 16], and Lidar Odome-
try and Mapping (LOAM) [17]. Among these, NDT is
widely adopted in commercial-grade open-source AD soft-

LiDAR

GNSS

IMU

Velocity data
from AV

NDT scan 
matching

EKF

Odometry-IMU 
fusion

Pose: position and orientation

Twist: linear and angular velocity

EKF-corrected pose

Figure 2: An illustration of the localization architecture.

ware such as Autoware [4,5] and Apollo [6] [8,9]. Due to its
widespread use, this study focuses on the security of NDT.
NDT Scan Matching. NDT scan matching [7] is a method
used to align two point clouds by estimating an optimal
transformation. While it is also used in SLAM, this study
focuses on its role in localization using pre-built maps. In
this approach, the pre-built map is first divided into voxels,
and each voxel is modeled as a normal distribution. Given
an initial pose estimate, the real-time LiDAR scan is trans-
formed into the map coordinate frame using a transformation
parameter p⃗. A score function score(p⃗) is then defined to
evaluate the alignment between the transformed scan and the
map. The transformation is iteratively refined using New-
ton’s method, where p⃗ is updated based on the gradient and
Hessian of score(p⃗) until convergence is reached. Owing to
its efficiency and robustness, NDT is widely employed in AD
systems, such as Autoware and Apollo. However, the algo-
rithm’s reliance on an accurate initial pose estimate can in-
troduce vulnerabilities, which are analyzed in detail in §3.1.
Fundamental Differences between NDT and Other Scan
Matching Algorithms. NDT [7] and ICP [15] are cate-
gorized as direct matching methods, whereas LOAM [17] is
classified as a feature-based matching method [18]. As de-
scribed above, NDT performs alignment by leveraging nor-
mal distributions to represent the pre-build map point cloud
structures. In contrast, ICP establishes correspondences be-
tween nearest neighbor points in two scans and computes the
transformation that minimizes the point-to-point distance.
LOAM extracts planar and edge feature points and aligns
scans based on those features. Therefore, when designing
attack strategies, it is effective to account for these funda-
mental differences in algorithmic behavior.
EKF-Based Sensor Fusion. EKF is commonly used in AD
to fuse multiple sensor inputs for localization. By incorpo-
rating IMU and vehicle motion constraints, EKF mitigates
the impact of transient sensor errors. For example, it can
enforce physical constraints such as preventing lateral drift,
improving localization stability.

2.2 Related Work
Physical Object Placement Attacks. Several studies have
demonstrated that physical object placement can mislead
LiDAR-based perception [19–25]. For instance, adversar-
ial objects mounted on vehicle rooftops [19, 20] or hover-
ing drones [21] have been used to evade detection systems.
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Additionally, roadside objects have been shown to introduce
false vehicle detections [22]. These attacks exploit LiDAR’s
reliance on geometric structures, manipulating perceived ob-
stacles without directly interfering with sensor hardware.
LiDAR Spoofing Attacks. LiDAR spoofing manipulates
sensor measurements by emitting malicious laser, enabling
point cloud injection or removal [26–31]. The state-of-the-
art spoofing attack [29] demonstrated the ability to inject
99% of point cloud within an 83◦ range and remove nearly
all returns within an 80◦ range. Such attacks can disrupt ob-
ject detection, and mislead localization systems.
Attacks on LiDAR-Based Localization. Several studies
have explored attacks targeting LiDAR-based localization.
Yoshida et al. [11] demonstrated that LiDAR-based SLAM
is vulnerable to spoofing, causing pose estimation errors.
However, their evaluation was confined to a simplified, two-
dimensional corridor without intersections, relying on a 2D
LiDAR that captures only planar data―making it an artifi-
cial setting far removed from real-world AD. Moreover, they
did not assess how localization errors would affect vehicle
control. Their attack methodology was designed based on
the ICP algorithm and introduced a loss function that mini-
mizes the loss on the adversarial target pose. Fukunaga et
al. [12] introduced a random spoofing attack that disrupted
SLAM-based mapping, inducing errors in the vertical axis.
However, they found that horizontal localization remained
largely unaffected. The spoofing pattern they employed is
random. Nagata et al. [13] analyzed effective attack locations
and demonstrated that LiDAR spoofing can induce localiza-
tion errors in open environments. Their findings showed that
both point cloud removal and injection could lead to pose
estimation drift. However, their study did not investigate ef-
fective spoofing patterns, nor did it evaluate the impact of
sensor fusion or vehicle control.

Unlike previous work, this study systematically analyzes
the fundamental vulnerability of NDT scan matching. By
leveraging gradual shifts in point cloud structures, such as
building facades and poles, the proposed attack induces sig-
nificant localization errors. Furthermore, this work evalu-
ates, in a realistic simulation environment using a 3D Li-
DAR, how these errors propagate through sensor fusion, par-
ticularly through IMU and EKF-based integration, and ulti-
mately affect AV control.

3 Analysis of Vulnerability Mechanisms

3.1 Fundamental Vulnerabilities of NDT
We analyze the inherent vulnerabilities of the NDT algo-
rithm. Our analysis is based on the implementation provided
by the Point Cloud Library (PCL) [32], which is widely
adopted in AD systems, including Autoware, Apollo, and
several other localization packages [33–36]. Because of its
broad use, the PCL implementation serves as a representative

Algorithm 1 NDT Scan Matching
1: Input: Current scan point cloud X = {⃗x1, . . . , x⃗n}, map

point cloud Y = {⃗y1, . . . , y⃗n}, and initial transformation
parameter p⃗initial

2: Output: Estimated pose

3: Divide Y into voxels and compute the mean and covari-
ance of each voxel.

4: X ′← T ( p⃗initial,X )
5: while not converged do
6: score← 0, g⃗← 0, H← 0
7: for each point x⃗′k ∈ X ′ do
8: Identify the set of neighboring voxels Bk in map.
9: for each neighboring voxel bi ∈ Bk do

10: score← score+CalcScore(⃗x′k,bi)
11: g⃗← g⃗+CalcGradient(⃗x′k,bi)
12: H←H+CalcHessian(⃗x′k,bi)
13: end for
14: end for
15: Solve H∆ p⃗ =−g⃗ for ∆ p⃗.
16: p⃗← p⃗+∆p⃗.
17: Update X ′← T (p⃗,X ′).
18: end while

example of NDT in real-world applications. The general pro-
cedure of the NDT algorithm is summarized in Algorithm 1.

In the algorithm above, the function T (p⃗,X ) transforms
X using the transformation parameter p⃗. The functions
CalcScore, CalcGradient, and CalcHessian compute the
score, gradient g⃗, and Hessian H for each point x⃗′k relative to
its corresponding neighborhood voxel bi. Newton’s method
is then used to iteratively update p⃗ to maximize the align-
ment score between the transformed scan and pre-built map.
Vulnerabilities Induced by Adversarial Point Cloud In-
jection. One key vulnerability of NDT arises when adver-
sarial point clouds are injected near the regions correspond-
ing to the pre-built map. For each real-time LiDAR scan
point x⃗′k, the algorithm searches for neighboring voxels in
the map. If no neighborhood voxel is found for a given point,
that point is excluded from the computation of the score, gra-
dient, and Hessian, and thus does not influence the update
∆p⃗. As illustrated in Fig. 3, point cloud injections placed
in areas far from the map points (e.g., the middle of a road)
have minimal impact on the alignment process. Even when
a large number of points are injected over a wide area, as
shown in (a), if these points do not correspond to pre-built
map points, they remain unutilized by NDT, rendering the
injection entirely ineffective.

By gradually shifting the injected point clouds away from
map structures, the alignment result can be subtly manip-
ulated. Since the initial transformation parameter p⃗initial is
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Figure 3: Injected point clouds in the red-framed area (a)
appear as blue dots in the LiDAR point cloud visualization
(b). These injected scan points lack corresponding pre-built
map points, resulting in zero neighboring voxels. In (b), the
injected blue dots are ignored by NDT due to the absence
of neighboring voxels. The densely packed white dots in (b)
represent high-resolution pre-built map points.

derived from the previous frame’s NDT estimate or its EKF-
corrected pose, even a small error introduced in one frame
can accumulate over successive iterations. Under an at-
tack, the transformed scan X ′―computed using a manipu-
lated p⃗initial―becomes misaligned with the map and shifts
toward the injected points. This misalignment further biases
the neighborhood search, allowing the injected points to con-
tinue influencing the pose update in a cascading fashion.
Persistence of Localization Errors. Another critical issue
is the persistence of the induced errors. Once a significant
localization error has been introduced, the iterative nature of
the NDT algorithm prevents recovery, even if the adversarial
injection ceases. This is due to the feedback loop in which
the erroneous pose estimate is used as the initial estimate
p⃗initial in subsequent frames.

In addition, physical obstructions such as parked trucks
or roadside objects can occlude legitimate map features,
thereby reducing the influence of correct measurements and
making the attack more effective in cluttered environments.

In summary, the vulnerabilities of NDT stem from its re-
liance on local neighborhood matching and iterative pose re-
finement based on previous estimates. These features can be
exploited by targeted point cloud injections, which induce
persistent and accumulating errors, ultimately compromising
the accuracy and reliability of the localization system.

3.2 Attack Based on NDT Vulnerabilities

Based on the vulnerability presented in §3.1 that NDT ig-
nores injected point clouds that do not correspond to pre-
built map points, we propose the Adversarial NDT Drift
(AND) attack. By carefully manipulating point clouds to ap-
pear consistent with the map structure, the attacker can in-
duce controlled localization drift, causing the AV to misper-
ceive its position. The AND attack achieves this by gradually

shifting point clouds representing parts of a building wall or
poles (e.g., traffic lights, street lamps, utility poles), leading
the AV to perceive itself as an arbitrary distance ahead or be-
hind its actual location (Fig. 1). This displacement can be
performed through LiDAR spoofing, as demonstrated in pre-
vious work [29], or by physically placing and moving objects
in the real world. However, the latter approach may present
practical deployment challenges.

The AND attack is executed in the following steps:
Step 1: Selection of Attack Locations and Creation of
Map Point Clouds. To induce localization errors in the
longitudinal direction, the attack is more effective in areas
with fewer vertically oriented structures relative to the AV.
Moreover, in areas with many tall buildings, a larger manip-
ulation of point clouds is required. Considering these factors,
the attacker selects a suitable attack location, collects LiDAR
data, and generates a point cloud map.
Step 2: Specification of the Point Clouds for Manipula-
tion. The attacker determines point cloud regions to ma-
nipulate based on the measured data and the map from Step
1. The manipulated point cloud is input into NDT to identify
areas where manipulations most impact localization errors.
To induce errors in the longitudinal direction, shifting point
clouds that are vertical to the AV, horizontally relative to their
original structures is effective (Fig. 1). Free point cloud pro-
cessing software simplifies manipulation, and libraries such
as PCL [32] provide NDT scan matching implementations.
Leveraging these tools, the attacker efficiently analyzes the
impact of point cloud manipulations on localization errors.
Step 3: Real World Manipulation of LiDAR Measure-
ments. The attacker manipulates LiDAR measurements as
determined in Step 2, using either spoofing or physical ob-
ject placement. Spoofing can be executed using the method
in prior work [29]. In contrast, physical object placement re-
quires continuously moving physical objects, such as boards
or poles, in the real world, which may be impractical. Po-
tential approaches to achieving this include creating boards
or poles from lightweight, portable materials such as plastic
and transporting them via delivery drones, mounting them
on carts or truck beds, or having them carried by humans
disguised as construction workers or delivery personnel.

4 Evaluation

4.1 Experimental Setup
We evaluate the impact of the AND attack on the localization
and control of AV utilizing NDT scan matching. Specifi-
cally, our evaluation examines how adversarial point cloud
injections influence the NDT-estimated pose, the EKF-fused
pose (integrating IMU and vehicle velocity), and the AV’s
planning and control. To conduct this evaluation, we use
Autoware.Universe and AWSIM, where a Velodyne VLP-
16 LiDAR [37], accurately modeled in AWSIM, is mounted
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Figure 4: Four evaluation scenes. The red-highlighted areas
and red points indicating manipulated point clouds.

on the AV’s rooftop to capture point cloud data. The cap-
tured point clouds undergo preprocessing, including ego ve-
hicle removal, outlier removal, range filtering, and voxel
grid downsampling. The voxel grid downsampling replaces
points within each 3 m × 3 m × 3 m voxel with their cen-
troid, improving processing efficiency and NDT robustness.

To assess the impact of adversarial point cloud injections,
we evaluate in four distinct driving environments. As illus-
trated in Fig. 4, these environments are recreated in AWSIM
with different structural characteristics:
• Metropolitan: Tall buildings with dense urban features.
• Urban: A mix of single-story and two-story buildings.
• Rural 1: A road with a cottage and curbs.
• Rural 2: A road with two vertical poles (e.g., streetlights

or traffic signals) and curbs.
Autoware includes a “threshold safety mechanism” that

rejects the estimated pose if the alignment score between the
pre-built map and the real-time scan falls below a predefined
threshold; we use the default value for this threshold. This
mechanism is effective in detecting erroneous localization. It
operates to mitigate the impact of the attack, and we evalu-
ate under more challenging conditions. In our evaluation, the
IMU and velocity data are accurate and derived from the sim-
ulated motion of the vehicle in AWSIM. We evaluate static
AV scenarios in §4.2 and dynamic AV scenarios in §4.3.

4.2 Attack Evaluation on NDT and EKF

Experimental Method. In this experiment, we evaluate
the impact of the AND attack on NDT-based localization in
four scenarios (Fig. 4) where the AV is stopped at a traffic
light. First, we identify the effective point cloud manipu-
lation areas that induce localization error in each scenario.
To gradually shift the identified target point cloud, we move
the Unity object horizontally along the original structure at
a speed of 0.1 m/s. Here, the Unity object replicates point
clouds generated by spoofing or physical object placement.

We quantify localization error by measuring the Euclidean
distance between the estimated poses in the benign state and
under the AND attack. We conduct five trials for each case:

without and with twist (IMU and velocity) fusion. We then
compute the average of the maximum error distances.
Results. Fig. 4 highlights the effective point cloud manipu-
lation areas that induce localization errors, marked in red in
the camera view and as red points in the point cloud view. In
the metropolitan scene, the manipulated point cloud consists
of a 15 m high, 40 m wide planar structure, while in the city
scene, it is a 4.5 m high, 40 m wide planar structure. In the
rural 1 (with a cottage) scene, a 2 m high, 10 m wide pla-
nar structure is used, whereas in the rural 2 (with two poles)
scene, two 6 m high, 0.4 m wide pillars are manipulated.

Table 1 presents the total number of preprocessed mea-
surement points, the number of manipulated points, and the
horizontal manipulation angle for the four scenarios. The re-
quired number and size of manipulated points are larger in
areas surrounded by buildings with widely distributed point
clouds and smaller in open areas. The horizontal manipula-
tion angles in all scenarios fall within the 83◦ range feasible
for spoofing-based injection [29], demonstrating the practi-
cal feasibility of this attack. In contrast, implementing the
attack through physical object movement may be impractical
in environments requiring large-scale manipulation, though
the approach discussed in §3.2 could be considered.

Table 1 shows the average and standard deviation of the
maximum localization error distances over five trials for the
four scenarios, both without and with twist fusion. The shift-
ing distance of the manipulated point clouds closely matches
the error distance, with larger displacements resulting in
greater errors. Therefore, within the maximum error range
shown in Table 1, stopping the shift of the manipulated point
clouds at any position can induce an arbitrary error distance.

Without twist fusion, the maximum error distance corre-
sponds to the distance where the score falls below the pre-
defined threshold. As the legitimate point cloud shifts away
from the map point cloud, the score decreases, causing the
“threshold safety mechanism” to reject the estimated pose.
While this mechanism is effective in limiting error distance
and detecting localization failures, errors exceeding 8 m oc-
curred in all scenarios, with the city scene reaching 23.91 m.

When twist fusion is applied, the maximum error distance
is reduced compared to the case without fusion. While twist
fusion helps mitigate localization error caused by the AND
attack, errors of over 7 m occur in all scenarios. As discussed
in §4.3, this error distance poses a significant threat.

A direct comparison is not feasible due to differences in
experimental conditions; however, we confirmed that our at-
tack induces comparable or greater errors than those in prior
work. A direct comparison is left for future work.
Effect of Occluding Legitimate Point Clouds. In this
experiment, we demonstrate that occluding legitimate point
clouds enables more effective attacks in complex scenes. As
shown in Fig. 5, we add a building to the rural-2 scene from
Fig. 4 and place a truck to the right of the AV. When the
truck is absent, the effect of the building’s point cloud align-
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Table 1: Point cloud count, manipulated angles, and maximum localization error (averaged over five trials) in four scenes.

Scene Total
points

Manipulated
points

Manipulated
angle [deg]

Localization error [m]
without twist fusion with twist fusion

Metropolitan 592 72 30.47 8.965 ± 0.062 7.012 ± 0.007
City 306 28 31.05 23.91 ± 0.017 7.083 ± 0.251

Rural 1 (with a cottage) 305 5 20.00 13.43 ± 0.029 12.25 ± 1.347
Rural 2 (with two poles) 297 6 29.20 8.704 ± 0.053 8.661 ± 0.065

Without a truck
Occluded 
by a truck

occlusion

Figure 5: Occluding map-consistent legitimate point clouds
(e.g., a building) can effectively enable a successful attack.

ing with the map is significant, making the attack difficult.
When the truck is present, it occludes the point clouds of the
building. The five-trial average of the maximum localization
error with twist fusion is 8.758 m, which closely matches
the rural-2 value in Table 1, showing that occlusion enables
effective attacks even in complicated scenes.

4.3 End-to-End Evaluation

Experimental Method. We evaluate the impact of the AND
attack on the AV’s planning and control during right and left
turns. In the metropolitan scene shown in Fig. 4, as described
in §4.2, point clouds within a range of 15 m in height and
40 m in width is shifted to induce pose errors. Consider-
ing the position of the stop line and the lane width, with the
aim of inducing critical failures such as lane departures, the
final displacement of the manipulated point cloud is set to
approximately 5 m for the right turn and 6 m for the left
turn. The target point cloud is gradually shifted and moved
to these distances. We use a HD map for left-hand traffic.
The designated goal locations for the right and left turns are
indicated by red stars in Fig. 6. The AV’s maximum speed
is set to 36 km/h. For acceleration and deceleration during
departure, turning, and arrival at the goal, we use the default
implementation provided by Autoware.Universe.
Results. Fig. 6 shows the results of the end-to-end eval-
uation. The green line indicates the AV trajectory without
the attack, while the white line shows the trajectory under
the AND attack. During the right turn, a localization error
of 4.929 m caused the AV to misinterpret its position as be-
ing ahead of its actual location. This shortened the perceived
straight-line distance to the turn, leading to unintended en-
try into the opposing lane. Similarly, during the left turn, a
6.355 m error led to sidewalk encroachment. The AV then
detected guardrails and vegetation as obstacles and stopped

Right turnLeft turn

Correct lane

Figure 6: Results of end-to-end evaluation. During right
turn, AV crossed into the opposite lane (correct lane is high-
lighted in green). During left turn, AV drove onto sidewalk.
The red stars indicate the designated goal locations.

at the position shown in Fig. 6. During the right turn, the
AV made the turn at 8–10 km/h, accelerated up to 27 km/h
on the subsequent straight segment, and decelerated to stop
at the goal location. During the left turn, the AV accelerated
up to 7 km/h but began decelerating upon detecting obsta-
cles and came to a stop at the position shown in the middle
of Fig. 6. In both cases, the misinterpreted position placed
the AV beyond the stop line of a traffic light, erroneously
clearing the stop condition and causing a failure to stop.

5 Discussion and Future Directions

Defense. A potential defense against the AND attack is to
partition the input scan point cloud and perform NDT scan
matching on each subset, then compare the estimated poses.
Since the AND attack modifies only a portion of the point
cloud, excluding the affected points and relying on the re-
maining points may improve accuracy. This idea is similar
to ObjectSeeker [38], which applies multiple masks to image
inputs to improve robustness against adversarial patches. Im-
plementing and evaluating a more robust NDT method under
computational constraints is an important future task.

If IMU and velocity data are reliable while the NDT-
estimated pose is potentially compromised, reducing the
weight of NDT in sensor fusion could mitigate the impact
of the attack. Assessing the reliability of NDT using met-
rics such as score values or iteration counts may improve
robustness. Integrating camera-based localization could fur-
ther help mitigate errors. Future work includes implement-
ing and evaluating these strategies.
Attacks on Multi-Modal Sensor Data Fusion. If the AV
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is equipped with camera-based localization, it may still es-
timate its position accurately even under the AND attack.
For instance, Autoware implements a method that aligns
lane structures from an HD map with road surface markings
extracted from camera images [39]. Because road surface
markings are less affected by the AND attack, this approach
is considered more robust. Furthermore, visual odome-
try [40] and visual SLAM [41] may also provide accurate
localization. However, further research is needed to evalu-
ate AV behavior when localization results from LiDAR- and
camera-based methods diverge.

Furthermore, obstacle detection using cameras or radars
may prevent collisions between the AV and surrounding ob-
jects. In the left-turn scenario of the end-to-end evaluation
in §4.3, we demonstrated that LiDAR-based obstacle detec-
tion enabled the AV to stop before colliding with obstacles.
Even if localization errors are induced by the AND attack,
camera- or radar-based obstacle detection may still prevent
the AV from mounting sidewalks with guardrails or trees, or
from colliding with buildings and other obstacles.
Future Directions. Generalizing attack success conditions
across different scenarios is an open challenge. This WIP pa-
per demonstrated the effectiveness of the AND attack in four
different scenarios (metropolitan, urban, rural, and mixed)
by manipulating point clouds of different shapes and sizes
to induce localization errors. However, further research is
needed to analyze optimal attack parameters and identify
conditions that make environments more vulnerable.

Evaluating the feasibility of the AND attack in real-world
conditions is an important next step. While this study val-
idated the attack in simulation, future work should explore
its practicality through LiDAR spoofing or physical object
placement. Prior work on point cloud injection suggests fea-
sibility under certain conditions, and physical attacks may
also be possible. In addition, real-world factors such as
changes in vegetation, construction, and traffic can alter
point cloud and affect the attack effectiveness. Future stud-
ies should also evaluate the accuracy of IMU, GNSS, and
velocity data in real-world and their impact on EKF fusion.

Evaluating the AND attack across different AD systems,
preprocessing pipelines, and LiDAR models remains an
open challenge. This study focused on Autoware, but future
work should test its effectiveness on other systems such as
Apollo. Differences in point cloud preprocessing could af-
fect the feasibility of attacks. Additionally, while this study
used a VLP-16 LiDAR, further evaluation with different Li-
DAR models and multi-LiDAR setups is needed. Extending
the analysis to other scan matching techniques such as ICP
and LOAM is another future direction.
Ethical Considerations. The purpose of this study is to
understand fundamental vulnerabilities in NDT-based local-
ization, not to target specific commercial products. Respon-
sible disclosure will be followed if vulnerabilities in actual
products are identified.

6 Conclusion

This paper systematically analyzes the vulnerabilities of
NDT scan matching and demonstrates the AND attack,
which strategically manipulates point clouds to induce local-
ization errors. Our experiments reveal key factors influenc-
ing the success of the attack, including point cloud placement
and gradual shifts, and show that while EKF sensor fusion
mitigates some errors, it does not fully prevent adversarial
drift. End-to-end evaluations confirm that these errors cause
critical driving failures. We also discuss potential defenses,
including robust NDT and adaptive sensor fusion, and out-
line future research directions, such as real-world validation
and evaluation across different systems. This study high-
lights fundamental weaknesses in LiDAR-based localization
and underscores the need for more robust AD systems.
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