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Abstract
Modern vehicles through increased connectivity are grow-
ingly susceptible to cybersecurity threats. Research has
demonstrated vulnerabilities exploitable via infotainment sys-
tems, underscoring the need for robust automotive digital
forensics. However, automotive digital forensic lags behind
mature computer forensics, facing challenges such as lack of
standardized guidelines, specialized tools, and technical limi-
tations in current logging systems. These limitations, such as
trigger-based recording, inadequate time synchronization, and
insufficient trust preservation, compromise the reliability and
legal admissibility of digital evidence. This paper presents
a novel black box system designed to overcome these chal-
lenges by integrating GPS-based time synchronization and
continuous Electronic Control Unit authentication leveraging
Unified Diagnostic Services. Extending beyond traditional
vehicle logging, Event Data Recorder, the proposed system
features expanded memory capacity and data collection. Rig-
orous testing, including continuous authentication, stress tests,
and functional analyses, demonstrates the enhanced capabili-
ties of our black box in ensuring data integrity and credibility.
These improvements strengthens the credibility of forensic
evidence for legal proceedings involving connected vehicles.

1 Introduction

Modern consumer vehicles are increasingly internet-
connected, with projections estimating over 400 million con-
nected vehicles by 2025, up from 237 million in 2021 [1].
Consumers are embracing these vehicles for their perceived
safety and efficiency in navigating traffic.
However, greater connectivity also brings increased vulnera-
bility [2], particularly in the automotive sector. Infotainment
systems, often the primary point of connectivity, serve as en-
try points for hackers to remotely access vehicles. This has
been demonstrated in studies targeting Jeep [3], Tesla [4], and
BMW [5], all of which began with exploits of infotainment
or communication modules. Additionally, [6] found that nine

out of twelve Internet-exposed automotive devices had access
to in-vehicle networks—highlighting the security risks.
These vulnerabilities are particularly concerning in the con-
text of real-world incidents. According to the US National
Highway Traffic Safety Administration (NHTSA) Standing
General Order on Crash Reporting [7], from 2019 to 2024,
3,979 incidents involved vehicles equipped with Level 2
ADAS or ADS. Tesla led with 2,146 incidents, followed by
Waymo (415) and General Motors (219). While not all in-
volved connected vehicles, Tesla’s high incident count and
known security weaknesses [4] raise a critical question: can
we entirely rule out hacker involvement in connected vehicle
incidents?
A major challenge in automotive digital forensics is data
collection, as highlighted by [8]. Few studies have proposed
reliable forensic tools or extraction techniques, and the lack of
established guidelines or standards renders the field relatively
immature. Mathew et al. [9] identifies several potential data
sources, including the Event Data Recorder (EDR), telem-
atics/infotainment (T/I) systems, Electronic Control Units
(ECUs), eCALL units, key fobs, cameras, and Vehicle Con-
trol History (VCH) data. However, extracting data is compli-
cated by the diversity of vehicle designs, requiring specialised
tools. Additionally, both EDR and VCH are trigger-based
systems—data is only recorded following predefined events
(e.g., a collision) and may be overwritten if no trigger occurs.
Beyond collection challenges, technical limitations in cur-
rent logging systems further complicate digital forensics. A
lack of global time synchronisation across ECUs leads to
inconsistencies in event reconstruction, weakening the accu-
racy of forensic timelines. The absence of trust preservation
mechanisms, such as continuous ECU authentication, raises
concerns about data authenticity, as logs could originate from
unauthorised sources. Notably, the T/I system—identified by
[9] as a key source of time and location data—is also a com-
mon target for cyberattacks, as it often serves as the primary
access point. As a result, data from T/I systems may not meet
forensic credibility standards due to possible compromise.
These shortcomings not only hinder reliable data extraction
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and analysis but also threaten the legal admissibility of digital
evidence.
To address these critical gaps, this study proposes a novel
black box system to improve forensic readiness in modern
vehicles. While similar systems exist, none, to our knowledge,
integrate global time synchronisation and continuous ECU
authentication. By enabling accurate, authentic, and compre-
hensive data collection, the system reduces risks related to
CAN frame chronological ordering and unauthenticated ECU,
offering a more reliable foundation for forensic investigations.
The main contributions of this study are:

1. Design and Development of a Novel Black Box
The proposed black box system uses two sources for
timekeeping: GPS time and the logger system clock.
This dual-source time helps ensure that the timestamps
on the logged data are accurate and available. Addi-
tionally, the system utilises Unified Diagnostic Services
(UDS) for trust preservation, which verifies that the ECU
is indeed legitimate.

2. Enhanced Forensic Readiness
By extending the data collection beyond traditional CAN
bus messages to include globally synchronised time and
location information, the system enables more compre-
hensive event reconstruction. Additionally, unlike Event
Data Recorder (EDR) systems, which according to [10]
should store twenty seconds of data at 10 Hz, the pro-
posed logger features a larger and more flexible memory
capacity that is adaptable to the installed storage.

3. Increased Forensic Data Credibility
Forensic data serve a crucial role in ensuring legal ad-
missibility in courts. By supplementing recorded data
with time and location information, along with continu-
ous authentication, the credibility of forensic evidence
can be significantly enhanced [11]. This feature partic-
ularly benefits the court by enabling more informed de-
cisions based on the gathered data. Such improvements
are essential for the integrity of the justice system as
they contribute to fair and accurate outcomes in legal
proceedings.

The remainder of this paper is structured as follows: Section
II reviews related work on automotive loggers and digital
forensics. Section III details the development methodology,
while Section IV outlines the technical design. Section V
presents testing and results, Section VI discusses the findings,
and Section VII concludes the paper.

2 Related Works

Digital forensics in modern vehicles has advanced consider-
ably, yet key challenges persist—particularly in time synchro-
nisation and trust preservation. This section reviews notable

research contributions and their limitations, highlighting the
need for a more robust approach to forensic readiness.
Mobile-Based Forensic Solutions. Mansor et al. [12] intro-
duced DiaLOG, a mobile app based on the EVITA project,
aimed at securing data transmission by allowing only au-
thorised mobile devices to connect to the vehicle. While it
ensures data integrity and privacy, its reliance on the under-
adopted EVITA framework and costly hardware security mod-
ules (HSMs) limits scalability and practical deployment.
In-Vehicle Network Monitoring and Data Recording. Lee et al.
[13] proposed the T-Box, a data recorder that uses Shamir’s
secret sharing and blockchain to protect in-vehicle logs. How-
ever, it overlooks time synchronisation and assumes all IVN
messages are trustworthy—making it vulnerable to spoofing
and lacking zero-trust safeguards.
Forensic Frameworks for Autonomous Vehicles. Hoque et
al. [14] developed AVGuard, a forensic investigation frame-
work for autonomous vehicles. AVGuard utilises hash chains,
Bloom filters, and log entries from various autonomous driv-
ing (AD) modules, with proof of creation using public-key
cryptography. AVGuard primarily focuses on developing a
forensic framework for autonomous driving (AD) module log-
ging while ensuring data integrity. However, the framework
lacks detailed technical implementation regarding critical as-
pects such as time synchronization mechanisms. Furthermore,
it inherently trusts all AD modules during the logging process.
In contrast, our proposed approach provides comprehensive
technical specifications and implements continuous authenti-
cation to address these limitations.
Event Data Recorder (EDR) Analysis. Lee et al. [15] high-
lighted methods for extracting EDR data to support accident
reconstruction. However, the absence of standardised tools,
Data Storage Systems for Automated Driving (DSSAD) in
most vehicles, and limited data scope reduces its effectiveness.
Logs from other security systems are needed for a complete
forensic picture.
Vulnerabilities in EDR Systems. Kurachi et al. [16] revealed
that EDR data can be tampered with or overwritten and lacks
diversity in data types. It is also susceptible to spoofing
through fake CAN messages, raising concerns about its relia-
bility in forensic contexts.
Trusted Execution Environments (TEEs) and Blockchain.
Kang et al. [17] proposed TB-Logger, which uses Trusted
Execution Environments (TEEs) and blockchain for secure
logging. While it strengthens integrity and chain-of-custody,
it fails to address time synchronisation and key manage-
ment—leaving ECU spoofing risks unresolved.
Public Audits for Vehicle Data. Li et al. [18] presented a foren-
sic scheme allowing public audits of vehicle data. Despite
enhancing transparency, it omits time synchronisation and
ECU key management, leaving the system exposed to spoof-
ing and data manipulation.
The reviewed literature demonstrated significant progress in
vehicle forensics, particularly in data integrity and secure log-
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ging. However, several critical gaps remain in the literature.

• Time Synchronisation: None of the reviewed works ad-
equately address the need for independent and reliable
global time synchronisation, which is essential for accu-
rate event reconstruction.

• Trust Preservation: Existing cryptographic approaches
often neglect Zero Trust principles, leaving networks
vulnerable to persistent malicious attacks [19]. Continu-
ous authentication is critical to verify ECU, which is the
source for every CAN frame.

• Comprehensive Logging: Many proposed systems focus
on specific components (EDR) and fail to introduce ad-
ditional features that would support fundamental require-
ments of a digital forensic, e.g. time synchronization and
trust preservation.

These gaps underscore the need for a forensic readiness ap-
proach that integrates independent time synchronisation, trust
preservation, and comprehensive logging to ensure accurate,
authentic, and admissible digital evidence in modern vehi-
cles. Table 1 summarises these challenges and our proposed
solution.

3 Research Methodology

This section outlines the methodology based on the Design
Science Research (DSR) paradigm [20]. The black box sys-
tem is developed through iterative cycles of design, implemen-
tation, and validation to improve vehicle forensic readiness.
Guided by DSR principles, the process defines the objectives,
framework, and evaluation methods. This study begins with
the “Identify Problem” stage, following a Problem-Centred
Initiation. The DSR process steps are as follows:

1. Identify Problem: Insufficient data for Automotive Dig-
ital Forensic.

2. Define Objectives: Develop a system to increase vehicle
digital forensic readiness.

3. Design and Development: Black box logger with added
GPS time, location, and ECU authentication.

4. Demonstration: Proof of concept with commercially off
the shelf hadware and custom software.

5. Evaluation: Asses effectiveness, performance, and secu-
rity. From this particular step, it is possible for the DSR
process to cycle around to step "Define Objectives" or
"Design and Development".

6. Communication: Submitted to journal or conference.

Table 1: Summary of Automotive Digital Forensics Research
Ref. Key

Approach
Core Contri-

bution
Limitations

[12] Mobile
forensic app
(DiaLOG)

Secure
device auth

Data integrity
and EVITA
dependency;
HSM cost

issue.
[13] IVN

monitoring
(T-Box)

Blockchain
secure

logging

No time sync;
trusts all CAN

messages.
[14] Autonomous

vehicle
forensic

framework
(AVGuard)

Hash chain
secured

logs

Missing time
sync and ECU

key
management.

[15] EDR
analysis
methods

Accident
reconstruc-

tion

EDR data
incomplete.

[16] EDR vul-
nerability

study

Demoed
tampering

and
spoofing

CAN messages
is spoofable

[17] TEE and
blockchain

logger

Protection
for data
integrity

and chain
of custody

No time sync
and ECU key
management

[18] Public audit
scheme

Transparent
vehicle data
verification

Lacks time
sync and ECU

key
management

This
work

Forensic
black box

GPS time
sync ZTA
logging

Addresses time
sync and trust

gaps.

4 Artefact Description

This section outlines the black box system architecture, fea-
tures, and alignment with the research objectives.

4.1 Black Box at a Glance
Before introducing our proposed black box, we first review
the general features of black box systems. Due to the absence
of mature automotive standards, we reference established
aviation practices and adapt relevant principles. According
to aviation standards [21], black boxes typically include the
following features:

• Crash-Survivable Memory;

• Continuous Data Recording with Pre-Event Buffering;
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• Tamper-Proof Design;

• Multimodal Data Capture;

• Independent Power Supply.

The automotive sector is developing its own standards and
best practices to address the unique challenges of road vehi-
cles, while also drawing insights from data recording systems
in other transport sectors, such as aviation. Based on [22], the
general features of an automotive black box include:

• Tamper-Evident Enclosure;

• High Frequency Sampling;

• Submersion Resistance;

• Time Synchronisation;

• Multi-Type Data Recording.

Black box systems offer various advanced features, but this
study focuses on three essential functions: time synchroni-
sation, multi-type data recording, and continuous authentica-
tion—key to ensuring reliable forensic evidence and support-
ing legal admissibility.

4.2 Design Details
The black box system comprises three core components: a
hardware module, a GPS module, and an authentication sys-
tem. This minimal yet efficient configuration meets the re-
search objective of improving vehicle cybersecurity and foren-
sic readiness. The hardware module is compact and designed
for easy integration into an existing vehicle CAN network,
either via the OBD-II port or direct connection to the CAN
High/Low terminals.
Operating independently from the vehicle’s network, the black
box maintains its integrity even if primary systems are com-
promised. It functions as the central processing and storage
unit, interfacing with the GPS module for time and location
data and managing UDS communication for continuous ECU
authentication.
For the proof of concept, a Raspberry Pi 5 with 4GB RAM
and an RS485 CAN Hat were used. The software runs on
Raspberry Pi OS, with the logging application developed in
Python. An illustration of the setup is shown in Figure 1B.
Although the UDS protocol was not initially intended for
continuous authentication, our research demonstrates its fea-
sibility based on industry adoption criteria by Nowdehi et al.
[23]. UDS offers key advantages: it requires no additional
hardware beyond the proposed logger, ensures full backward
compatibility with existing vehicle systems, and meets es-
sential adoption requirements such as maintenance support,
implementation feasibility, and low system overhead. We re-
purpose UDS Security Access and Firmware Version Query

(Services 0x27 and 0x22) to enable continuous authentication
by inferring ECU state. This method retains all native ECU di-
agnostic functions while adding security verification without
disrupting normal operations or requiring vehicle modifica-
tions.
According to [24], CAN 2.0 supports up to 1 Mbps, though
most real-world applications use 500 kbps. This research
adopts 500 kbps as the operating rate to justify using the Rasp-
berry Pi 5. While not inherently real-time, the Raspberry Pi
can be enhanced with real-time patches for reliable message
handling. Its GPIO pins support CAN controllers, and SPI/I2C
interfaces allow easy integration with CAN transceivers. Ad-
ditionally, it uses SocketCAN, a Linux kernel-integrated CAN
interface, to ensure reliable logging at 500 kbps.
The GPS module provides time synchronisation and position-
ing in our proof of concept, which uses the DIYMall VK-162
G-Mouse. This module was chosen for its cost-effectiveness,
accuracy, and compatibility with the Raspberry Pi [25]. The
black box software reads GPS output and appends time and
location data alongside CAN data and the internal clock (used
as a secondary time source). Both timestamps are recorded
simultaneously to provide redundancy and ensure reliable
temporal data in case of failure in either system.
We argue that continuous ECU authentication aligns with

Zero Trust Architecture (ZTA) principles. By verifying
firmware versions via UDS, the system ensures only autho-
rised and up-to-date software is active, supporting ZTA’s iden-
tity verification model. Continuous UDS-based checks help
detect ECU tampering or unauthorised updates, reinforcing
ZTA and enhancing overall vehicle security [26].
For our continuous authentication proof-of-concept, a CAN
network simulates three critical ECUs (Engine Control, Brake
Control, Airbag Control Modules) using three Arduino Uno
boards with MCP2515 CAN transceivers. This minimal sub-
set, validated by prior research for generalisability [27, 28,
29], generates crash-relevant data (speed, braking, impact)
crucial for forensics, as non-critical ECUs do not significantly
impact authentication outcomes. The Arduino Uno platform,
chosen for its standardised use in automotive prototyping and
reliable CAN bus simulation in peer-reviewed studies [30],
facilitates this simulation which is illustrated in Figure 1A.
Each ECU executes a challenge-response protocol, broadcast-
ing its firmware version upon successful authentication, with
these responses logged alongside regular CAN traffic.

4.3 Impact of Artefact on Research Objectives

The black box system directly addresses the research objec-
tives outlined in this study in the following key areas:

1. Enhancing Automotive Digital Forensic Readiness. The
system ensures digital forensic readiness for in-vehicle
networks by collecting admissible digital evidence from
authenticated sources with synchronized timestamps.
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Figure 1: Hardware Module and ECU Simulation

2. Ensuring Global Time Synchronisation. To ensure log
credibility, the proposed black box introduces an inde-
pendent time synchronization mechanism, a capability
currently absent in existing systems.

3. Enabling Continuous ECU Authentication. Aligning
with Zero Trust Architecture, the black box periodically
authenticates ECU firmware integrity using the UDS
protocol.

In summary, the black box system fulfills the research objec-
tives by providing a secure, reliable, and efficient solution for
automotive digital forensics. Critically, it has the ability to
reconstruct event, that will aid in determining accident causes,
distinguishing between driver error, manufacturing defects,
and cyberattacks, thus addressing a key research objective.

5 Prototype Implementation and Validation

This section details the prototype implementation, developed
to demonstrate the feasibility of the proposed black box sys-
tem, and its validation, which tested the system’s limits. Two
distinct simulation environments were established: a simu-
lated vehicle environment using multiple Arduinos as ECU
simulators, and a pre-existing car simulator in our university
lab to represent a real vehicle environment.

5.1 Prototype Implementation

To approximate real-world conditions, as direct implementa-
tion in an actual car is currently infeasible, the testing envi-
ronment utilized components standard in modern vehicles, in-
cluding an OBD-II port, CAN bus protocol, and a real vehicle
instrument cluster. As depicted in Figure 2, Euro Truck Simu-
lator 2 provided in-game telemetry data, captured by SimHub
and transmitted via USB to an Arduino CAN Translator. This
translator converted telemetry into CAN frames compatible
with the instrument cluster, which recognizes manufacturer-
specific CAN frames. The CAN translator’s output fed both

the instrument cluster and the OBD-II port, where the pro-
posed black box was connected. Prior automotive research
has validated the use of Euro Truck Simulator 2 and its sup-
porting devices for generating telemetry outputs and realistic
driving scenarios as a cost-effective and scalable alternative
to real-world data collection [31, 32].
Six distinct logs of varying duration were collected from

Figure 2: Car Simulation Setup

the car simulation setup, encompassing both stationary and
moving in-game vehicle scenarios. Notably, the stationary
vehicle logs consistently yielded a higher data volume than
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Table 2: Logs From Car Simulation Setup
Status Log Size Top Three

CAN ID
Moving Vehicle, 17

Minutes Logs
64.8 MB 800, 1136,

80
Moving Vehicle, 15

Minutes Logs
56.9 MB 800, 1136,

80
Moving Vehicle, 4

Minutes Logs
13.8 MB 800, 80,

1136
Stationary Vehicle, 30

Minutes Logs
160 MB 800, 1136,

80
Stationary Vehicle, 30

Minutes Logs
158 MB 800, 80,

1136
Stationary Vehicle, 5

Minutes Logs
77.28 MB 800, 1136,

80

those from the moving vehicle. Analysis of the captured CAN
bus traffic revealed a consistent frequency pattern in CAN
IDs, with the same three identifiers consistently exhibiting
the highest transmission rates. Please refer to Table 2 for the
details. These logging results demonstrate the effectiveness
of our proposed black box system in consistently capturing
and recording CAN frames across different vehicle states,
validating its reliability as a logging mechanism regardless of
whether the vehicle is stationary or in motion.
Following the validation of the logging capabilities, we as-

sessed the GPS functionality of the black box to ensure accu-
rate time and location data integration. Each log entry con-
tained the following information (position data obfuscated to
protect contributor privacy):

1. System time: 2025-02-10T11:40:37

2. GPS time: 2025-02-10T11:40:37

3. Position: Lat:xx.487819155 - Lon:yy.15166174

4. CAN Frame: ID: 320, Data: 000000c24bd05000,
DLC: 8

The final implementation test focused on continuous ECU au-
thentication. Table 3 details the UDS authentication exchange
logged by the black box (left column), starting with security
access initiation (SID "27", Data: 2701) and the response (SID
"67", Data: 670112) [33]. Simulated across three Arduino
ECUs (CAN IDs 1792-1794), the log snapshot demonstrates
the black box’s concurrent success in UDS authentication and
separate-thread logging, with message explanations provided
in the right column for clarity.

5.2 Prototype Validation
The validation phase assessed the prototype’s performance
and suitability for digital forensics. This subsection presents

Table 3: UDS Authentication - Legitimate
UDS Authentication

Exchange
Explanation

ID: 1792, Data: 2701,
DLC: 2

Enabling security access,
black box to ECU.

ID: 1792, Data:
670112, DLC: 3

ECU send seed: 0x12.

ID: 1792, Data:
270244, DLC: 3

Black box responds with
key generated from seed:

0x44
ID: 1792, Data: 6702,

DLC: 2
Security access granted,

ECU to black box
ID: 1792, Data:

2276312E3200, DLC: 6
ECU sends firmware

version: v1.2

the testing methodology, results analysis, and proof of con-
cept for both the logging system and ECU authentication. The
prototype underwent three tests: ECU Authentication, Perfor-
mance Analysis, and Functional Analysis.
ECU authentication was initially tested by introducing an
unauthorised ECU (Table 4). Two scenarios were observed:
(1) communication failure due to an unrecognised security
access CAN ID trigger (Table 4, Possibility 1), and (2) identi-
fication as illegitimate due to an incorrect firmware version
despite a valid seed key (Table 4, Possibility 2). In both cases,
the black box precisely timestamped and geolocated all mes-
sage exchanges. As a passive logging system, the black box
recorded these illegitimate UDS authentication attempts with-
out generating alarms or flags.
The second phase stress-tested the black box by transmit-

ting 6,000 CAN frames at 1ms intervals (1,000 frame per
second) from an Arduino. Three configurations were used: a
single-Arduino baseline for reference; a dual-Arduino setup
to assess doubled load; and a triple-Arduino setup simulating
peak CAN network traffic.
To ensure statistical validity, the dual-transmitter configura-
tion was tested nine times, while the triple-transmitter setup
was limited to five trials due to consistent anomalies ob-
served at triple the CAN frame rate—indicating the system
had reached its performance threshold. Further testing was
unlikely to yield additional insights. The test results are as
follows:

1. Single Arduino. No packet loss, no anomalies;

2. Two Arduino. Packet loss was observed in nine test runs,
with the number of lost packets recorded as follows: 2,
1, 6, 5, 20, 14, 0, 8, and 0. No anomalies were detected
during these tests.

3. Three Arduino. Packet loss was recorded across five
tests, with the number of lost packets being 9, 520, 165,
4, and 285 respectively. Anomalies were also detected
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Table 4: UDS Authentication - Illegitimate
UDS Authentication

Exchange
Explanation

Possibility (1)
ID: 1792, Data: 2701,

DLC: 2
Enabling security access,

black box to ECU.
ID: 1792, Data: 2701,

DLC: 2
Enabling security access,

black box to ECU.
ID: 1792, Data: 2701,

DLC: 2
Enabling security access,

black box to ECU. No
response from ECU.

Possibility (2)
ID: 1792, Data: 2701,

DLC: 2
Enabling security access,

message is from black box
to ECU.

ID: 1792, Data:
670112, DLC: 3

ECU send seed: 0x12.

ID: 1792, Data:
270244, DLC: 3

Black box responds with
key generated from seed:

0x44
ID: 1792, Data: 6702,

DLC: 2
Security access granted,
message is from ECU to

black box.
ID: 1792, Data:

223030303000, DLC: 6
ECU sends firmware

version: 0000. Incorrect
firmware version.

for messages with ID 4, with 4, 8, 2, 1, and 4 anomalous
packets identified in each test.

The black box, handling 1,000 frame per second in single-
Arduino stress tests, showed a significant margin over our
automotive simulation rig’s, Figure 2, where it outputs 493-
514 frames per second (51.4% throughput), suggesting re-
silience to packet loss under simulated loads. This margin
suggests that the proposed black box system is unlikely to
experience packet loss or anomalies under simulated vehicu-
lar network loads. It is vital to understand that the black box
logger is programmed to passively capture all CAN frames in
transit without differentiating between specific ID. However,
while these findings are encouraging, it is crucial to acknowl-
edge that this assumption is based on controlled laboratory
conditions, therefore requires further validation in diverse
real-world scenarios.
Furthermore, the observed anomaly of CAN frames with ID
4 during stress tests holds significant implications for digital
forensic investigations. These anomalous frames can compro-
mise data integrity through false information, obfuscate mali-
cious commands by their unexpected appearance, and distort
established communication patterns, thereby complicating the
accurate reconstruction of events. Hence, it is important to de-
termine the origin of these anomalous frames and to evaluate
whether enhancing the black box logging capabilities could

effectively mitigate such issues.
To minimise vehicle disruption, continuous authentication
should be scheduled during low-activity periods [34] (below
30% bus utilisation). Leveraging non-intrusive UDS diag-
nostics [35], the UDS authentication tests (Table 3) demon-
strated a negligible 1% average bus load increase (5 extra
messages/ECU), preserving real-time performance and ensur-
ing data integrity for forensic investigations.
The third validation is a functional analysis that would demon-
strate the functionality of our proposed approach, although
it is paramount to understand the CAN frame structure in
advance. From [36], it can be concluded that the CAN frame
structure lack timestamp, because it primarily focus on trans-
mission and arbitration. Hence, timestamps should come from
an external source. This practice is reflected in recent auto-
motive research, where artificial intelligence and machine
learning studies routinely augment CAN-logged datasets with
external timestamp data prior to processing, as evidenced by
recent works [37, 38].
Figure 3 shows a typical CAN frame structure, which notably
lacks timestamp data. This fundamental limitation of the CAN
protocol highlights the motivation for our proposed black box.
Key improvement is the integration of timestamps during
data capture (rather than after logging), which preserves exact
event in chronological order. The difference can clearly be
visible when comparing Figure 3 (raw CAN frame without
timing data) and Figure 4 (the proposed black box log with
timestamps). In Figure 4, the last line precisely records when
an attack occurred - a capability missing in standard CAN
frame.

Figure 3: CAN 2.0 Frame [36]

6 Discussion

This study successfully demonstrates a feasible black box sys-
tem for automotive digital forensic readiness. The prototype
effectively integrated ZTA via continuous ECU authentication
and precise time synchronisation, addressing current foren-
sic gaps. Stress testing confirmed robust performance up to
2,000 packets per second, confirming its capability to handle
real-world vehicular conditions.
The results indicate that this black box significantly en-
hances vehicle security and forensic capabilities. Contin-
uous authentication maintains a legitimate ECU inventory
on the CAN bus, while logging provides temporal evidence
of unauthorised modifications or intrusions. The dual time-
synchronisation mechanism provides reliable temporal data,
which is crucial for forensic investigations. These findings
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Figure 4: Log Snippet - Replay Attack

SNIP - GPS:2025-02-14T15:29:57.000Z - Lat:15.487819155 - Lon:23.15166174 - ID: 1792, Data: 2701, DLC: 2
SNIP - GPS:2025-02-14T15:29:57.000Z - Lat:15.487819155 - Lon:23.15166174 - ID: 1792, Data: 670112, DLC: 3
SNIP - GPS:2025-02-14T15:29:57.000Z - Lat:15.487819155 - Lon:23.15166174 - ID: 1792, Data: 270244, DLC: 3
SNIP - GPS:2025-02-14T15:29:57.000Z - Lat:15.487819155 - Lon:23.15166174 - ID: 0000, Data: 2701, DLC: 3

suggest the system improves cybersecurity and strengthens
the legal admissibility of vehicle digital evidence.
The comprehensive logging capabilities of the black box sys-
tem enable forensic investigators to attribute accident cau-
sation with greater certainty. By maintaining records of the
ECU firmware version, CAN bus traffic, and temporal data,
the system can distinguish between the following:

1. Driver-related incidents through logged driver inputs and
vehicle responses, e.g. data from brake and acceleration
control, can reveal if driver inputs were consistent with
the accident scenario;

2. Consistent anomalies or failures in a specific ECU may
indicate manufacturing defects, allowing forensic an-
alysts to trace back to potential design or production
issues;

3. Unauthorized ECU modifications or unexpected be-
haviour in vehicle systems can be indicative of hacking
attempts, with authentication logs providing evidence of
tampering.

This multilayered data collection approach, combined with
guaranteed data credibility through ZTA, provides investi-
gators with reliable evidence for determining accident re-
sponsibility. For instance, sudden brake failure can be traced
to driver error (through input logs), manufacturing defects
(through ECU performance history), or malicious interfer-
ence (through ECU authentication logs).
Unlike existing literature focused on post-collection process-
ing [13, 14, 17, 18], which overlook the possibility of ECU
spoofing during collection, this research addresses the gaps of
legal admissibility and zero-trust architecture in automotive
forensics. The proposed system implements ZTA through con-
tinuous ECU authentication to ensure data source integrity.
Furthermore, integrated time and position data enhance evi-
dential weight, meeting legal admissibility requirements [39].
This forensic readiness approach advances beyond existing
post-collection analysis by authenticating evidence sources
and including temporal data for legal proceedings.
This study holds key implications for both the automotive in-
dustry and digital forensics. For manufacturers, the proposed
black box offers a scalable cybersecurity enhancement with-
out impacting CAN bus performance. For forensic analysts, it
enables reliable collection and verification of digital evidence,
improving investigation accuracy. This dual utility makes the

system a valuable asset for securing automotive networks and
supporting legal processes.
The viability of the proposed system for industrial adoption
can be evaluated against the five key requirements established
by Nowdehi et al. [23]. The following analysis demonstrates
the manner in which the proposed system addresses each
requirement.

1. Cost-effectiveness. A proof-of-concept black box logger
was constructed for less than £120 using commercial
off-the-shelf (COTS) components. Implementation costs
can be further reduced through bulk procurement and
industrial-scale manufacturing.

2. Backward compatibility: The prototype is programmed
to be compatible with CAN 2.0A protocol, supporting
11-bit identifiers. Although theoretically plausible, em-
pirical validation remains necessary for newer CAN pro-
tocols (CAN 2.0B, CAN-FD, and CAN-XL).

3. Support for vehicle repair and maintenance: The sys-
tem’s non-intrusive design ensures minimal impact on
routine vehicle maintenance and repair procedures. The
device operates independently of the existing vehicle
systems and requires no modification to the established
service.

4. Sufficient implementation details: The system is a plug-
and-play architecture, minimising deployment complex-
ity and technical barriers to adoption. This approach
ensures straightforward integration into the existing ve-
hicular CAN networks.

5. System overhead: The authentication mechanism gen-
erates minimal network overhead, utilising a maximum
of five UDS frames per ECU during successful authen-
tication. This represents an insignificant proportion of
the CAN bus channel capacity (520 frames per second),
ensuring a negligible impact on network performance.

7 Conclusion and Future Works

In conclusion, this study addresses the critical gaps in
automotive digital forensics through the development of a
novel black box. By incorporating GPS-based time synchro-
nisation, continuous ECU authentication, and comprehensive
data collection capabilities, the system improves upon the
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existing logging mechanisms. The integration of temporal
and spatial data coupled with authentication mechanism
enhances the credibility and legal admissibility of forensic
evidence. These advancements are particularly valuable in
court proceedings where the reliability of digital evidence
is paramount. Furthermore, the system’s expanded memory
capacity and improved data collection mechanisms provided
investigators with a more complete picture of vehicle-related
incidents. As the automotive industry continues to evolve
towards increased connectivity, forensic capabilities will
become increasingly vital.
While the prototype effectively confirmed the essential
functions of the black box system, certain limitations are
identified and require further exploration. For example, the
simulated environment, although effective for initial testing,
may not fully represent the complexities of real-world
vehicular networks. Future research should focus on three
key areas: logged data integrity and security, memory
modules with high environmental resilience (e.g. crash
resistant), and privacy compliance for handling evidence.
Additionally, long-term reliability assessments under various
operational conditions are crucial for ensuring sustained
performance. These improvements can contribute to a more
robust and trustworthy system that can effectively address the
evolving challenges of vehicle connectivity and cybersecurity.
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