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Abstract

High-definition (HD) maps are essential for autonomous vehi-
cle (AV) navigation, providing detailed road and lane structure
information. However, their static nature makes them vulnera-
ble to tampering, posing significant security risks. This study
systematically categorizes HD map tampering threats and eval-
uates their impact through an end-to-end autonomous driving
simulation using Autoware and AWSIM. By modifying lane
widths in HD maps, we demonstrate how small modifications
can cause AVs to deviate from safe trajectories, affecting both
planning and control. Our findings demonstrate the need for
robust HD map verification, cryptographic validation of map
updates, and a balance between HD map reliance and real-
time perception. The study demonstrates the importance of
securing HD maps to ensure safe and reliable AV operations.

1 Introduction

High-definition (HD) maps serve as a critical component
in autonomous vehicle (AV) systems, providing precise lo-
calization and structured environmental information beyond
what on-board sensors alone can achieve [8]. Unlike real-time
sensor data, HD maps provide pre-processed, high-fidelity
3D representations of road layouts, lane structures, and traffic
regulations to ensure robust navigation and decision mak-
ing. These 3D maps include elevation changes, road slopes,
and detailed structural elements such as bridges and tunnels,
enhancing the AV’s ability to interpret complex driving en-
vironments. Figure | illustrates an example of an HD map,
showing a highly detailed digital representation of an intersec-
tion that helps AVs interpret road structures and navigate safely.
Companies like Waymo rely on HD maps as a prerequisite
for safe autonomous operation, creating detailed maps before
deploying AVs in new areas [4].

However, the static nature of HD maps presents a funda-
mental challenge: they require continuous updates to reflect
real-world changes such as road modifications, new traffic
signs, or lane shifts [6]. Failure to maintain map accuracy,
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Figure 1: Example of an HD map from HERE [8], showing
detailed road and lane structures for autonomous navigation.

whether due to delayed updates or intentional tampering, can
have serious consequences for AV safety.

Unlike adversarial attacks on real-time perception systems,
which primarily affect individual vehicles [9, 23], compro-
mised HD maps pose a systemic risk. Because AVs often
retrieve map data from centralized servers, an attacker who
modifies HD maps at the source can simultaneously affect
all vehicles that rely on that data. This distinguishes HD map
security threats from sensor-specific adversarial attacks, such
as LiDAR spoofing [22] or adversarial patches targeting Vi-
sual SLAM [10], which affect local perception rather than
system-wide navigation.

The potential impact of such discrepancies is not hypothet-
ical; real-world incidents have demonstrated the dangers of
inaccurate map data. In one reported case, a navigation system
guided a vehicle onto a collapsed bridge, resulting in a fatal
accident [16]. A similar risk exists in autonomous driving,
where HD maps play a critical role in route planning and
decision making. If an AV relies on a compromised HD map
containing outdated or maliciously altered information, it may
miscalculate its trajectory and navigate into dangerous areas,
leading to potential accidents. Despite these risks, security
research on HD map integrity remains limited compared to
work on sensor attacks [9,23] or defenses using external map
cross-validation [24].

To address this gap, we define HD map tampering attacks as
deliberate modifications of HD maps intended to mislead AVs.
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This study aims to address the following research questions

(RQs):

o RQ1: What security threats do HD map tampering attacks
pose to autonomous vehicles?

e RQ2: How do HD map tampering attacks affect au-
tonomous vehicle navigation and planning?

To answer RQ1, we systematically analyze HD map tam-
pering techniques and categorize the security threats they
pose. We classify attacks based on the map elements targeted,
the nature of the changes, and their potential impact on AV
operations. This structured analysis provides a foundation for
understanding the risks posed by HD map manipulation. For
RQ2, we evaluate the concrete impact of HD map manipulation
through simulation. Using Autoware [17] and AWSIM [25],the
open-source autonomous driving stack and a high-fidelity 3D
simulator for testing autonomous vehicles, we test the HD
tempering map attacks and analyze their impact on vehicle
navigation. Specifically, we introduce targeted lane width mod-
ifications in HD maps and evaluate the resulting deviations in
planned trajectories and actual vehicle motion.

The main contributions of this study are as follows:

e We establish a systematic framework for analyzing HD
map manipulation threats, classifying attack types and their
impact on AV safety.

e We conduct a simulation-based evaluation of HD map
tampering, demonstrating how specific modifications affect
AV planning and execution.

2 Background and Related Work

2.1 Role of HD Maps in Autonomous Driving

Autonomous driving consists of five core functions: sensing,
perception, localization, planning, and control. HD maps play
a critical role in several stages of this process. Sensing uses
LiDAR, cameras, and radar to collect environmental data.
Perception processes this data using machine learning models
to detect objects and predict their movements. Localization
combines sensor readings with HD map data to estimate the
vehicle’s precise position, often using LiDAR-based point
cloud matching. Planning uses HD map information for route
generation and maneuvering decisions, while control executes
these plans through acceleration, braking, and steering.

Planning in autonomous driving is further divided into three
levels. Mission Planning determines the global route using
static lane information from HD maps. Behavior Planning
ensures rule-compliant decisions such as lane changes and
intersection handling. Motion Planning refines trajectories by
optimizing for safety, comfort, and obstacle avoidance. In each
of these stages, HD maps provide critical data for accurate
and reliable decision-making.

2.2 HD Map Structure and Formats

HD maps consist of multiple layers that provide structured
road information. Elghazaly et al. [13] categorize these into
six layers:
(1) Base Map Layer: Represents fundamental geometric road
features.
(2) Geometric Map Layer: Specifies detailed road geometry,
including lane markings and curbs.
(3) Semantic Map Layer: Encodes lane attributes such as
direction, speed limits, and road types.
(4) Road Connectivity Layer: Defines lane transitions and
road network connections.
(5) Priors Map Layer: Contains historical traffic patterns and
other learned behaviors.
(6) Real-Time Map Data: Provides dynamic updates on traffic
conditions, weather, and road closures.
Together, these layers enable precise localization and informed
planning.

The format of HD maps varies from provider to provider.
OpenStreetMap (OSM) [3] serves as a widely adopted stan-
dard, with extensions such as Lanelet2 [15] tailored for au-
tonomous driving. The Autoware framework [17] relies on
Lanelet2 to represent vector maps, which were used in this
study for HD map modifications.

2.3 HD Map Generation and Maintenance

The creation of HD maps requires highly accurate data collec-
tion. Mobile mapping systems (MMS) equipped with LiDAR,
cameras, and GNSS sensors collect road features that are then
manually processed into map data. Due to the labor-intensive
nature of this process, HD map production remains costly
and time-consuming. To ensure map accuracy, continuous
updates are required [13]. Change detection algorithms com-
pare new sensor data from autonomous vehicles and traffic
infrastructure with existing maps. Identified discrepancies
trigger updates to maintain consistency. While real-time up-
dates are proposed [6], they require a reliable communication
infrastructure, which poses deployment challenges.

2.4 Related Work

Research on HD maps includes aspects such as construction,
security, and updates. Elghazaly et al. [13] and Asrat et al. [6]
provide comprehensive reviews of HD map development and
maintenance. Luo et al. [19] analyze security risks in local-
ization and navigation, highlighting HD maps as a potential
attack vector. Sato et al. [24] propose a defense mechanism
against off-road attacks by cross-checking detected routes with
map data.

Despite these contributions, research on HD map integrity
remains limited compared to adversarial attacks on percep-
tion systems [9,23]. This study aims to address this gap by
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systematically analyzing HD map manipulation threats and
evaluating their impact through simulation.

3 Systematic Analysis of HD Map Tampering
Attacks

3.1 Threat Model

For autonomous vehicles to operate safely, HD maps must
accurately reflect real-world conditions. However, they are vul-
nerable to both intentional tampering and outdated data, lead-
ing to navigation errors and safety risks. Tampering with HD
maps can result in manipulated lane structures, falsified road
connectivity, or altered traffic rules, misleading autonomous
vehicles into unsafe maneuvers. Attackers may introduce in-
correct speed limits, modify stop sign locations, or create
nonexistent roads, potentially causing traffic disruptions or
accidents. Additionally, adversaries could exploit real-time
map updates by injecting false congestion data, diverting ve-
hicles into inefficient or dangerous routes. We assume that
attackers have a detailed understanding of the HD map spec-
ifications and structure, and can pre-identify road segments
that target vehicles are likely to traverse. Direct access to
the vehicle’s internal ECUs or communication buses is not
required; rather, tampering is assumed to be possible through
external interfaces such as the HD map supply chain or online
update pathways. The specific threat models for each attack
scenario are detailed in Section 3.2.

3.2 Tampering Attack Scenarios

We present various HD map tampering attack scenarios:

Supply Chain Attacks. If a trusted source within the supply
chain is compromised, falsified map data can spread to many
autonomous vehicles through shared HD map updates. As
HD maps expand, their management is expected to involve
multiple stakeholders, including government agencies and
private companies [5]. A compromised entity within this
supply chain could introduce falsified map data. Once a trusted
source within the supply chain is compromised, falsified map
data can propagate across various systems that rely on shared
HD map updates. In particular, cloud servers used for map
distribution, third-party mapping services, or even authorized
update nodes may serve as vectors for spreading tampered
information. Given the increasing reliance on real-time map
updates for safe navigation, attacks on the supply chain could
have widespread and persistent effects, compromising the
integrity of autonomous driving systems across broad regions.
Exploiting Update Mechanisms. Attackers can compromise
HD map accuracy by exploiting the map update mechanisms
themselves, both digitally and physically. HD maps are up-
dated by aggregating sensor data from multiple autonomous
vehicles, a process known as map fusion [20]. Attackers can
inject false data into this process by introducing fake road

Table 1: Update Frequency of HD Map Layers.

Layer Update Frequency
Real Time Map Very High (Real-time)
Priors Map High (Every few hours)

Road Connectivity
Semantic Map
Geometric Map
Base Map

Medium (Days to weeks)
Medium (Days to weeks)
Medium (Days to weeks)
Low (Weeks to months)

signs or modifying existing ones, causing incorrect informa-
tion to be incorporated into HD maps. In addition to digital
tampering, attackers can physically alter the environment to
manipulate the sensor input of vehicles collecting map data.
For example, drawing fake lane markings on the road or
placing adversarial patches can deceive perception systems,
leading vehicles to misinterpret the road layout. While Sato
et al. [23]demonstrated such attacks on perception systems,
we suggest that similar methods could also result in incorrect
data being integrated into HD maps during the update process.
These types of physical-world attacks do not require insider
access and exploit known vulnerabilities in camera and sensor
systems.

Manipulating Open-Source Maps. Open-source HD maps
allow external users to modify map data, making them vul-
nerable to malicious tampering by attackers. Some HD maps
rely on publicly available datasets such as OpenStreetMap
(OSM) [6,7]. While these sources reduce costs, they allow
anyone to edit map data. Attackers can modify road attributes
or traffic signs, misleading autonomous vehicles. For exam-
ple, OpenStreetMap (OSM), currently the most widely used
open-source map, has been adopted in various commercial ap-
plications. Uber, for instance, has previously edited OSM data
to improve routing in under-mapped areas. As autonomous
driving systems increasingly adopt such open-source maps for
commercial use, it is expected that more companies will rely
on and potentially contribute to these platforms. Consequently,
systems using editable public maps may face heightened risks
of external tampering in the future, especially as their reliance
on these platforms grows with broader commercial deploy-
ment. This suggests a potential vulnerability in autonomous
driving systems that depend on publicly editable mapping
infrastructure.

3.3 Attack Persistence and Update Frequency

The impact of HD map tampering depends on the update
frequency of each map layer. Table | summarizes update
intervals based on data from the Automotive Edge Computing
Consortium [12]. Tampering in layers with infrequent up-
dates, such as the Base Map, can persist for extended periods,
while modifications in frequently updated layers, such as the
Real-Time Map, can spread quickly and cause immediate
disruptions.
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Figure 2: [llustration of Tampering Attack.

3.4 C(lassification of the Tampering Attacks

We systematically classify HD map tampering attacks based
on affected layers, potential modifications, and their impact
on autonomous vehicle modules. Table 2 categorizes these
scenarios and highlights how different tampering methods can
compromise the safety of autonomous driving. The impact of
HD map manipulation varies depending on the feature targeted
and its role in vehicle navigation and decision making. Lane
and centerline modifications directly affect mission planner
and localization, leading to serious navigation errors such
as unintended lane changes or wrong turns. Manipulation of
road attributes, such as speed limit changes or lane direction
changes, can disrupt behavioral planner, potentially causing
vehicles to accelerate or decelerate inappropriately or violate
traffic laws.

Traffic sign modifications, including falsified locations or
content, can interfere with perception-based decision making,
leading to incorrect responses at intersections, stop signs, or
restricted zones. In addition, the injection of fake real-time
traffic data can mislead vehicles into inefficient, congested, or
even dangerous routes, compromising overall traffic flow and
safety. Because different HD map layers have different update
frequencies and levels of reliability, the persistence and im-
mediacy of these attacks can vary. While some modifications,
such as point cloud manipulation, may have a long-lasting
effect due to infrequent updates, others, such as real-time
traffic data spoofing, can quickly affect multiple vehicles si-
multaneously. Understanding these differences is critical to
assessing risk and developing effective countermeasures.

4 Evaluation of HD Map Tampering Attacks

This section presents a proof-of-concept evaluation of HD map
tampering attacks using an autonomous driving simulation.
Instead of conducting a comprehensive security analysis on
all the possible attacks, we focus on a specific attack, namely
the modification of lane width information, and demonstrate
its impact on AV navigation. We describe the experimental
setup, attack methodology, and evaluation results.

4.1 Experimental Overview

HD map tampering can take various forms, such as incor-
rect lane markings, altered traffic signals, or falsified road
connectivity. Among these, we investigate a simple yet ef-
fective attack: lane width modification, where an adversary
expands lane boundaries in an HD map to manipulate an
AV’s planned trajectory. As illustrated in Figure 2, the attack
aims to mislead the AV’s path planning module into deviating
from its expected route. The AV, relying on the altered HD
map, generates a planning trajectory that could lead it into an
incorrect lane or an unsafe position on the road. We validate
this hypothesis by conducting an end-to-end simulation using
an open-source autonomous driving stack and a realistic urban
driving scenario.

4.2 Experimental Setup

Autonomous Driving Software and Simulator. We use Auto-
ware [17], a widely adopted open-source autonomous driving
stack, to simulate an AV’s decision-making process. To recre-
ate a realistic driving environment, we employ AWSIM [25],
a Unity-based autonomous driving simulator that provides a
high-fidelity representation of urban roads. AWSIM allows
us to test HD map modifications in a controlled setting while
maintaining real-world complexity.

HD Map and Editing Tools. For the HD map, we utilize an
open-source vector map of Nishi-Shinjuku, which includes de-
tailed representations of road geometry, lane structures, traffic
signals, and pedestrian crossings. We modify this map using
Vector Map Builder (VMB) [26], a tool that enables precise
lanelet editing. Specifically, we manipulate lanelet widths
within an intersection, forcing the AV’s planning module to
generate a new trajectory based on the altered lane structure.

4.3 Attack Implementation and Evaluation
Methodology

Our tempering attack on lanes consists of three main steps:
Step 1: Lane Information Modification. The adversary
manipulates the HD map by expanding the width of a selected
lanelet at an intersection. The lanelet, a fundamental unit of
Lanelet2, represents a segment of the road between two lane
boundaries. Lanelet2 is a C++ library widely used in the
Robot Operating System (ROS) ecosystem for handling high-
definition maps in autonomous driving. It provides a flexible
and extensible framework for representing and modifying
road geometries, ensuring consistency across modules such
as perception, planning, and control.

In this experiment, a lanelet measuring 57 meters in length
is modified to induce planning deviations. The modification is
performed using Vector Map Builder (VMB), a tool for editing
Lanelet2-compatible maps. The tampered map is then loaded
into Autoware, where the autonomous vehicle (AV) generates
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Table 2: HD Map Tampering Attacks and Their Impact.

Tampered Feature

Affected Map Layer

Target Module Impact

Geometric Map,
Lane (Addition, Deletion, Deformation) .p.
Road Connectivity

Mission Planner, . . .
L Forcing AVs into incorrect lanes
Localization

Geometric Map,
Centerline (Modification) -p .
Road Connectivity

Mission Planner, L.
o Lane deviation, unsafe maneuvers
Localization

Road Attributes (Speed Limit, Curvature) Semantic Map

Behavior Planner Unsafe acceleration, braking

Road Attributes (Vector Direction, ID) Semantic Map

Mission Planner Incorrect route generation

Traffic Signs (Position Change) Geometric Map

Localization Misleading navigation

Traffic Signs (Addition, Deletion, Content
Change)

Semantic Map

Perception Incorrect traffic rule interpretation

Traffic Information (Fake Data Injection) Real-Time Map

Behavior Planner, . . .
. Routing AVs into congestion or hazards
Motion Planner

Point Cloud (Data Manipulation) Base Map

Localization, . . s
. Disrupting localization accuracy
Behavior Planner

a new trajectory based on the altered lane information. This
manipulation demonstrates how an adversary can exploit
Lanelet2-based map dependencies in ROS to influence AV
behavior.

Step 2: Trajectory Generation in Autoware. The modified
HD map is loaded into Autoware, and the AV is instructed to
navigate through the intersection. The initial position is set
just before the modified lanelet, and the destination is placed
beyond the intersection. The planning module generates a
trajectory based on the altered lane information.

Step 3: Evaluation of Planning and Driving Behavior. We
measure deviations in the AV’s planned path by comparing
trajectories generated under normal and tampered HD maps.
Additionally, we analyze the actual driving behavior in the
simulation, assessing whether the AV crosses lane boundaries
or enters oncoming traffic.

Evaluation of Planning Deviation. To evaluate the impact
of lanelet modifications on planning, we first determine a
threshold for unsafe trajectory deviations based on road width
and vehicle dimensions. Inspired by adversarial backdoor
attack evaluations [21], which introduce hidden triggers to
manipulate model behavior, we define a deviation threshold
th based on the lane width w; and vehicle width w,. In our
study, we investigate how small lanelet modifications can act
similarly, subtly altering the AV’s planned trajectory.

The modified lanelet has a width of approximately 3.0
meters, consistent with standard urban road widths in Nishi-
Shinjuku, the area covered by the HD map we use. The
autonomous vehicle used in our simulation, a Lexus RX450h
2015, has a width of 1.895 meters (w, = 1.895 m). To ensure
that the vehicle remains within its designated lane and does
not encroach on adjacent lanes, we set an allowable deviation
threshold of 14 = 0.5 m.

Next, we systematically expand the lanelet width to w; =
3.5,4.0,4.5,5.0 meters (Figure 3) and evaluate its impact on
the planned trajectory. Specifically, we measure the deviation

¢ at five key locations: starting point of the lanelet(0 m), its
endpoint (57 m), two pedestrian crosswalks, and within the
intersection. To quantify these deviations, we use the Fréchet
distance df, a widely used metric for trajectory similarity
evaluation [11, 14], which is defined as:

dp(P,Q) = Lr’lgtggf}] 1P(a(r)) = QB ey

where || - || represents the Euclidean distance, and the trajec-
tories are given as coordinate sequences P ={p{,p2,...,Pn}
and Q ={q1,92,...,9m}, with @ and 8 being reparameteriza-
tion functions [18].

We then analyze the maximum deviation for each lane

width expansion and examine its correlation with the extent
of lanelet modifications.
End-to-End Evaluation of Simulation-Based Driving Be-
havior. To analyze the full impact of lanelet modifications, we
assess how the simulated autonomous vehicle behaves when
following a trajectory planned using the tampered HD map.
Similar to our planning evaluation, we compute the Fréchet
distance between the vehicle’s actual driving trajectory and the
original trajectory under unmodified conditions. This allows
us to assess how lanelet modifications influence real-time
behavior of the vehicle.

Furthermore, we investigate the impact of adding a cen-
terline to the modified lanelet. In this scenario, the lanelet is
extended into the opposing lane, and a centerline is placed to
guide the AV into the altered path. The centerline is designed
to ensure a smooth transition between lanelets, preventing
abrupt stops along the trajectory.

4.4 Results

Impact on Planning. First, we present the results of the plan-
ning attack. The lanelet width w; was incrementally expanded,
and the deviation ¢ from the planned trajectory was measured

USENIX Association

3rd USENIX Symposium on Vehicle Security and Privacy 311



3.0m (no modified) #

Figure 3: Visualization of lanelet expansion.
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Figure 4: Relationship between measurement locations and
planning deviation d.

at five locations: the start of the lanelet (0 m), its endpoint
(57 m), two crosswalks, and inside the intersection. Figure 4
shows the results. We also computed the Fréchet distance
between the original planning trajectory and the one generated
under each expanded lane width, summarized in Table 3.
The results indicate that when the lane width w; exceeds
4.0 meters, the planning deviation ¢ surpasses the threshold
th =0.5 meters. This suggests that the planned trajectory shifts
in proportion to the lanelet expansion. Consequently, attackers
could induce lane deviation in an autonomous vehicle with
minimal modifications to the lanelet width.
Impact on End-to-End Driving Behavior. Next, we analyze
the effect of planning modifications on the AV’s actual driving
trajectory in simulation. We first consider the case without a
centerline modification. For each lanelet width w;, we compare
the driven trajectory based on the modified planning path with
the trajectory under the unaltered lanelet using Fréchet distance,
as shown in Table 3. The reported values are the average
Fréchet distance over three simulation runs. In the case of
w; = 5.0, the vehicle stopped prematurely due to an unrealistic
planned trajectory, and thus this case was excluded from
Fréchet distance calculations. The relationship between lanelet
width expansion and both planning and driving trajectory
deviations is summarized in Figure 5. Similar to the planning
deviations, the vehicle trajectory deviations increased as wy
increased. In addition, when w; reached 5.0 meters, the vehicle
failed to reach its intended destination and stopped before
completing the route. This suggests that abrupt changes in
lane width can lead to infeasible planning solutions. If an
attacker aims to manipulate an AV’s movement to a target

Table 3: Lanelet width expansion and corresponding Fréchet
distances drp, dre.
w; [m] dpp[m] dpe[m]

3.5 0.5231 0.6049
4.0 0.7590 0.8419
4.5 1.0330 1.0965
5.0 1.2719 -
B expanded width B dpp dre
[m] 20
1.5
1.0
0.0
35 4.0 4.5 5.0 [ml

lanelet width w,

Figure 5: Relationship between expanded lane width w; and
Fréchet distance.

location, simply changing the lanelet width is not enough.
Instead, a gradual change in lane width must be applied to
maintain plausible planning results.

We then evaluate the case where a centerline is added to
the modified lanelet. The resulting vehicle trajectories are
shown in Figure 6. This result indicates that once a centerline
is introduced, the AV strictly adheres to it, meaning that
attackers can use centerline modifications to direct the AV
along specific paths. This demonstrates the need for robust
validation mechanisms to detect and prevent adversarial HD
map modifications.

5 Discussion

Limitations. This study was conducted in a simulation envi-
ronment using Autoware and AWSIM, which are widely used
in both research and commercial autonomous vehicle devel-
opment. While these platforms provide a strong foundation,
real-world conditions introduce additional complexities that
may not be fully captured. Our experiments relied on Autoware
vector maps, but different AV systems may use different HD
map formats, potentially affecting generalizability. Moreover,
the evaluation focused on intersection scenarios, leaving the
impact of HD map manipulation in other environments as
an open question. Further studies should testing additional
platforms and real-world deployments, as well as explore ad-
ditional attack vectors such as traffic sign manipulation and
the balance between reliance on HD maps and real-time lane
detection as a defense strategy. A structured risk assessment
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trajectory [

no centerline with centerline
Figure 6: Comparison of driving trajectories with and without
a centerline (left: no centerline, right: with centerline).

approach should also be considered to better understand the
potential impact of HD map manipulation on autonomous
driving systems.

Simulation versus Reality. While our experiments were con-
ducted using Autoware and AWSIM in a controlled simulation
environment, real-world deployments of autonomous vehicles
face additional challenges. In practice, autonomous systems
rely on sensor fusion from LiDAR, cameras, and radar to
interpret road conditions. This multi-modal perception may
compensate for some map inaccuracies or tampering attempts.
However, under adverse conditions such as snowfall, dust ac-
cumulation, faded or obscured lane markings, or intersections
with discontinuous paint, sensor visibility becomes limited,
increasing reliance on HD map data. Consequently, tampered
or outdated HD maps could have a more severe impact on
vehicle behavior in these contexts than observed in simulation.
This underscores the importance of evaluating map manipula-
tion not only in idealized environments but also under realistic
operating conditions, which we leave as future work.
Generalisability Across Stacks. Tampering vulnerabilities
we identified are likely to affect a wide range of autonomous
driving systems that depend on HD maps. Our findings were
derived from experiments using Autoware vector maps, but
many autonomous driving systems—such as Apollo [1]—im-
plement similar core functionalities that rely on HD maps,
particularly for tasks like path planning and behavior predic-
tion. Regardless of the specific map format (e.g., OSM-based
vector maps, OpenDRIVE [2]), lane-level information and
routing structures are consistent components across platforms.
As HD map standardization progresses, it is likely that map
tampering vulnerabilities will manifest similarly in other sys-
tems that depend on such data. However, the generalizability
of these findings should be approached with caution when
considering systems that do not rely heavily on HD maps. For
instance, Tesla vehicles primarily use real-time perception
rather than detailed map priors, although they still incorporate
basic map data for certain navigation functions. Therefore,
our results are most applicable to map-dependent stacks and
should be interpreted accordingly when extending to systems
with different architectural assumptions.

Countermeasures. To ensure the integrity of HD maps, it
is essential that developers carefully verify map data using

available tools. For example, Vector Map Builder can be used
to check road connectivity and identify inconsistencies prior
to deployment. Strengthening HD map update mechanisms
is also critical. Implementing cryptographic verification and
digital signatures for map data updates can help authenticate
sources and prevent unauthorized changes.

Ethical and Safety Considerations. The threats identified in
this study are not specific to any particular product or system
but stem from the structural characteristics of HD maps and
the general framework of autonomous driving technology.
Going forward, we plan to share our findings with map data
providers and strengthen security measures.

6 Conclusion

This study investigates the security risks of HD map tampering
attacks, where adversaries manipulate map data to mislead
autonomous vehicles (AVs), creating systemic threats beyond
sensor-based adversarial attacks. We categorized HD map
tampering threats based on targeted map elements and their
impact on AV operations, providing a structured understanding
of potential vulnerabilities. Through simulation experiments
with Autoware and AWSIM, we showed that even small modi-
fications to lane widths can significantly alter AV trajectories,
causing unsafe behavior. To mitigate these risks, we discussed
the importance of rigorous HD map verification and enhanced
update mechanisms. Future work should explore additional
attack vectors, refine defensive strategies that balance HD map
reliance with real-time perception, and establish a structured
risk assessment framework. This study contributes to the AV
security by both classifying HD map manipulation threats and
demonstrating the need for robust defenses.
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