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Abstract

The safety of Connected and Autonomous Vehicles (CAVs),
Micromobility devices (e-scooter, e-bikes) and smartphone
users rely on trusting the trajectory data they generate for
navigation around each other. Real-time verification of mobil-
ity data from these devices without compromising privacy is
needed as malicious data used for navigation could be deadly,
especially for vulnerable road users. In this paper, we propose
Secure-FLOATING, a scalable framework leveraging feder-
ated learning and blockchain for nearby nodes to coordinate
and learn to trust mobility data from nearby devices and store
this information via consensus on a tamper-proof distributed
ledger. We employ lightweight Secure Multi-party computa-
tion (SMPC) with reduced messages exchanges to preserve
privacy of the users and ensure data validation in real-time.
Secure-FLOATING is evaluated using realistic trajectories
for up to 8,000 nodes (vehicles, micromobility devices, and
pedestrians) in New York City, and it shows to achieve lower
delays and overhead, thereby accurately validating each oth-
ers’ mobility data in a scalable manner, with up to 75% suc-
cessful endorsement for as high as 50% attacker penetration.

1 Introduction

Connected and Autonomous Vehicles (CAVs) and micromo-
bility devices (e-scooters, e-bikes, etc.) are poised to transform
transportation, promising increased safety, efficiency, and ac-
cessibility. We envision a scenario where CAVs and other
road users, especially Vulnerable Road Users (VRUs), such
as pedestrians with smartphones and e-bike/ e-scooters riders
share their intended trajectories for the next few seconds or
minutes with nearby road users and coordinate navigation
around each other in real time. Imagine a signal-less intersec-
tion with CAVs and other road users safely and seamlessly
navigate around each other by sharing sensory and future
trajectory data with each other prior to crossing the intersec-
tion, thereby communicating intention along the exact speed,
location, and other information needed for intersection cross-

ing. However, nodes will hesitate, unable to ascertain the
intentions of their counterparts, or worse, where malicious
actors could exploit system vulnerabilities. In addition to
faulty sensors, false data generation could mislead the users
relying on it for their real-time navigation decisions around
CAVs, and therefore could lead to deadly consequences. It
is therefore vital need for a robust, reliable, and trustworthy
decision-making framework within the CAV ecosystem.

Current trust models, often centralized in nature are in-
adequately designed for such networks. Centralizing vast
amounts of sensitive mobility data creates a prime target
for attacks and privacy breaches, while relying on a single
point of authority introduces a dangerous single point of fail-
ure. Furthermore, the opaque nature of centralized models
leaves room for manipulation, potentially compromising the
integrity of the entire network. Stronger anonymization and
encryption techniques can achieve strong privacy but reduce
the usefulness of the data in time and safety-critical scenar-
ios due to their complexity and time consuming computation
involved resulting in high computation and communication
overhead. Moreover, such approaches focus solely on privacy
preservation and ignore the data trustworthiness challenge
with no method to detect or mitigate impact of faulty or com-
promised sensors generating misleading information resulting
in dissemination of incorrect or manipulated information.

We introduce Secure-FLOATING: Federated Learning for
Optimized Automated Trust ING, a blockchain-based plat-
form as a paradigm shift in trust establishment for real-time in-
teractions regarding navigation between CAVs and other road
users to collaboratively learn representation of each others mo-
bility locally without revealing data. It is a novel synergistic
combination of Verifiable Federated Learning (VFL), Secure
Multi-Party Computation (SMPC) as a scalable and privacy-
aware technique targeted at real-time validation of mobility
data from CAVs and other devices through a blockchain based
consensus, ensuring safety of road users. However, doing so
in real-time is challenging due to the increasing computa-
tion and communication overhead of SMPC, the consensus
process along the frequency of model aggregation rounds in
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federated learning, in addition to the complexity of underlying
prediction models. Secure-FLOATING is a lightweight solu-
tion to minimize this overhead from multiple aspects. First,
the choice of a simple addition-based function for SMPC,
although Secure-FLOATING is not limited to addition-based
function and a complex function could be used based on the
application requirements. Second, we suggest lightweight
models for the predictions of trajectories and show that such
models perform comparable with relatively complex ones,
without the added computation overhead measured in FLOPs.
Third, our theoretical analysis shows that Secure-FLOATING
is scalable with linear increase in overhead with the increase
in network size (number of nodes), while ensuring privacy
guarantees. and finally, we are the first ones to set the basis for
reducing message exchange rounds for the SMPC, consensus
process, and model updates in federated learning to further
reduce communication overhead.

The paper organization is such that the following sec-
tion discusses the related work and positions the novelty of
our contribution. Section 3 describes the proposed Secure-
FLOATING platform, followed by a comprehensive theoret-
ical analysis in Section 4. Section 5 evaluates the platform.
Section 6 concludes the paper.

2 Related Work

Federated learning (FL) has been explored for trust model
building in CAVs [12, 16]. FL enables collaborative learning
while keeping data local to each vehicle, enhancing privacy.
However, existing FL-based trust models often lack robust-
ness against malicious participants and do not provide formal
guarantees on the security of the aggregation process [4]. VFL
extends traditional FL by incorporating mechanisms to verify
the correctness of model updates contributed by individual
clients [11]. Zero-knowledge proofs (ZKPs) have been widely
used in VFL to enable verification without revealing the ac-
tual model updates [3,17]. However, existing VFL approaches
primarily focus on general machine learning tasks and may
not be optimized for the specific challenges of trust model
building in CAVs, such as handling heterogeneous data dis-
tributions, ensuring robustness against specific attacks (e.g.,
Sybil attacks), and incorporating real-time validation of data
like inter-vehicle distances.

SMPC has been utilized in various domains for privacy-
preserving data aggregation and analysis [5]. In the context
of CAVs, SMPC has been proposed for secure intersection
management [13] and cooperative perception [10], while [6]
proposed secret sharing in federated learning, the threat model
is different where the authors simplify assumption of consid-
ering an "honest but curious" node instead of a malicious one.
We target real-time validation of malicious data shared among
vehicles leveraging blockchain or distributed ledger for tasks
that are time sensitive, such as navigating safely around each
other. Nevertheless, traditional SMPC based approaches suffer

from their complexity and overhead making them unsuitable
for real-time safety-critical applications where split-second
decision- making is paramount on resource constrained CAVs,
thus, facing a trade-off between achieving privacy vs. utility
at scale.

We propose a novel framework with lightweight addition-
based SMPC integrated with VFL as a secure consensus-
based trajectory validation mechanism to achieve decentral-
ized, privacy-preserving, and robust trust establishment. This
is critical for the safety of road users, where wrong trajec-
tory estimation could have fatal consequences, specially on
VRUs. One of the biggest challenge currently to achieve real-
time requirements is to reduce the time in computing the
functions used in SMPC. The use of addition-based SMPC
is to leverage and show a simple (linear) function for nodes
to compute in order to comply to real-time requirements of
the application towards a lightweight validation. However,
Secure-FLOATING is not limited to an additive function and
a more complicated function could be used with different time
requirements depending on the complexity of function, where
the time it takes to run the function is proportional to its com-
plexity. There exist no paper in the literature to address real-
time CAVs data validation, critical for time-sensitive safety
applications for CAV. Secure-FLOATING is the first trust
model that goes beyond traditional offline cyber attack detec-
tion solutions in CAVs with simple assumptions and threat
models and instead targets real-time malicious data validation
in a scalable manner, evaluated on realistic trajectory data
involving 8,000 connected vehicles in New York City.

3 Secure FLOATING Framework

3.1 System Overview
The system model considers a set V = {v1,v2, ...vn} repre-
senting nodes (i.e. CAVs, micro-mobility sources, pedestrians
with smartphones, etc. ) in the wireless communication range
of each other. The communication range can differ depend-
ing on the underlying wireless communication technology.
For ease of implementation, the communication model be-
tween nodes we assume considers but not limited to wire-
less short range communication technologies such as the
2.4/5GHz IEEE 802.11 standard or 5.9 GHz Cellular Vehicle-
to-Everything (C-V2X) recently adapted by US DOT for V2X
communication.

We define a node v trajectory as, Cv(l, t) =<
(l1

v , t
1
v ),(l

2
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v ) > with sequence of locations,
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v , .. at times t1

v , t
2
v , .., respectively. The location informa-

tion composed of the geographical latitude and longitude
lv = (latv, lonv) as GPS coordinates. We assume nodes
are synchronized to a common (GPS) clock with the time
T = {t0, t1, t2, ...} as consecutive time instants t0, t1, t2... and
so on. We consider, at time t0, a set of nearby nodes, v1,v2,v3,
exchange sequence of trajectories Cv1 ,Cv2 ,Cv3 , representing
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the location points they intend be at in the next few time
instants t1, t2.. to coordinate safe navigation around each
other.

Threat Model: The threat model we consider is compro-
mised node v’s trajectory data Cv(l, t), resulting in either
the node generating fake or malicious trajectories that when
shared with nearby vehicles for real-time navigation decisions
could lead to deadly consequences. To address this, we define
a blockchain based zero trust protocol for nearby nodes to ver-
ify trajectory data shared by nearby nodes and endorse each
others trajectories at regular time intervals on a distributed
ledger, where the frequency at which they are endorsed de-
pending on the application and resource consumption require-
ments, however, we consider it to be less frequent in order to
conserve the computing and communication resources on the
nodes.

blue Blockchain technology, despite its recognized compu-
tational and communication overheads, is a deliberate de-
sign choice for Secure-FLOATING. In safety-critical ve-
hicular networks, the guarantees of data immutability, au-
ditable transparency, and decentralized consensus for trajec-
tory validations are important for establishing a resilient
and trustworthy shared understanding of mobility interac-
tions, especially when considering the severe consequences of
safety-related decisions based on unverified or malicious data.
Secure-FLOATING mitigates the associated costs through
a lightweight design, including efficient consensus and opti-
mized data handling. The blockchain model we consider is a
permissioned blockchain where nodes are authenticated prior
joining the network using state of the art public/private key
based authentication or a similar encryption mechanism, how-
ever, developing such system is out of the scope of the paper.
We employ the Inter Planetary File System (IPFS) [1], a dis-
tributed storage system for the nodes to store the endorsement
information on an immutable distributed ledger. Interested
readers can refer to [7] [8] for Reinforcement Learning (RL)
based optimized frequency of endorsements and updates on
the distributed ledger or blockchain.

blueOur primary threat focus is on data integrity attacks
perpetrated by authenticated nodes that may become com-
promised or act maliciously by disseminating fake or mis-
leading trajectory data Cv(l, t). The potential for such internal
threats to cause hazardous situations is the central concern
Secure-FLOATING aims to mitigate. While other significant
vehicular network threats such as Sybil attacks, network-level
denial-of-service (such as jamming), or sophisticated collu-
sion attacks are acknowledged, they are considered orthogo-
nal to the core problem of real-time trajectory data validation
addressed herein and are thus outside the immediate scope
of this paper’s threat model. The permissioned nature of the
blockchain and the prerequisite of node authentication serve
as foundational layers that mitigate certain external unautho-
rized access threats.

3.2 Verifiable Federated Learning
bluePrivacy preservation is a foundational principle in Secure-
FLOATING, realized through a multi-layered strategy. Firstly,
by employing Federated Learning (FL), the framework en-
sures that sensitive raw trajectory data (Cvi) remains local-
ized on each participating node; only abstracted model up-
dates (θvi) are candidates for sharing. Secondly, to safeguard
these model updates themselves against potential inference
attacks during the critical aggregation phase, we integrate a
lightweight Secure Multi-Party Computation (SMPC) proto-
col. This protocol, based on additive secret sharing as detailed
below, ensures that individual contributions to the global
model are obscured. The privacy mechanism is further for-
tified by the incorporation of calibrated noise, enabling the
aggregated model updates to satisfy formal (ε,δ)-differential
privacy guarantees, as rigorously proven in Theorem 4.1 and
Appendix A.1.

We employ federated learning for the verification of trajec-
tories enabling each node to locally run lightweight models
leveraging a local representation based on its own data to
predict corresponding future trajectories of nearby vehicles
(i.e. at times t1, t2... > t0) and endorse the node as trustworthy
if the predicted trajectories match the shared one within an
acceptable margin or error.

The local prediction models at a node vi train to minimize
the loss function as:

θvi ← θvi −η∇θvi
L(θvi ,Dvi)

where, θvi represents local model parameters for node vi, η

is the learning rate and ∇θvi
L(θvi ,Dvi) represent the gradient

of the loss function L for node vi, computed using its local
dataset Dvi .

The global model aggregation (FedAvg or similar) of the lo-
cally trained models from different node is regularly updated
on the blockchain as:

θglobal ←
∑vi(nviθvi)

∑vi nvi

where, θglobal represents the global model parameters and nvi

are the number of samples from node vi.
We present a Verifiable Federated Learning (VFL) ap-

proach using SMPC to avoid the model updates (i.e. gradients)
from being manipulated by the nodes. Each node splits the
local model updates θvi into shares svi1

, svi2
... svik

, for k nodes.
The shares are generates such that θvi = svi1

+ svi2
... + svik

,
and any subset of less than k shares reveals no information
about θvi . The node vi sends share si j to neighboring node
v j. Each node v j sums up the share it received from all other
nodes to get the aggregated model update θv j = ∑vi svi j . Finally
each node v j sends its aggregated share θv j to the blockchain
to obtain the global model update:

θglobal = ∑
v j

θv j
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We consider all nodes participating in the SMPC based
VFL approach employ the same model to ensure consistency
in representing model updates, however the exact prediction
model the nodes agree to use could vary since an application
could require different methods of predicting trajectories of
nearby nodes. For instance, a vehicle can use GPS and/or other
sensors data (LiDARs, cameras, etc.) to observe neighboring
node and predict its next coordinates. Similarly, a node could
use part of the currently shared trajectories or the history of
the previously shared trajectories to predict what the future
trajectories would be for a given node in its surroundings.
We leave the choice of the prediction algorithm open, as the
success of Secure-FLOATING is independent of the under-
lying prediction algorithm, though we prefer simple models
compared to resource intensive ones.

Addition-based SMPC: To better understand the above
SMPC protocol for model updates sharing, we describe a toy
problem for a simple addition based secure multi-party com-
putation function below. Consider three nodes, v1,v2,v3, with
reference distances between v1 d(v1,v1) = 0, d(v1,v2) = 5.5
and d(v1,v3) = 4.5, where v1 is the consensus initialization
node. The addition-based encryption in node v1 splits 0 ran-
domly into−1,1 and 0. It keeps−1 and sends 1 to v2 and 0 to
v3 respectively. Similarly v2 splits its distance 5.5 randomly
into 2,3 and 0.5. It sends 2 to v1 keeps 3 at v2 and sends 0.5
to v3. Node v3 randomly generates 5, −1 and 0.5, sends 5 to
v1, −1 to v2 and keeps 0.5. The node v1 computes the sum of
−1,2, and 5 as 6, v2 computes the sum of 1,3, and −1 as 2,
and v3 computes the sum of 0,0.5,0.5 as 1. The three nodes
exchange each other’s computed sum resulting in a total sum
of (6+2+1 = 10), with a function to compute mean value of
3.33. The nodes then exchange the mean value among them-
selves, where a match in values at each node would serve as
validation of the transaction. In case any of these values differ
at the nodes, the consensus process is considered void, and
the corresponding nodes are untrustworthy.

Secure-FLOATING will work with any function computed
and matched among peers, and therefore we leave the choice
of the function open to the specific application/ use case where
simple functions are preferred to reduce complexity.

3.3 Endorsement on Distributed Ledger

The workflow for the endorsement process via consensus is
summarized as follows:

Step 1. Each node exchanges future trajectory Cv with
neighboring nodes in its wireless communication range.

Step 2. It employs a lightweight federated learning model to
predict future trajectories for each of its neighboring nodes by
levering either the on-board sensors, or the trajectories shared
by the neighbor using the global model gradients (θglobal)
retrieved from the distributed ledger.

Step 3. It compares the predicted trajectories with the ones
shared by the neighbor v j between two time instants or the in-

terval ∆t = [t0, tl ], and if the difference is within an acceptable
threshold ω, it endorses the truthfulness of the corresponding
neighboring node.

1
|∆t| ∑

∆t∈[t0,tl ]
Cv j(l, t)[shared]−Cv j(l, t)[predicted]≤ ω

Step 4. It splits the model updates (θvi) using SMPC and
exchanges shares of it with neighbors running the same feder-
ated learning model.

Step 5. It combines the shares of the model updates received
from neighboring nodes and updates the distributed ledger
(IPFS) with the global model along the node IDs of the nodes
for which it endorsed the respective trajectories.

Step 6. To reach consensus, the aggregated model updates
from nodes for whom the majority of neighbors (51%) en-
dorsed the trajectories is updated as the global model on the
distributed ledger along storing the respective node IDs.

blueThe consensus mechanism in Secure-FLOATING
serves a dual purpose. Firstly, it facilitates an agreement on
the veracity of individual nodes’ shared trajectories through a
process of collective, peer-to-peer verification (as detailed in
Step 3 of the endorsement workflow). Each node vi predicts
and compares the trajectory of a neighbor v j, and this local
verification contributes to a collective assessment. Secondly,
consensus is pivotal in deriving a robust global federated
learning model. Specifically, the global model (Step 6) is ag-
gregated exclusively from local model updates (θvi ) submitted
by nodes whose shared trajectories Cvi have been successfully
endorsed by a predefined majority (e.g., 51%) of their ob-
serving peers. This ensures that the collaboratively learned
global model is founded upon behaviors and data that the
network collectively deems trustworthy, effectively filtering
out contributions from nodes whose observed actions deviate
significantly from their declared intentions.

4 Theoretical Analysis

Theorem 4.1. (Privacy Guarantee) Let (ε > 0) be a pri-
vacy budget and (δ > 0). Under our proposed SMPC ag-
gregation protocol using addition-based secret sharing, the
aggregated model update satisfies ((ε,δ))-differential privacy.

Proof. (Appendix A.1)

Theorem 4.2. (Scalability Analysis) Each node (i) shares
trajectory with (n− 1) nodes, (ii) exchanges secret shares
with (n−1), and subsequently updates the distributed ledger
with a single message, therefore, the total communication
overhead for n nodes in the network is represented by the
function f (n) = (n−1)+(n−1)+1 = 2n−1, which exhibits
a linear growth with respect to n.

Proof. (Appendix A.2)
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5 Experimental Evaluation

Dataset: To evaluate the effectiveness and practicality of the
proposed Secure-FLOATING platform, we used realistic tra-
jectories generated from real nodes in the New York City
connected vehicles pilot project [14] comprising of around
8,000 vehicles as our training data. An open-source micro-
scopic traffic simulation software, SUMO [9], and its internal
extension API, Traffic Control Interface (TraCI) [15] are used
to generate trajectories. SUMO can simulate intricate and real-
istic vehicular driving behavior as well as traffic performance,
while TraCI enables online interaction with the primary sim-
ulation by connecting external applications to SUMO via
sockets. The studied area encompasses a 1.6-mile stretch
on Flatbush Avenue between Tillary Street and Army Plaza,
recognized as one of the US DOT Connected Vehicle Pilot
Program test sites located in Brooklyn, New York. The sim-
ulation parameters, such as acceleration rate, minimum gap,
reaction time, distribution of different types of vehicles, and
spatial and temporal features of local traffic flow, are regarded
as random variables. They are calibrated as probability distri-
butions founded on real trajectory data extracted from drone
and CCTV camera videos, as well as actual local traffic data.
We considered the area between Fulton Street and DeKalb
Avenue to analyze high traffic volume and capture significant
urban driving behavior. The simulation time is divided into 72
segments, each consisting of 100-second intervals for a total
of two hours duration. Mobility data for the heterogeneous set
of nodes (comprising passenger cars, trucks, buses, e-bikes)
are generated for the selected road section and time duration.

The trajectory data from SUMO is fed into an open source
network simulator (NS3) to implement the wireless network
among nodes, where different network configurations are de-
fined to account for the number of neighbors in each other’s
wireless communication range based on their coordinates. We
consider the communication range of 100 meters to define
the neighbors for a node, i.e. nodes with coordinates that
are within 100 meters are considered neighbors, however we
varied the range from 50-300 meters to understand potential
impacts and uncertainty from the wireless communication
medium. The temporal neighbors are defined as the nodes
that are within this communication range for at least 5 sec-
onds. The rationale for this is to ensure nodes stay in each
others communication range for a sufficient amount of time
to complete the endorsement process.

Baseline: Secure-FLOATING is not limited to a partic-
ular model and different machine learning models can be
used for trajectory prediction. Although we recommend using
lightweight models for their low computational complexity
and lower delays, we compared an array of models, consider-
ing simple models such as vanilla RNN, LSTM, GRU, as well
as complex models such as the Transformer (Informer [18])
and image based Object Detection with Assistance (ODA)
models such as YOLO [2] for nodes to predict trajectories of

nearby nodes to evaluate a variety of techniques for trajectory
prediction, where nodes run each model with and without
SMPC based VFL to highlight its benefits.

For the network overhead of message exchanges between
node, we configured message sizes of 1kb and 100kb to be
exchanged between nodes at different frequencies, notably,
every 1 second, 10 seconds and 1 minutes respectively. Secure-
FLOATING can also adapt RL-based adaptive approach [8]
to the message exchanges for consensus, however, to demon-
strate the low complexity, we are using fixed message sizes
and frequency of exchanges between nodes endorsing each
other’s trajectories. For a similar reason, we considered four
network configuration, neighborhoods of 5, 10, 30 and 50
nodes endorsing each others trajectories as we believe in-
creasing the number of nodes endorsing each other will further
increase the complexity.

Metrics: The key metrics we consider to evaluate all mod-
els in Secure-FLOATING are Mean Absolute Error, train-
ing time, accuracy in correct neighbors trajectory prediction,
Floating Operations Per Second (FLOPs) and CPU utilization.
The metric used for scalability analysis is the overhead com-
puted with the increase in the network size, with varying mes-
sage size (1kb,100kb) and exchange frequency (1s,10s,1min)
as described above.

All data preparation and model runs are conducted on an
Intel(R) Core(TM) i7-7700HQ CPU @ 2.80GHz Processor
with 16 GB of installed RAM. The training and test data as
well as models are optimized to train on a single NVIDIA
1670 GPU with 8 GB of VRAM made possible with PyTorch’s
CUDA toolkit version 11.8. All model runs are conducted
with a Windows 10 operating system utilizing Python version
3.6. The machine learning framework used is PyTorch 1.13.1
with CUDA version 11.6.

Results

Model MAE Accuracy
LSTM 6.3 93.91
RNN 7.2 92.29
GRU 6.1 95.37

Transformer 0.7 99.53
ODA 6.2 99.75

Table 1: Mean Absolute Error

Table 1 show the MAE results and accuracy of each model
for the trajectory prediction. By comparing the predicted tra-
jectories with the ground truth data, we observed consistently
low MAE values across various models. This indicates that
our lightweight models are fully capable of generating highly
accurate predictions, thus instilling confidence in their reliabil-
ity for node trajectory prediction tasks. blueA key operational
parameter in Secure-FLOATING is the trajectory endorse-
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Model Sequence Length Params FLOPs CPU Util. %
LSTM 480 335.49K 43.34 57.7
RNN 480 83.97K 10.78 6.4
GRU 480 251.65K 32.54 50.8

Informer 96 32.3M 59.12 92.2
ODA 480 7.5M 49.40 78.79

Table 2: Model parameters

Model n=1 n=5 n=10 n=30 n=50 n=100
VFL-LSTM 12.32 12.43 13.38 15.45 16.58 17.01

LSTM 7.03 31.12 66.34 202.56 340.42 699.87
VFL-RNN 11.87 12.01 12.79 13.93 15.45 16.38

RNN 7.06 38.92 64.25 197.10 336.08 712.99
VFL-GRU 11.65 12.27 13.03 14.45 15.01 15.66

GRU 7.09 31.20 62.90 195.26 344.69 687.38
VFL-Informer 25.38 26.83 30.03 32.88 35.54 39.77

Informer 14.10 90.90 191.50 583.20 971.40 1944.50

Table 3: Training time: ML versus VFL, 1-100 nodes

MAE 1 5 10 30 50 100
VFL 6.43 6.57 6.73 6.19 6.34 6.69

Vanilla ML 6.24 13.63 20.88 13.4 26.96 21.71

Table 4: MAE: ML versus VFL, 1-100 nodes

ment threshold, ω, used in Step 3 of the endorsement process.
This threshold dictates the maximum allowable deviation be-
tween a node’s predicted trajectory for a neighbor and the
trajectory shared by that neighbor. The optimal setting for
ω is application-specific and would typically be determined
through empirical calibration, considering factors such as in-
herent sensor inaccuracies, typical environmental conditions
affecting perception, and the desired trade-off between sensi-
tivity to anomalies and tolerance for benign variations. The
Mean Absolute Error (MAE) values reported in our exper-
imental evaluation (Table 1) offer insight into the practical
magnitudes of such differences observed with various predic-
tion models, thereby informing the selection range for ω.

Moreover, we delved into the computational efficiency of
Secure-FLOATING by comparing different models and exam-
ine the floating point operations per second (FLOPs) metric
(Table 2). FLOPs serve as a measure of the number of floating-
point operations required to perform the prediction task. Our
findings revealed that the lightweight models employed in
Secure-FLOATING exhibited significantly reduced FLOPs
compared to their more complex counterparts. This reduc-
tion in computational complexity translates to improved effi-
ciency and reduced resource consumption, which is a crucial
consideration for real-time trajectory prediction in resource-
constrained CAVs where E-CAVs are emerging as clear win-
ners in this domain with limited battery constraints.

To further investigate the resource utilization, we assessed
the CPU utilization in Table 2 during the prediction process.

Remarkably, the lightweight models demonstrated efficient
utilization of CPU resources, resulting in lower computational
demands. This implies that the models are well-suited for
deployment on hardware with limited processing capabilities.
The ability to achieve accurate trajectory prediction while
utilizing fewer CPU resources highlights the practicality and
scalability of our approach.

Table 3 compares the training time (in seconds) for VFL
models against the same models running on the nodes with-
out the SMPC. We clearly see a reduced training time for
the SMPC-based VFL, scaling up to 100 nodes. This indicate
Secure-FLOATING effectiveness in performing real-time pre-
dictions and endorsements of trajectory data. Furthermore,
we analyzed the MAE with respect to the increase in network
size to 100 nodes for Secure-FLOATING, in comparison to
individual nodes running models without federated learning
shown in Table 4. Although MAE is low for small network
sizes, but the effectiveness of SMPC-based VFL is clearly
shown for a network size of 100 nodes predicting and en-
dorsing trajectories of neighboring nodes. This proves the
scalability of the proposed Secure-FLOATING platform in
accommodating large number of nodes.

In Figure 1a, we analyze the overhead in terms of the num-
ber of bytes to better understand the scalability for message
exchanges (communication rounds). We consider two sizes
(1kb, and 100kb) for the message comprising the trajectories
as well as the shares of the model updates, with the frequency
of every 1 second, 10 seconds and 1 minute. We clearly see
that using small message size has negligible overhead, while
the overhead for the message size of 100kb varies, and ex-
changes messages every second yields the worst performance.
Therefore, we recommend less frequent exchanges between
nodes for both the trajectory and the model updates divided
among nodes to ensure lower complexity and higher scal-
ability. Finally, Figure 1b show the robustness of Secure-
FLOATING with increase in perturbation of node trajectories
as attacker ratio vs. successfully flagging of nodes as mali-
cious, compared with different wireless communication range
defining a neighborhood. We observe, as the ratio of nodes
sharing compromised trajectories increases, the nodes suc-
cessfully endorsed as "Trusted" decreased. The performance
of Secure-FLOATING evaluated for different communication
ranges also proves its robustness, where despite the nodes
being far from each other (up to 300m) and a higher attacker
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(a) Overhead comparison (b) Robustness against attacker comparison

Figure 1: Overhead and Robustness comparison

ratio of 0.5, we are able to successfully endorse around 75%
of the nodes in the network. blueThe adaptive adversarial
robustness of Secure-FLOATING is an emergent property
of its core design rather than a reactive mechanism that dy-
namically alters parameters. The system’s resilience is built
upon two key pillars: (i) localized, independent trajectory ver-
ification performed by each node for its neighbors, and (ii)
a majority-rule consensus mechanism for the final endorse-
ment of trajectories and inclusion of corresponding model
updates in the global model. This distributed validation and
consensus process allows Secure-FLOATING to effectively
identify and isolate the influence of nodes providing mali-
cious or inconsistent data. Consequently, the system exhibits
a graceful degradation in overall trust endorsement rates as the
proportion of adversarial nodes increases as demonstrated in
Figure 1b rather than experiencing a catastrophic failure. This
inherent filtering capacity ensures continued operation and re-
liable trust assessment even in environments with significant
adversarial presence.

Results show reduced computational and communication
overhead to make Secure-FLOATING work in real-time appli-
cations in resource-constrained environments such as CAVs.
We leveraged SMPC function that is simple to compute for
nodes in a timely manner, where addition-based functions
are relatively less complex than multiplication based or other
functions. Also, the idea of employing lightweight machine
learning models for predictions in the validation process is
proven to be effective, where our results have shown the effec-
tiveness of simple RNNs and LSTM based models to achieve
acceptable results compared to relatively complex transformer
based models on time series data.

blueSecure-FLOATING demonstrates adaptability through
its consistent and robust performance across a spectrum of
operational conditions. As shown in our experimental evalua-

tion, the framework maintains its efficacy despite variations in
network size (up to 8,000 nodes simulated, with detailed anal-
ysis up to 100 nodes), inter-node communication range (50m-
300m), and the frequency/volume of message exchanges. Fur-
thermore, its ability to sustain high trajectory endorsement
success rates (around 75% even with 50% attackers at a 300m
range) in the presence of a significant ratio of adversarial
nodes highlights its resilience and practical applicability in
dynamic and potentially hostile vehicular environments. The
modular design also allows for the integration of different tra-
jectory prediction models, catering to varying computational
resources and accuracy requirements.

6 Conclusions

We proposed Secure-FLOATING, a novel framework for de-
centralized trust establishment in real-time for CAVs and other
nodes navigating around each other. We propose (1) a tailored
VFL algorithm that preserves privacy while ensuring the in-
tegrity of model updates through zero-knowledge proofs, (2)
SMPC protocol for secure model aggregation with rigorous
privacy guarantees, and (3) a scalable and secure blockchain
based consensus mechanism for trajectory validation with
provable linear complexity making it not only theoretically
sound, as demonstrated by formal proofs for privacy, security,
and scalability, but also practically effective, as evidenced
by our extensive evaluation based on real-world data from
New York City. Results show that Secure-FLOATING is an
efficient trust model in terms of accuracy, privacy preserva-
tion, robustness, and scalability and represents a significant
step towards the development of trustworthy and reliable au-
tonomous transportation systems.
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A Full Proofs

A.1 Proof of Theorem 4.1
Notations. (n): Number of participating nodes, (θvi ∈Rd): Lo-
cal model update (gradient vector) of node (vi), (θglobal ∈Rd):
Global model update (aggregated gradient vector): (θglobal =

∑
n
vi=1 θvi), (∆θglobal): The (ℓ2)-sensitivity of the aggregation

function: (∆θglobal = maxvi |θvi |2), (Lap(λ)): Laplace distri-
bution with scale parameter (λ), (M(D)): The output of the
MPC aggregation protocol on dataset (D), (D,D′): Neighbor-
ing datasets differing in a single node’s trajectory data.

Sensitivity Analysis: The aggregation function is simply
the sum of model updates. The sensitivity, (∆θglobal), is the
maximum change in the output (aggregated update) caused
by changing a single node’s input (local update). Since we are
using the ℓ2 norm to measure the distance between updates,
the sensitivity is the maximum ℓ2 norm of any individual
update:

∆θglobal = max
vi
∥θvi∥2

Noise Addition and Aggregation: In our SMPC protocol,
each node vi adds Laplacian noise with scale (λ = ∆x/ε) to
its model update before secret sharing:

θ̃vi = θvi +Lap(∆θglobal/ε)

The noisy model updates are then aggregated on the dis-
tributed ledger as:

θ̃global =
n

∑
vi=1

θ̃vi

Privacy Analysis: Let (S⊆ Rd) be any subset of possible
outputs. Consider (M(D)) as the output of the MPC aggrega-
tion protocol on dataset (D), we want show that:

Pr[M(D) ∈ S]≤ eεPr[M(D′) ∈ S]+δ

We start by analyzing the probability density functions (PDFs)
of the Laplace distribution. For any (z ∈ Rd), the PDF of a
Laplace distribution with scale parameter (λ) is:

pd fLap(λ)(z) =
1

2λ
exp(−∥z∥1/λ)

where (|z|1) is the (ℓ1) norm of (z).
Now, consider the probability density of the noisy aggregate

(θ̃global) given dataset (D). Since the noise added to each (θvi)
is independent, we have:

Pr[M(D) = θ̃global ] =
n

∏
vi=1

pd fLap(λ)(θ̃vi −θvi)

Similarly, for the neighboring dataset (D’), which differs from
(D) in only one node’s data (say, node k), we have:
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Pr[M(D′)= θ̃global ] = pd fLap(λ)(θ̃vk−θ
′
vk
)∏

i̸=k
pd fLap(λ)(θ̃vi−θvi))

Taking the ratio of these probabilities, we get:

Pr[M(D) = θ̃global ]

Pr[M(D′) = θ̃global ]
=

pd fLap(λ)(θ̃vk −θvk)

pd fLap(λ)(θ̃vk −θ′vk
)

Applying Laplace PDF Properties: Substituting the
Laplace PDF, we get:

Pr[M(D) = θ̃global ]

Pr[M(D′) = θ̃global ]
= exp

(
∥θ̃vk −θ′vk

∥1−∥θ̃vk −θvk∥1

λ

)
Using the triangle inequality, we can bound the numerator:

∥θ̃vk−θ
′
vk
∥1−∥θ̃vk−θvk∥1≤∥θvk−θ

′
vk
∥1≤

√
d∥θvk−θ

′
vk
∥2≤

√
d∆θglobal

since (| · |1 ≤
√

d| · |2) for any vector in (Rd).
Therefore:

Pr[M(D) = θ̃global ]

Pr[M(D′) = θ̃global ]
≤ exp(

√
d∆θglobal/λ)

Setting Noise Level: To ensure (ε,0)-differential privacy,
we need this ratio to be at most (eε). Thus, we set the noise
level as:

λ =

√
d∆θglobal

ε

Accounting for δ: Since the Laplace distribution has expo-
nential tails, there’s a small probability δ that the noise doesn’t
sufficiently mask the difference between datasets. To account
for this, we use the advanced composition theorem of differen-
tial privacy, which tells us that after T rounds of aggregation,
the overall privacy guarantee becomes (ε′,δ′), where:

ε′ =
√

2T ln(1/δ)ε+T ε(eε−1), δ′ = T δ We can choose
ε and δ for each round appropriately to guarantee the desired
(ε’, δ’) privacy for the entire process.

Therefore, we conclude that the MPC aggregation protocol
satisfies (ε, δ)-differential privacy.

A.2 Proof of Theorem 4.2 (By induction)
Base Case (n = 1): The function holds true for the initial
value: ( f (1) = 3(1)−2 = 1).

Inductive Hypothesis: Assume the function holds true for
an arbitrary positive integer k, i.e., ( f (k) = 3k−2).

Inductive Step: (n = k + 1):To prove ( f (k+ 1) = 3(k+
1)− 2), by definition, we know ( f (k+ 1) = 3(k+ 1)− 2 =
3k+1). Using the hypothesis, we can express this as: ( f (k+
1) = (3k− 2) + 3 = f (k) + 3) This shows that the output
increases by a constant amount (3) for each unit increase in
the input.
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