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Abstract
Automated Parking System (APS) is a modern vehicle-
equipped AI system that automates the process of parking
vehicles. Nowadays, various companies (e.g., Tesla) have al-
ready deployed APSs on their latest released vehicles. Given
the popularity of APSs, however, real-world APS misbehav-
iors (e.g., collision) continue to occur, calling for reliable
techniques for the robustness testing of APSs. Existing works
generally focus on safety testing of Autonomous Driving
Systems (ADS) on public roads, which cannot comply with
the unique characteristics of parking scenarios (e.g., vehi-
cle behaviors and testing criteria). In light of this, we pro-
pose APSFUZZ, a novel simulation-based APS fuzzer to ef-
fectively detect bugs that result in misbehaviors (e.g., colli-
sion, stuck, pose error, etc.) of APS. Based on the systematic
modeling of parking scenarios, APSFUZZ leverages parking-
scenario-specific mutation strategies and a scheduling mecha-
nism to ensure the effectiveness of fuzzing-based simulation
testing. In the evaluation, we built the prototype of APSFUZZ
based on the Carla simulator to identify the robustness flaws
of Autoware.Universe (i.e., an open-source APS). Finally,
APSFUZZ helped identify 74 buggy parking scenarios for
Autoware.Universe, caused by 5 types of root causes. We
have reported these 5 root causes to the developers, and till
now 1 of them has been patched.

1 Introduction

Automated Parking System (APS) is an AI-based driver assis-
tance system that automates the process of parking vehicles,
from locating available parking spaces to entering and exiting
the garage or lot. In recent years, the global market for APS
has witnessed remarkable growth and APS has undoubtedly
become a standard feature in modern vehicles [1]. However,
accidents [2] caused by APSs (e.g., collisions and scratches)
continue to occur, significantly hindering the widespread com-
mercial deployment of APSs. In this state of confusion, man-
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ufacturers are in severe need of reliable techniques to identify
safety or functionality flaws of APS.

To date, various testing methodologies have been pro-
posed to assess the robustness of Autonomous Driving Sys-
tems (ADS). Particularly, fuzzing-based simulation testing
[9, 15, 17–20, 23, 24, 26, 27] has been embraced as a funda-
mental technique to identify safety or functionality flaws of
ADSs. Generally, this line of technique works by combining
fuzzing testing with simulation testing, automatically mutat-
ing configurable parameters of simulation scenarios, and thus
mining driving conditions that are prone to trigger ADS flaws.
Simulation-based fuzzing has demonstrated high effectiveness
in identifying ADS misbehaviors (e.g., collision and traffic
law violations) on public roads (e.g., urban streets, highways,
and intersections). However, to the best of our knowledge,
there are no existing works designed for APS testing. In light
of this, it should be an appealing solution to migrate public-
road-specific testing methodologies to the parking scenario,
so as to facilitate the APS robustness assessment.

However, there exist two main differences between parking
scenarios and public road scenarios, which hinder the direct
migration of existing techniques [9,15,17–20,23,24,26,27] to
APS testing. ❶ Different Vehicle Behaviors. For autonomous
vehicles, parking scenarios have greater freedom of movement
without roadline restrictions, indicating an even more chal-
lenging scenario search space for APS robustness testing. To
be more specific, parking scenarios involve vehicle behaviors
(e.g., parking in and out) that are not systematically modeled
in previous works. Hence, existing practices provide limited
guidance about how to traverse the parking scenario search
space. ❷ Different Driving Tasks and Testing Criterias. Previ-
ous studies on ADS testing primarily consider safety-critical
testing objectives (e.g., collision and traffic law violation).
However, to faithfully investigate the robustness of APSs,
not only the safety-critical criteria but also parking-specific
functional criteria (e.g., the vehicle’s posture after parking
is completed) should be considered. This critical distinction
renders existing fuzzing scheduling schemes inadequate for
direct application to parking scenarios.

USENIX Association 3rd USENIX Symposium on Vehicle Security and Privacy    289



Challenges. As mentioned above, considering the unique
characteristics of parking scenarios, we are motivated to de-
sign an APS-specific fuzzing pipeline, so as to identify po-
tential robustness flaws of target APS. To achieve this goal,
the following two challenges should be addressed: ❶ How
to curate critical vehicle interactions between NPCs (i.e.,
simulated surrounding vehicles around the autonomous ve-
hicle) and EGO (i.e., the autonomous vehicle controlled by
the APS under test) in parking scenario? Common practices
suggest that critical vehicle interactions (e.g., surrounding
vehicle is aggressively overtaking) are essential causes of
ADS-involved accidents [18]. As illustrated in Fig. 1(A), due
to lane restrictions, EGO usually has to drive along a specific
lane, which allows NPC vehicles in public road scenarios to
easily interact with EGO by performing maneuvers such as
lane changes and deceleration. But parking scenarios are kind
of free spaces, which means there are no lane markings to con-
strain its movement. Theoretically, the trajectories planned
by EGO can take totally different forms (see Fig. 1(B)) com-
pared to those on public roads. Hence, it is hard to generate
high-quality simulation scenarios in which NPC vehicles crit-
ically interact with EGO. ❷ How to efficiently identify diverse
robustness flaws of target APS? Generally, APS testing has
unique and diverse testing criteria (e.g., parking pose error),
which have not been considered among public-road-specific
testing methodologies [17–19, 24]. In light of this, we should
design APS-specific testing oracles and fuzzing scheduling
mechanisms.

Decelerate

(A) vehicle interactions on public roads (B) vehicle interactions in parking lots

EGO

Park-in

NPC

Park-outLane follow
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NPCNPC

NPC

EGO

Figure 1: Different Vehicle Interaction Patterns in Different
Driving Scenarios.

Our Work. To address the above challenges, we propose
APSFUZZ, a novel simulation-based APS fuzzer. First,
APSFUZZ integrates an offline-online hybrid methodology
to generate critical NPC-EGO vehicle interactions in parking
scenarios. Our key observation hints that EGO is likely to
plan a similar trajectory when the scenario conditions remain
unchanged. Therefore, before each trial of parking scenario
mutation (i.e., the offline phase), we collect EGO trajectory
from the previous execution of this scenario as a reference and
generate NPCs whose trajectories have interactions with the
EGO trajectory. After that, during runtime execution of the
mutated scenario, we further timely adjust the speed of NPCs
to ensure critical EGO-NPC interactions. Besides, APSFUZZ
also systematically implements four testing oracles for APS

fuzzing (e.g., collision, stuck, timeout, and pose error), com-
bined with a fuzzing scheduling mechanism that can balance
the efficiency and diversity of APS flaw identification.

Contributions. In summary, this paper makes the following
contributions:

• We propose an interaction-oriented parking scenario muta-
tion method, which enhances the interaction between NPCs
and EGO by generating static files offline and adjusting
NPC speeds at runtime, thereby increasing the critical level
of the scenario.

• We propose a multi-objective seed scheduling scheme that
allows the efficient exploration of diverse buggy parking
scenarios.

• We implement the prototype of APSFUZZ and identify
5 unique root causes of Autoware, each of which would
cause APS misbehaviors. We open-source the source
code of APSFUZZ (https://github.com/JSGforever/
APSFuzz), as well as the testing environment and data, to
ease follow-up research.

2 Approach

2.1 Framework Overview
As shown in Figure 2, APSFUZZ comprises three essen-
tial components, namely Interaction-Oriented Scenario Muta-
tion (see §2.3), Misbehavior Detector (see §2.4) and Multi-
objective Seed Scheduling (see §2.5).

Initial Seed

Testing Executor

(§2.5) Multi-objective 
Seed Scheduling
Diversity Score 

Calculation

Energy Mechanism
Bug 

Report 

Bug

(§2.4) Misbehavior Detector

Testing Oracle
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APS
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Input

Output

Figure 2: Workflow of APSFUZZ

2.2 Parking Scenario Formalization

Symbol Definition. We first define necessary symbols to ease
the clarification of our methodology. In order to describe
the possible NPC behaviors in parking scenarios, we define
some configurable parameters including IP ("init position"),
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Table 1: NPC behavior modeling.

NPC Type Behavior Type Configurable Parameters
IP GP MS TP D PP

Vehicle
park-in ! ! ! ! !

park-out ! ! ! ! !

immobile !

Pedestrain linear ! ! ! !

immobile !

Barrier immobile !

Definitions of IP, GP, MS, TP, D and PP are clarified at the beginning of §2.2.

initial position of NPC; GP ("goal position"), goal position
for dynamic NPC; MS ("max speed"), maximum speed of
NPC; TP ("turning point"), position of the NPC vehicle to
switch on or off the parking mode (i.e., follow the trajectory
planned by freespace planning algorithm, detailed in §2.3); D
("delay"), the delay before the dynamic pedestrian movement;
PP ("parking pattern"), whether NPC vehicle reverses into the
parking slot or enters it head-on. Lastly, NT and BT refer to
NPC type and behavior type of NPCs.

NPC Behaviors Modeling. We categorize an NPC’s behav-
ior in a parking scenario into three parts (shown in Table 1):
❶ NPC Type simply refers to the categories of NPCs (e.g.,
vehicles, pedestrians). ❷ Behavior Type defines behaviors
for specific NPC types (e.g., parking in for NPC vehicles).
Moreover, we propose a set of ❸ Configurable Parameters to
execute a complete and deterministic behavior. The introduc-
tion of configurable parameters provides a large input space
for scenario mutations. By combining the three components,
all NPC behaviors can be formally represented as a vector as
follows:

𝑀 = {NT,BT, {IP,GP,MS,TP,D,PP}}

Each vector can represent a unique NPC, and these parameters
can be used for scenario mutation.

2.3 Interaction-Oriented Scenario Mutation
In this phase, we aim to continuously modify the scenarios to
enhance interactions with EGO (e.g., increasing the interac-
tion between NPC trajectories and EGO trajectory). However,
as discussed in §1, due to the lack of lane constraints, pre-
dicting EGO trajectory in a parking scenario solely based
on the initial and target points remains highly challenging.
Fortunately, we observed that EGO is likely to plan a similar
trajectory when the scenario conditions remain unchanged.
Therefore, we can infer EGO trajectory based on its trajec-
tory in the previous scenario. Leveraging this observation,
we implemented an offline-runtime combination strategy to
perform scenario mutations.

Offline NPC Trajectory Generation. This strategy ensures
that the generated NPC trajectories intersect with EGO tra-

jectory from the previous execution of the scenario. To
achieve this goal, we designed a configurable parameter set-
ting method tailored for different NT. Firstly, for NPC vehi-
cles, we randomly select their configurable parameters (shown
in Table 1). After that, we will generate trajectories based on
the BT of NPCs. Specifically, if BT is ’park-in/out’, their tra-
jectory consists of two parts (from IP to TP and from TP to
GP). Take park-in type vehicles as an example, we first plan a
cruising trajectory based on IP, TP, and the information of the
map. Then Hybrid A* algorithm (a commonly used parking
trajectory planning algorithm [25]) is used to plan the parking
trajectory based on TP and GP. If the BT is ’immobile’, the
trajectory is set to the vehicle’s initial position. Once the tra-
jectory is generated, we determine whether the NPC trajectory
interacts with EGO trajectory. If not, repeat the above process
until an interaction is found or the maximum number of at-
tempts (i.e., 10) is reached. Secondly, for NPC pedestrians
and barriers, we can start by randomly selecting a point from
EGO trajectory of the last execution as intersection point (de-
noted as 𝐼𝑃𝑇) and use this point to set the NPC parameters.
For pedestrians with ’linear’ BT, we only need to randomly
generate a line segment passing through this point, with the
start and end points of the line segment set to the IP and GP
(MS and D are set randomly). For immobile-type pedestrians
and barriers, we simply need to add a specific offset to the
𝐼𝑃𝑇 to generate the corresponding IP.

Runtime NPC Trajectory Adjustment. Although the offline
strategy ensures that the NPC and EGO trajectories intersect,
this alone is insufficient. In order to ensure that the NPC and
EGO reach the 𝐼𝑃𝑇 within a similar timeframe, we also need
to control the NPC’s speed. To achieve this, we dynamically
adjust the NPC’s longitudinal speed and obstacle avoidance
behavior by real-time acquisition of EGO information and
obstacle data. Before running, APSFUZZ will proportionally
divide the trajectories of both EGO and NPC from the starting
point to the 𝐼𝑃𝑇 . It then monitors the position of EGO in
real-time and adjusts the NPC’s speed based on the current
position of EGO. If an obstacle exists within a certain range
along the NPC’s path, the NPC will stop and wait until the
conditions allow it to proceed.

2.4 Misbehavior Detector
To comprehensively test the APS, we refer to official APS
standards [11, 12] and consider both safety-oriented (i.e., col-
lision) and functionality-oriented misbehaviors (i.e., stuck,
timeout, pose error). Moreover, following existing practices
in ADS testing [6, 27], we leverage heuristic-based misbe-
havior identification to categorize similar buggy scenarios
(detailed as follows).

• Collision. Collisions are the most severe safety incidents
in parking scenarios. We record all collisions happened
and classify them based on the states of EGO and the NPC
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collided with EGO, including ❶ The driving direction of
EGO (i.e., forward or backward); ❷ NT of the NPC that
collides with EGO; ❸ The state of the NPC that collides
with EGO (i.e., immobile, approaching or receding).

• Stuck. If the APS does not make any driving decisions for
an extended period (i.e., 50 𝑠𝑒𝑐 in this paper) during the
parking process, we think the APS has encountered a stuck
issue. We classify the stuck scenarios according to NPCs
near EGO (i.e., less than 0.5m) at the stuck point. To be
more specific, the classification metrics: ❶ The number
and NT of NPCs nearby; ❷ The relative positions between
NPCs and EGO (i.e., left, right, front, behind, left-front,
right-front, left-behind or right-behind)

• Timeout. If APS cannot finish the whole parking task
within a given time limit (i.e., 120 𝑠𝑒𝑐 in this paper), we
think the target APS has encountered a timeout issue due
to insufficient functionalities (i.e., inefficient parking solu-
tions in complex scenarios). Since a timeout scenario may
be caused by the combined actions of multiple NPCs in the
parking scenario, we record information for all NPCs for
timeout scenario classification, including the number, NT
and BT of NPCs.

• Pose error. The final orientation of the vehicle after parking
is also very important. If the angle between the front of the
vehicle and the side boundary line of the parking space is
too large upon completion of parking (with a threshold set
at 15 degrees in this paper), it is also considered a func-
tionality issue of the APS. Here, we classify this kind of
scenario based on EGO’s PP (i.e., head-on or reverse) and
the specific angle between EGO and the parking line (i.e.,
-90°- -45°, -45°- -15°, 15°- 45° or 45°- 90);

2.5 Multi-objective Seed Scheduling
In this component, we follow BehAVExplor [9] to evaluate the
diversity of EGO behavior to maintain an "interesting" seed
corpus and then select seeds using an energy-based mecha-
nism. However, it requires collecting a large number of scenar-
ios to train a model that represents the behavior of the EGO,
which is time-consuming. Moreover, it doesn’t take into ac-
count the diversity of buggy scenarios when calculating the
energy of the seeds. In our single fuzzing loop, the starting
and ending points of the EGO are fixed, meaning that any
difference in trajectory (e.g., coordinates) between two sce-
narios indicates a variation in EGO behavior. Based on this,
we redesign the diversity calculation method and integrate the
diversity of buggy scenarios into the energy mechanism.

Diversity Score Calculation. Let the recorded EGO trajecto-
ries be denoted as 𝑇 (𝑛) , where n is the lengths of a trajectory,
𝑇 contains coordinate information as well as timestamps al-
lowing each trajectory to represent a complete driving state
of EGO. We then use an extended Dynamic Time Warping

(DTW) algorithm [7] to calculate the distance between two
EGO trajectories, serving as diversity score, given by:

𝑑 (𝑇1,𝑇2) = min
𝜋

𝑛∑︁
𝑖=1

dist(𝑇 (𝑖)1 ,𝑇
(𝜋 (𝑖) )
2 )

where 𝜋 is the warping path, and dist(𝑇 (𝑖)1 ,𝑇
( 𝑗 )
2 ) represents

the distance function (i.e., the Euclidean distance) between
points in 𝑇1 and𝑇2. A new seed is retained if its diversity score
from all scenarios in the seed queue exceeds a preset threshold
(i.e., 100). Additionally, we perform a coarse-grained com-
parison of NPCs by examining their NT and BT. Specifically,
if NT of more than one NPC or BT of more than two NPCs
are different between the new scenario and the existing one,
we will also add the new scenario to the seed queue.
Energy Mechanism. APSFUZZ updates the energy of a seed
every time when a new seed is added to the seed queue. The
energy is measured from the following two aspects: ❶ Aver-
age Scenario Diversity Score. Let the seed queue be denoted
as 𝑆 = {𝑠1, 𝑠2, . . . , 𝑠𝑘}, where each 𝑠𝑖 represents a seed. The
average difference between the current seed and all other
seeds in the queue can be calculated as :

𝐷avg (𝑠𝑖) =
1

𝑘 −1

𝑘∑︁
𝑗=1
𝑗≠𝑖

𝑑 (𝑠𝑖 , 𝑠 𝑗 )

where: 𝑘 is the number of seeds in the seed queue, 𝑑 is the
diverse calculation function. ❷ Selection Frequency Score. To
mitigate local convergence, we introduce the Selection Fre-
quency Score (𝑆𝐹). All newly generated seeds are assigned
the same initial 𝑆𝐹 (i.e., 5). Each time a seed is selected for
mutation, its 𝑆𝐹 is adjusted based on the execution results.
Let 𝑠′

𝑖
represent the new seeds mutated from 𝑠𝑖 and E𝑛𝑒𝑤 is a

new misbehavior discovered. If 𝑠′
𝑖

leads to the discovery of a
new misbehavior, the 𝑆𝐹 of 𝑠𝑖 remains unchanged; otherwise,
it is reduced. The adjustment follows the formula:

𝑆𝐹 (𝑠𝑖) =
{
𝑆𝐹 (𝑠𝑖) result(𝑠′

𝑖
) = E𝑛𝑒𝑤 ,

𝑆𝐹 (𝑠𝑖) −1 otherwise

Finally, we use a roulette selection based on the energy of
each seed, which is updated as:

𝐸 (𝑠𝑖) = 𝑆𝐹 (𝑠𝑖) ×𝐷avg (𝑠𝑖)

2.6 Fuzzing Pipeline
Algorithm 1 shows the fuzzing pipeline of APSFUZZ. For
each seed scenario, a fuzzing pipeline will be executed (line
1-4). During the fuzzing process, APSFUZZ maintains a seed
queue. In the initialization phase, since the number of ele-
ments in the seed queue has not reached the set threshold
(i.e., twice 𝑁𝑝), we mutate the initial seeds to generate new
scenarios (line 7-8). Once the threshold is reached, we use

292    3rd USENIX Symposium on Vehicle Security and Privacy USENIX Association



Algorithm 1 Fuzzing Pipeline
Input: 𝑆 - Initial Seed Pool, 𝑁𝑠 - Maximum Scenario Num, 𝑁𝑝 - Size of
Population
Output: 𝑠′ - Buggy Scenario Pool
1: for each seed in 𝑆 do
2: fuzz_loop(seed)
3: procedure FUZZ_LOOP(seed)
4: tested_scenarios← []
5: seed_queue← []
6: while tested_scenarios.size < 𝑁𝑠 do
7: if seed_queue.size() < 2∗𝑁𝑝 then
8: selected_seeds← seed ⊲ initialization phase
9: else

10: selected_seeds← seed_selection(seed_queue, 𝑁𝑝)
11: p_list← scenario_mutate(selected_seeds)
12: for each scenario in p_list do
13: simulate(scenario) ⊲ record ego trajectory during test
14: if scenario.error == True then
15: add scenario to 𝑠′

16: if calculate_diversity(scenario, seed_queue) > 100 then
17: add scenario to seed_queue
18: update(seed_queue) ⊲ update score & energy
19: add scenario to tested_scenarios

a seed selection algorithm to choose a seed from the queue
and perform mutations based on the selected seed (line 10).
The newly mutated scenarios are sequentially executed in
the simulator, and EGO trajectory is recorded (line 13). The
misbehavior detector continuously monitors the simulation
process to determine whether the scenario is buggy. (line
14-15). After each scenario execution, APSFUZZ determines
whether to add the seed to the seed queue based on its diver-
sity score (line 16-17) and updates the scores and energy of
all scenarios (line 18). Finally, all the scenarios that have been
run in the simulator are added to tested_scenarios (line 19).
Once the list reaches its size limit, the fuzzing process for a
new seed will begin.

3 Evaluation

3.1 Evaluation Setup

Testing Platform. We chose Autoware.Universe [4] as our
test target. Autoware is a well-known open-sourced high-
level ADS that includes a well-functioning automatic parking
module. All experiments were conducted using version 0.9.13
of the CARLA simulator [10].

Prototype. We implemented a prototype of APSFUZZ with
5K+ lines of Python code. Carla Scenario Runner [8] was used
to parse openscenario [3]. In our NPC planner module, we
reuse the hybrid A* algorithm ROS [21] node of Autoware [5]
to plan parking trajectories for dynamic vehicles.

Scenario Dataset. The maps used in our experiments are cat-
egorized into three types based on the parking style: parallel
parking, perpendicular parking, and angle parking. For each
map, we manually constructed several initial seed scenarios

Table 2: Results of ablation studies.

Diverse Buggy ScenarioMap Method Collision Stuck Timeout Pose_error Sum
𝐴𝑃𝑆𝐹𝑢𝑧𝑧 0 7 7 3 17
𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛼 0 1 0 1 2
𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛽 0 5 3 1 9parallel_map_1

𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛾 0 3 0 2 5
𝐴𝑃𝑆𝐹𝑢𝑧𝑧 1 5 5 2 13
𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛼 0 3 0 0 3
𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛽 0 5 4 0 9parallel_map_2

𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛾 1 4 0 0 5
𝐴𝑃𝑆𝐹𝑢𝑧𝑧 1 6 1 4 12
𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛼 0 0 0 1 1
𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛽 0 3 1 4 8angled_map_1

𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛾 0 3 0 2 5
𝐴𝑃𝑆𝐹𝑢𝑧𝑧 3 5 1 3 12
𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛼 0 1 0 0 1
𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛽 1 4 2 2 9angled_map_2

𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛾 0 4 1 3 8
𝐴𝑃𝑆𝐹𝑢𝑧𝑧 1 4 3 1 9
𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛼 0 1 0 2 3
𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛽 0 0 4 1 5perpendicular_map_1

𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛾 0 3 3 1 7
𝐴𝑃𝑆𝐹𝑢𝑧𝑧 2 5 2 2 11
𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛼 0 1 0 0 1
𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛽 0 1 1 1 3perpendicular_map_2

𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛾 0 4 5 1 10
𝐴𝑃𝑆𝐹𝑢𝑧𝑧 8 32 19 15 74
𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛼 0 7 0 4 11
𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛽 1 18 15 9 43Sum of 6 maps

𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛾 1 21 9 9 40

(only contains EGO’s IP and GP).
Experiment Environment. Our experiments were conducted
on a server running Ubuntu 20.04, equipped with 48 Intel
Xeon Gold 6342 CPUs and an NVIDIA GeForce RTX 4090
GPU. This hardware configuration is sufficient to meet the
demands of our experimental requirements.
Baseline Tool. To the best of our knowledge, APSFUZZ is the
first to apply fuzzing-based simulation testing to APS rather
than ADS. Moreover, existing ADS fuzzers [9, 15, 17–20, 23,
24, 26, 27] typically rely on lane line information to gener-
ate and mutate scenarios (e.g., to adjust lane-changing/lane-
following maneuvers). However, these lane-based methods
are not applicable for parking scenarios due to the absence
of lane lines. Hence, we did not compare APSFUZZ with
existing fuzzers but chose to design ablation experiments to
understand the advantages of our design choices.

3.2 Ablation Experiments

Experiment Design. We design an ablation study to investi-
gate the usefulness of each key-technique of our tool. First, we
exclude the Offline NPC Trajectory Generation (denoted as
𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛼). We set the NPC’s parameters randomly and the
generated trajectories might not intersect with EGO’s. Second,
we exclude the Runtime NPC Trajectory Adjustment (denoted
as 𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛽). The NPCs in the scene will drive at a ran-
domly preset speed. Third, we exclude the Multi-objective
Seed Scheduling (denoted as 𝐴𝑃𝑆𝐹𝑢𝑧𝑧𝛾). The seed schedul-
ing method is replaced by random selection. For each map,
we select the same initial seeds. Each seed is used to run 80
scenarios. The effectiveness of our tool is evaluated primarily
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Table 3: ldentifed root causes on Autoware.

ID Module Description Status
R1 Planning When the vehicle slightly deviates from the planned parking path, it may collide with surrounding obstacles #
R2 Planning Overly conservative security considerations when calculating bounding boxes of obstacles G#
R3 Planning Autoware will terminate the automated parking prematurely due to improper arrival check G#
R4 Planning Inappropriate parking path search implementation causing frequent replanning  
R5 Planning Inability of the prediction and planning modules to accurately identify the driving intentions of the NPC #

# indicates not confirmed yet; G# indicates confirmed but not patched;  indicates confirmed and patched.

by counting the number of unique buggy scenarios detected
during fuzzing. Moreover, following conventional evaluation
practices [17,19], we also considered other metrics, including
(1) the average scenario execution time, (2) the convergence
time to discover unique buggy scenarios and (3) the average
time to identify the first misbehavior scenario, to faithfully
demonstrate the effectiveness and efficiency of APSFUZZ.

Experiment Results. As shown in Table 2, APSFUZZ dis-
covered the most diverse buggy scenarios across six maps.
Compared to the three control groups in ablation experiments,
APSFUZZ increased the average number of misbehaviors
discovered across six maps by 85%, 41%, and 45%. Regard-
ing effectiveness and efficiency, across all maps, APSFUZZ
requires an average of 3.35 minutes to execute a scenario
(including mutation and scheduling), converges to the discov-
ery of unique bugs within an average of 236.1 minutes, and
identifies the first misbehavior scenario within an average of
13.5 minutes.

Root Cause Analysis. After manual analysis, we categorized
the bugs discovered by APSFUZZ into five root causes. So far,
one of them has been fixed, and two have been confirmed by
the developers. Here, we provide a brief introduction (shown
in Table 3).

3.3 Case Study

We present a more detailed analysis of Root Cause 4 (see
Table 3). Autoware uses the Hybrid A* algorithm to plan
parking trajectories. During the path search process, this al-
gorithm incorporates various factors into the cost calculation,
ultimately finding the path with the minimum cost. However,
since Autoware only considers the impact of distance and
reverse when calculating costs (shown in Listing 1, line 4 and
9), the planned trajectory may be too close to an obstacle, as
long as the obstacle does not obstruct the trajectory (shown
in Figure 3 (A)). As a result, even a slight movement of the
NPC can cause EGO to perceive a new obstacle on the path,
prompting it to stop and re-execute the path planning process.
When an NPC is approaching EGO’s planned parking trajec-
tory at an extremely slow speed (e.g., 0.02m/s), it will force
EGO to continuously replan its trajectory (shown in Figure 3
(B)) which ultimately leads to a timeout.

Listing 1 Faulty Code of Case.

1 double AstarSearch::estimateCost(...){...
2 total_cost +=
3 calcReedsSheppDistance(...) * distance_heuristic_weight;...}
4 bool AstarSearch::search(){...
5 const double move_cost = is_turning_point
6 ? planner_common_param_.reverse_weight * transition.distance
7 : transition.distance;...}

EGO

NPC

regions that are considered obstacles by Autoware

(A) trajectory planned by EGO too 
close to an obstacle

NPC
0.02m/s

(B) slight movements of the NPC can 
cause EGO to replan its trajectory

trajectory planned by EGO

EGO

Figure 3: Parking timeout caused by frequent trajectory re-
planning.

4 Related Work

Dataset-Based APS simulation Testing. Some existing
works have constructed datasets of parking scenarios [16, 22]
based on real-world traffic flow in parking lots for simulation
testing. However, the scenes in these datasets are limited, un-
able to cover a sufficient variety of situations, and they cannot
be mutated to generate more challenging scenarios.
Simulation-Based ADS Fuzzing Testing. Current existing
works primarily focus on scenario testing in public road sce-
narios [9,15,17–20,23,24,26,27]. They require lane informa-
tion to generate and mutate behavior-specific trajectories for
NPCs (e.g., for lane-change maneuvers). However, these lane-
based approaches are not applicable for parking scenarios,
which typically occur in free spaces without lane markings.

5 Limitations

Parking Maps. Although our current maps include three
types of parking spaces. These maps do not account for those
involving ramps or spiral ramps. Additionally, the current
parking space layout is relatively orderly and does not cover
cases where the distribution of parking spaces is scattered or
complex in certain scenarios. In the future, we plan to test
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APSFUZZ in more diverse parking maps.
Testing Environment. Autoware’s detection and localization
module suffers from the issues [13, 14] of low point cloud
recognition accuracy for pedestrians and long localization
time when connected with Carla. To tackle these issues and
ensure convincing evaluation results, we here follow BehAV-
Explor’s [9] strategy, i.e., to dynamically inject the ground-
truth perception and localization data to the target APS. Ap-
parently, this strategy would inevitably cause APSFUZZ to
overlook potential safety flaws within perception and local-
ization components. That said, our evaluation results have
demonstrated the usefulness of APSFUZZ, at least in uncov-
ering safety-critical bugs in the remaining APS components.
Real-world Validation. In this work, we merely conducted
simulation testing, rather than real-world physical testing, to
identify and confirm the existence of safety-critical bugs in the
target APS. Hence, it would inevitably cause concerns about
the realism of identified bugs. However, considering that the
identified bugs have been confirmed or patched by APS devel-
opers (detailed in Table 3), we believe our simulation-based
methodology can indeed improve the safety levels of APSs.
In the future, we will try our best to set up a physical experi-
mental vehicle equipped with target APS to help confirm bugs
in a more convincing way.

6 Conclusion

In this work, we introduce APSFUZZ, a simulation-based
fuzzer designed for detecting software bugs of APSs. (1) We
first define the NPC behavior modeling and testing oracles
in parking scenarios. (2) Then, based on EGO trajectory of
the previous execution, we propose an interaction-oriented
mutation strategy to enhance the effectiveness of mutation.
(3) Finally, we introduce a multi-objective seed scheduling
mechanism to further improve the ability to discover diverse
buggy scenarios. Evaluation on Autoware demonstrated the
effectiveness and efficiency of APSFUZZ.
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