USENIX

THE ADVANCED COMPUTING
SYSTEMS ASSOCIATION

Orbit: Optimizing Rescale and Bootstrap Placement
with Integer Linear Programming Techniques
for Secure Inference

Zikai Zhou, Tsinghua University; William Seo and Edward Chen,
Carnegie Mellon University; Alex Ozdemir, Max Planck Institute for Security
and Privacy; Fraser Brown and Wenting Zheng, Carnegie Mellon University

https://www.usenix.org/conference/usenixsecurity26/presentation/zhou

This paper is included in the Proceedings of the
35th USENIX Security Symposium.

August 12-14, 2026 * Baltimore, MD, USA
ISBN 978-1-939133-58-8

Open access to the Proceedings of the
35th USENIX Security Symposium
is sponsored by

alllasc Ellall deals

dpisillg aglell
.\\?—_ King Abdullah University of

Science and Technology



ARTIFACT
EVALUATED

@ usenix

AVAILABLE

Orbit: Optimizing Rescale and Bootstrap Placement with Integer Linear
Programming Techniques for Secure Inference

Zikai Zhou" William Seo** Edward Chen* Alex Ozdemir® Fraser Brown* Wenting Zheng*

"Tsinghua University

*Carnegie Mellon University

SMax Planck Institute for Security and Privacy

zhouzk22 @mails.tsinghua.edu.cn, {wys, ejchen, fraserb, wenting} @ cmu.edu, alex.ozdemir @mpi-sp.org

Abstract

Fully Homomorphic Encryption (FHE) allows computation
on encrypted data without decrypting it. In theory, FHE makes
privacy-preserving machine learning possible. In practice,
however, it remains impractically slow for real workloads. A
major source of slowdown is bootstrap operations; in CKKS,
a popular FHE scheme for tensor workloads, the slowdown is
compounded by scale management and rescale operations.

FHE compilers for machine learning inference aim to
make bootstrap placement and scale management efficient and
easy by compiling high-level tensor programs into optimized
CKKS computations. Unfortunately, existing approaches miss
crucial optimization opportunities because they overlook a
key property of CKKS programs: bootstrap and rescale place-
ment are fundamentally coupled through the level budget. In
this paper, we present Orbit, an FHE compiler that jointly
optimizes bootstrap and rescale placement through a novel
Integer Linear Programming (ILP) formulation that reasons
about both ciphertext level and scale constraints. To make
this formulation tractable for structured tensor workloads, par-
ticularly convolutional neural networks, we introduce three
techniques that reduce ILP complexity while preserving op-
timality. Across five workloads and multiple cryptographic
parameter configurations, Orbit achieves a geometric mean
speedup of 19% over DaCapo, 73% over Orion, and 52%
over ReSBM, keeps compilation under 6 minutes, and retains
model accuracy within 0.3% of plaintext execution.

1 Introduction

Fully Homomorphic Encryption (FHE) allows computation
directly on encrypted data. This capability makes it a natu-
ral fit for domains where sensitive data must be processed
by untrusted cloud infrastructure, including finance, health-
care, and—most prominently—privacy-preserving machine
learning. Data remains encrypted throughout the entire cloud-
based machine learning computation, with original data and

*Equal contribution.

intermediate results only accessible to the data owner via a
secret key.

Among the various FHE schemes, CKKS [10] has emerged
as the front runner for privacy-preserving machine learning
workloads [8,19,22,27,32,36,38,39,47]. This is because it
supports approximate computation over encrypted fixed-point
values with SIMD-style parallelism, which is necessary for
secure inference in cloud-hosted ML services. Unfortunately,
it is not sufficient: while CKKS supports ML computations,
optimizing these computations remains difficult. Each cipher-
text carries two key attributes: level, which tracks the remain-
ing multiplication budget, and scale, which tracks numerical
precision. Multiplications increase scale, rescale operations
consume levels to control scale growth, and expensive boot-
strap operations refresh depleted levels. Efficient encrypted
inference therefore depends on determining where to place
bootstrap, rescale, and related ciphertext-management opera-
tions throughout the computation graph.

We call this optimization problem the bootstrap placement
problem: given a computational graph and cryptographic pa-
rameters, determine where to place bootstrap and ciphertext
management operations to minimize execution time while
ensuring that no operation exhausts the available level budget
or encounters scale mismatches. This problem is challenging
because bootstrap decisions are interdependent—placing a
bootstrap at one location affects the level budget and scale
state for all subsequent operations, creating a complex opti-
mization landscape where local decisions have global conse-
quences.

Traditional approaches [30,47] rely on manual bootstrap
placement for specific benchmarks, but this process is tedious,
error-prone, and brittle. Manually placing bootstraps can take
days for a single benchmark and requires repeating the entire
manual analysis for different parameter settings or even mi-
nor program changes. Automated approaches make bootstrap
placement easier on the programmer: they compile high-level
programs to low-level FHE implementations, automatically
managing level and scale along the way. Current FHE compil-
ers fall into two broad classes, each with fundamental limita-
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tions. One class [17,28] restricts bootstrap placement to prede-
fined program points such as layer boundaries, which enables
fast compilation but misses potential optimization opportu-
nities and ignores bootstrap-rescale interactions. The other
class [11,35] identifies “choke points” where bootstraps are
likely needed, but relies on depth- or region-based heuristics
that optimize rescale and bootstrap placement sequentially. In
reality, these operations are deeply coupled: bootstrap opera-
tions restore levels but affect the available budget for rescales,
while rescale placement consumes levels and influences boot-
strap frequency. Our key insight is that efficient placement for
encrypted tensor workloads requires the compiler to jointly
reason about bootstrap placement, rescale placement, and
the regular structure of the underlying computation graph.

In this paper, we introduce Orbit, a compiler optimization
framework for structured encrypted tensor programs, with a
focus on CNN workloads. Our approach formulates the prob-
lem as an optimization problem encoded as an Integer Linear
Program (ILP) [21] that jointly reasons about ciphertext level
and scale. This formulation gives Orbit fine-grained control
over ciphertext-management decisions, allowing it to consider
placements that are difficult for coarse or sequential heuristics
to find.

A naive global ILP, however, does not scale to end-to-end
encrypted inference graphs. To overcome the scalability limi-
tations of ILP, we introduce several new techniques that ex-
ploit structural properties of tensor workloads. First, we ob-
serve that these workloads contain repetitive computational
patterns—such as the multiply-and-accumulate structure in
convolutions and matrix multiplication—that create redun-
dancies in the ILP formulation. We develop an algorithm
that compresses such patterns into single ILP nodes, which
dramatically reduces the size of the ILP problem without
affecting solution optimality.

Even after compression, large programs require further
decomposition to maintain tractable ILP solving times. We
develop an approach that decomposes the computation graph
into single-input single-output (SISO) regions, independently
optimizes each partition, and combines the local ILP solu-
tions into a global one. Our key insight is that by partitioning
along SISO boundaries, we can limit the number of cross-
partition variables and avoid additional ciphertext manage-
ment operations. This lets Orbit efficiently “stitch” together
locally optimal solutions into a global placement. These tech-
niques are most effective on structured tensor workloads with
repeated subgraphs and clean SISO boundaries, as in convo-
lutional neural network inference; we discuss generality and
limitations in Section 8.

We implement and evaluate Orbit on five convolutional
neural networks across diverse FHE parameter configurations.
Our techniques yield compilation times under 6 minutes for all
benchmarks. Through our novel ILP formulation that jointly
optimizes bootstrap placement and rescale operations, Orbit
achieves geometric mean speedups of 7-19% over DaCapo,

2-73% over Orion (on configurations where Orion compiles),
and up to 52% over ReSBM. The key to these improvements is
our ILP formulation, which reduces rescale operations by up
to 5.4 x while achieving competitive or lower bootstrap counts
(e.g., 31-34% reduction compared to Orion) and maintaining
model accuracy within 0.3% of plaintext execution.

Our core contributions are as follows:

* We introduce a level-scale aware ILP formulation that
jointly optimizes bootstrap and rescale placement, ad-
dressing the limitation of prior work which treats these
deeply-coupled operations independently.

We develop a compression algorithm that identifies and
merges repetitive computational patterns, dramatically
reducing the number of ILP variables while provably
preserving solution optimality.

We introduce partitioning and Quadratic Behavior Pro-
files (QBPs) for structured SISO-oriented tensor graphs.
QBPs are a caching mechanism that precomputes local
solutions for each partition, allowing Orbit to efficiently
“stitch” local solutions into a global solution.

We present iterative partition merging with boundary
scale optimization that achieves practical QBP table
sizes while maintaining near-optimal solution quality
through dynamic scale selection.

Our open-source implementation is available at https:
//github.com/cmu-cryptosystems/Orbit and our
archived artifact can be found at https://zenodo.org/
records/20278435.

2 Background

In this section, we provide background on the CKKS fully ho-
momorphic encryption (FHE) scheme—including its encod-
ing, level and scale management, and associated constraints.
We also provide a primer on integer linear programming (ILP),
which is the core technique we use to solve the bootstrap
placement problem.

2.1 Fully Homomorphic Encryption (FHE)

The most popular and efficient FHE schemes today are lattice-
based schemes like BGV/BFV [6,7,18], and CKKS [10]. In
this paper, we focus on CKKS [10], which supports encrypted
computing on floating-point numbers and is widely used for
approximate computing workloads like machine learning in-
ference. Table 1 details our notation used to describe CKKS
attributes.
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Computational Operations CKKS supports three funda-
mental homomorphic operations that enable computation on
encrypted data: addition (add), multiplication (mul), and rota-
tion (rot). Since CKKS efficiently batches a vector of plain-
text values into polynomials, additions and multiplications are
single instruction, multiple data (SIMD) operations that op-
erate element-wise across all slots. Ciphertext rotation is the
only intra-ciphertext movement operation available in CKKS.
Any ciphertext permutation must be implemented using com-
binations of rotations and masking with 0-1 bitmasks.

CKKS Encoding and Encryption CKKS plaintexts and
ciphertexts are represented as polynomials in the ring Rp =
Zo[X]/(X"N 41). The ring dimension N (typically 2'# to 2!7)
determines both the polynomial degree and the number of
SIMD slots (n = N/2) available for batching. Each polyno-
mial coefficient is an integer modulo Q, which is decomposed
via the Residue Number System (RNS) into L smaller primes:
Q0 =¢q) X gy X -+ xqr. To encrypt a plaintext vector X of
real/complex numbers, we first encode it into a plaintext poly-
nomial m, then encrypt this polynomial into a ciphertext ct.

CKKS ciphertexts have two key attributes for managing
precision and noise: Scale (s) is a scaling factor that enables
encoding real numbers as integer polynomial coefficients
while preserving precision. A minimum waterline scale S,
is required throughout computation to prevent precision loss
from accumulated rounding errors. In our notation, s is rep-
resented as a logarithmic scaling factor, i.e., scale = 2% is
represented as s = 40. Level (¢) tracks the number of remain-
ing RNS moduli, indicating the multiplication budget. Fresh
ciphertexts start at the maximum level L; multiplication op-
erations consume levels until bootstrap restores them to Ly,
where Ly, < L due to the cost of bootstrapping itself. The
maximum scale capacity between bootstraps is S;qx = S?b”,
where Sy is the rescaling factor (typically Sy = ¢g; for each
prime modulus).

Notation Definition Used in Orbit

N Ring Dimension 215 217
(0] Ciphertext modulus 21488 71692
L Maximum Levels 27, 31

L Effective levels for computation 12,16
Sy Rescaling factor 251

Simin Minimum (waterline) scale 240 251

Spmax Maximum scale 2-Smin+ Sy

Table 1: CKKS Ciphertext Management Parameters.

Ciphertext Management Operations CKKS provides four
operations to manage level and scale (see Table 2): rescale
divides scale by S and reduces level by 1; modswitch re-
duces level while preserving scale; upscale increases scale

via multiplication while preserving level; and bootstrap re-
sets level to Ly and scale to Sy. Bootstrap is needed when
level becomes too low to support further computation.

Operation Constraints Level Scale
Computational Operations

Addition b = Ej, Si =3Sj b =¥; Sk =S

Multiplication ¢; =¢;, ¢; > 1 =4 sp=siXSj

Rotation li>1 b =¥; S = 8;

Ciphertext Management Operations

Rescale 6> 1,8c> Spin Ue=0i—1 s;=15i/Sy
ModSwitch i >1 by=4;—1 Sk = S;
Upscale b >1 b =¥; Sk > Si
Bootstrap (i >1 Ll = Ly sp =Sy

Table 2: Level and Scale constraints and effects on CKKS
operations. ¢ and s denote the ciphertext level and scale at-
tributes. Subscripts 7 and j denote operand ciphertexts, and k
denotes the resulting ciphertext.

Cost of CKKS operations The cost of computational op-
erations depends on the level. Operations at higher levels
are more expensive because they involve more RNS moduli.
Bootstraps dominate the overall cost, being 2-3 orders of mag-
nitude more expensive than any other ciphertext operation.
However, minimizing bootstrap count alone does not guaran-
tee optimal performance. For example, inserting an additional
bootstrap to reduce ciphertext levels can decrease the cost of
subsequent operations enough to improve overall execution
time. We detail our cost-modeling approach in Appendix B.

2.2 Integer linear programming (ILP)

Integer linear programming (ILP) is an optimization frame-
work for linear objectives and constraints, where decision
variables take integer values. An ILP problem consists of:
decision variables, the unknown values to be determined, rep-
resenting specific levels assigned to ciphertexts or binary de-
cisions on whether to insert bootstrap operations; constraints,
a set of linear inequalities or equalities that define the feasible
region, enforcing the “rules” of the system such as ensuring
an operation’s level does not exceed the available level budget;
and an objective function, a linear expression to be maximized
or minimized, such as the overall latency.

Modern solvers such as Gurobi [21], CPLEX [26], and
SCIP [23] leverage advanced techniques—including branch-
and-bound, cutting planes, and presolving—to efficiently
solve large-scale practical instances. ILP has been success-
fully applied to diverse domains including scheduling [41],
resource allocation [14], network design [40], and compiler
optimization [45].
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Figure 1: Motivating example: bootstrap placement for polynomial approximation f(x,y,z) = x*y* +z* with Ly=3, S,;,=2,
S f:240. (a) Naive execution exhausts the level budget. (b) Prior systems (DaCapo, ReSBM) require two bootstraps using
depth-based heuristics. (c) Orbit discovers an optimal solution using only one bootstrap through fine-grained ILP optimization.

3 Overview

Orbit is an FHE compiler framework designed to provide
fine-grained, cost-aware placement for ciphertext manage-
ment operations. In this section, we first present a motivating
example that highlights the limitations of prior works, then
show Orbit’s end-to-end compiler optimization pipeline.

3.1 Motivation: Bootstrap Placement is Hard

Given an FHE program and a set of cryptographic parameters,
the bootstrap placement problem asks: where should we insert
bootstrap and other ciphertext management operations to
produce a valid, efficient FHE program? A valid placement
must satisfy the constraints defined in Table 2.

To illustrate these challenges, consider a simple polyno-
mial approximation function f(x,y,z) = x*y* +z*, shown in
Figure 1. In this example, we configure the cryptographic
parameters as follows: Ly = 3, Spin = 240§ = 240 and
Spnax = 2120, By setting the waterline scale and scale factor
to identical values (2%°), we can simplify the bootstrap place-
ment problem by assuming a rescale after each multiplication.
This configuration keeps all operations at scale 2*°, thus we
only need to consider changes in levels.

Without proper ciphertext management operations, this pro-
gram would produce undecipherable results (see Figure 1a).
First, the level budget is exhausted after computing x?y* and
z*, and further computation without bootstrap operations risks
corrupting the plaintext data. Second, x*y* and z* are com-
puted in parallel but end up at different levels, resulting in a
level misalignment that prevents the addition x*y* +z*. To
resolve this problem, someone—either the program author
or the compiler—must place bootstrap operations to prevent
level exhaustion and validate that all computations have their
levels aligned. A naive approach places bootstrap operations

immediately once the level budget is exhausted, while proac-
tively using modswitch operations to align levels for subse-
quent operations. This approach comes at the cost of addi-
tional bootstrap operations, a steep performance overhead.

Prior works—DaCapo [11], Orion [17], and ReSBM [35]—
either compile this example suboptimally or cannot compile it
at all. To reduce the search space, both DaCapo and ReSBM
use heuristics that partition vertices along their multiplicative-
depth (as denoted by the dashed lines). Instead of assessing
each of the ten vertices, this multiplicative-depth partition-
ing heuristic reduces the bootstrap candidate set to the four
possible multiplication levels, thereby reducing the search
space. In this example, both systems insert bootstraps after
x*y? and z* (Figure 1b). Unfortunately, this solution comes at
the cost of performance as it uses two bootstraps—Ilater we
will show that only one is required. Orion cannot generate a
valid placement for this example as the polynomial exceeds
the multiplicative depth budget, and Orion is not designed to
insert bootstraps within a layer.

Orbit models the input program as an ILP formulation,
which optimizes bootstrap placement with fine-grained preci-
sion. This approach lets Orbit consider the entire input compu-
tation IR as a global optimization problem rather than relying
on predefined boundaries to place bootstraps. Figure 1c shows
how Orbit discovers an optimal solution that only uses a sin-
gle bootstrap operation: by performing an early modswitch
after x?y?, the system satisfies the level constraints for both
x*y* and z* while minimizing computational overhead.

3.2 Orbit’s pipeline

Orbit is an FHE compilation framework that aims to produce
efficient FHE programs by optimizing rescale and bootstrap
placement (Figure 2). Orbit builds on top of DaCapo and thus
inherits its frontend and intermediate representation (IR). Or-
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Figure 2: Orbit’s compilation pipeline. Blue marks our system contributions.

bit uses DaCapo to parse programs written in a Python tensor
DSL (Figure 2a), which supports tensor operators (e.g., con-
volutions) and polynomial approximations (e.g., ReLU) for
implementing end-to-end machine learning inference models.
This yields an FHE Computation IR (Figure 2b), a directed
acyclic graph (DAG) of solely computational operations (add,
mul, rot); this representation excludes ciphertext manage-
ment operations (rescale, modswitch, bootstrap). Orbit’s
optimizations operate on the FHE Computation IR, which
makes it easy to integrate as an optimization pass in other
FHE compiler frameworks (e.g., HEIR [4] and Rotom [9]).

To find an efficient placement, Orbit encodes the FHE
Computation IR into an FHE Ciphertext Management IR
(Figure 2d). This IR represents a novel ILP formulation that
jointly optimizes the level and scale of each computational
operation. The ILP formulation introduces integer decision
variables for each operation’s level and scale, along with con-
straints that enforce FHE semantics (detailed in Table 2). The
objective function minimizes execution time using a profiled
cost model that captures the level-dependent performance
characteristics of the FHE operations (Appendix B). Orbit
uses Gurobi [21] to solve this optimization problem, and the
result dictates the locations to insert ciphertext management
operations, e.g., rescale operations (to manage scale capacity)
and bootstrap operations (to refresh levels) while minimizing
the overall estimated performance cost.

Directly encoding the entire input DAG is prohibitively ex-
pensive, since ILP solving time grows exponentially with the
number of constraints. For example, the naive ILP encoding
of the entire AlexNet benchmark, with 2210 total constraints,
did not finish solving in over 24 hours. To improve ILP scala-
bility, Orbit introduces three novel DAG reduction optimiza-
tions and heuristics (Figure 2c); these optimization passes
are Orbit’s key contributions (see Section 5). While these
heuristics marginally affect search optimality, they come with
significant compile time improvements, e.g., AlexNet-SiLU,
which previously did not finish solving in 24 hours, finished
in under a minute.

After solving for an efficient placement, Orbit lowers the
modified FHE Computation IR, with all ciphertext manage-
ment operations inserted, into a CKKS IR (Figure 2e). The
CKKS IR serves as a backend-agnostic abstraction layer, al-
lowing Orbit to target different FHE libraries (e.g., SEAL,
Lattigo, OpenFHE) [1,5,42]. This design makes Orbit’s opti-
mizations portable across the FHE ecosystem. In our imple-

mentation, Orbit interprets the CKKS IR on Lattigo [1].

4 Orbit’s ILP Formulation

This section presents our approach to the bootstrap placement
problem. Prior works [11, 17,35] solve this problem in two
sequential phases: first placing rescale operations to manage
scale constraints, then inserting bootstrap operations based
on the resulting level consumption. In contrast, Orbit jointly
solves for both rescale and bootstrap placement through a
novel ILP formulation. Our key insight is that rescale and
bootstrap placement are fundamentally intertwined. Rescales
consume levels and trigger the need for bootstraps, while
bootstraps reset levels and alter the optimal rescale strategy.
This mutual dependency requires joint optimization rather
than sequential decision-making. We formalize this unified
view as the level-scale-aware bootstrap placement (LSA-
BTS) problem, which simultaneously optimizes both rescale
and bootstrap placements.

We begin by defining the FHE Computation IR and how
Orbit lowers it into the FHE Ciphertext Management IR, intro-
duce our ILP formulation, and conclude by explaining how the
FHE Ciphertext Management IR is lowered into the CKKS IR.
Appendix C provides a detailed summary of our assumptions
that help reduce the ILP complexity.

4.1 Input: FHE Computation IR

The LSA-BTS pass operates on Orbit’s FHE Computation IR,
which represents a program as a DAG G = (V, E). Vertices V
represent computational operations. A directed edge e from
vertex u to vertex v (i.e., e = (u,v) € E) represents a data de-
pendency between two vertices. Figure 3a illustrates a simple
FHE Computation IR, G, with a single edge between two ver-
tices. Note that G initially contains no ciphertext management
operations (e.g., bootstrap) and thus does not represent a
valid FHE execution. Next, we discuss how Orbit transforms
G to a G’ that includes such operations.

4.2 Lowering FHE Computation IR to FHE
Ciphertext Management IR
As shown in Figure 3, Orbit lowers a program represented in

FHE Computation IR (G) to one represented in FHE Cipher-
text Management IR (G’). The goal of the G’ is to model the
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Figure 3: Lowering FHE Computation IR in (a) to FHE Ci-
phertext Management IR in (b).

ILP formulation by (1) defining level and scale constraints
and (2) creating candidate locations to insert ciphertext man-
agement operations in G.

In DAG G’ = (V',E’), each vertex v € V is expanded into
a vertex v € V’ that tracks computational and ciphertext man-
agement operations. As shown in Figure 3b, each v maintains
input/output level and scale attributes, i.e., (Viy.l, V/in.s) and
(Vout-, V'out-S), an integer variable V'.rescale indicating the
number of rescale operations applied, and a binary variable
V' .bootstrap indicating whether bootstrap was applied on v'.
Similarly, each edge ¢’ € E’ maintains input/output level and
scale attributes, i.e., (¢/in.l, €'in.5) and (¢/ouc.l, €' our.s), and an
integer variable for rescales (¢'.rescale). Edges require this
rescale attribute because rescales can be selectively placed on
specific data flow paths, allowing for more selective rescale
placement. This DAG structure models the level and scale
values that could possibly be assigned to each vertex and edge
and all candidate locations in which rescales and bootstraps
could be placed. It does not imply that Orbit actually places a
bootstrap or rescale in every possible location.

4.3 Lowering Ciphertext Management IR into
ILP Constraints

Orbit lowers G’ into ILP constraints that model the FHE
program. There are four classes of constraints: bound, compu-
tational, ciphertext management, and vertex-edge constraints.
A full table of the constraints are detailed in Appendix A.
Bound constraints ensure their level and scale attributes are
within valid bounds. For all vertices and edges in V' and E’,
the levels must be within the range [1, L], and all scales
must be within the range [Spin, Smax]-

Computational constraints define level and scale constraints
for add, mul, and rot operations. For each of these operations
in G’, Orbit generates operator-specific constraints. For exam-
ple, consider a vertex v with two incoming edges ¢0 and el
in G'. If v’s operator is add, Orbit generates constraints that
match both levels and scales across all operands, i.e., (Viy.| =
e0out.l = elgye.) and (vin.s = €0gut.s = eloye.s). On the other
hand, if v’s operator is mul, Orbit generates the constraints
that match the operand levels but sums the operand scales',

Note that s is represented in log-scale.

i.e., (Vin.l = e0oy¢.l = elgye.l) and (vip.s = €0oyt.S + €lout.S)-
Ciphertext management constraints update a vertex’s
or edge’s level and scale with respect to rescale and
bootstrap operations. Each rescale operation decrements
the level by 1 and divides the scale by S¢. Since the ILP solver
may place multiple rescale operations on a single rescale ver-
tex, we account for their cumulative effect. Given either a
vertex or edge x with k rescale operations placed, the con-
straints are: (Xip.l > Xout.l + k) and (xin.s < xoue.5+S7 - k).

Each boot strap operation refreshes a vertex’s level back
to Ly and scale to Sy. Since the ILP formulation contains con-
ditional constraints based on whether a bootstrap is placed on
vertex v, we apply the big-M method [20] to convert them to
linear constraints: (vin.s <S¢ - Vin.|+M; - (1 — v.bootstrap));
(Vout-!| > 2—M> - (1 —v.bootstrap)); (Vour.s > Sy —M3- (1 —
v.bootstrap)), where M, M,, M3 are sufficiently large con-
stants to relax the constraints when v.bootstrap = 0.
Vertex-edge constraints ensure consistency between vertex
outputs and edge inputs. For all edges e = (u,v) € E’, we have
(ein-l = uoy.l) and (ejy.5 = Uoyt.S).

4.4 Objective Function

The optimization objective is to minimize the total compute
cost of all operations. We construct a cost model by profiling
homomorphic operations at different levels (see Appendix B).
The cost includes the operation cost at the input level, the
bootstrap cost if applied, and the rescale cost proportional to
the number of rescales. The objective function is as follows:

min ) [cost(v’.op, Vin.1)
viev!

+v/.bootstrap - cost(boot st rap)
+V/.rescale - cost(rescale)}

+ Y ¢ rescale-cost(rescale)
e'eE’

4.5 Lowering ILP Solutions to CKKS IR

The ILP solver determines optimal level and scale pairs for
each vertex and edge in G’ and where to insert bootstrap and
rescale operations. To generate a valid, executable CKKS
IR from these decisions, Orbit needs to determine the spe-
cific sequence of ciphertext management operations needed
to achieve each level and scale transition. Since modswitch
and upscale operations are inexpensive (together accounting
for less than 0.1% of total execution time), Orbit does not
directly model their costs in the ILP formulation, and instead
inserts them as needed to satisfy intermediate constraints.

2In our implementation, we use Gurobi’s General Constraint Indicator to
encode these constraints efficiently, rather than relying on the big-M method.
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S Improving ILP Solver Scalability

The previous section presents our ILP formulation for rescale
and bootstrap placement. Unfortunately, naively applying the
ILP formulation to an entire FHE Computation IR is compu-
tationally expensive, as ILP solving time scales exponentially
with program size.

In the following sections, we introduce three techniques
that scale the ILP formulation to large, real-world benchmarks
with little impact on search quality. These techniques apply
to any input FHE Computation IR and aim to minimize the
size and complexity of each ILP solver call. The first tech-
nique is DAG Compression, which compresses parallelizable
operations to reduce the number of ILP constraints while
provably preserving optimality. The second technique is parti-
tioning, which divides the circuit into smaller sub-DAGs that
can individually be solved within seconds. However, com-
bining optimal local solutions from partitioning can yield a
suboptimal global solution. To address this, we introduce the
Quadratic Behavior Profile (QBP), a caching mechanism that
enables efficient merging of local solutions into a global solu-
tion. In some cases, this approach provably finds the optimal
solution. However, the number of entries in the QBP tables
scales poorly with the level budget and scale range, which
limits scalability. Our last technique mitigates this through
iterative merging, which heuristically selects a set of high-
performing scale choices and avoids additional cross-partition
ciphertext management operations.

5.1 DAG Compression

Many tensor operations, such as convolution, contain repeti-
tive and parallelizable operations. Since these structures are
so predictable, we can compress the parallel operations into
a single operation. This compressed form requires far fewer
constraints to encode in our ILP formulation.

Orbit’s compression algorithm operates by grouping ver-
tices into equivalence classes based on their local topologies.
To compute these classes, we employ partition refinement
as our underlying algorithmic framework. Within this frame-
work, we define n-depth similarity as the specific refinement
criterion: intuitively, two vertices are considered n-depth simi-
lar if they are identical in operations when you examine their
local neighborhood up to depth # in both directions (parents
and children). We formalize this criterion as follows:

Definition 5.1 (n-Depth Similarity / Refinement Criterion).
For a non-negative integer n, v4 and vg are n-depth similar
(v4 =, vp) as follows:

Base Case: If v4 = vp, then v4 =, vg for any n > 0.
Recursive Case: Otherwise, v4 =, vp if and only if all of the
following hold:

* Same operation: v4.op = vp.op;

* Same parent structure: both v4.parents and vp.parents are
non-empty and have the same sequence of operations up

to n vertices from v, with a bijection f from v4.parents to
vg.parents such that p ~,, f(p) for every p in v4.parents;

e Same child structure (when n > 0): both v,4.children and
vp.children are non-empty and have the same sequence of
operations up to n — 1-depth vertices from v, with a bijection
g from vg4.children to vg.children such that ¢ ~,_; g(c) for
every ¢ in v4.children.

This recursive definition naturally leads to a standard parti-
tion refinement algorithm. We initialize the graph by grouping
vertices by their operation types, and then iteratively refine
these equivalence classes using the n-depth similarity crite-
rion as n increments (n = 0, 1,2,...). This refinement process
terminates when the partition converges and no further split-
ting occurs.

This partition refinement establishes a localized equiva-
lence relation rather than strict global graph isomorphism.
Because a vertex’s ILP constraints depend solely on the mul-
tiset of its neighborhood states, vertices within the same final
localized equivalence class are guaranteed to generate iso-
morphic constraints. Consequently, their optimal bootstrap
placements are identical. This allows Orbit to safely compress
each equivalence class into a single representative vertex with-
out sacrificing global search optimality.

In the worst case, this procedure takes O(|V]) iterations;
however, in practice, we find the highly parallel and structured
nature of the FHE Computation IR leads to fast convergence—
within 10 seconds in our experiments (see compile times in
Table 3).

To support compression in our ILP formulation, we intro-
duce a new vertex attribute v.cpr (or e.cpr for edges), which
records how many n-depth similar vertices and edges have
been compressed together. The default value cpr = 1, since
vertices and edges begin uncompressed in the FHE Compu-
tation IR. This compression factor is used in the objective
function to scale the cost of each compressed vertex or edge,
accounting for the fact that a single representative vertex/edge
now represents multiple identical operations. The updated
objective function including compression is

min Z {v.cpr-cost(v.op,vin.l)+--~
veV’
+ Z e.cpr-e.rescale - cost(rescale)
ecE’

Theorem 5.1 (Compression Preserves Search Optimality).
Let G = (V,E) be a FHE Computation IR and G = (V,E)
be its compressed version obtained by merging equivalent
vertices under partition refinement (Definition 5.1). Given an
optimal solution sol (G) on the compressed graph, a solution
sol (G) is obtained by assigning all vertices in each equiva-
lence class the same decision as their merged representative
in G. This expanded solution is optimal for G.

Proof Sketch. The proof relies on two foundations within our
partition refinement framework. First, vertices with n-depth
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similarity act as roots for semi-equivalent sub-DAGs. Their
isomorphic local topologies allow us to safely substitute par-
tial placements. Second, a reconstruction mapping guarantees
that any valid compressed placement sol (G) expands into a
full placement sol (G) while strictly preserving topological va-
lidity and total operational cost (6). This mapping dispatches
the theorem’s validity claim and bridges the cost relations
between the compressed and original domains.

To prove optimality, we proceed by contradiction. Suppose
a strictly better, potentially asymmetric placement sol (G)*
exists for the original graph (6(sol (G)*) < 6(sol (G))). Our
goal is to construct a strictly better placement for the com-
pressed graph G, contradicting the optimality of sol (G). We
first “symmetrize” sol (G): if vertices within the same equiv-
alence class receive different assignments, we induce their cor-
responding semi-equivalent sub-DAGs, select the minimum-
cost placement, and overwrite the others. This yields a glob-
ally valid, symmetric placement sol (G)™ with monotonically
non-increasing cost (6(sol (G)™*) < o(sol (G)")). By our sec-
ond foundation, this symmetric sol (G)** compresses back
into a valid solution for G with a strictly lower cost than
sol (G), contradicting its assumed optimality.

5.2 Partitioning and Behavior Profiles

While Orbit’s DAG compression aims to reduce the number of
constraints for linear tensor operators, compression alone fails
to address all of the ILP scalability challenges. For example,
the compressed DAG for AlexNet-ReL.U has /4,300 vertices,
which would take days to solve. To improve solve times, we
design a way to partition a large DAG into smaller sub-DAGs,
independently solve each sub-DAG, and then combine the
local solution into a global solution. The key challenges are 1)
determining where to partition the DAG to achieve efficient
ILP solve times and 2) avoiding expensive cross-partition
ciphertext management when merging sub-DAG solutions.

We address both challenges by partitioning along single-
input single-output (SISO) boundaries, a natural choice for
two reasons. First, SISO boundaries provide functional
modularity—both polynomial activation functions and com-
pressed linear regions naturally segment along these bound-
aries. Solving a SISO partition lets Orbit reuse the local solu-
tions across structurally identical sub-DAGs, saving on ILP
solving time. Second, partitioning at SISO boundaries mini-
mizes the number of boundary configurations that must be rec-
onciled. Each SISO boundary has exactly one input and one
output, so the space of possible level and scale assignments
at the boundary is O(L?, S?). On the other hand, partitioning
at boundaries with k input and output nodes would instead
require enumerating O(L’;t SSk ) configurations, which grows
exponentially in k.

After partitioning, we can run the ILP solver multiple times
to enumerate all potential per-partition solutions, one for each

combination of input level/scale and output level/scale. To
cache all solutions, we introduce the Quadratic Behavior Pro-
file (QBP), a lookup table that stores all of the optimal LSA-
BTS placements for a single SISO partition. Entries in the
QBP table are indexed by (input level, input scale, output level,
output scale). The total number of entries is quadratic in the
number of possible level and scale combinations. Formally,
we define the QBP as follows:

Definition 5.2 (Quadratic Behavior Profile). Let D = (V,E)
be a SISO partition with one input vertex vj, and one out-
put vertex vou. Let S be the difference in the maximum
and minimum scale, i.e., S;ox — Smin + 1. The QBP of D
is a table QBPp containing up to O(LZZMSZ) entries, where
QBPp (fins Sin» louts Sout) gives the optimal ILP solution for D
when vip.|=lin, Vin-S=Sin, Vout-1=louts Vout-S=Sout-

Orbit merges the per-partition QBP solutions into a sin-
gle global solution using dynamic programming. Suppose
G is composed of m sequential SISO sub-DAGs Dy, - - ,Dy,.
We define dp(i, loyt,Sout) @s the minimum cost for the first i
sub-DAGs with the i-th sub-DAG’s output level /,y; and out-
put scale soy. The base case initializes all possible starting
states to zero cost: for all valid levels 1 <[ < L;,, and scales
Smin <8 < Siax, we set dp(0,/,s) = 0. The recurrence relation
combines sub-DAG costs optimally: dp(i, lou, Sout) €quals the
minimum over all possible input levels /i, and scales sj, of the
sum dp(i — 1,lin, Sin) + QBPp, (lin, Sin; lout, Sout)- The global
solution is obtained by taking the minimum of dp(m, lout, Sout)
over all possible output levels Iy, and scales sqy;.

Theorem 5.2 (Complete QBPs Preserve Search Optimality).
Let G be a DAG decomposed into sequential SISO sub-DAGs
D1,...,Dy, and let QBPp, denote a complete QBP table for
each sub-DAG D;. Optimal solutions obtained via dynamic
programming over the complete QBP tables correspond to
optimal solutions for the original DAG G.

Proof Sketch. The proof relies on the properties of compos-
ing and decomposing placements across SISO boundaries.
Placement composition merges valid SISO sub-placements
into a globally valid placement with strictly additive opera-
tional cost (6). Conversely, placement decomposition splits
any valid global placement at a SISO boundary into valid sub-
placements while perfectly preserving this cost additivity.
We proceed by induction on the number of partitions. As-
sume the dynamic programming (DP) correctly computes
the optimal cost for the first i — 1 partitions. Suppose, for
contradiction, a strictly better global placement sol (G;)* ex-
ists for the first i partitions (6(sol(G;)*) < dp(i, out, Sout))-
Decomposing sol (G;)" at the i-th boundary yields two valid
sub-placements meeting at a specific boundary state (I, s, ).
By the inductive hypothesis and QBP optimality, their re-
spective costs are lower-bounded by dp(i — 1,7 , s} ) and the
corresponding QBP entry QBPp, (L, 5, louts Sour ). Summing
these bounds via cost additivity demonstrates that the DP
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could achieve a cost < o(sol (G;)*) simply by selecting this
specific state. Since the DP recurrence explicitly minimizes
over all valid boundary states, it mathematically guarantees a
final cost dp(i, lout, Sout) < (501 (G;)"), directly contradicting
the assumed optimality of sol (G;)".

In practice, solving for complete QBPs is tractable when
S¢ = Suin, a setting used by some FHE applications and
systems [17,35]. Since every rescale operation brings the
scale down to S, there is effectively only one scale value
throughout the computation. This reduces the QBP table from
O(Li,sSz) entries to just O(L%m) entries, since S = 1.

In this setting, all operations are restricted to S,,;,, which
means we cannot exploit the fact that some operations could
safely run at lower scales and consume fewer levels. As a
result, this setting precludes some optimizations.

5.2.1 Bypass Edges

Bypass edges (e.g., residual or skip connections) are long-
range dependencies that span multiple tensor operations. This
challenge appears in our ResNet benchmark, where residual
connections span multiple layers, creating dependencies that
cross many SISO boundaries. Without explicit handling for
bypass edges, our partitioning algorithm would result in large
partitions that negatively impact ILP solving time.

To address this, we extend our partitioning technique to first
isolate bypass paths to break up oversized partitions, as shown
in Figure 4. By isolating bypass edges, Orbit creates forking
points (1-in-2-out) and merging points (2-in-1-out) along the
partition boundaries, denoted by the purple partitions. For
these partitions, we solve for all possible solutions along their
partition boundaries, which requires O(Lgl SS3) ILP instances.
This enumeration remains practical compared to solving a
single large monolithic ILP for a large partition (see Table 5).

o ﬁ Bypass Edge ﬁ
@9(Conv)9(ReLU)9(Conv)9( Add )Q(ReLU)

o r— Bypass Edge ﬂ
@-}(Conv)é(ReLu)é(Conv)é( Add )->(ReLu)

Figure 4: (a) SISO partitioning without bypass handling cre-
ates large partitions. (b) Explicit bypass handling isolates skip
connections, enabling more partitioning along the main path.

5.3 Handling Cross-partition Scale Alignment

While partitioning and QBPs enable efficient compilation
by reducing the size of the ILP instances, the scale dimen-

sion remains a practical bottleneck. Even with modest scale
ranges, the O(Li”SZ) boundary configurations can become
prohibitive. To ensure practical compile times, we devise an
iterative technique to minimize the scale range that must be
explored across partition boundaries.

Existing FHE systems configure the relationship between
the rescaling factor (Sy) and waterline scale (S;,) in different
ways. Some systems [17, 35] restrict Sy = Sy, forcing all
operations to operate at the waterline scale and simplifying
scale management at the cost of performance. More flexible
systems [11] place no restrictions on the relationship between
S¢ and Sy, creating a harder scale management problem
but enabling better performance through finer-grained rescale
placement. Orbit focuses on the latter case, introducing an
iterative approach to efficiently explore the scale space when
S¢ and Sy, are decoupled.

Relaxing the Sy = S, constraint introduces two key chal-
lenges. First, the QBP table size explodes: with typical param-
eters (Lys = 16, § = 92), tracking all input/output level and
scale combinations requires 2,166,784 entries for a SISO
partition. Second, scale alignment across partition bound-
aries is no longer automatic. Different boundary scale choices
affect both partition compatibility and performance, where
mismatched scales require extra rescale or bootstrap opera-
tions. Together, these challenges make QBP construction and
partition stitching more complex than the Sy = Sy, case.

To address these challenges, we propose an approach that
iteratively solves each partition and dynamically finds effi-
cient and compatible boundary scales. Our solution exploits
a key observation: lower output scales preserve “headroom”
for subsequent partitions by providing more flexibility in their
input scale choices, thereby conserving levels and delaying
when to insert additional bootstraps. For example, if P; out-
puts at scale S,,;, rather than 2 - S,,,;,, the subsequent partition
P+ can execute more operations before its scale budget is ex-
hausted and a rescale is required. For each input/output level
pair, multiple optimal solutions exist along a Pareto frontier
trading off local partition cost against output scale. By accept-
ing slightly higher local costs to achieve lower output scales,
we can improve global performance. We use this insight by
modifying our objective function to incorporate boundary
scale awareness: f' = f+o.-V -cost(rescale) - outgeqpe, where
o is a hyperparameter controlling a scale penalty and V is
number of vertices in the partition. Empirically, we find that
setting oo = 0.2 provides an effective balance between local
optimality and boundary scale minimization.

To find a global solution among all local partitions, we
solve each partition and their QBP table iteratively in topo-
logical order. For input partitions, we initialize input scales to
the minimum valid scales (either S,,;,, or a compatible scale
for addition) that satisfy the circuit’s input constraints. For
subsequent partitions P;, we use the output scales from the
preceding partition P;_; as fixed input scales for P;. This
allows us to explore only the relevant portion of the scale

USENIX Association

35th USENIX Security Symposium 69



space for each partition, selecting the output scale for each
input level that balances local cost with downstream flexibil-
ity. The resulting QBP tables are compact since we cache
only the single best output scale discovered for each level
pair during this iterative process. This approach dramatically
reduces table size from the naive O(L7,,S*) = 2.1M entries to
just O(L7. ) = 256 entries per partition, while ensuring scale
compatibility across partition boundaries.

6 Implementation

We implement Orbit in approximately 2,700 lines of Python
and 2,200 lines of Golang code. The Python component
handles MLIR parsing, DAG reduction optimizations, ILP
formulation via the Gurobi optimizer [21], and code gen-
eration, while the Golang component implements the cost
modeling and runtime execution in Lattigo. Orbit extends
DaCapo’s frontend interface [11] and parses input programs
into a MLIR-based FHE Computation IR. Our implemen-
tation consists of three main stages: (1) ILP formulation to
determine bootstrap and rescale placements (see Section 4),
(2) DAG reduction optimizations to reduce ILP problem size
(see Section 5), and (3) a Lattigo interpreter that executes the
FHE program following the optimized placement.

7 Evaluation

This section presents our evaluation of Orbit. First we de-
scribe our evaluation setup, followed by detailed microbench-
marks to evaluate our ILP scalability techniques. We eval-
uate Orbit against three state-of-the-art FHE systems that
support bootstrap placement: DaCapo [11], Orion [17], and
ReSBM [35]. To perform a controlled experiment, we keep
the cryptographic parameters consistent on all benchmarks
and run all systems using our Lattigo backend. Note that Lat-
tigo does not support a variable bootstrap implementation,
which uses cheaper bootstraps to a desired target level rather
than always bootstrapping to the maximum level. Thus, we
compare against ReSBM using an estimated cost model.

We exclude HALO [12] and HEILP [46] from our baseline
comparison. HALO targets inter-iteration bootstrap place-
ment across dynamic for-loops and is orthogonal to Orbit,
which optimizes over a global static computation graph; the
two are complementary rather than competing, and Orbit
could in principle replace HALO’s intra-loop solver. HEILP
shares an ILP foundation but is infeasible on our benchmarks:
its dense formulation requires O(L?) variables per vertex,
causing state explosion on large graphs, whereas Orbit re-
quires only 7-10 variables per vertex and incorporates DAG
reduction techniques that HEILP lacks.

7.1 Evaluation Setup

All benchmarks were compiled on AWS EC2 m8i.8xlarge
instances (32 cores, 128 GB RAM) * and evaluated on m7g.-
16xlarge instances (64 cores, 256 GB RAM). We evalu-
ate Orbit on 5 convolutional neural networks used to eval-
uate prior FHE compilers: ResNet-20 [30], SqueezeNet [25],
AlexNet [29], MobileNet [24], and VGG16 [43]. These bench-
marks are implemented in DaCapo’s frontend and lowered
into Orbit’s FHE Computation IR, which serves as the stan-
dardized input representation for all evaluated bootstrap place-
ment algorithms. To enable fair comparison with prior work,
we re-implemented the bootstrap placement algorithms from
Orion [17] and ReSBM [35] to operate on this common IR.
This is because Orion’s implementation compiles their custom
Python benchmarks directly to Lattigo without an exposed
IR, and ReSBM’s algorithm is not publicly available in their
released compiler implementation.

We evaluate two variants of each benchmark, distinguished
by their activation and pooling functions. The two activa-
tion functions used are SiLU (S) and ReLU (R). SiLU is
approximated using a single Chebyshev polynomial; ReLU
is approximated using a larger composite polynomial con-
sisting of three Chebyshev polynomials [31]. Only AlexNet,
SqueezeNet, and VGG16 support pooling functions, where
the ReLU variants use max-pooling and the SiLU variants
use average-pooling.

7.2 Micro-benchmarks

To evaluate our heuristic-based techniques for improving ILP
scalability, we provide microbenchmarks to evaluate our DAG
reduction techniques: compression, partitioning, QBP reuse,
and bypass handling.

Compression & Partitioning We conduct an ablation study
using a 4-layer ResNet-20 with SiLU activations to compare
our compression and partitioning techniques. Each layer in the
benchmark contains a mix of convolution operations (parallel
linear layers) and activation functions (polynomial approxima-
tions). We compare four configurations: (1) baseline ILP with
no optimizations, (2) compression only, (3) partitioning only,
and (4) both partitioning and compression applied together.
As shown in Table 3, the baseline ILP requires over 10
minutes to solve the ILP formulation and scales poorly to
larger benchmarks. Compression alone achieves a compila-
tion time of 205 seconds by reducing the number of vertices,
and thus ILP variables, by 2.6 in the linear operations. Ap-
plying partitioning alone reduces the compilation time down
to 108 seconds by breaking the problem into 27 independent
subproblems of manageable size. The combined approach

30rbit is highly memory efficient, requiring under 5 GB in total for
compilation. The high-memory instances for compilation were selected to
leverage high core counts for parallelizing QBP solving.
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Config # Parts Max Avg

No Opts 1 4822 4822 652.78s 829.07 s
Compression 1 1840 1840 205.35s 830.92s
Partitioning 27 1091 180 108.28s 851.46s
Both 18 179 103 33.12s 838.26s

Comp Exec

Table 3: Impact of compression and partitioning on 4-layers of
ResNet-20-S. Max/Avg represents the max/average partition
size. Comp/Exec represents the compile/execution time.

achieves the best performance with a solve time of 33 sec-
onds (highlighted in green), representing a 19.7x speedup
over our no-optimization baseline. Importantly, all configu-
rations produce placements with nearly identical end-to-end
latency (within 1% of each other), confirming that our scala-
bility optimizations preserve solution quality while improving
solver efficiency.

Cross-benchmark QBP Reuse Table 4 evaluates the im-
pact of QBP-reuse across sequential compilations. The com-
pilation order is AlexNet, SqueezeNet, VGG16, ResNet-20,
starting with the ReLU variant followed by the SiLU variant
and N = 2!5. This order was determined alphabetically aside
from ResNet-20, which has many partitions that cannot be
reused in other benchmarks.

QBP reuse provides compilation speedups ranging from
1% to 73%, with a geometric mean of 23%. The overall
speedup of compiling the entire benchmark suite is 26%.
AlexNet shows minimal speedup because it is compiled first
with no prior QBPs available to reuse, and the 3-5 second
overhead of loading and saving QBPs offsets any gains from
reusing QBPs. These results demonstrate that caching QBPs
across multiple compilation runs can greatly reduce the ILP
solving time for polynomial approximation functions.

Benchmark w/o Reuse w/Reuse Speedup Reuse %

AlexNet-R 342.7 345.2 0.99x 52.8
AlexNet-S 75.0 74.6 1.01x 429
SqNet-R 345.8 200.4 1.73 % 67.2
SqNet-S 74.9 68.9 1.09x 58.3
VGGI16-R 180.1 126.2 1.43x 74.0
VGG16-S 87.3 58.9 1.48x 71.5
ResNet-20-R 55.3 41.7 1.33% 82.0
ResNet-20-S 49.7 46.1 1.08 % 82.2

Table 4: Impact of QBP reuse on compilation time (s).
Reuse% includes both intra-benchmark and cross-benchmark
QBP reuse.

Bypass Handling To evaluate our bypass handling tech-
nique, we conduct an ablation study on ResNet-20, which con-

tains numerous skip connections spanning convolution and
activation layers. We compare baseline partitioning (which
keeps entire residual blocks within single SISO partitions)
against Orbit’s bypass handling (which separates bypass
edges and applies a specialized 2-in-1-out ILP formulation for
merging partitions). Table 5 shows that bypass handling de-
composes the network into smaller partitions (average 95 vs.
176 vertices), reducing total compilation time by 5.2 — 8.6 %
while incurring negligible runtime overhead (under 0.25%).
These results demonstrate that explicitly modeling bypass
edges is essential for handling modern neural architectures
with complex control flow patterns.

Config Bypass # Parts Avg Size Comp Exec
RN — 215 N 21 165 28597s 687.98s
T Y 39 89 55.33s 688.79s
g N2l N 21 183  166.15s 431.98s
U Y 39 98 49.74s 43097 s
RN — 217 N 21 169  482.67s 3147.07 s
T Y 39 91 56.36s 3141.18 s
S N2l N 21 187  351.95s 1868.76s
T Y 39 100 54.33s 1871.19s

Table 5: Impact of bypass handling on partitions

7.3 Macro-benchmarks

Across 5 convolutional neural networks, we compare Orbit
against DaCapo, Orion, and ReSBM using multiple CKKS
parameter settings. The base configuration is (N = 217 Somin =
40, Lyp;s = 16); the default used in DaCapo. Like prior FHE
compilers, Orbit takes the cryptographic parameters, includ-
ing the available level budget L, as input. In practice, devel-
opers can estimate an initial level budget using simple static
analysis, such as the multiplicative depth of the layers in a
machine learning inference program, and iteratively refine the
parameters based on security and performance requirements.
From the base configuration, we test 2 additional changes
while keeping the rest of the parameters the same: reduc-
ing the number of slots (N = 2'3) and using a smaller level
budget (Ly;s = 12)*. These additional configurations evalu-
ate Orbit’s robustness to parameter variation. Our evaluation
demonstrates Orbit consistently completes compilation within
minutes across varying Ly, settings, whereas DaCapo experi-
ences significant compile-time bottlenecks and Orion fails on
several constrained-budget configurations.

4The N = 215 configuration does not meet the 128-bit security standards
and is not intended for deployment.
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7.3.1 Comparison to DaCapo

Compilation: Table 6 compares compilation times between
Orbit and DaCapo. Orbit compiles all benchmarks across all
configurations in under 6 minutes, with most completing in
under 1 minute. This shows that Orbit’s approach is scalable
to end-to-end benchmarks. When reducing the ring dimension
to N =25, DaCapo’s compilation time dramatically increases
from minutes to hours on various benchmarks. Intuitively, this
slowdown occurs because DaCapo’s bootstrap placement al-
gorithm depends on their liveness analysis, which computes
the working set size of ciphertexts at each program point. De-
creasing the ring dimension increases the ciphertext working
set size at each program point, which in turn increases their
analysis complexity. For example, in SqueezeNet-R, the num-
ber of bootstrap candidates grew from 175 to 5,722, increas-
ing compile time by 435 x. For both AlexNet benchmarks,
DaCapo fails to compile within 24 hours.

Two additional outliers occur when compiling the bench-
marks. First, both Orbit and DaCapo fail to compile Mo-
bileNet at N = 2! due to a bug in DaCapo’s frontend. At a
high-level, the frontend does not correctly determine which
input values are marked as ciphertexts and fails on an inter-
nal check. Second, DaCapo’s bootstrap placement algorithm
times out on AlexNet-S when using a smaller level budget
(Lprs = 12). This is attributed to an increase in the number
of bootstrap candidates, similar to the effects of lowering the
ring dimension.

Evaluation: Figure 5 presents the evaluation time compari-
son to DaCapo. Each benchmark is presented with its opera-
tion cost breakdown; each test is averaged over 3 runs. The
bars represent bootstrap cost (blue), rotation cost ( ),
rescale cost (green), and all other operation costs (red).
Across the base configuration, Orbit improves on DaCapo
by a geometric mean of 7%. Orbit’s performance improve-
ments stem from its joint bootstrap and rescale optimization
approach, which enables fine-grained placement decisions
that reduce overall latency. There are two notable benchmarks
to highlight: SqueezeNet-S and AlexNet-R. On SqueezeNet-
S, Orbit improves on DaCapo by 8% while using one addi-
tional bootstrap. Even though bootstraps are a very expensive
operation, Orbit finds a placement that trades off this addi-
tional bootstrap for lower computation cost (as denoted by
the smaller orange bar) by running rotations at lower levels.
Orbit performs the best on AlexNet-R, improving by 14%.
Orbit reduces the number of bootstraps from 71 to 62 and
rescales from 12,437 to 2,304. This 5.4 x reduction in rescales
demonstrates how joint optimization of bootstrap and rescale
placement enables more efficient scale management than the
depth-based heuristics approach used by DaCapo.

Across Different Configurations: On a smaller level bud-
get (Lys = 12), Orbit improves on DaCapo by a geometric

Base N=213 Lpis=12
Benchmark D (0} D O D (0]
AlexNet-S 356 54 t-o 75 t-0 78

ResNet-20-S 22 54 49 50 335 47
SqueezeNet-S | 52 141 | 27952 75 1912 134
VGG-16-S 191 64 | 31132 87 | 11242 63
MobileNet-S 248 65 err err | 16494 72

AlexNet-R 874 251 t-o0 343 755 232
ResNet-20-R 22 56 47 55 19 44
SqueezeNet-R | 85 200 | 36992 346 86 177
VGG-16-R 231 107 | 48904 180 230 87
MobileNet-R 240 67 err err 231 50

Table 6: Compilation time in seconds separated by activation
function. D stands for DaCapo, and O stands for Orbit. t-o
indicates the benchmark timed-out after 24 hours, and err
indicates compilation errors.

mean of 19%. With this parameter configuration, the SiLU
activation function does not fit nicely between two bootstrap
operations. DaCapo’s depth-based bootstrap placement ap-
proach fails to find efficient bootstrap candidates on irregular
graphs. This bootstrap reduction is exemplified in AlexNet-R
(116 —100), MobileNet-S (118—67), ResNet-S (85—47),
and VGG16-S (70—43), where the number of bootstraps is
significantly lower in Orbit’s placement.

On a smaller ring dimension (N = 2'3), Orbit improves
on DaCapo by a geometric mean of 9%. The performance
improvements are comparable to the base configuration be-
cause changing the ring dimension does not affect rescale or
bootstrap placement. Rather, it primarily affects the ciphertext
working set size and hence compilation time. While Orbit’s
compression and partitioning heuristics maintain fast compila-
tion times, DaCapo times out on AlexNet due to the increased
complexity of its ciphertext liveness analysis.

7.3.2 Comparison to Orion

Compilation: We evaluate Orbit against Orion across multi-
ple cryptographic parameter configurations. Recall that Orion
restricts Sy = Syuin, which simplifies the bootstrap placement
problem and enables fast compilation times when success-
ful. Table 7 shows that when Orion successfully compiles, it
often achieves compilation times within seconds. However,
Orion’s simplifying assumptions lead to frequent compilation
failure when a partition’s multiplication depth exceeds the
level budget L. This particularly affects benchmarks using
max-pooling operations (e.g., AlexNet-R, SqueezeNet, and
VGG16-R), which require deeper computation than average-
pooling alternatives. Under constrained parameter settings,
Orion’s compilation failures become more prevalent, while
Orbit successfully compiles under all configurations.
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Figure 6: Evaluation comparison between Orbit and Orion.

Evaluation: To compare against Orion, we compare the
performance of Orbit on the base configuration setting where
Smin = 40, to that of both Orbit and Orion on Sy = S, = 51.
Figure 6 presents our evaluation results. When Sy = S,,,;, = 51,
Orbit’s ILP-based approach enables it to optimize over entire
DAG structures, resulting in better rescale placements and
providing 2-9% speedups in evaluation time. Under the base
configuration, Orbit finds better bootstrap placements, provid-
ing 19-73% speedups and a 31-34% reduction in the number
of bootstrap operations compared to Orion. This improve-
ment is due to Orbit’s lower waterline scale, which enables
the system to save levels and reduce the number of boot-
straps required. For instance, Orbit’s fine-grained approach
can place rescale operations after multiple multiplications
(whereas Orion requires a rescale after every multiplication),

Table 8: Compilation and execution comparison with ReSBM.

ReSBM [35] introduces variable bootstrapping, which al-
lows bootstrapping to arbitrary target levels rather than a
fixed Ly, potentially reducing overhead by avoiding unneces-
sary level restoration. Since Lattigo does not support variable
bootstrapping, we implement an estimated cost model by em-
pirically measuring bootstrap costs at different target levels
and incorporate this model into Orbit’s ILP formulation.

Table 8 compares Orbit against ReSBM on the base con-
figuration and achieves speedups ranging from 1.15 —2.53x.
Although Orbit does not perform variable bootstrapping, it
estimates much of the same benefit through a post-placement
analysis. After the ILP produces a bootstrap placement, Orbit
computes the estimated program latency by summing per-
bootstrap costs based on their individually assigned target lev-
els. This approach allows Orbit to estimate the performance
benefits of variable bootstrapping without compromising the
solvability of the ILP.

Orbit’s performance advantage comes from two primary
limitations in ReSBM’s heuristics. First, ReSBM relies on
a greedy rescaling strategy (inserting a rescale immediately
when the scale exceeds the rescaling factor), which often re-
sults in suboptimal level consumption compared to Orbit’s
global planning. Second, ReSBM partitions the DAG into
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sequential regions based on multiplication depth, enforcing
strict uniformity of levels and scales within each region. This
structural rigidity proves inefficient for complex sub-DAGs
(e.g., activation functions) where edges frequently cross mul-
tiple regions. In such cases, ReSBM incurs additional over-
head and potentially unnecessary rescales and bootstraps to
align levels and scales at region boundaries. For example,
on ResNet-20-S, the maximum rescaling depth of ReSBM’s
compiled program is 325, while the maximum rescaling depth
of Orbit’s compiled program is 251. This demonstrates that
ReSBM'’s program consumes 29% more levels than Orbit’s
due to greedy rescaling strategy and region alignment.

7.3.4 End-to-end Accuracy

System  |AlexNet ResNet SqueezeNet VGG MobileNet

Pytorch-S| 85.4 92.6 87.5 93.0 91.4
Orbit-S 85.5 92.6 87.5 92.9 91.3

Pytorch-R| 88.1 90.6 89.4 93.8 90.0
Orbit-R 87.8 90.7 89.6 93.9 90.0

Table 9: Accuracy (%) on 1000 CIFAR-10 images.

To validate that Orbit’s optimizations preserve model ac-
curacy, we evaluate all networks on 1,000 randomly sam-
pled CIFAR-10 test images and compare against plaintext
PyTorch baselines. Table 9 shows that Orbit achieves accu-
racy within 0.3% of PyTorch across all benchmarks, with most
models matching exactly. For all benchmarks, we run 1,000
plaintext inferences and verify with 100 encrypted inferences
using the N = 2!7 configuration. The maximum difference
between encrypted and plaintext execution is 10~#, demon-
strating that Orbit’s level-scale aware optimizations introduce
negligible numerical error. These results confirm that our
bootstrap placement and rescale strategies maintain the ac-
curacy of the original models while delivering performance
improvements.

8 Limitations and Future Work

In this section, we discuss Orbit’s limitations and potential
future work to address them.

Orbit is optimized for structured ML tensor workloads,
such as CNN inference, rather than arbitrary FHE programs.
The effectiveness of its DAG compression and partitioning
techniques relies on the computational graph exhibiting regu-
lar parallel structures, repeated tensor subgraphs, and clean
SISO partition boundaries. Less-structured programs featur-
ing irregular control flow, overlapping skip connections, or
complex multi-input/multi-output paths may not be effectively
compressed or cleanly partitioned, resulting in high compila-
tion time. Additionally, we employ partitioning heuristics and

iterative merging to maintain practical compilation times, but
this approach trades some optimality for scalability. While
our evaluation demonstrates that these heuristics work well
in practice—achieving compilation times under 6 minutes for
all benchmarks—they do not guarantee global optimality.

Orbit currently uses a fixed level budget (L) for boot-
strapping, while recent systems like ReSBM support variable
bootstrapping to arbitrary target levels. Although our esti-
mated cost model for variable bootstrapping shows promising
results (see Section 7.3.3), evaluating with an actual FHE
library implementation can demonstrate more concrete re-
sults. Future work aims to extend Orbit’s ILP formulation to
support variable bootstrapping.

Finally, Orbit models FHE operations at the granularity of
individual additions, multiplications, rotations, and rescales.
However, functional bootstrapping [3, 13] can evaluate arbi-
trary LUTs during the bootstrap operation itself, which can
accelerate computationally intensive operations like the large
polynomial activation functions. While functional bootstrap-
ping traditionally required scheme switching between CKKS
and TFHE with associated conversion costs, recent advances
support functional bootstrapping directly within CKKS [3].
Incorporating functional bootstrapping into Orbit’s optimiza-
tion framework is a promising direction for future work.

9 Related Work

The challenge of automatic ciphertext management in FHE
has motivated several generations of compiler research, each
addressing different aspects of the optimization problem.
We discuss related work in three areas: early ILP-based ap-
proaches, compilers focusing on rescale placement, and recent
systems targeting bootstrap placement.

ILP-based Frameworks Paindavoine and Vialla [37] is the
first work to explore ILP-based bootstrap placement, demon-
strating performance improvements over greedy placements.
Their formulation minimizes the number of bootstraps needed
to satisfy multiplicative depth constraints across all compu-
tation paths. HEILP [46] is a recent work that introduced an
ILP-based scale management, representing an important step
toward principled rescale optimization, but its formulation is
complicated and does not scale well to large neural networks.
Compilers for Rescale Placement Early compilers for FHE
focused primarily on automatic rescale placement. EVA [15]
was the first compiler to introduce waterline rescaling, which
maintains ciphertext scales above a minimum threshold by
proactively inserting rescale operations, but restricts rescaling
to multiplication depth boundaries. HECATE [34] extended
this specialized scale management operations and global opti-
mizations, achieving better performance over EVA, but incurs
longer compile-time overhead. ELASM [33] explored a fine-
grained rescale placement by introducing scale-to-noise ratios
and noise-aware waterlines.
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Compilers for Bootstrap Placement The latest generation
of FHE compilers [2, 12, 17,28, 35] focus on solving auto-
matic bootstrap placement and are the closest work to Orbit.
All of these works rely on some depth-based heuristics in or-
der to make the bootstrap placement problem more tractable.
DaCapo’s [11] approach uses HECATE’s scale management
to find candidate bootstrap placement points, then relies on
depth-based heuristics that can be suboptimal for complex
models. ReSBM [35] is one of the first works to try and solve
bootstrap placement for variable bootstrapping.

Another class of FHE compilers primarily target layout as-
signment [9, 16,44]. HEIR [4] provides MLIR-based compiler
infrastructure for FHE with modular dialect abstractions en-
abling interoperability across FHE libraries. Our techniques
are complementary to these systems, and our MLIR interface
should make it easier to integrate into these systems.

10 Conclusion

Orbit is an FHE compiler that jointly optimizes bootstrap
and rescale placement through a novel integer linear program-
ming formulation. To overcome ILP scalability challenges,
Orbit uses DAG reduction techniques to reduce the ILP prob-
lem complexity. Orbit’s modular design facilitates integration
with existing FHE compiler infrastructure, enabling broader
adoption of our optimizations across the FHE ecosystem.
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Ethical Considerations

Orbit is a compiler that optimizes bootstrap and rescale place-
ment for FHE programs. While our work focuses on technical
compiler optimizations, we recognize that improvements to
FHE technology have potential dual-use implications that
warrant careful consideration.

Potential Negative Use Cases. More efficient FHE bootstrap
placement could enable malicious actors to perform com-
putations on stolen encrypted data with reduced overhead,
potentially making such attacks more practical. Enhanced
performance might allow adversaries to operate encrypted

data processing pipelines that evade detection or regulatory
oversight. Additionally, improved FHE efficiency could cre-
ate asymmetries where powerful entities can afford to deploy
these optimizations while smaller organizations cannot, po-
tentially concentrating privacy-preserving capabilities among
well-resourced actors.

Weighing Benefits Against Harms. The benefits of efficient
bootstrap placement are substantial and widespread. By re-
ducing the performance overhead of FHE, particularly the
expensive bootstrap operations that currently dominate ex-
ecution time, Orbit makes privacy-preserving computation
more practical for sensitive applications. This includes secure
medical data analysis across institutions, privacy-preserving
machine learning inference for sensitive domains, confidential
financial computations, and secure cloud computing services.
Importantly, by automating bootstrap placement through prin-
cipled compiler techniques, Orbit democratizes access to ef-
ficient FHE implementations, reducing the expertise barrier
that currently limits adoption to a small number of cryptog-
raphy experts who can hand-tune bootstrap placements over
days or weeks.

Our Assessment and Future Considerations. We conclude
that publishing Orbit serves the greater good. The optimiza-
tion techniques we present represent standard compiler opti-
mization methodologies applied to the FHE domain. These
techniques do not create fundamentally new cryptographic
capabilities; rather, they automate and systematize optimiza-
tion strategies that expert cryptographers have been devel-
oping manually for specific applications. Withholding this
research would not prevent adversaries from developing simi-
lar optimizations independently, while it would significantly
hinder legitimate applications where current bootstrap place-
ment challenges remain a major barrier to adoption. The
positive applications have clear societal benefits: enabling
privacy-preserving healthcare research, protecting user pri-
vacy in machine learning services, and facilitating secure out-
sourced computation. We publish our work through rigorous
academic peer review, provide sufficient technical detail for
reproducibility and validation, and actively engage with the
FHE community to responsibly integrate these optimizations
into widely-used open-source infrastructure. We believe that
advancing compiler technology for FHE through automated,
principled optimization is essential for realizing the promise
of privacy-preserving computation, and that responsible pub-
lication best serves these societal interests.

Open Science

We fully support the principles of the Open Science Pol-
icy. We open source all research artifacts produced for this
project under the BSD-3 License, including the complete
source code of Orbit and comprehensive documentation
for reproducing all evaluation results reported in this pa-
per. We encourage the scientific community to freely ac-
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cess, review, validate, and build upon our work. Our open-
source implementation is available at https://github.com/

cmu-—

cryptosystems/Orbit and our archived artifact can be

found at https://zenodo.org/records/20278435.
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A ILP Formulation

Figure 7 in the Appendix details the complete ILP formulation
used by Orbit.

B Cost Modeling

To guide the ILP optimization, we profile the actual execution
time of each homomorphic operation using the Lattigo library.
Our cost model generates representative ciphertexts at each
level and measures the average latency and its standard devia-
tion across multiple trials for each operation type: ciphertext-
ciphertext addition/multiplication, ciphertext-plaintext addi-
tion/multiplication, rotation, upscaling, rescaling, modulus
switching, and bootstrapping. For each operation, we collect
100 timing samples (10 for the more expensive bootstrap oper-
ation) and compute the mean latency, as shown by the points
in Figure 8. To maintain linearity in our ILP formulation, we
apply linear regression to the measured timings. This allows
us to express operation costs as linear functions of the level
decision variables: cost,, = a-level + b, where a and b are the
fitted coefficients. Without this linear approximation, the cost
model would introduce non-linear terms into the ILP objec-
tive function. The linear fits achieve high accuracy (R? > 0.97
for all operation types) while keeping the ILP tractable.

To validate our cost model, Figure 9 presents our esti-
mated latencies against end-to-end execution times across
312 benchmark configurations, achieving an R? = 0.9975.
These configurations combine 3 cryptographic parameter set-
tings (N = 2% /2!7 ring dimension, L;; = 12/16 level budget,
Smin = 40/51 waterline scale) across 10 macro-benchmarks
and 3 layout assignment systems (Orbit, DaCapo, Orion), tak-
ing the average of 3 runs per configuration.

C 1ILP Modeling Assumptions

To maintain the tractability of the ILP optimization problem
while preserving solution quality, we adopt six specific mod-
eling assumptions. These constraints reduce the search space
complexity with negligible impact on the optimality of the
final placement.

1. Vertex-Restricted Bootstrapping: Bootstrapping op-
erations are restricted to vertices. If a vertex v is boot-
strapped, the refresh applies to all of its outgoing edges.
This restriction is non-limiting because placing a boot-
strap on an edge (u,v) is functionally equivalent to boot-
strapping at vertex u (refreshing all outputs). In cases
where downstream neighbors require different input lev-
els, Orbit inserts inexpensive modswitch operations on
specific edges to satisfy those local constraints.
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Variables

For all verticesv e V:

* Vin-l,vout.l € [1, L]

* Vin-S, Vout-S € [SminsSmax]

* v.bootstrap € {0,1}

* v.rescale € [0, Ly — 1]
For all edges e = (u,v) € E:

* ein-l,eout.l € [1,Lpy]

* €in-S, €out-S € [SminsSmax]

o e.rescale € [0, Ly — 1]

input/output level
input/output scale
bootstrap indicator

rescale count

input/output level
input/output scale

rescale count

Constraints

* Lattigo Scale Limits: Vx c VUE
- xin.SSSf~(xin.|+1)77
- Xout-s <S¢ (Xour | +1) =7

¢ Computational: Vv € V

— If v.op = mul with input edges €0, el:
e0out-s+ elout-S = Vip-S

e0out.l = eloue.l = vin.,

— If v.op # mul; V input edges e:
eout-l = vin.l,  €out-S = Vvin.s
* Vertex-Edge: Ve = (u,v) € E
- einl =uout.l, €jn.s = tout.s
* Bootstrap: Vv with v.bootstrap =1
= Vin-s < Sf - vip |
- Vout.l > 2
- Vout-S = Sf
* Rescale:

— Vv with v.bootstrap = 0:
Vin-l > vout. + v.rescale,

- VecE:
ein.l > eout.1 +e.rescale,

Vin-s < Vout-s+ Sy - v.rescale

ein-s < equt-s+ Sy e.rescale

Objective Function

min ) v.cpr- [cost(v.op,vin.l)
veV

+v.bootstrap - cost(bootstrap)

+ v.rescale- cost(rescale)}

+ Z e.cpr-e.rescale - cost(rescale)

ecE

operation cost
bootstrap cost
vertex rescale cost

edge rescale cost

Figure 7: ILP formulation for Orbit.
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Figure 9: Comparison of estimated versus actual latency. The
x-axis shows Orbit’s estimates derived from profiled data; the
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2. Bootstrap Dominance: If a bootstrap is scheduled on
a vertex v, the cost of any co-located rescale opera-
tions on v is excluded from the objective function. Given
the strict hierarchy cost(bootstrap) > cost(rescale),
the bootstrap cost dominates, rendering the rescale cost
negligible in this context.

3. Scale Upper Bound: We set the upper bound for scale
variables to be Sy;4x = 2 - Spin +Sy. This bound is derived
from the worst-case arithmetic growth: a multiplication
of two ciphertexts at minimum scale S,,;, yields a re-
sult at 2 - S,,,;,. We allocate an additional buffer of Sy
to accommodate potential scale management flexibility
before a rescale is strictly required. This upper bound ef-
fectively prunes the search space of invalid states, which
aligns with the approach used in DaCapo.

4. Negligible Maintenance Costs: The latency costs of
modswitch and upscale operations are excluded from
the objective function. Our evaluation indicates these
operations collectively account for < 0.1% of total exe-
cution time, making their inclusion unnecessary for cost
minimization.

5. Linearized Computational Costs: To enforce linearity
in the objective function, we model the cost of arithmetic
operations (op € {add,mul,rot}) as linear functions of
the level variable: cost(op,!) = a1+ b, where a,b are
the fitted coefficients. As detailed in Appendix B, this
linear regression fits empirical measurements with high
accuracy (R* > 0.97).

6. Constant Rescale Cost: We model the cost of
rescale as a constant fixed at its maximum value:
cost(rescale) = cost(rescale,Lys — 1). In practice,
the target level for rescale operations is typically fixed
by the ciphertext, so there is little flexibility to select
lower-cost rescale operations without potentially wasting
valuable levels. As a result, optimizing only the count of
rescale operations—rather than their precise cost—has
negligible impact on solution quality, but ensures the ob-
jective function remains linear and the ILP can be solved
efficiently.

D Partitioning Algorithm

Algorithm | presents our partitioning algorithm, which tracks
vertices by their depth from an input vertex. We group vertices
into partitions of at least Ny, indicated by the function argu-
ment in line 11. To prevent excessive fragmentation (i.e., creat-
ing many single-vertex or trivially small partitions), we heuris-
tically set Npin = 100. This threshold is user-configurable to
balance compilation time and solution quality.

Algorithm 1 DAG Partitioning Algorithm

Require: FHE Computation IR G = (V,E), min partition

size Npin
Ensure: Set of partitions ? = {P},P»,..., P}
1: depth <~ COMPUTEMAXDEPTH(G)

2: child_depth < COMPUTECHILDDEPTH(G,depth)
3: candidates < 0, live < 0

4: for d = 0 to max(depth) do

5 live < live\ {v | child_depth(v) < d}

6: live < liveU{v | depth(v) = d}

7: if |live| = 1 then

8: candidates + candidates U {d}

9: end if

10: end for

11: P <+ CREATEPARTITIONS (candidates,depth, Nyin)
12: return P
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