
This paper is included in the Proceedings of the 
35th USENIX Security Symposium.

August 12–14, 2026 • Baltimore, MD, USA
ISBN 978-1-939133-58-8

Open access to the Proceedings of the 
35th USENIX Security Symposium 

is sponsored by

Retrofit: Continual Learning with 
Controlled Forgetting for Binarym 

Security Detection and Analysis
Yiling He, University College London; Junchi Lei, Hongyu She, and 

Shuo Shao, Zhejiang University; Xinran Zheng, University College London; 
Yiping Liu, Alibaba Group; Zhan Qin, Zhejiang University; Lorenzo Cavallaro, 

University College London

https://www.usenix.org/conference/usenixsecurity26/presentation/he-yiling



RETROFIT: Continual Learning with Controlled Forgetting for Binary Security
Detection and Analysis

Yiling He1,⋆B, Junchi Lei2,⋆, Hongyu She2,
Shuo Shao2, Xinran Zheng1, Yiping Liu3, Zhan Qin2, Lorenzo Cavallaro1

1 University College London, London, United Kingdom
2 Zhejiang University, Hangzhou, China

3 Alibaba Group, Beijing, China

Abstract
Binary security has increasingly relied on deep learning to rea-
son about malware behavior and program semantics. However,
the performance often degrades as threat landscapes evolve
and code representations shift. While continual learning (CL)
offers a natural solution through sequential updates, most ex-
isting approaches rely on data replay or unconstrained updates,
limiting their applicability and effectiveness in data-sensitive
security environments. We propose RETROFIT, which reg-
ulates knowledge retention and adaptation with controlled
forgetting at each update, without requiring historical data.
Our key idea is to consolidate previously trained and newly
fine-tuned models, serving as teachers of legacy and emer-
gent knowledge through retrospective-free parameter merging.
Forgetting control is achieved by 1) constraining parameter
changes to low-rank and sparse subspaces for approximate or-
thogonality, and 2) employing a confidence-guided arbitration
to dynamically aggregate knowledge from both teachers.

Our evaluation on two representative applications demon-
strates that RETROFIT consistently mitigates forgetting while
maintaining adaptability. In malware detection under tempo-
ral drift, it substantially improves the retention score, from
20.2% to 38.6% over CL baselines, and exceeds the oracle
upper bound on new data. In binary summarization across
decompilation levels, where analyzing stripped binaries is es-
pecially challenging, RETROFIT achieves over 2× the BLEU
score of transfer learning used in prior work and surpasses all
baselines in cross-representation generalization.

1 Introduction

Deep learning models have become integral to modern binary
security systems, driving advances in applications such as
malware detection [38] and binary analysis [28, 47]. How-
ever, their effectiveness is constantly challenged by the non-
stationarity from two dominant sources: temporal drift, as
malware families and attack techniques evolve over time [60],
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and representation shift, as binaries undergo compilation, op-
timization, and symbol stripping [7]. Such variability can
destabilize learned decision boundaries, resulting in critical
alarm failures or even catastrophic system compromises [22].

Continual learning (CL) offers a natural paradigm for adapt-
ing models to this evolving data, aiming to accumulate knowl-
edge across a sequence of domains rather than training a
static model on a fixed dataset [51]. In security analytics, this
paradigm is already well-recognized for addressing temporal
drift in malware detection, where models are periodically up-
dated through sequential retraining [10] or replay-based strate-
gies [39]. We further identify that representation shift, where
data differ across abstraction levels (e.g., increasingly stripped
binaries), poses an analogous challenge. While prior work
often employs transfer learning [62] for adaptation between
single domains, we argue that CL’s cumulative knowledge
provides a distinct advantage. As illustrated in Figure 1b, even
a basic CL approach enables stronger forward transfer to each
subsequent task than independent single-task fine-tuning.

Nevertheless, applying CL in security-critical scenarios
is highly constrained. Strict data-retention and sharing reg-
ulations for malware samples and proprietary binaries, to-
gether with progressively arriving large-scale data, make dom-
inant strategies such as full retraining or data replay infeasi-
ble [27,40]. This setting fundamentally amplifies two coupled
challenges to effective model adaptation. First, models strug-
gle to preserve prior knowledge without old data, leading to
catastrophic forgetting [18]. We find this issue to be surpris-
ingly severe in malware detection: as validated in Section 5.2,
adapting to new threats causes striking forgetting of older
yet still-relevant malware, with the F1-score of all existing
methods dropping below 0.8 within three years. Second, mod-
els fail to build a cumulative understanding to integrate new
knowledge. As a result, they lack robust cross-representation
generalization: experience gained from simpler data cannot
be leveraged to enhance performance on more complex, data-
scarce tasks like analyzing stripped binaries [2].

To address these challenges, we observe that both reten-
tion loss and generalization failure stem from the same root
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cause: uncontrolled model updates that overwrite previously
learned information. We therefore propose RETROFIT, a
data Retrospective-Free CL method that achieves effective
Information Transfer through controlled forgetting.

RETROFIT replaces inaccessible historical data with the
previous model as a proxy for past knowledge, satisfying
the data constraints inherent to security applications. Knowl-
edge accumulation is then formulated as model consolidation,
where a newly updated model learns new information and is
subsequently integrated with the previous one via parameter-
level merging. To realize controlled forgetting in this pro-
cess, RETROFIT employs two complementary mechanisms.
Structurally, it confines parameter updates to task-relevant
subspaces via low-rank decomposition. Functionally, it op-
timizes a sparse attribution mask that adaptively balances
knowledge contributions guided by model confidence.

We evaluate RETROFIT on two applications, each exempli-
fying a distinct form of non-stationarity. For temporal drift,
we consider Android malware detection [25], a long-standing
benchmark for CL where models must adapt to evolving
threats without forgetting earlier ones. For representation shift,
we study binary analysis [2], a more recent LLM-driven sum-
marization task in which models are sequentially trained on
decompiled Linux binaries of increasing obfuscation levels to
assess cross-representation generalization. The two datasets
comprise 259K labeled apps collected across five years and
215K decompiled function–documentation pairs spanning
multiple optimization conditions, respectively.

Across both applications, we demonstrate the clear su-
periority of RETROFIT over five representative CL base-
lines [8, 13, 29, 33, 41]. In malware detection, RETROFIT
markedly mitigates forgetting while maintaining adaptabil-
ity—achieving an average retention score improvement of
33.3% and even surpassing the oracle upper bound (full
retraining [56]) on new data. In binary summarization,
RETROFIT consistently outperforms all baselines across ab-
straction levels and achieves more than twice the BLEU score
of the prior transfer-learning approach on the critical stripped-
binary task. We further show that alternative strategies that
preserve individual models, such as ensemble learning and
model merging [58], fail on the critical task of adapting to new
malware and are significantly outperformed by CL methods
in the summarization task.
Contributions. This paper makes three main contributions:

• We formalize CL under data-sensitive security constraints
to address temporal and representational shifts. We identify
two coupled challenges, i.e., retention loss and generaliza-
tion failure, and trace both to uncontrolled model updates
that fail to effectively integrate prior knowledge.

• We present RETROFIT to address both challenges through
controlled forgetting without access to historical data. It
enables data-free knowledge accumulation by consolidat-
ing previously trained and newly adapted models through
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Figure 1: Examples of the benefits and insufficiencies of
CL in binary security applications. (a) Malware detection:
continual fine-tuning mitigates temporal degradation com-
pared to a static model trained on early data, but suffers from
severe catastrophic forgetting; (b) Binary analysis: contin-
ual fine-tuning across abstraction levels outperforms transfer
learning baselines in the most security-critical task, but cross-
representation robustness remains challenging.

parameter-level merging, where controlled forgetting is en-
forced through adaptive low-rank and sparse updates.

• We evaluate RETROFIT on two representative applications:
malware detection under temporal drift and binary analysis
under representation shift. RETROFIT consistently outper-
forms existing CL methods on previous domains while
maintaining or surpassing state-of-the-art on newly encoun-
tered, security-critical ones.

2 Background and Motivation

2.1 Continual Learning (CL)
In many real-world scenarios, data distributions evolve over
time, requiring models to update continuously as new data
arrive. Continual learning (CL) [11] seeks to adapt effectively
to new distributions while maintaining performance on previ-
ously learned ones. The problems are typically categorized
into three main scenarios based on how tasks are defined
and evaluated [51]: task-incremental (task identity known
at inference), class-incremental (no explicit task ID, expand-
ing label space), and domain-incremental (shared label space,
changing input distribution). Our work addresses the domain-
incremental setting, which is highly relevant to real-world se-
curity applications, as it directly models the challenges of tem-
poral drift and representation shift (defined in Section 2.2.1).

A common naive baseline for this setting is continual fine-
tuning (CFT), where the model is sequentially full fine-tuned
on each new dataset. However, this approach typically suffers
from catastrophic forgetting [17], where updates on new data
overwrite representations learned from previous distributions.
Many existing CL methods are thus designed to mitigate for-
getting and are typically grouped into three main categories:
Replay-based. These methods explicitly preserve prior
knowledge by storing data from previous tasks and inter-
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Figure 2: Continual learning for addressing temporal shift (left) and representation shift (right) in security applications.

leaving it with new samples during training. Representa-
tive approaches include Experience Replay (ER) [44] and
iCaRL [42], both of which adopt selective sample replay.
While ER relies on simple random sampling of past data,
iCaRL designs a more structured strategy by retaining sam-
ples whose feature representations are closest to the class
mean in the embedding space.
Regularization-based. This category constrains model up-
dates by preserving dynamics of earlier knowledge. Weight-
constraint methods often require preserving detailed informa-
tion from the old model’s training process. They adopt com-
mon heuristics including the Fisher information (EWC [26]),
path-integral contributions (SI [64]), and output sensitivity
(MAS [3]). In contrast, knowledge distillation-based methods
preserve the functional knowledge of the old model. For ex-
ample, the classical approach LwF [29] treats the old model’s
logits as a distillation target, while subsequent works improve
by distilling feature-level representations (PODNet [13]) or
adding contrastive learning (Co2L [8]).
Architecture-based. These methods mitigate forgetting by
modifying the network structure, such as by isolating parame-
ters for different tasks (PackNet [32], HAT [46]) or dynam-
ically expanding the network (DEN [63]). Since most ap-
proaches rely on task labels at inference time to know which
mask or sub-network to use, they are restricted to the task-
incremental setting. Some recent works, like ResAdapt [41],
have adapted this paradigm to domain-incremental and intro-
duces lightweight adapters.

While these paradigms show effectiveness in controlled
benchmarks from computer vision and natural language pro-
cessing [49,53], they often rely on idealized assumptions such
as stable task boundaries or accessible replay buffers.

2.2 CL for Binary Security Applications
2.2.1 Why CL is needed

Deep learning-based binary security systems operate in dy-
namic environments, where the underlying data and repre-
sentations continuously evolve [12, 37]. Figure 2 illustrates
two fundamental types of this non-stationarity and the corre-
sponding CL settings. a) Temporal shift: the underlying data
distribution changes as new behaviors, threats, or software
versions emerge. In this setting, the model is sequentially

trained on datasets from time 1 to t, and evaluated on both
previous test sets (test0, . . . , testt−1) and the current one (testt ).
This scenario highlights the need for temporal robustness, i.e.,
maintaining detection capability as data evolve. b) Represen-
tation shift: the similar semantics varies across abstraction
levels, e.g., different stages of code transformation or recovery.
Here, a pretrained model is continually trained across repre-
sentations (rep1, . . . , repx), where each step introduces a more
complex data form. Evaluation is performed on an incoming
test set with an unknown representation, often dominated by
the most degraded but security-critical form (e.g., repx).

To exemplify these scenarios, this paper examines two rep-
resentative applications, as shown in Figure 1. The first, mal-
ware detection, represents the well-established motivation
for continual learning [6, 25]: a model trained on early-year
samples experiences sharp accuracy degradation on later data,
whereas CFT maintains stable detection across years. The
second, binary summarization, reveals a less-explored benefit
that our findings highlight in recent LLM-based code under-
standing [2]. CFT across abstraction levels of decompiled bi-
naries leads to improvements over individually tuned models
on the repx, demonstrating effective knowledge accumulation.
Together, these examples show how CL can provide a unified
mechanism for sustaining performance across temporal and
representational evolution in security-critical environments.

2.2.2 Security-Specific Constraints on CL

Binary security applications introduce unique constraints that
make conventional CL paradigms difficult to apply directly.
The constraints arise from two complementary perspectives:
Retrospective-free data constraints. Due to the sensitivity of
malware samples and proprietary binaries, historical data is of-
ten subject to strict sharing, access, and reuse restrictions [43].
In practice, they may be maintained by different parties or un-
der evolving access policies across training cycles, and earlier
representations are frequently unavailable when one party en-
counters obfuscated or stripped inputs. Moreover, large-scale
security systems (e.g., cloud-based malware detection) contin-
uously ingest massive data streams [15], rendering long-term
dataset storage and repeated retraining impractical. These
factors necessitate retrospective-free continual adaptation.
Cross-domain performance requirements. Binary security
models must remain effective as task boundaries are ambigu-
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ous at test time [12]. In malware detection, the notion of
‘old’ and ‘new’ data naturally coexist: novel malware fami-
lies continually emerge with unseen behaviors, while legacy
variants persist in the wild. In binary analysis, decompiled
programs may originate from different abstraction levels (e.g.,
anonymized or stripped) without metadata indicating their
form. Such conditions demand cross-domain robustness: the
capacity to preserve prior knowledge while generalizing to
new, security-critical data distributions.

2.2.3 Research Gaps and Challenges

The constraints above shape the applicability and effective-
ness of CL in security. Due to limited data accessibility, many
conventional CL approaches are impractical. Replay-based
strategies directly conflict with data confidentiality and re-
tention policies, as they require storing or sampling from
historical datasets. Similarly, regularization-based methods,
particularly those relying on weight constraints, often assume
the availability of shared validation data or explicitly defined
task boundaries to balance stability and plasticity. For exam-
ple, EWC [26] and MAS [3] still depend on previous task
data to compute importance metrics, while SI [64] requires
access to historical training trajectories—an even less feasible
assumption in real-world security workflows.

Even within the feasible space, achieving effective cross-
domain adaptation remains challenging. Without access to
previous or nonexchangeable data, models easily overwrite
learned representations, leading to catastrophic forgetting.
This problem is especially evident in time-evolving malware
detection, where CFT on newer yearly data, as used in prior
work [10], rapidly degrades the detection of earlier malware.
Our evaluation shows that, while such models maintain strong
performance on recent threats, their F1-score on older samples
drops below 0.7 after three years of adaptation. At the same
time, transferring knowledge to harder domains is difficult. In
binary analysis, continual adaptation from decompiled normal
binaries to stripped ones still struggles to recover high-level
semantics lost through symbol removal. These observations
reveal two key gaps: the need to preserve prior knowledge
without data replay and to accumulate domain-invariant rep-
resentations that generalize across evolving inputs.

3 Our RETROFIT Method

3.1 Insights and Overview

Design Insights. As illustrated in Figure 3, our method is mo-
tivated by two complementary principles that together enable
retrospective-free continual learning. First, in the absence
of old data, the previous model serves as a proxy for past
knowledge, and merging its parameters with new updates pro-
vides a natural path to knowledge accumulation. Second, this
merging must be controlled to limit interference, ensuring that
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Figure 3: Design insights for accumulating old and new
knowledge at each continual learning stage. Knowledge ac-
cumulation is achieved through parameter merging between
the previous and newly adapted models, while interference
control is ensured by applying masked low-rank updates.

new knowledge is integrated without degrading previously
acquired functionality.
Accumulating Knowledge via Merging. To preserve past
knowledge without data replay, we draw inspiration from
model merging [54], where the parameters of multiple si-
multaneously trained models are combined to achieve strong
multi-task performance. We adapt this idea to continual learn-
ing by incrementally merging each new update with the ex-
isting model, treating the previous model as a proxy for past
data. This consolidation enables knowledge from evolving
distributions to be integrated sequentially without access to
earlier samples. Let W ∈ Rdin×dout denote a layer weight of
the base model. Formally, after T rounds of adaptation, the
accumulated weight is WT =W0 +∑

T
t=1 ∆Wt .

From Full Parameters to Localized Updates. To make merg-
ing more controlled, we adapt the LoRA [21] perspective by
restricting each update to a low-rank decomposition of the
weight matrix. The original form of a LoRA update is ex-
pressed as ∆W = AB,A ∈ Rdin×r,B ∈ Rr×dout ,r≪ din, where
A is the down-projection and B is the up-projection matrix.
We adopt this setup for continual learning: new knowledge
is localized into a compact subspace rather than distributed
across the full parameter space, thereby reducing the chance
of interference. To further refine this localization, the update
is constrained on B and a real-valued mask M is introduced
to selectively filter its components. Thus, for round t, the
resulting update is ∆Wt = At(Mt ⊙Bt).
Method Overview. Algorithm 1 summarizes the overall pro-
cedure. Building on the insights of localized low-rank up-
dates and cumulative merging, each task-specific adaptation
is restricted to the projection matrix Bt (Lines 3–7), and the
resulting masked update is incorporated into the running
model (Line 21). Arbitration (Lines 8–20) then complements
this foundation by regulating how new knowledge is inte-
grated during merging: the learned masks limit parameter
overlap across tasks, while confidence-guided transfer ensures
that reliable past predictions are preserved.
Controlled Forgetting. The combination of structural control
and arbitration introduces a soft bound on update-induced
forgetting. Formally, let the effective update energy at round
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Algorithm 1: Continual Learning with Low-Rank
Updates and Adaptive Keep & Gain Arbitration

Input: Base model θbase with weights in Rdin×dout , dataset
stream {D train

t ,Dvalid
t }N

t=1, where Dt = {(xi,yi)}
with xi ∈ Rdin and yi ∈ Y

Output: Merged model fmerge after N tasks
1 Init: θprev← θbase.
2 for t = 1 to N do

/* (1) Low-rank adaptation on current task */
3 Draw At ∈ Rdin×r with i.i.d. entries of zero mean and

finite variance σ2 > 0.
4 Init Bt ∈ Rr×dout ← 0.
5 Update Bt by minimizing MODELLOSS(D train

t )

validated on Dvalid
t . ▷ freeze θprev and At

6 Define teacher models: fold← θprev,
fnew← θprev + scaled (AtBt).

/* (2) Learn mask for knowledge merging */
7 Init Mt ∈ Rr×dout ∝ Bt . ▷ mask on Bt

8 repeat
9 Sample (x,y)∼D train

t ∪Dvalid
t .

// Model predictions
10 po = fold(x), pt = fnew(x);
11 ps = (θprev + scaled (At(Mt ⊙Bt)))(x).

// Calibrated true-class confidence
12 Co = (co,τo)← CONF(po,y; fold);
13 Ct = (ct ,τt)← CONF(pt ,y; fnew).

// Keep and Gain arbitration
14 T ⋆← TEACH(po, pt ; Co,Ct),
15 w⋆← SAMPLEWEIGHT(Co,Ct);
16 Lmerge← E

[
w⋆ ·ARBITRATE(ps ∥T ⋆)

]
.

// Supervision & mask sparsity
17 Lsup = MODELLOSS(ps,y);
18 R (Mt) = SPARSEGROUPLASSO(Mt).
19 Update Mt by minimizing total loss

L ← Lmerge +ηLsup +µR (Mt).
20 until convergence

/* (3) Merge into the running model */
21 θprev← θprev + scaled (At(Mt⊙Bt)). ▷ current merged

22 Return fmerge← θprev.

t be Et := ∥Mt ⊙Bt∥F , which measures the Frobenius norm
of the masked low-rank expansion actually merged. If A is
an ε-approximate isometry, then the average prediction drift
introduced by the t-th merge satisfies

ED≤t−1

[
∥pt − pt−1∥2

]
≤

O

(√
r

din

t

∑
s=1

Es +ρ

t

∑
s=1

Es +
√

δ+ ε

)
,

(1)

where D≤t−1 denotes the union of past distributions and p
is the predictive probability distribution of the model.

In the following, we explain different components of this
forgetting bound. The first term, which scales with

√
r/din,

reflects structural interference control through low-rank adap-
tation and is analyzed in Section 3.2. The latter two terms,

involving mask overlap ρ and arbitration tightness δ, arise
from the arbitration stage and are examined in Section 3.3.

3.2 Low-rank Model Adaptation
This section analyzes how the structural design of our update
mechanism mitigates task conflict during continual learning.
To make this concrete, we first describe the update–merge
formulation, showing how only Bt is trained and integrated
into the model while the random projection A remains fixed.
We then establish two theoretical properties (proofs in Ap-
pendix A) to explain the reduced knowledge interference.
Update–Merge on Bt . In our design, all task-specific knowl-
edge is concentrated in the low-rank coefficients Bt , while
both the base model θprev and the projection matrix A remain
fixed. For each round t, the expansion matrix Bt is optimized
to minimize the model loss on new data (Line 5). The mask
Mt is then initialized from the drift captured in Bt (Line 7) and
refined subsequently during arbitration to regulate how the up-
date is merged. Let θ denote the parameters of the base model,
and consider a representative weight matrix W ∈ Rdin×dout

within θ, such as a projection in an MLP or Transformer
block. The merged weight after T updates is

WT =W0 +
T

∑
t=1

At(Mt ⊙Bt). (2)

Specifically, the low-rank update for task t follows our mask-
based LoRA form, where only Bt (for adaptation) and Mt (for
arbitration) are trainable. This setup ensures that interference
across tasks arises solely from overlaps among the matrices
{Bt}, and thus inter-task variability is entirely confined to the
r×dout coefficient space.
Effect of Low Rank. By projecting the update onto an r-
dimensional manifold, the ‘surface area’ for potential inter-
ference with previous knowledge is reduced from din to r.

Proposition 1 (Low-rank reduces expected interference). Let
gold = ∇θLold(θprev) denote the gradient of a past task at
the current model. For any old-task gradient gold and update
∆Wt = AtBt ,

E
[
⟨gold,∆Wt⟩
∥gold∥F∥∆Wt∥F

]
≤ O

(√
r

din

)
. (3)

Thus, the expected cosine similarity between new updates
and old-task gradients scales with

√
r/din, making destruc-

tive interference less likely as long as r≪ din.

Effect of Freezing A. The matrix A is randomly initialized
with zero mean and positive variance (Line 3) and remains
frozen throughout training (Line 5). By fixing A, we leverage
a high-dimensional phenomenon where random directions are
naturally perpendicular to one another, resulting in approxi-
mate orthogonality in high-dimensional regimes.

Proposition 2 (Approximate orthogonality with frozen ran-
dom A). Let As,At ∈Rdin×r be independent random matrices
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for distinct tasks s ̸= t, whose entries are i.i.d. with zero mean
and positive variance. Assume the entry distribution is sub-
Gaussian. Let B̃s := Bs⊙Ms and B̃t := Bt ⊙Mt , and define
∆s := AsB̃s and ∆t := At B̃t . If r = o(

√
din), then as din→ ∞,

⟨∆s,∆t⟩F
∥∆s∥F ∥∆t∥F

p−→ 0. (4)

Hence, given task-specific updates ∆s and ∆t , freezing the
random projections A ensures that task directions are asymp-
totically orthogonal. As the cross-task interaction (cosine
similarity) becomes negligible in high-dimensional regimes,
multiple updates can be merged into a single model without
significant interference.

Remarks. By restricting updates and merges exclusively to Bt ,
the model localizes all task-specific knowledge to a controlled
subspace. The interference is bounded by

√
r/din, while the

frozen random projection A induces approximately orthogo-
nal updates across tasks.

Note that our analysis is conducted at the parameter level.
Although the full model may be nonlinear, adaptation is still
realized through structured perturbations to trainable modules,
e.g., linear projections and feed-forward matrices in Trans-
formers. Under standard local linearization assumptions, their
effect is governed by their geometry in parameter space, mak-
ing our analysis meaningful beyond purely linear models (see
Appendix A.3). The result should therefore be understood
as a local controlled-forgetting guarantee, not a strict global
guarantee in highly non-convex function space.

3.3 Confidence-driven Knowledge Arbitration

We next analyze how the arbitration stage complements low-
rank adaptation by regulating both functional preservation
and parameter overlap. While structural design restricts in-
terference to a subspace, naive merging can still introduce
conflicts when updates overlap or when old-task predictions
are altered. To address this, arbitration introduces two key
mechanisms that correspond to the residual terms in Equa-
tion 1: 1) a confidence-driven knowledge distillation that
preserves predictions in high-confidence regions of teachers
to control functional tightness δ, and 2) sparse mask learning
with group regularization, which reduces overlap between
updates and controls the mask overlap ratio ρ.
Confidence-guided Arbitration. For a training sample (x,y)
from the current task, let p(·) = f (x) denote some model
output distribution. The student prediction ps is trained to rec-
oncile the outputs of two teachers (Lines 10–11): the previous
model po = fold(x) and the adapted model pt = fnew(x).

As shown in Figure 4, new adaptation may derive a deci-
sion boundary that overfits to current-domain data, causing
legacy knowledge encoded by the old model to be forgot-
ten, as highlighted legacy samples become misclassified in
the left panel. Since only data from the current domain are
accessible, the old model serves as the sole proxy for past

Forgetting	under	new	adaptation Confidence-guided	Arbitration

Past	domain	data	(unavailable) Current domain	data	(accessible) Highlighted	legacy	/	emergent	sample
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High-confidence	!!

Figure 4: Intuitive examples of how confidence-guided arbitra-
tion pulls the decision boundary to preserve legacy knowledge
while adapting to emergent knowledge.

knowledge. Arbitration therefore prioritizes the old model
when its prediction is reliable to maintain stability, as shown
in the right panel. When the old model is confident on the
true class, the sample likely lies within regions where po has
a large decision margin and encodes reliable legacy knowl-
edge. Enforcing consistency with po in these cases prevents
overwriting reliable representations, thereby correctly clas-
sifying the highlighted legacy samples. Only when the old
model is less certain does arbitration shift toward the new
model pt to strengthen knowledge acquisition, which keeps
the highlighted emergent sample correctly classified.

To this end, we implement arbitration with four compo-
nents: calibrated confidence estimation, teacher selection,
sample reweighting, and distillation to the student. The true-
class confidence c is computed as the model’s softmax proba-
bility for the ground-truth class y. To improve cross-class
comparability, an optional conformal percentile threshold
τ ∈ [0,1] can also be computed based on validation data con-
fidences (Lines 12–13). We follow standard practices from
prior work [6,50] for this optional calibration, and a prediction
is then regarded as confident if c> τ. The resulting confidence
pairs Co = (co,τo) and Ct = (ct ,τt) are then used to determine
which teacher to follow for each sample.

Formally, the arbitration loss guided by confidence to en-
force consistency with different models (Lines 14–15) is

Lmerge = E[w⋆ ·ARBITRATE(ps ∥T ⋆)], (5)
where T ⋆ denotes the arbitration target derived from teacher

predictions {po, pt}, w⋆ is a sample-wise weight proportional
to teacher reliability, and ARBITRATE(·) measures the diver-
gence (e.g., KL or MSE) between the student prediction and
the selected or blended teacher outputs.
Arbitration Modes. We instantiate T ⋆ and w⋆ under two
confidence-based modes.
1) Hard arbitration. A discrete confidence rule selectively
activates each teacher based on its own reliability:

T ⋆ = po111[co≥τo]+ pt111[co<τo, ct≥τt ], w⋆ = 1. (6)
Only confident and correct teachers contribute to supervi-

sion, while low-confidence predictions are excluded from the
merge loss. This selective strategy enforces reliability at each
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step: the old model preserves established knowledge when
trustworthy, and the new model contributes only when it con-
fidently improves on unseen or shifted concepts. This mode
is typically favored when precise control over forgetting is
required or when label noise is minimal.
2) Soft arbitration. A continuous gate produces a convex
combination of teachers using a smooth old-priority gate:

g = σ(co− τo) ∈ [0,1], T ⋆ = g po +(1−g) pt . (7)
The gate g increases monotonically with old-model con-

fidence, yielding a smooth transition from the old to the
new teacher as confidence decreases. An optional weight-
ing term w⋆ can further modulate each sample’s contri-
bution based on confidence or disagreement, for example:
w⋆ ∝ max(co,ct)

β
(
1+λ∥po− pt∥1

)
, where β and λ control

the emphasis on teacher reliability and disagreement, respec-
tively. This formulation allows both teachers to contribute
proportionally, avoiding abrupt supervision shifts, and is ad-
vantageous when representations evolve progressively, such
as in feature-level or generative tasks.

The arbitration loss is integrated into the overall objective
(Line 19), along with supervision and sparsity regularization,
driving a sparse mask learning process for knowledge accu-
mulation, which we introduce next.
Sparse Mask Learning. A mask Mt is learned over the low-
rank adapter Bt to control parameter overlap across tasks. We
impose a Sparse-Group-Lasso regularization that promotes
both element-wise and structured sparsity:

R (Mt) = ∥Mt∥1 +λ∑
b
∥Mt,b∥2, (8)

where λ balances fine-grained and group-level sparsity. The
first term enforces element-wise pruning for compactness,
while the second term encourages group-level disjointness,
with each group b corresponding to a rank column in the
LoRA adapter Bt . This structured sparsity enhances inter-
pretability by identifying which low-rank components are
activated and isolating task-specific subspaces. Finally, the
mask is optimized jointly with arbitration through:

L = Lmerge +ηLsup +µR (Mt), (9)
where Lsup denotes the supervised loss (e.g., cross-entropy)

on the current task, which anchors the optimization to ground-
truth labels to avoid drifting toward purely self-consistent rep-
resentations. The optimization proceeds until convergence, af-
ter which the resulting masked adapter At(Mt⊙Bt) is merged
into the running model θprev (Line 21).
Remarks. Confidence-driven knowledge arbitration clamps
functional drift where the old model is reliable and constrains
structural interference via the sparse mask, providing safe-
guards for stable and interpretable knowledge retention. Mean-
while, it guarantees plasticity on new data by releasing these
constraints when the old model is uncertain, enabling effective
adaptation to novel concepts. Formally, the expected predic-
tive drift on the current distribution Dt satisfies

EDt [∥pt − pt−1∥2]≥C(1−ρ)Et , (10)

where C > 0 is a model-specific constant reflecting sensitivity
to drift, complementing the earlier soft forgetting bound to
illustrate control over knowledge adaptation.

4 RETROFIT Deployment

We demonstrate the deployment of RETROFIT under two rep-
resentative CL scenarios in binary security.
Temporal Drift (Malware Detection Example). This sce-
nario reflects the continual evolution of malicious behav-
iors over time, where each temporal segment introduces new
families or variants unseen in earlier datasets. Older sam-
ples remain critical for preserving established family patterns
and recurring code reuse, while newer samples are the most
security-critical, often embedding novel evasion strategies.
Therefore, RETROFIT ensures backward-compatible detection
while maintaining adaptability to emerging threats. Because
malware datasets are typically well-annotated, the hard arbi-
tration mode is adopted, enforcing discrete teacher selection
for precise control over forgetting. Formally, the arbitration
in Equation 5 operates on probability distributions via a KL
divergence: ∑i ps(i) log ps(i)

T ⋆(i) , where ps denotes the student’s
output logits and T ⋆ is that from the selected teacher.
Representation Shift (Binary Analysis Example). In binary
analysis, executables appear at different abstraction levels,
from normally compiled to stripped versions. While high-
level representations provide richer semantics, stripped bi-
naries are the most security-critical, often being the only
artifacts available during incident response. RETROFIT sus-
tains robustness across such heterogeneous representations by
transferring structural knowledge between them. Because the
model is generative and the summary ground truth is often
noisy (e.g., extracted from comments), the soft arbitration
mode is adopted to enable confidence-weighted blending. It
is performed in latent space of the model via a mean squared
error: ∥ps−T ⋆∥2

2, where ps denotes pooled latent representa-
tions of the student model, and T ⋆ is the confidence-weighted
latent interpolation between that of teacher models.

We use these deployment setups for evaluation and provide
more implementation details of our method in Appendix B.1.

5 Evaluation

5.1 Experimental Setup

Dataset and Model. For the malware detection task, we
adopt the dataset from Transcendent [6], which spans five
years (from 2014 to 2018) and mitigates common sources
of temporal and spatial bias. It contains 232,848 benign and
26,387 malicious Android applications collected from An-
droZoo.1 Following prior work, we extract the widely used

1AndroZoo: https://androzoo.uni.lu
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Drebin features [4] and employ a multilayer perceptron (MLP)
classifier as the backbone model [16]. For binary analysis,
we leverage the CAPYBARA [2] dataset, which provides
function–documentation pairs extracted from decompiled bi-
naries. The decompiled code is organized into three subsets
to represent progressively reduced levels of semantic infor-
mation that emulate real-world obfuscation (decompiled-):
full, anonymized, and stripped.2 The dataset contains 215K
aligned and documented decompiled functions, while only
14K documented samples are available for the stripped subset,
underscoring the difficulty of recovering meaningful seman-
tics from heavily stripped binaries. Following the dataset’s
accompanying BinT5 model design, we employ the same
CodeT5 [52] backbone to ensure consistency. Within each
temporal split and abstraction subset, data are partitioned with
a consistent 8:2 train/test split throughout all CL experiments.
CL Baselines. We compare RETROFIT with five representa-
tive continual learning methods, encompassing the primary
strategies compatible with our challenging replay-free and
task-agnostic setting. 1) CFT: the naive sequential training
baseline that fine-tunes the model on each new task without
any mechanism to mitigate forgetting. 2) LwF [29]: a logit-
distillation method that regularizes the new model’s training
using the previous model’s predictions as soft targets. 3) POD-
Net [13]: a feature-distillation approach that constrains both
the output and intermediate feature representations of the
new model to remain consistent with those of the previous
one. 4) Co2L [8]: a contrastive learning method that designs
an instance-relationship distillation loss that preserves pair-
wise similarity structures from the previous model. 5) Re-
sAdapt [41]: an architecture-based method that retains the
base weight and expands the network with residual adapters
for new tasks. The distillation-based baselines (2∼4) may
share similar concepts to our knowledge arbitration but differ
fundamentally in mechanism: these methods regularize new
model training, whereas RETROFIT performs model consoli-
dation through mask-based merging.

For reference, two additional models are included as an-
chors. 1) Base: a static model trained only on the first-year
data for malware detection or the stripped-binary subset for
binary analysis. 2) Oracle: a joint training model using all
available data at each period for malware detection or across
all representation levels for binary analysis. Implementation
details of these baselines are provided in Appendix B.2, with
comparative results reported in Section 5.2 for malware de-
tection and Section 5.3 for binary analysis.
Aggregation Baselines. As an alternative to continual learn-
ing, aggregation-based methods maintain multiple expert
models and combine their knowledge at prediction or pa-
rameter level instead of performing sequential adaptation.

2Subset names in its original paper: Decompiled, Demi-Stripped, and
Stripped. We adopt clearer names to improve interpretability. Specifically,
the anonymized variant (originally Demi-Stripped) removes all identifiers
from the decompiled code and replaces them with generic placeholders.
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Figure 5: Cumulative CL comparison in malware detection.

Table 1: Year-wise CL comparison in malware detection: per-
step F1-scores on old and new test data (bar and line values).

2015 2016 2017 2018

Old New Old New Old New Old New

Base 0.969 0.834 0.925 0.731 0.873 0.445 0.759 0.425
Oracle 0.967 0.924 0.955 0.945 0.952 0.954 0.943 0.938

CFT 0.901 0.940 0.825 0.950 0.621 0.955 0.656 0.942
LwF [29] 0.920 0.924 0.840 0.915 0.735 0.949 0.656 0.919
PODNet [13] 0.911 0.927 0.845 0.929 0.682 0.945 0.651 0.918
Co2L [8] 0.927 0.877 0.875 0.932 0.572 0.951 0.652 0.942
ResAdapt [41] 0.916 0.942 0.850 0.927 0.718 0.951 0.746 0.945

RETROFIT 0.935 0.933 0.926 0.939 0.882 0.956 0.877 0.940

We include two ensemble approaches: hard voting, which
selects the majority prediction among experts, and soft aver-
aging, which aggregates their probability outputs. Beyond
ensembles, four representative model-merging techniques
are considered. Weight Averaging [54] directly averages pa-
rameters across models; Task Arithmetic [23] transfers task-
specific knowledge via linear operations on task vectors; TIES-
Merging [57] resolves conflicting parameters through sign-
based majority rules; and AdaMerging [59] learns adaptive
layer-wise merge weights. Implementation details are pro-
vided in Appendix B.3, and their comparative results across
both applications are presented in Section 5.4.

5.2 Effectiveness on Temporal Drift
We first evaluate RETROFIT on temporal drift using the long-
standing benchmark of Android malware detection, compar-
ing its performance against representative CL baselines.
Evaluation Metrics. Following standard practice, we report
the F1-scores on the latest test data (new threats) and all pre-
viously encountered test sets (old threats). To quantify overall
adaptability across time, we use the AUT metric [37], de-
fined as: AUT(N, f ) = 1

N−1 ∑
N−1
k=1

f (k+1)+ f (k)
2 , where N is the

number of evaluation slots, and f (k) denotes the F1-score
at time k. A perfect classifier with no temporal degradation
achieves an AUT of 1. To assess retention of previously ac-
quired knowledge, we define the Past-Task Retention (PTR)
score: PTRt =

1
t−1 ∑

t−1
s=1

at,s
amax
≤t,s

, where at,s is the F1-score on the
s-th test set after learning up to time t, and amax

≤t,s denotes the
highest F1-score ever achieved on that set. PTR is consistently
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reported at the final time step to summarize forgetting accu-
mulated over the entire sequence. Note that PTR is computed
only for continual models that undergo sequential updates
across years and not applicable to the static base model, which
serves as a fixed reference for absolute performance.
Result Analysis. We present the cumulative performance
of RETROFIT and all CL baselines across years in Figure 5,
with detailed per-year results on both historical (old) and
current (new) test sets shown in Table 1. All CL baselines
exhibit reasonable adaptability to newly emerging threats but
experience substantial forgetting of earlier malware samples.
The naive CFT baseline achieves strong new-year perfor-
mance but exhibits the worst retention, with its PTR drop-
ping to only 0.666 after the four-year sequential updates. In
contrast, RETROFIT improves the retention score by 38.6%
over CFT while preserving comparable adaptation to new
data. Distillation-based methods such as LwF, PODNet, and
Co2L yield moderate improvements in retention (exceeding
CFT by 1.3∼ 2.9%) thanks to their knowledge-regularization
losses, yet this comes at the cost of adaptability (with AUT
values decreasing by about 1.8% on average). Among these,
PODNet favors adaptation, whereas LwF favors retention, but
their overall performance remains similar, suggesting that reg-
ularization alone is insufficient to balance. The architecture-
based method ResAdapt achieves the highest retention among
the baselines, but at the cost of network expansion, which in-
creases training cost and model size; RETROFIT still surpasses
it by 20.2% in PTR while retaining competitive AUT.

Overall, RETROFIT achieves the best balance between re-
tention and adaptability. It improves the PTR by 33.3% across
all baselines on average while maintaining or exceeding their
AUTs. Being conceptually aligned with distillation-based
methods during knowledge arbitration, RETROFIT attains
its clear advantage through low-rank model consolidation
rather than sample-level knowledge transfer, resulting in supe-
rior stability in preserving old knowledge each year. Notably,
RETROFIT even outperforms the oracle in most yearly new-
test evaluations and the cumulative AUT metric. This suggests
that controlled forgetting not only mitigates catastrophic for-
getting but also enhances specialization. This phenomenon
also exists in other applications, for which we provide a thor-
ougher discussion in Section 6.

5.3 Effectiveness on Representation Shift
We next compare RETROFIT against CL baselines on repre-
sentation shift using the binary summarization benchmark.
Evaluation Metrics. We use the BLEU score [35] as the
primary metric to evaluate the similarity between generated
and reference summaries. Given a candidate summary, BLEU
is defined as: BLEU = BP ·exp

(
∑

N
n=1 wn log pn

)
, where pn is

the n-gram precision, wn is the corresponding weight (usually
uniform, 1/N), and BP is the brevity penalty to discourage
overly short outputs. We report BLEU scores for all three
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Figure 6: Comparison with CL baselines in binary analysis.

representations to capture both local and cumulative learn-
ing effects. Among them, the stripped binaries represent the
most security-critical setting and serve as the primary target
for continual adaptation. To measure overall generalization
across representations, we take the average to define a Cross-
Representation (XRep) metric as: XRep(R, f ) = 1

R ∑
R
r=1 f (r),

where f (r) denotes a performance measure (e.g., BLEU, EM,
METEOR [5]) evaluated on representation level r, and R is the
total number of representation levels. This metric is a direct
analogy to the AUT metric used in previous year-evolving
temporal task; here, it measures the model’s average perfor-
mance across representations rather than time. For complete-
ness, we report complementary semantic similarity metrics
in the supplementary open-source artifacts repository (which
show trends consistent with BLEU) and include a small-scale
manual analysis in Section 5.5.3.
Result Analysis. We summarize the performance of all CL
baselines and RETROFIT in Figure 6, where models are se-
quentially trained across decompilation levels to evaluate
cross-representation generalization (XRep) and the security-
critical stripped binaries (BLEUstrip). Unlike the temporal
drift setting, all other baselines underperform the naive CFT,
with XRep scores lower by 0.04∼ 4.17 and BLEUstrip lower
by 0.28 ∼ 2.16. The architecture-based ResAdapt exhibits
the weakest performance on both metrics. This degradation
likely arises from its task-specific expansion strategy: while
isolating parameters helps mitigate forgetting in disjoint tasks,
it disrupts the cumulative transfer needed to generalize across
related abstraction levels. Among the distillation-based meth-
ods, PODNet attains the highest XRep, which is 0.71 higher
than the second-best LwF, but transfers knowledge less ef-
fectively to the most obfuscated binaries, dropping by 0.33
BLEU compared to LwF. This trend suggests that existing
CL methods, particularly those designed for incremental clas-
sification, are less effective in this scenario, as they fail to
maintain consistent representation alignment.

In contrast, RETROFIT achieves clear and consistent im-
provements on both metrics. It raises the BLEU on stripped bi-
naries to 15.05, substantially outperforming transfer-learning
methods used in existing research (7.20, +109.0%) and even
exceeding the oracle (13.26, +13.5%). At the same time,
RETROFIT maintains strong performance across all decom-
pilation levels, achieving an average XRep score of 25.81
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Table 2: Comparison with model-preserving baselines across malware detection and binary analysis.
Malware Detection Binary Analysis

2014 2015 2016 2017 PTR 2018 Full Anon Strip XRep

Ensemble Voting 0.827 0.860 0.904 0.846 0.905 0.876 22.60 11.01 8.39 14.00
Ensemble Averaging 0.829 0.860 0.904 0.843 0.905 0.875 27.52 14.83 8.05 16.80

Weight Averaging [54] 0.859 0.857 0.891 0.777 0.891 0.773 25.06 14.17 10.32 16.52
Task Arithmetic [23] 0.747 0.833 0.906 0.912 0.898 0.853 32.40 17.61 8.71 19.57
Ties-Merging [57] 0.791 0.835 0.897 0.853 0.889 0.875 32.38 16.55 7.84 18.92
AdaMerging [59] 0.751 0.839 0.908 0.909 0.895 0.852 24.77 14.01 6.62 15.13

RETROFIT (Ours) 0.867 0.854 0.894 0.890 0.923 0.940 36.97 25.42 15.05 25.81
* Rows 1–2 are ensemble-based baselines, while Rows 3–6 list model-merging approaches. For each metric (column), the best-performing value among the six baselines is highlighted in bold;
results of our method are bolded throughout for ease of comparison. Some entries may appear numerically identical due to rounding, yet only the true maximum is highlighted.
* Columns 2–7 present results for malware detection, and Columns 8–11 for binary analysis. Within each application, marks the most security-critical scenario (new threats in 2018 or highly
stripped binaries), whereas indicates generalization performance (retention over earlier years or cross-representation across decompilation levels).

and an improvement of 3.9% over the best baseline. These
results confirm that controlled forgetting effectively stabi-
lizes representation learning, enabling cumulative knowledge
transfer from easier domains to more obfuscated, data-scarce
representations without sacrificing overall generalization.

5.4 Comparison to Aggregation Baselines

We also compare RETROFIT against alternative strategies that
preserve individual models instead of sequential adaptation.
These approaches aggregate model outputs (ensemble) or pa-
rameters (merging) after the training on all domains. We eval-
uate them across both applications, i.e., aggregating malware
classifiers trained from different years and summarization
models fine-tuned on distinct representation levels.
Evaluation Setup. We adopt the previously established met-
rics for each application. For malware detection, model-
preserving methods are evaluated through a single aggregation
step at the final year (2018). Each resulting model, including
RETROFIT, is then tested on all earlier years’ test sets as well
as the final-year data. Since these approaches do not involve
sequential updates, AUT is not applicable, and PTR is instead
computed by normalizing each year’s performance against the
best score achieved by individually trained single-year mod-
els. For binary analysis, these methods are similarly adopted
by fine-tuning an individual model from CodeT5 for each
abstraction level. These models are then aggregated into a
final model, evaluated across representation levels.
Result Analysis. We present the overall results in Table 2. In
malware detection, we observe an interesting pattern in the
model-preserving baselines. Although unit models are trained
concurrently, the performance of their aggregated versions is
not uniform across all tasks. Instead, they exhibit a distinct
performance boost on the middle years (e.g., 2016 and 2017)
compared to the edge years. This fluctuation likely arises from
partial overlap in malware families or shared behavioral pat-
terns between adjacent years, which causes over-optimization
for central tasks during model aggregation. Consequently, this
non-uniformity leads to two critical failures. First, these base-
lines show a severe inability to detect new malware, where the
best F1-score on 2018 data is only 0.876, which RETROFIT

surpasses by 7.3%. Second, their performance variance across
earlier years is substantially higher, with standard deviations
1.7∼ 3.9 times greater than that of RETROFIT, dragging their
PTR scores 2.7% lower on average.

Unlike the temporal drift scenario, the representation gaps
between abstraction levels are more pronounced in binary
analysis. As a result, model-merging approaches generally
outperform ensemble-based ones, suggesting that direct pa-
rameter consolidation better mitigates discrepancies across
code abstractions than output-level aggregation. Neverthe-
less, RETROFIT surpasses all model-preserving baselines by
a substantial margin, improving BLEU by 45.8% on stripped
binaries and 31.9% in XRep compared to the best-performing
baselines, i.e., Weight Averaging and Task Arithmetic, respec-
tively. Compared to prior results in Figure 5 and Figure 6,
none of the aggregation baselines surpass existing CL meth-
ods, despite their ‘unfair’ advantage of concurrent access to
all task models. This contrast likely stems from the non-IID
and highly evolving nature of security data, where static aggre-
gation fails to reconcile domain shifts that violate the assump-
tions on which these methods rely [56]. Overall, these results
reaffirm a key distinction between preservation and accumu-
lation: while model-preserving approaches retain fragmented
expertise across tasks, RETROFIT consolidates knowledge
effectively through controlled continual adaptation.

5.5 Ablation Analysis and Case Studies

5.5.1 Ablation Analysis

We conduct an ablation study on the malware detection task
to validate the contributions of two main components in
RETROFIT, with results presented in Figure 7.
Adaptive Merging Strategy. First, to validate the effective-
ness of our adaptive merging strategy, we replace it with the
four prominent model merging techniques, applying them in
the same continual, data-free setting (i.e., merging the old
model f t=n

old ← f t=n−1
merge with the new model f t=n

new ). The adapted
baseline results are presented in the first two rows, where
we report the performance of both constituent models and
their merged outcome at each year, allowing us to analyze
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how different merging strategies balance knowledge. First,
Weight Averaging and Task Arithmetic show moderate degra-
dation in both AUT and PTR, confirming that simple linear
fusion cannot simultaneously balance old and new knowledge.
TIES-Merging maintains adaptability (AUT −0.32%) but its
rigid parameter alignment causes it to closely mimic the new
model, severely compromising retention (PTR −24.70%).
AdaMerging achieves the best retention among baselines,
showing that adaptive parameter scaling helps preserve shared
representations. However, its AUT decreases the most and
its PTR remains 5.53% lower than RETROFIT, indicating
that RETROFIT’s low-rank, confidence-guided consolidation
yields more stable forgetting control.
Low-Rank Constraint. Second, we investigate the role of
the low-rank structural constraint. We create a variant that
removes the low-rank decomposition. In this setup, the new
model is fine-tuned on the new data within the parameter
space Rdin×dout , and our adaptive sparse mask is also learned
in that space to merge it with the old model. Results in
the last row of the figure confirm that full parameter space
merging violates our interference constraints. It induces se-
vere parameter drift, breaking the adaptive mask’s ability to
consolidate and causing a significant performance drop in
both AUT (−2.11%) and PTR (−10.62%). Even so, arbi-
tration alone maintains balanced performance, ranking mid-
tier among the four adapted baselines, where two surpass
it in AUT and the other two do so in PTR. Compared to
AdaMerging, which is adaptive in learning layer-wise coeffi-
cients through entropy minimization, our arbitration employs
confidence-guided consolidation that pulls logits toward new
model when old model’s predictions are uncertain, thereby
achieving higher AUT but lower PTR, a trade-off for protect-
ing new, security-critical knowledge.

5.5.2 Combination with Active Learning

In malware detection, recent research adopts active learning
to support model adaptation under limited human-labeling
budgets. These approaches typically focus on detecting and
labeling new drift samples, using them for retraining or fine-
tuning, during which most methods still rely on CFT. Among
them, HCC [10] represents a state-of-the-art framework that
designs a classifier with hierarchical contrastive learning to
intrinsically detect drift during deployment. To evaluate our
compatibility with such paradigms, we integrate RETROFIT
into HCC’s best-performing warm-start procedure. In each
iteration, informative samples are selectively labeled under
a fixed budget of 5000, after which model adaptation is per-
formed using RETROFIT to assess the improvements over the
original adaptation scheme. For completeness, we also include
the standard MLP classifier used in our previous experiments,
placing it under the same active learning protocol (where
drift samples are selected by HCC’s pseudo loss sampler) and
adapting it with RETROFIT for direct comparison.
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Figure 7: Ablation analysis of RETROFIT.
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w/o 0.917 0.928 0.947 0.900
w/ 0.966 0.916 0.965 0.891
∆ ↑ 5.33% ↓ 1.26% ↑ 1.92% ↓ 1.01%

2016
w/o 0.884 0.944 0.926 0.920
w/ 0.941 0.939 0.938 0.914
∆ ↑ 6.45% ↓ 0.54% ↑ 1.20% ↓ 0.64%

2017
w/o 0.823 0.913 0.897 0.887
w/ 0.908 0.934 0.915 0.910
∆ ↑ 10.3% ↑ 2.29% ↑ 1.91% ↑ 2.61%

2018
w/o 0.786 0.911 0.869 0.871
w/ 0.872 0.914 0.893 0.871
∆ ↑ 11.1% ↑ 0.25% ↑ 2.84% 0.00%

Figure 8: Improvements in retention & adaptation when com-
bining RETROFIT with active learning for different classifiers.

Result Analysis. As indicated in Figure 8, the integration of
RETROFIT into active learning consistently improves both
classifiers. For the MLP classifier, RETROFIT increases AUT
by 0.2% and PTR by 10.0%, while for the more advanced
HCC, it yields additional gains of 0.3% in AUT and 2.4% in
PTR. Higher retention is observed for the MLP classifier com-
pared to the earlier continual fine-tuning results (PTR 0.842
vs. 0.666), although adaptability slightly declines due to the
limited labeling budget (AUT−2.0%). RETROFIT restores its
adaptability and further strengthens retention, confirming that
preservation of our core advantages even when the data-access
assumptions differ from retrospective-free setting. The HCC
classifier, benefiting from hierarchical contrastive representa-
tions, remains the most robust baseline across years, achieving
a strong retention score (PTR 0.941) but at the expense of
adaptability (AUT lower than MLP by 2.7%). Nevertheless,
incorporating RETROFIT raises both metrics simultaneously.
A closer year-wise analysis reveals that RETROFIT consis-
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Ground Truth: Convert native float to native unsigned long using hardware
Stripped Code:
undefined [ 16 ] FUN_001654f0(…) {

… /*Over 400 lines of pseudocode to handle different variable 
types and buffer sizes occasions.*/

ppuVar18 = (uint * * )(uVar8 * uVar10 + (long) local_18);
do {

…
uVar10 = 0;
do {

local_74 = * (float * ) ppuVar18;
if (fRam0000000000165fb0 < local_74) {

local_70 = (uint * ) 0xffffffffffffffff; //ULONG_MAX
} else {

if (local_74 < 0.00000000) {
local_70 = (uint * ) 0x0;  // ULONG_MIN

} else {
if (fRam0000000000165fbe <= local_74) {

local_70 = (uint *)((long)(local_74 - fVar1) ^
0x8000000000000000);  // overflow

} else {
local_70 = (uint * )(long) local_74;

}
}

}
uVar10 = uVar10 + 1;
ppuVar18 = (uint * * )((long) ppuVar18 + param_5);
*ppuVar12 = local_70;
ppuVar12 = (uint * * )((long) ppuVar12 + uVar16);
puVar11 = local_70;

} while (uVar10 != uVar17);
} while (true);

… }

Source Code:
herr_t H5T__conv_float_ulong(…){

H5T_CONV_Fx(FLOAT, ULONG, float, unsigned long, 0, ULONG_MAX);
}

/* Macro Expansion */
#defind H5T_CONV_Fx
herr_t ret_value = SUCCEED;
…
while (nelmts > 0) {

/* Read source data and convert it to the float type */
src = (ST *)(src_buf = (void *)((uint8_t *)buf + 

(nelmts - safe) * (size_t)s_stride));
…
for (elmtno = 0; elmtno < safe; elmtno++) {

/* Convert source data into an 8-byte unsigned integer */
if (*(S) > (ST)(D_MAX))

*(D) = (DT)(D_MAX);
else if (*(S) < (ST)(D_MIN))

*(D) = (DT)(D_MIN);
else                   

*(D) = (DT)(*(S));    
/* Advance the pointer to convert all buffer elements */
src_buf = (void *)((uint8_t *)src_buf + s_stride);
src = (ST *)src_buf;
dst_buf = (void *)((uint8_t *)dst_buf + d_stride);
dst = (DT *)dst_buf;

}
nelmts -= safe;

} /* end while */
…
return ret_value;}

Figure 9: An example of how the function decompilation
from a stripped binary significantly expands the source code.
RETROFIT achieves an exact match with BLEU of 100, while
baselines fail (CFT: 4.92, Oracle: 20.16).

Ground Truth: Check the given IP against the entries in the whitelist
CFT summary: Finalization of fastsum plan
Oracle summary: Read and decode the global dataset information
Retrofit summary: Read in the global (lvar) mappings

Ground Truth: Set KMeans initialization object
CFT summary: To be called first on the ThrottleTimers
Oracle summary: Set screen cursor to new screen
Retrofit summary: Set the userdefined data

Source Code:
bool whitelist_check(const host_addr_t ha) {

const pslist_t * sl;
PSLIST_FOREACH(sl_whitelist, sl) {

const struct whitelist * item = sl -> data;
if (!is_host_addr(item -> addr)) continue;
if (host_addr_matches(ha, item -> addr, item -> bits)) return TRUE;

}
return FALSE;

}
Stripped Code:
void FUN_00100aa0(void)

plVar17 = plRam0000000000100ab8;
do {

lVar10 = plVar17[1]; 
…
if (bVar19 != false) break;
plVar17 = (long *) *plVar17;

} while (plVar17 != (long *) 0x0);
/* WARNING: Bad instruction - Truncating control flow here */ 
halt_baddata(); return ;

}

Source Code:
void vl_gmm_set_kmeans_init_object(VlGMM *self, 

VlKMeans *kmeans) 
{

if (self -> kmeansInit && self -> kmeansInitIsOwner) {
vl_kmeans_delete(self -> kmeansInit);

}
self -> kmeansInit = kmeans;
self -> kmeansInitIsOwner = VL_FALSE;

}
Stripped Code:
void FUN_00103150(long param_1, undefined8 param_2){

if ((*(long *)(param_1 + 0x68) != 0) && (*(int*)(param_1 + 
0x78) != 0))

param_2 = local_18;
*(undefined8 * )(param_1 + 0x68) = param_2;
*(undefined4 * )(param_1 + 0x78) = 0;

}

global vars

compile error

user-defined 
struct

BA

Figure 10: Summary comparison for challenging stripped
binaries, where the BLEU of all methods is lower than 20.

tently improves performance on old tasks, particularly in later
years, where accumulated knowledge becomes more critical.
While minor fluctuations occur in early-year new-test results,
the strengthened forward transfer achieved through controlled
forgetting ultimately yields superior long-term performance.

5.5.3 Summarization Quality Analysis

While automated metrics like BLEU provide quantitative
results, we conduct a qualitative manual analysis, with two
primary goals: 1) to understand why the automated scores for
stripped binaries are universally low; 2) to demonstrate how
RETROFIT provides more interpretable and useful summaries.
Exact Match on Complex Logic. We provide an example
in Figure 9 to show the difficulty of summarizing stripped bi-
naries. The original source function (left) already contains in-
tricate logical operations, while its stripped counterpart (right)
further obscures semantic intent. Compiler preprocessing and
optimizations, such as macro expansion and loop unrolling,
inflate a single source statement into more than 400 lines of
decompiled pseudocode. RETROFIT achieves a BLEU of 100
in this example, exactly matching the ground truth. It cor-
rectly identifies both the operation (‘float to unsigned long’
conversion) and its implementation detail (‘using hardware’),
inferred from the three highlighted code patterns. By contrast,

the best CL baseline only reaches 4.92 BLEU, misidentifying
the source type and the operational detail. The oracle model
also performs poorly, summarizing the function as ‘Convert
native unsigned integer to native float...’, inverting the con-
version and failing to capture the correct semantics. This
case underscores RETROFIT’s superior capability to recover
precise functional intent from heavily obfuscated binaries.
Semantic Robustness on Limited information. Figure 10
presents two challenging cases where all methods achieve
BLEU scores below 20. We identify two factors that explain
the universally low scores. 1) Abstract ground truth: refer-
ence summaries often describe high-level intent unavailable
in stripped code, e.g., the metadata of parameter VlKMeans in
Case A and variable sl_whitelist in Case B; 2) Decompi-
lation artifacts: the decompiler itself introduces errors, e.g.,
in Case B, the decompiler fails to propagate a boolean return
value, causing truncated control flow. Despite the low scores,
RETROFIT produces the most faithful interpretation of the ob-
servable logic, whereas baselines often produce irrelevant or
hallucinated descriptions. In Case A, its summary accurately
captures the data initialization behavior, while both CFT and
Oracle hallucinate semantics, misidentifying param_1 as un-
related entities (e.g., a ThrottleTimer or mouse coordinates).
In Case B, RETROFIT likewise offers the most plausible in-
terpretation, correctly recognizing the global-variable access
pattern in the partial control flow. By contrast, CFT fabri-
cates irrelevant logic, seemingly driven by superficial lexical
cues, whereas Oracle overgeneralizes, mistaking conditional
whitelist checking for dataset processing.

5.6 Computational and Robustness Analysis
We next analyze RETROFIT’s computational efficiency and
practical robustness under varying update capacity (e.g., rank
and sparsity) and task horizon, supported by empirical statis-
tics from the malware detection application.
Computational Cost. We evaluate the practical overhead
of RETROFIT by comparing its per-epoch training time and
GPU memory usage with CFT and ResAdapt. CFT rep-
resents the most efficient baseline, while ResAdapt repre-
sents architecture-based CL methods with network expansion.
As shown in Table 3, RETROFIT achieves the lowest GPU
memory usage. Its per-epoch runtime is slightly higher than
CFT, but remains substantially lower than ResAdapt. Unlike
architecture-based methods, RETROFIT maintains a constant
model size and preserves the same single forward path as the
base model at inference. Compared with the simplest CFT
baseline, which trains all parameters at a cost of O(dindout) per
task, RETROFIT reduces the training complexity by approx-
imately a factor of r/min(din,dout). This primarily lowers
update-related memory, including gradients and optimizer
states. The modest runtime overhead over CFT mainly comes
from mask optimization, whose cost scales linearly with the
rank r. Arbitration adds only negligible overhead, i.e., requir-
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Table 3: Training time and GPU memory usage comparison.
Method Time (s/epoch) Max alloc / reserved (MB)

CFT 1.07±0.01 181.13 / 226.00
ResAdapt 1.67±0.09 316.20 / 350.00
RETROFIT 1.23±0.03 150.19 / 170.00

Table 4: Sensitivity analysis of r and µ. The reference setting
(r = 512, µ = 2×10−6) is used in the main experiments.

Metric Ref. Varying rrr Varying µµµ

256 768 1024 10−6 4×10−6 8×10−6

AUT 0.946 0.943 0.947 0.944 0.944 0.945 0.945
PTR 0.923 0.864 0.923 0.928 0.921 0.920 0.918

ing two additional forward passes through the teacher models.
Hyperparameter Sensitivity. The main capacity hyperpa-
rameter of RETROFIT is the low-rank dimension r, which
controls the size of the update subspace; another important
hyperparameter is the sparsity-balancing coefficient µ, which
shapes how concentrated the merged update becomes. As
shown in Table 4, RETROFIT remains stable across a broad
range of both parameters. We do not expect monotonic behav-
ior in r: smaller ranks reduce potential interference, but can
also limit the capacity needed to learn transferable updates;
larger ranks provide more plasticity, while masking and arbi-
tration control interference. Varying µ introduces only minor
performance changes, suggesting that it mainly affects the
convergence path toward an effective sparsity pattern rather
than the final stability and plasticity trade-off. In practice, we
recommend choosing a moderate rank to balance adaptation
capacity and interference control, and setting µ within a stable
range rather than tuning it aggressively.
Robustness to Update Frequency. To study scalability as the
number of tasks increases, we evaluate a month-wise active-
learning setting with 48 sequential updates and a labeling bud-
get of 500 samples per month, complementing the year-wise
setting in Section 5.5.2. As shown in Figure 11, RETROFIT
consistently improves both AUT and PTR across two models.
For MLP, RETROFIT improves AUT by 1.6% and PTR by
10.0%; for HCC, it improves AUT by 2.7% and PTR by 1.5%.
Notably, finer-grained update cycles with less tuning data am-
plify interference, underscoring the need for our explicit con-
trol. Compared with the year-wise setting, the relative AUT
gains are larger on both models, while the PTR gains remain
similar, suggesting that RETROFIT scales to longer horizons.

6 Discussion

Oracle Upper Bound. Oracle remains the strongest overall
reference, but access to all accumulated data does not elimi-
nate interference. Under temporal or representation shift, joint
training must fit heterogeneous past and current distributions
with a single uniform objective, which can favor intermediate
distributions while diluting specialization to the newest one.
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Figure 11: Month-wise active learning-based malware adap-
tation w/ and w/o RETROFIT, where the task number is 48.

For example, this pattern is visible in Table 1, where Oracle
performs better on new test data in the two middle years. Prior
work has similarly observed that full training is not always the
upper bound [56]. Naive CFT can exceed Oracle on new data,
but only with severe forgetting. Thus, RETROFIT’s advantage
on the new distribution is better understood as a regulariza-
tion effect: it preserves the specialization benefit of sequential
adaptation while controlling forgetting.
Applicable Domain. As shown in Section 5.5.2, RETROFIT
is compatible with different model architectures for malware
detection. Likewise, it can be extended to emerging pretrained
feature extractors like DexBERT [48]. In binary analysis, sim-
ilar arbitration mechanisms can be applied to other LLMs [45].
Future work may further explore RETROFIT under other forms
of representation shift arising in security-critical contexts,
e.g., binaries compiled with varying optimization levels, ar-
chitectures, or platforms, and extend it naturally to related
downstream tasks including binary similarity detection [12]
and vulnerability discovery [30]. More broadly, RETROFIT
offers a general solution for continual model adaptation in
data-sensitive security applications.
Combining with Replay-based CL. While RETROFIT is
designed for data-restricted environments, it can be comple-
mented with replay-based CL strategies when data retention
policies are more permissive. In such settings, a small mem-
ory buffer provides representative samples from past tasks,
improving coverage of underrepresented or highly heteroge-
neous behaviors. For instance, MADAR [39] demonstrates
that distribution-aware replay enhances malware classifica-
tion by accounting for heterogeneity both across and within
families. Similar replay mechanisms can be adapted for dif-
ferent applications, and incorporating them into RETROFIT
has the potential to strengthen retention, but at the cost of
additional storage and training overhead.

7 Related Work

Representation Learning for Robustness. Representation
learning methods such as contrastive learning [9, 10] and in-
variant risk minimization [1] aim to extract invariant features
that remain stable under distributional shifts. For example,
hierarchical contrastive learning employed in HCC [10] en-
hances malware detection by separating benign and malicious
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samples while capturing intra-family semantics. In security
analytics, related efforts refine API representations through
knowledge graphs [65] and structure-aware encoders that in-
tegrate control-flow information [36]. While sharing the goal
of preserving performance amid changing conditions, they
operate in static settings; instead, CL adapts representations
dynamically as new datasets become available, making the
two approaches naturally complementary.
MTL and Model Merging. Multi-task learning (MTL) [66]
learns shared representations across related tasks but requires
simultaneous access to all task data. To bypass this constraint,
model merging has emerged as an alternative to execute MTL,
combining independently trained models post hoc rather than
through joint training on all tasks [34, 55]. To mitigate task
interference, TIES-Merging [57] applies a majority vote on
the sign for each parameter, whereas AdaMerging [59] learns
adaptive merge weights at the task or layer level. We integrate
merging into CL settings and employ low-rank and adaptive
sparse mask learning to regulate conflicts between old and
new models. Our ablation study in Section 5.5.1 further con-
firms reduced interference when replacing our design with
existing merging methods.
Drift Detection and Active Learning. Drift detection aims
to identify samples that deviate significantly from the training
distribution, often by monitoring prediction uncertainty or
changes in the embedding distribution over time [6, 31]. In
security analytics, such mechanisms have been widely used
to detect emerging malware families or new attack behav-
iors [19, 61]. Active learning complements this process by
selecting those detected samples for human labeling, thus
reducing annotation costs while guiding model retraining
with an expanded dataset [10, 65]. As demonstrated in Sec-
tion 5.5.2, our method serves as an adaptation extension that
seamlessly integrates into this online workflow.
Code Analysis for Security. Recent advances in LLMs have
opened new directions for automated code understanding in
security applications. A key research question is how well
these models comprehend low-readability code [14, 24]. This
exploration is often hampered by the scarcity of ground-truth
data, which forces reliance on proxy metrics [20]. Our work
applies RETROFIT to binary summarization, using a recent
dataset compiled from open-source (non-malware) projects
that provides ground-truth summaries from source code com-
ments [2]. While this benchmark is valuable, we also note its
remaining flaws (discussed in Section 5.5.3), highlighting the
need for further dataset refinement in binary analysis.

8 Conclusion

This paper tackles continual learning in data-sensitive binary
security domains, where models must evolve without access
to prior data. We identified catastrophic forgetting and distri-
butional generalization failure as key barriers to long-term

adaptability under such constraints. To address these, we pro-
pose RETROFIT, which formulates knowledge accumulation
as model consolidation and employs low-rank structural con-
straints with confidence-guided sparse regulation to achieve
controlled forgetting. Empirical results across two representa-
tive applications, i.e., malware detection and binary analysis,
demonstrate that RETROFIT sustains strong retention and
effective adaptation across model architectures and data dis-
tributions. These results establish RETROFIT as a practical
and effective foundation for trustworthy continual learning.
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Ethical Considerations

This work focuses on continual learning for defensive binary
security applications, including malware detection and bi-
nary analysis. The main stakeholders are security analysts,
incident-response teams, software vendors, and end users, all
of whom may benefit from more robust model adaptation
under distribution shift. By reducing adaptation failures as
threats evolve or program representations degrade, such sys-
tems can improve detection reliability, analysis quality, and
operational continuity.

The main operational harms arise from misclassifications.
False negatives may allow malicious binaries to evade detec-
tion, delaying triage, remediation, or vulnerability discovery,
harming end users and reducing trust in software vendors and
security providers. False positives may generate unnecessary
alerts, waste analyst effort, disrupt vendor release workflows,
or block legitimate software for end users. Publication also
carries limited dual-use risk, since advances in binary analysis
may be studied by adversarial users.

This work is explicitly scoped to defensive use and does
not introduce new capabilities for malware creation, obfusca-
tion, or evasion. RETROFIT is intended to reduce adaptation
failures under drift, but not to replace human judgment in
high-stakes settings. In addition, the retrospective-free design
avoids storing or replaying historical binaries, which reduces
dependence on long-term data access to sensitive malware
samples and proprietary software artifacts.

We judged that the expected benefits of improving robust-
ness in defensive malware detection and binary analysis out-
weigh the remaining risks, particularly because the work can
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directly benefit stakeholders through improved binary analy-
sis reliability while reducing dependence on sensitive data.

Open Science

We make the artifacts available at Zenodo and GitHub. The
shared artifacts consist of a complete implementation of our
proposed continual learning framework RETROFIT, along
with all reproducible workflows necessary to adapt, merge,
and evaluate models in the two applications described in the
paper. A detailed README describes the code structure and
usage. Due to licensing and redistribution constraints, the
two datasets and pretrained BinT5 models are not included in
the repository; instead, we provide instructions for obtaining
them from their original sources and release our processed
APK features and fine-tuned BinT5 checkpoints.
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A Proofs

We consider a high-dimensional regime where the input di-
mension din is large relative to the update rank r. For any task
t, the random projection matrix At ∈ Rdin×r is initialized with
i.i.d. entries such that E[(At)ik] = 0 and Var((At)ik) = σ2 > 0
(as determined by the chosen initializer, e.g., Gaussian or
Kaiming uniform). In particular, a common normalization
for random projections sets σ2 = 1/din. Consequently, the
following moment identities hold:

E[A⊤t At ] = σ
2dinIr, E[AtA⊤t ] = σ

2rIdin . (11)
Given sub-Gaussian entries of At , for any fixed matrix B ∈
Rr×dout , the norm of AtB concentrates: for any ε ∈ (0,1),

∥AtB∥2
F ≥ (1− ε)σ2din∥B∥2

F (12)
holds with probability at least 1−δ, where the failure proba-

bility satisfies δ≤ 2exp
(
−cε2din

)
.

A.1 Proofs of Proposition 1

Let s < t index an old task and a new task, respectively, and
let gs := ∇θLs(θprev) ∈Rdin×dout denote the gradient of a past
task. The new-task update is ∆Wt := AtBt , where Bt ∈Rr×dout

is fixed and the expectation is taken over the random initializa-
tion of At ∈ Rdin×r. The goal is to bound the expected cosine
similarity between gs and ∆Wt .

Using ⟨U,V ⟩F =Tr(U⊤V ) and the cyclic property, we have∣∣⟨gs,∆Wt⟩F
∣∣= ∣∣⟨A⊤t gs,Bt⟩F

∣∣≤ ∥A⊤t gs∥F ∥Bt∥F . (13)
Normalizing by Frobenius norms yields

⟨gs,∆Wt⟩F
∥gs∥F ∥∆Wt∥F

≤ ∥A
⊤
t gs∥F

∥gs∥F
· ∥Bt∥F

∥AtBt∥F
. (14)

Numerator Bound. Using the moment identity E[AtA⊤t ] =
σ2rIdin from (11):

EAt

[
∥A⊤t gs∥2

F

]
= EAt

[
Tr
(

g⊤s AtA⊤t gs

)]
= Tr

(
g⊤s E[AtA⊤t ]gs

)
= Tr

(
g⊤s (σ

2rIdin)gs

)
= σ

2r∥gs∥2
F . (15)

By Jensen’s inequality, the expected norm is bounded by

EAt

[
∥A⊤t gs∥F

∥gs∥F

]
≤

√
EAt

[
∥A⊤t gs∥2

F

∥gs∥2
F

]
= σ
√

r. (16)
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Denominator Bound. Applying the concentration result from
(12), for a given ε ∈ (0,1), there exists an event E with prob-
ability at least 1−δ such that:

∥AtBt∥2
F ≥ (1− ε)σ

2 din ∥Bt∥2
F . (17)

On this event, the second term of (14) satisfies
∥Bt∥F

∥AtBt∥F
≤ 1

σ
√
(1− ε)din

. (18)

Expected Interference. Since the cosine similarity is bounded
by 1 via Cauchy-Schwarz, we split the expectation over E
and its complement E c. Combining (16) and (18):

EAt

[
⟨gs,∆Wt⟩F
∥gs∥F ,∥∆Wt∥F

]
≤ σ

√
r

σ
√
(1− ε)din

+P(E c) (19)

=
1√

1− ε

√
r

din
+δ = O

(√
r

din

)
.

A.2 Proofs of Proposition 2

Let As,At ∈ Rdin×r be independent random matrices for dis-
tinct tasks s ̸= t. Let B̃s := Bs⊙Ms and B̃t := Bt ⊙Mt . The
task-specific updates are defined as ∆s :=AsB̃s and ∆t :=At B̃t .
The goal is to prove the normalized inner product of indepen-
dent ∆s and ∆t converges to 0 in probability.

The Frobenius inner product is given by:
⟨∆s,∆t⟩F = Tr(∆⊤s ∆t) = Tr(B̃⊤s A⊤s At B̃t). (20)

Let X := A⊤s At ∈ Rr×r represent the interaction matrix be-
tween the two random projections. By the sub-multiplicative
property of the Frobenius norm,

|⟨∆s,∆t⟩F |
∥∆s∥F∥∆t∥F

≤ ∥X∥F ·
∥B̃s∥F

∥AsB̃s∥F
· ∥B̃t∥F

∥At B̃t∥F
. (21)

Interaction Matrix. For each (k, ℓ), Xkℓ = ∑
din
i=1(As)ik(At)iℓ is

a sum of din independent random variables with mean 0, and
E[X2

kℓ] = dinσ4. Thus, the expected squared Frobenius norm is
E∥X∥2

F = ∑
r
k=1 ∑

r
ℓ=1E[X2

kℓ] = r2dinσ4. By Markov’s inequal-
ity applied to ∥X∥2

F , it follows that

∥X∥F = Op

(
rσ

2
√

din

)
. (22)

Update Norms. Using the concentration result from (12), for
any ε ∈ (0,1), the following lower bounds hold with high
probability as din→ ∞:
∥∆s∥2

F ≥ (1− ε)σ2din∥B̃s∥2
F , ∥∆t∥2

F ≥ (1− ε)σ2din∥B̃t∥2
F .

(23)
This implies that the norm ratios are bounded by
∥B̃s∥F

∥∆s∥F
≤ 1

σ
√
(1− ε)din

,
∥B̃t∥F

∥∆t∥F
≤ 1

σ
√
(1− ε)din

. (24)

Orthogonality. Plugging (22) and (24) into (21) yields
|⟨∆s,∆t⟩F |
∥∆s∥F∥∆t∥F

≤
Op(rσ2√din)

(1− ε)σ2din

= Op

(
r√
din

)
p−→ 0,

(25)

Since r = o(
√

din) (which is satisfied if r is constant or grow-
ing slower than the square root of the input dimension), the
cosine similarity converges in probability to zero.

A.3 Local Model-Level Interpretation

Let fθ(x) denote the logit vector of the model and let ∆θt be
the update introduced at round t. For small updates, a first-
order expansion gives

fθ+∆θt (x)− fθ(x) = Jθ(x)∆θt +R2(x), (26)
where Jθ(x) = ∇θ fθ(x) is the parameter Jacobian, and R2(x)
is the second-order Taylor remainder, which captures the
higher-order nonlinear effect of the update. If fθ is locally
L-smooth around θ, then

∥R2(x)∥2 ≤
L
2
∥∆θt∥2

2. (27)

Therefore,

∥ fθ+∆θt (x)− fθ(x)∥2 ≤ ∥Jθ(x)∥2∥∆θt∥2 +
L
2
∥∆θt∥2

2. (28)

Taking expectation over old data x∼D≤t−1 gives

E∥ fθ+∆θt (x)− fθ(x)∥2 ≤ Gold∥∆θt∥2 +
L
2
∥∆θt∥2

2, (29)

where Gold = E∥Jθ(x)∥2. For RETROFIT, ∆θt is controlled
by the masked coefficient energy Et = ∥Mt ⊙Bt∥F . Limiting
Et through low-rank structure and sparse masking bounds the
Jacobian-projected output drift on old distributions, providing
a model-level interpretation of controlled forgetting under
local smoothness and small-update assumptions.

B Implementation Details

B.1 RETROFIT Implementation

Low-rank modules are applied to all linear layers in the MLP-
based malware detection model. For the transformer-based
CodeT5 used in binary analysis, those modules are inserted
into key subcomponents, including the self-attention projec-
tions (q, k, v, o) and the feed-forward layers (wi, wo). We
apply a real-valued learnable mask Mt to modulate the new-
task LoRA matrices, where rank r is set to 512 in both ap-
plications. The mask is initialized with a sparsity ratio: 0.01
in malware detection for strict forgetting control, and 1.0 in
binary analysis for a more progressive accumulation of new
knowledge. The initialization facilitates convergence, while
the effective sparsity is learned automatically. There are sev-
eral hyperparameters involved in performing the knowledge
arbitration. For malware detection, the sparsity-balancing pa-
rameter in Equation 8 is set to λ= 1.0, and the supervised loss
coefficient and group-lasso regularization coefficient in Equa-
tion 9 to η = 1.0 and µ = 2×10−6, respectively. For binary
analysis, we use the same supervised loss coefficient η = 1.0
but adjust λ = 0.1 and µ = 1.0 to accommodate the higher
capacity of the transformer-based model.
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B.2 CL Baselines

For distillation-based baselines, the model is fine-tuned on
each new task by augmenting the standard cross-entropy
objective with a knowledge-distillation term, formulated as
L = λce Lce +λkd Lkd. Different methods define Lkd in dis-
tinct ways: LwF uses softened output logits from the teacher,
PODNet constrains feature representations across layers, and
Co2L aligns pairwise embedding similarities.

LwF: The distillation is calculated as the cross-entropy
between the softened teacher and student probabilities, where

are p(i)t =
exp(z(i)t /T )

∑ j exp(z( j)
t /T )

and p(i)s = exp(z(i)s /T )

∑ j exp(z( j)
s /T )

. The tempera-

ture T > 1 smooths the predictive distribution and conveys
information about inter-class relationships. Through experi-
ments over T ∈ {1.5,2.0,4.0}, we find that smaller tempera-
tures produce overly peaked teacher distributions with limited
relational transfer, whereas larger temperatures over-flatten
the distribution and reduce the effectiveness of distillation;
accordingly, we use T = 2.0. Based on experimental observa-
tions, we determine distillation weights that provide a balance
between different training objectives. We select λce = 1.0 and
λkd = 1.0 for malware detection, and λce = 1.0 and λkd = 0.1
for binary analysis, where the distillation loss is averaged over
all non-[PAD] tokens for sequence-generation tasks.

PODNet: Its distillation term matches ℓ2-normalized,
pooled activations between the student and teacher across
multiple layers and pooling scales. We follow this distillation
formulation to implement PODNet but omit its local similarity
classifier designed for class-incremental learning. For mal-
ware detection, we align the normalized activations from two
hidden layers via chunk-wise pooling. For binary analysis,
the spatial pyramid is achieved with a lightweight token-mean
alignment module applied to the encoder’s last four layers,
and feature matching is performed through mean-squared
alignment of teacher and student embeddings. The PODNet
loss weight is examined in the range λpod ∈ {0.5,0.1,0.2} to
control the strength of representation matching. In practice,
we fix λpod = 0.1, which provides sufficient regularization
without over-constraining new-task adaptation.

Co2L: It combines a supervised contrastive learning
component with an instance-wise relation distillation mod-
ule: λconLsupcon + λirdLIRD. While Lsupcon shapes the rep-
resentation space by pulling together positive pairs and
separating negatives, LIRD specifically preserves the pair-
wise similarity patterns between student and teacher em-
beddings. To balance supervised learning, contrastive align-
ment, and instance-wise relation distillation, we examine loss
weights in {0.5,1.0,2.0}. For malware detection, we use the
penultimate-layer representations as embedding vectors for
contrastive alignment. The loss weights are set to λce=1.0,
λcon=1.0, and λird=0.5. In the binary analysis experiments,
the encoder representations are mean-pooled across tokens
and passed through a two-layer projection head for contrastive

alignment. The overall objective is weighted by λce=0.5,
λcon=1.0, and λird=0.5, respectively.

For architecture-based methods, ResAdapt introduces
lightweight plug-in residual adapters into the backbone net-
work while preserving the pretrained weights. Each adapter
augments the representational capacity of the frozen lay-
ers through residual bottleneck projections: Adapter(x) =
x+U

(
ReLU(D(LN(x)))

)
, where LN denotes layer normal-

ization, D and U are down- and up-projection matrices defin-
ing the bottleneck. To avoid relying on domain labels, we
continuously fine-tune the separate adapter. For tuning, we
vary its bottleneck dimension b ∈ {64,128,256,512} to bal-
ance the new and old threats, especially for competitive new-
task performance compared to other baselines. For malware
detection, the adapters are injected into intermediate layers
of the MLP backbone, with the bottleneck dimension set to
64. For binary analysis, the residual adapter is extended to
the transformer-based CodeT5 architecture, inserting adapters
after each T5BLOCK in both the encoder and decoder stacks
and using a bottleneck dimension of 512.

B.3 Aggregation Baselines
The two ensemble baselines: (1) Ensemble Voting computes
the final prediction by taking the majority label among all
models’ predictions, i.e., ŷ = mode

(
{ŷt}n

t=1
)

where ŷt is the
prediction from the tth candidate model. (2) Ensemble Aver-
aging averages logits from all models and applies a sigmoid
function, expressed as ŷ = σ

( 1
n ∑

n
t=1 zt(x)

)
, where zt(x) de-

notes the logit output of the tth model.
The four model merging baselines: (1) Weight Averag-

ing computes the element-wise weighted mean of the pa-
rameters of n candidate models and can be formulated as
θθθm = 1

n ∑
n
t=1 θθθt , where θθθt denotes the parameter vector of the

t-th model and θθθm the merged parameters. (2) Task Arith-
metic constructs task vectors of the n models relative to a
pretrained base model and adds their scaled sum back to
the base parameters, given by θθθm = θθθbase +α∑

n
t=1 τττt , where

τττt = θθθt −θθθbase is the task vector of model t, α is a scaling co-
efficient, and θθθbase is the parameter vector of the base model.
we set α=0.3. (3) Ties-Merging extends Task Arithmetic by
pruning parameter entries with conflicting signs and retain-
ing only the top-K% magnitude components before combi-
nation. For malware detection, we set K=5 and α=0.3; for
binary analysis, we use K=50 and α=0.8. (4) AdaMerging
has four variants, among which we adopt the most effective
Layer-wise AdaMerging++ in its paper [59]. The method
combines K task models with the base model, formulated
as θθθ

l
m = θθθ

l
base + ∑

K
k=1 λ l

k T l
k, where λ l

k is the learnable co-
efficient for task k at layer l, and T l

k = θθθ
l
k − θθθ

l
base denotes

the corresponding task vector. The layer-specific coefficients
are learned via entropy minimization on unlabeled samples,
where entropy measures the uncertainty of a model’s predic-
tive distribution, with higher values indicating less confidence.
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