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Abstract

Recovering composite data types from stripped binaries is
critical for reverse engineering and vulnerability analysis. Ex-
isting approaches either rely on heavyweight decompilers
with limited type reasoning, or employ expensive constraint
solvers that fail to scale. While some methods can handle
nested structures, they struggle with large real-world binaries
due to prohibitive computational costs. We present RecStruct,
a fast type recovery framework that reconstructs nested struc-
tures without dependence on any decompiler. RecStruct lifts
binaries directly, performs flow-insensitive symbolic execu-
tion to reduce memory aliases, and introduces Stack-Driven
Unification—a novel union-find algorithm that maintains an
offset stack during traversal to merge types only when their
nesting depths align. This enables precise recovery of recur-
sive structures. We implement an end-to-end pipeline and
evaluate it on 418 binaries comprising 744,770 functions,
including benchmarks from prior work and large-scale pro-
grams such as QEMU and OpenSSL. Experimental results
demonstrate competitive accuracy compared to existing tools,
with substantial improvements in efficiency and scalability,
enabling analysis of binaries that were previously intractable.

1 Introduction

Recovering struct layouts from stripped binaries is a key chal-
lenge in binary reverse engineering, where high-level type in-
formation is irrevocably lost during compilation [3,7,10,27].
Struct layout (the memory organization of composite data
types) is particularly valuable for reverse engineers: accesses
to composite types are nearly twice as frequent as those
to primitive variables [43], and struct layouts directly re-
veal how programs organize and access complex data, which
is essential for vulnerability discovery and malware analy-
sis [11, 16,30, 37,39, 45]. Yet recovering them remains a
prominent challenge [39,45].
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The core difficulty is that field accesses are scattered across
multiple functions [37,44] and nested pointer relationships
further complicate the analysis. We identify three key chal-
lenges (illustrated in Section 2): cross-function aggregation
of partial field views, nested struct discovery through pointer
dereferences, and inner struct aggregation where nested fields
accessed in different functions must be recognized as belong-
ing to the same dereferenced type.

Since recovering exact source-level types is fundamentally
impossible [5], we target memory layout recovery (the off-
sets, sizes, and pointer-based nesting relationships of struct
fields as realized in the binary) rather than source-level type
reconstruction. Our correctness and completeness claims are
scoped to this abstraction.

Existing approaches (spanning constraint-based analysis [3,
27,45], data-flow methods [43], dynamic techniques [22,39],
and learning-based prediction [10, 37, 44]) have made sig-
nificant progress on type recovery (see Section 6). However,
automated cross-function type aggregation and multi-level
nested struct recovery remain open challenges: existing meth-
ods either require manual intervention for cross-function prop-
agation, or lack principled mechanisms for tracking pointer
chains through nested struct hierarchies.

Our approach draws inspiration from how experienced re-
verse engineers manually recover struct types [42,43]: they
observe local base + offset patterns, trace data flow across
function boundaries to collect field information, and integrate
scattered observations into a global layout. This workflow
reveals a fundamental property: type equivalence propagates
transitively across function calls, but must respect field offsets
to correctly handle nested structures. A pointer dereference
yields a different (but related) type that must be tracked sepa-
rately.

Based on these insights, we propose RecStruct, a practi-
cal system that automates this inductive workflow through
two key technical innovations. First, rather than relying on
heavy-weight whole-program pointer analysis, we employ
lightweight symbolic execution to extract memory access pat-
terns. By confining symbolic analysis to intra-procedural data
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flow and tracking only base pointer propagation, we effec-
tively avoid the path-explosion problem [2,38], making our
approach highly scalable.

Second, and most crucially, we reframe the cross-function
type aggregation problem as a graph reachability problem
rather than a constraint solving problem. While standard
union-find algorithms can efficiently merge equivalent types,
they fail to handle nested structures where a pointer field at
offset O points to a completely different type. To address
this, we introduce a novel Stack-Driven Union-Find algo-
rithm. By maintaining an offset stack during graph traversal,
our algorithm precisely tracks type equivalence through arbi-
trary levels of pointer indirection (e.g., struct A contains a
pointer to struct B, which contains a pointer to struct 3).
This avoids the exponential blowup and makes the analysis
tractable in practice.

In summary, this paper makes the following contributions:

* We formalize struct recovery as a layout aggregation
problem on a Type Distribution Graph (TDG), where
each node represents a local struct view from a single
function, enabling global layouts to emerge from local
evidence without whole-program pointer analysis.

We propose the Stack-Driven Union-Find algorithm,
which extends the classic union-find data structure to
support offset-sensitive equivalence. This allows us to
handle recursive and deeply nested structures efficiently,
guaranteeing termination and correctness under our lay-
out abstraction.

We implement RecStruct as a standalone Rust-based
tool that operates directly on binary code. Evaluation on
7 real-world datasets demonstrates that RecStruct out-
performs state-of-the-art tools by up to 4.9 x in layout
accuracy and 15X in nested structure recognition, while
achieving 60-250x speedup. RecStruct also scales to
large-scale binaries (e.g., QEMU, OpenSSL) where ex-
isting tools fail due to timeouts or memory exhaustion.

2 Motivation and Problem Formalization

2.1 Motivation Example

To illustrate our approach, we use the running example shown
in Figure 1. The program defines two structures: Outer (con-
taining a pointer p to Point and two integers i1, i2) and
Point (containing x, y, z). The challenge lies in the fact
that function Funcl accesses only p->x, p—>y, and 11, while
Func?2 accesses p—>z and i2. Recovering the complete defi-
nitions requires aggregating partial views from disjoint func-
tions and correctly identifying the nested relationship between
Outer and Point.

struct Point { int x, vy, z; };
struct Outer { struct Point *p; int il, i2; };
void Funcl (struct Outer *a) {

a—>p->x = 1; a—>p-—>y = 2; a—>il = 1;

}
void Func2(struct Outer *b) {
b->p->z = 3; b-—>12 = 2;

}

int main() { /* ... %/ Funcl(vl); Func2(vl); }

Figure 1: Running example exhibiting partial structure views
and nested pointers. Functions Funcl and Func?2 access dis-
joint fields of Outer and Point, requiring cross-function ag-
gregation.

2.2 Limitations of Existing Approaches

Existing approaches struggle with the above example in
different ways. Industrial tools such as IDA Pro [35] and
Ghidra [1] can infer partial layouts within each function, e.g.,
{0: ptr(8), 8: int(4)} from Funcl and {0: ptr(8),
12: int (4)} from Func2, but merging them into the com-
plete Outer definition requires manual cross-function reason-
ing. Constraint-based methods [3,45] automate global solving,
yet face scalability issues and struggle with nested structures:
distinguishing Outer from Point while linking them through
the pointer at offset 0 requires tracking dereference chains that
flat constraint systems do not natively support. Data-flow ap-
proaches such as TypeForge [43] model each expression as a
graph node, enabling inter-procedural propagation but causing
graph explosion in real-world binaries. Learning-based meth-
ods [10,37,44] are bounded by their training vocabulary and
cannot generalize to unseen struct types; LLM-based variants
further incur high per-function costs and non-deterministic
outputs.

These limitations motivate our design: lightweight sym-
bolic execution to avoid the scalability bottleneck of Value
Set Analysis (VSA), layout-granularity graph nodes to control
graph size, and a Stack-Driven Union-Find algorithm to pre-
cisely handle nested structures. All these are achieved without
training data or manual intervention.

2.3 Problem Formalization

Formally, let B be a stripped binary consisting of functions
F={f1,...,fa}. We assume that these functions operate
on memory objects which are instances of a set of under-
lying types 7. Our objective is to reconstruct 7 based on
the memory access patterns observed in F. The set 7 en-
compasses both primitive types and structure types, where
a structure type T € 7 is defined by a collection of fields
{(of fset,size,T)} with T € T. We address this challenge by
decomposing the recovery process into two phases: (1) Lay-
out Collection: We map each function f to a set of Local
Layouts Ly. Each layout | € Ly aggregates a set of field ac-
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cess constraints observed on a specific memory object within
f, serving as a partial hypothesis of the underlying type. (2)
Layout Aggregation: We construct an equivalence relation
~ on the universe of layouts L. = | J; Ly. This step determines
the mergeability of partial views: [; and /; are merged (I; ~ ;)
if they are linked by inter-procedural data flow or satisfy struc-
tural consistency, and must be distinguished otherwise (e.g.,
due to conflicting field offsets or sizes).

3 Approach

In this paper, we propose RecStruct, a framework designed to
recover nested structure types from stripped binaries. Unlike
traditional graph-based recovery methods [43,45], RecStruct
innovatively utilizes local structure layouts as fundamental
graph nodes to significantly reduce complexity. We formalize
the type recovery problem as a two-stage process: local field
collection followed by global layout aggregation. This de-
composition enables the use of lightweight, flow-insensitive
symbolic execution for scalable field extraction, coupled with
a novel stack-driven graph traversal algorithm to handle the
intricacies of nested and recursive data structures.

3.1 System Overview

The RecStruct pipeline, illustrated in Figure 2, operates in
four stages that progressively raise the abstraction level from
binary instructions to high-level C definitions.

* Semantic Extraction (§3.2). we employ DAG-based sym-
bolic execution for semantic extraction. We observe that
structure field accesses are largely path-insensitive: the set
of fields a function accesses rarely depends on complex con-
trol flow conditions. This allows us to use a scalable, flow-
insensitive analysis that avoids the path explosion problem
inherent in traditional symbolic execution.

* TDG Construction (§3.3). we model type relationships
using a TDG. Type equivalence is an equivalence relation,
which is naturally represented by connected components in
a graph. However, the presence of pointer dereferences in-
troduces asymmetric relationships that simple connectivity
cannot capture. The TDG explicitly distinguishes between
reference edges (representing type equivalence) and deref-
erence edges (representing pointer relationships).

» Stack-Driven Type Propagation (§3.4). We introduce
Stack-Driven Union-Find to solve the nested structure
recovery problem. A naive graph traversal would conflate
a container structure with its fields if not carefully con-
strained. By maintaining an offset stack during traversal,
we track the current "nesting depth" of pointers, ensuring
that we only unify layouts that exist at the same structural
level.

* Type Synthesis (§3.5). The final stage synthesizes con-
crete C struct definitions from the identified type groups.
A key challenge is conflict resolution: different functions

may access the same memory offset with inconsistent sizes
or interpretations. We address this with a priority-based
merging strategy that ranks field observations by their se-
mantic confidence: actual data accesses outweigh pointer
dereferences, which in turn outweigh reference-only edges.

3.2 Stage 1: Semantic Extraction

The first stage transforms raw binary instructions into Seman-
tic Logs (SemalLogs), a structured intermediate representation
(IR) that captures type-relevant memory operations. We in-
troduce this intermediate layer not merely because assembly
is low-level, but because raw instruction streams and stan-
dard IRs contain excessive redundancy and complex memory
aliasing information that obscures structural relationships. Se-
malog distills these into a concise form focused solely on
data flow and memory layout.

3.2.1 Lightweight Symbolic Execution

To generate Semalogs, we employ a lightweight, flow-
insensitive symbolic execution engine operating on the IR.
Unlike traditional symbolic execution that aims for path com-
pleteness and constraint solving, our approach focuses on
efficient value propagation.

State and Execution Model. The execution state consists
of a register file and a symbolic memory map, both map-
ping locations to symbolic expressions. We construct a Di-
rected Acyclic Graph (DAG) from the function’s Control
Flow Graph (CFG) by ignoring back-edges, which avoids
path explosion. The execution proceeds in a topological order
based on the DAG. Dropping back-edges means that loop
bodies are analyzed only once rather than iterated to a fixed
point. This is sound for our purpose because structure field
accesses are almost always loop-invariant: a loop that deref-
erences p—>field on every iteration still reveals the same
layout information as a single iteration. The primary effect of
discarding back-edges is to prevent repeated propagation of
identical symbolic values around loop headers, which would
add cost without improving field discovery. In the rare cases
where a loop introduces a new base pointer on each iteration
(e.g., linked-list traversal p = p->next), the single-iteration
analysis still captures the dereference at the relevant offset,
sufficing to establish the pointer field in the recovered layout.

State Merging and Conflict Resolution. A key feature
is our aggressive state merging strategy. At control flow join
points, we merge incoming states. If a register or memory
location holds different symbolic values from different pre-
decessor paths, we introduce a fresh symbolic variable to
represent the convergence. Unlike SSA-based Phi functions
that preserve path conditions, this approach discards path con-
straints to prioritize scalability over precision, allowing us
to resolve conflicts without expensive Satisfiability Modulo
Theories (SMT) solving. To further ensure scalability, we
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Figure 2: RecStruct’s four-stage pipeline for struct recovery. Stage 1 extracts SemalLogs via DAG-based symbolic execution. Stage
2 constructs per-function type layouts and builds the TDG. Stage 3 applies Stack-Driven Union-Find to identify type-equivalent
layouts across function boundaries. Stage 4 merges layouts and synthesizes C struct declarations.

limit the depth of symbolic expressions (default 8 levels), con-
cretizing expressions that exceed this complexity threshold.
Since structure field accesses and memory addressing calcu-
lations are typically linear, the engine is limited to algebraic
simplification and value tracking, achieving high scalability
while retaining sufficient precision for reconstructing complex
pointer chains.

3.2.2 Semal.og Semantics

The analysis produces a sequence of Semal.ogs, categorized
into five unified types: Loc establishes symbolic bases for
memory regions such as function arguments and stack frames;
Deref records memory accesses at specific offsets, uniformly
handling both data reads and pointer dereferences; Call cap-
tures function invocations and argument passing; Ref tracks
value aliasing and data flow continuity.

Notation Note: In our traces, DEREF (addr) -> val de-
notes a load operation producing symbolic value val, while
DEREF (addr, val: V) denotes a store operation writing
value V to addr.

In our running example, Figure 2 (Stage 1) illustrates the
Semal.ogs generated for Func2, which accesses b—>p->z and
b->12. Logs (0) and (1) declare base locations: the function
argument al and the stack frame. Log (5) is a Link Deref-
erence reading al+0 with size 8 (pointer width), producing
*al, which corresponds to loading the pointer b->p. Log (6)
writes to *al+8 with size 4, corresponding to b->p->z (off-
set 8 within Point). Log (8) writes to al+12 with size 4,
corresponding to b->12. Logs (5) and (8) both access the

base symbol al. These accesses will be aggregated to form
the local layout for al. We evaluate this running example in
detail in Section 4.2, and provide a comprehensive end-to-
end walkthrough, covering all Semalog entries, dereference
classification, and resulting local layouts, in Appendix A.3.

3.3 Stage 2: Type Distribution Graph Con-
struction

The second stage constructs the TDG, which serves as the
global substrate for our type inference algorithms. While
semantic extraction provides a local view of each function, the
TDG integrates these views into a cohesive whole, enabling
us to reason about type relationships across the entire binary.

3.3.1 Graph Definition

Formally, we define the TDG as a directed multigraph G =
(V,E). The vertex set V consists of Local Structure Layouts,
where each layout represents a specific symbolic variable
within a specific function (e.g., "argument O of Func1"). We
treat primitive types as a special case of local layout, and stack
frames as a special memory layout. The edge set E contains
two distinct types of edges. Reference edges (Ey.f) connect
layouts that are structurally equivalent; for example, passing
a variable as an argument to a function creates a reference
edge from the caller’s variable layout to the callee’s argument
layout. Dereference edges (Ege.r.r) represent pointer relation-
ships: a dereference edge labeled with offset o connects a
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layout L to L, if L, is the result of dereferencing L; at offset
o.

3.3.2 Construction Process

RecStruct builds the TDG in three phases. First, it pre-scans
to identify active variables. Second, it iterates through all Se-
mal ogs to create vertices. For every LOC log, a corresponding
Local Layout node is instantiated.

During this process, we distinguish between Link Derefer-
ences (LinkDref) and Data Dereferences (DataDref) derived
from Semal.og’s generic DEREF. A LinkDref represents a
pointer access that leads to another structure node, while a
DataDref represents access to a primitive value. We differen-
tiate them based on two strict criteria: (1) the dereferenced
value must be symbolic (i.e., it has a corresponding layout
node), and (2) the access size must match the machine pointer
width. If either condition is not met, the access is classified as
a DataDref.

DEREF logs contribute fields to these layouts; if the log
represents a Link Dereference, it also prompts the creation of
a target layout node if one does not yet exist.

In the third phase, RecStruct instantiates edges. CALL logs
generate Reference edges connecting call sites to function
definitions. Link Dereferences generate Dereference edges
connecting container structures to their members. Figure 2
(Stage 2) visualizes the TDG for our running example. The
local layouts for Funcl::a and Func2: : a are distinct nodes,
but both possess Dereference edges at offset 0 pointing to
their respective Point layouts. Crucially, the main function
connects to both Funcl and Func?2 via Reference edges, ef-
fectively "gluing" the graph together and enabling the propa-
gation of type information between the disjoint functions.

3.4 Stage 3: Stack-Driven Type Propagation

This stage identifies which Local Layouts in the TDG rep-
resent the same underlying type. A naive approach might
simply find connected components in the graph, but this is
insufficient for nested structures. In our example, Outer con-
tains a pointer to Point. These two types are connected in
the graph via a Dereference edge, but they are clearly distinct
types. Simple connectivity would erroneously merge them.

3.4.1 Offset Stack Semantics

To solve this, we introduce the concept of an offset stack to
track the "nesting level" during graph traversal. The stack
represents the sequence of pointer offsets traversed from a
starting node. An empty stack implies the current node is at
the same structural level as the start node (i.e., they are type-
equivalent). A stack containing [0,4] implies we are currently
investigating a type reachable by dereferencing offset O of the
start type, and then offset 4 of the resulting type.

Algorithm 1 Stack-Driven Type Grouping
Require: Starting layout Ly, TDG G = (V,E)
Ensure: Set of type-equivalent layouts

1: worklist <— {([], Lstart) }

2: group <0

3: while worklist # 0 do

4: (S,L) < worklist.pop()

5 if (S,L) € visited then continue

6: visited.add((S,L))

7: if S is empty A L is not StackFrame then

8: group <+ groupU {L}

9: for each incoming edge (Lg,0,L) type T do
10: if T = DEREFV (T = REF Ao # 0) then
11: worklist.add((S - [0], Lgrc))

12: if T = REF Ao = 0 then

13: worklist.add((S, Lgyc))

14: for each outgoing edge (L,0,Lyy ) type T do
15: if T = REF Ao = 0 then

16: worklist.add((S, Lz ))

17: if S.top() == o then

18: worklist.add((S.pop(), Las))

19: return group

We define type equivalence based on reachability with an
empty stack. Two layouts L and L, are equivalent if there
exists a valid path between them such that the net change to
the offset stack is zero. This enforces the DEREF Consistency
Rule: if two container types are equivalent, their fields at the
same offset must also be equivalent.

3.4.2 Stack-Driven Union-Find Algorithm

We implement this logic using a modified union-find algo-
rithm, detailed in Algorithm 1. The algorithm maintains a
worklist of (stack, layout) pairs. It starts exploring from
a node with an empty stack. When traversing a Derefer-
ence edge with offset o in the forward direction (container —
member), we push o from the stack. Conversely, traversing
a Dereference edge backward (member — container) pops
o from the stack, but only if the top of the stack matches o.
Reference edges are traversed freely without modifying the
stack, as they represent type identity.

This algorithm offers a scalable approximation for unify-
ing nested structures, prioritizing practical effectiveness over
theoretical completeness (recovering all relations express-
ible within our abstraction). By enforcing stack consistency
during graph traversal, it robustly mitigates the risk of merg-
ing a structure with one of its constituent fields, a frequent
source of imprecision in alias analysis. The algorithm natu-
rally handles recursive data structures through its visited-state
tracking, which prevents infinite loops while still allowing
type information to propagate through deep pointer chains.
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This allows RecStruct to correctly distinguish and reconstruct
complex, self-referential data types that simpler connectivity-
based methods would often conflate.

3.5 Stage 4: Type Synthesis

The final stage synthesizes concrete C structure definitions
from the identified type groups. Each group contains a collec-
tion of Local Layouts that have been determined to represent
the same type. The synthesis process must merge these lay-
outs into a single, consistent definition.

Conflict resolution is a primary challenge here. Different
functions may access the same memory offset in inconsistent
ways due to compiler optimizations or limited visibility (e.g.,
one function reads a byte, another reads a full word). Rec-
Struct resolves these conflicts using a priority-based merging
strategy. We assign a priority score to each field observation:
Data Dereferences (actual memory reads) are given the high-
est priority (10° weight). Link Dereferences (pointer derefer-
ences) have medium priority (103), and properties inferred
from Reference edges have the lowest priority (101).

The merging algorithm sorts all candidate fields by pri-
ority and greedily selects non-overlapping fields. Crucially,
when a higher-priority Data Dereference wins over a Link
Dereference at the same offset (e.g., recognizing an int field
instead of a pointer), we preserve the pointer type information
from the lower-priority candidate if available. This ensures
we do not lose structural information (like "points to struct
X") even when the concrete access pattern dominates. Fi-
nally, we simplify single-field structs at offset O into primitive
types (degenerate types) unless they are self-referential, fur-
ther cleaning up the output.

3.6 Implementation

We implement RecStruct as a standalone binary analysis
framework in Rust, comprising approximately 7,900 lines
of code. A key design decision is that our tool operates in-
dependently of existing reverse engineering platforms such
as IDA Pro or Ghidra. Instead, we develop our own binary
lifting infrastructure that directly parses ELF binaries and dis-
assembles machine code into an intermediate representation
suitable for symbolic analysis. This self-contained architec-
ture eliminates external dependencies, simplifies deployment,
and enables tighter integration between the disassembly, sym-
bolic execution, and type inference components. Moreover,
RecStruct exports recovered type information in standard
formats (e.g., C header files), allowing it to be seamlessly
integrated into existing reverse engineering workflows and
toolchains such as IDA Pro and Ghidra.

Methodologically, RecStruct requires only two inputs: the
binary itself (in ELF format) and function boundaries. Func-
tion boundary identification is orthogonal to our contribution
and can be supplied by any existing tool (e.g., IDA, Ghidra,

or signature-based heuristics); The symbolic analysis oper-
ates on a low-level P-code-style intermediate representation
that we lift directly from machine code, without invoking any
external decompiler or its high-level output (e.g., decompiled
C, inferred variables).

4 Evaluation

We evaluate RecStruct on 7 real-world datasets to demonstrate
its effectiveness in recovering structure layouts and compare
it against state-of-the-art (SoTA) methods TypeForge [43],
Trex [5], and ReSym [44]. Our evaluation addresses five re-
search questions:

* RQ1: Can RecStruct effectively recover complex struc-
tures and nested relationships?

* RQ2: How accurate is RecStruct compared to SoTA
methods?

* RQ3: How efficient is RecStruct compared to other
tools?

* RQ4: Can RecStruct scale to large-scale binaries?
* RQ5: What is the contribution of each component to the

overall performance?

4.1 Experiment Setup

Datasets. We evaluate on 7 datasets covering diverse program
scales and complexities, categorized by average functions per
binary:

Table 1: Benchmark datasets categorized by average functions
per binary.

Scale Dataset Description

GNU coreutils, -O3
GNU coreutils, -O2
GNU coreutils, -O1

coreutils-O3
Small coreutils-O2
coreutils-O1

. utils grep, gzip, lighttpd, wget
Medium o il GNU binary tools
gemu User and system emulators
Large Lo
openssl Cryptographic library

Baselines. We compare RecStruct against three SoTA tools
representing distinct technical approaches: Trex [5], rep-
resenting the constraint-based program analysis approach;
TypeForge [43], representing the graph-based data flow anal-
ysis approach; and ReSym [44], representing the Large Lan-
guage Model (LLM) based approach.

Metrics. We assess performance using two sets of metrics:

Primary Metrics (2 Tasks):
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» Task 1 - Layout Accuracy: For correctly identified struc-
ture pointers, we evaluate the accuracy of the recovered
memory layout. Since stripped binaries lack meaningful
field names, and type names may vary, we represent each
structure as a set of (of fset, size) tuples corresponding
to its fields. We calculate the intersection between the
ground truth field set and the predicted field set. Pre-
cision is defined as the ratio of matched fields to total
predicted fields, and Recall as the ratio of matched fields
to total ground truth fields. This metric strictly enforces
structural correctness, ensuring that fields are identified
at the correct offsets with the correct sizes.

e Task 2 - Structure Nesting Recognition: This task
evaluates the recovery of inter-structure relationships,
specifically pointer fields linking structures. We employ
a path-based method: starting from each structure pointer
parameter, we use DFS to generate nesting paths, where
each step is a tuple (of fset, pointer_level) representing
a pointer field’s position and indirection level. DFS is
bounded to depth 4 and terminates upon encountering cy-
cles to ensure tractability. We compute Precision, Recall,
and F1 by comparing path sets between ground truth and
predictions.

Hierarchical Scoring (Trex-style): To provide a granular
comparison with Trex, we also report hierarchical property
scores: IsDefined — IsCPointer — CPointerLevel — IsC-
Struct — SignlgnoredCPrimitive — CPrimitive. Notably, this
metric does not quantify the accuracy of structure field lay-
outs or inter-structure relationships: it only checks whether
the type is a struct, not whether its internal layout is correct.

Ground Truth. We extract ground truth from DWAREF de-
bug information embedded in unstripped binaries. As noted by
prior work [5], recovering exact source-level type definitions
from binaries is fundamentally impossible due to information
loss during compilation. Raw DWAREF describes source-level
types, which may diverge from the actual binary memory lay-
out due to compiler transformations (e.g., anonymous struct
expansion, typedef resolution, padding insertion). We process
DWAREF information to normalize these source-level artifacts
into binary-layout-aligned type definitions, producing ground
truth that reflects the practical goal of reverse engineering. We
exclude functions with incomplete DWARF information or
those absent in the stripped binary (e.g., inlined functions). To
ensure reproducibility, we release both pre-extracted ground
truth files in YAML format and extraction scripts.

Evaluation Scope. We focus our evaluation on function
parameters to ensure a fair comparison. Prior works re-
ceive significant variable-level information for free: Trex [5]
takes ground-truth variable locations and sizes as input, and
TypeForge [43] operates on Ghidra’s decompiler-inferred
variables. In contrast, RecStruct is decompiler-agnostic: it
works directly on a low-level intermediate representation (P-
code) lifted from machine code, without relying on ground-

truth variable boundaries or decompiler-provided abstractions.
Evaluating local variables under these asymmetric conditions
would conflate variable identification with type recovery, un-
fairly penalizing RecStruct for lacking free variable infor-
mation. Function parameters, identified through standardized
calling conventions, provide a decompiler-independent anchor
for fair alignment. Moreover, since cross-function structural
information (the primary target of aggregate type recovery)
must propagate through parameters, they are the semantically
meaningful evaluation point for inter-procedural type infer-
ence. An empirical analysis confirms that function parameters
cover 82—-87% of all actively used structure types; the remain-
ing stack-only types are exclusively anonymous nested types
or function-local helpers that never cross function boundaries
(Appendix A.1).

Environment. All experiments run on a server with 32
vCPUs and 46GB RAM running Ubuntu 24.04, using Python
3.12.3 and Rust 1.93.0.

4.2 RQ1: Qualitative Analysis of Structure Re-
covery

We conducted a qualitative case study using old-case, a cus-
tom micro-benchmark exhibiting multi-level pointer nesting
(e.g., A — B — C), cyclic dependencies (D — R), and diverse
field types. The ground truth comprises four interdependent
structures (2, B, C, D) with 19 fields total. RecStruct recovered
100% of the fields and all five pointer relationships, including
the cyclic reference D — A. Figure 3 compares RecStruct’s
output against the ground truth, demonstrating high-fidelity
recovery of both field layouts and nested pointer types.

We further established a comparative baseline using IDA
Pro 9.2, representing the state of the art in interactive bi-
nary analysis. We simulated an expert analyst’s workflow:
the binary was first decompiled to C pseudocode, followed
by invoking IDA’s “Create new structure type” functional-
ity on key variables to infer layout definitions. This manual,
semi-automated approach contrasts with RecStruct’s fully
automated pipeline, where the binary is processed directly
without human intervention.

Table 2 presents the per-field recovery results on the
old-case micro-benchmark. A field is marked as v if the
tool correctly identified both its offset and size; X indicates
the field was either missed entirely or only recovered as a raw
offset without proper typing. RecStruct achieved 100% field
recovery (19/19 fields), while IDA Pro missed approximately
half (10/19). The failures predominantly occurred in fields
accessed via nested pointers (e.g., b2, ¢, d in Struct B; c1-c4
in Struct C), where IDA’s function-local scope prevented type
constraint propagation across function boundaries.

A critical distinction emerged in recovering deep nested ref-
erences. The test case features an access chain a->b->c—>c1,
traversing three structure layers. RecStruct correctly propa-
gated type constraints through this chain, identifying interme-
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Struct A

Struct B

Struct C

Struct D

struct A {
int a;
struct B* Db;
struct C* ¢;
int e;

int f;

}i

struct B {
int bl;

int b2;
struct C* ¢;
struct D* d;
}i

struct C {
int cl;
int c2;
int c3;
int c4;
int c5--c7;
i

struct D {
int di;

int d2;
struct A* a;
}i

struct struct_0007 {
uint32_t field 0;
struct_0009* field_8;
struct_0008* field_ 10;
uint32_t field 18;
uint32_t field lc;
i

struct struct_0009 {
uint32_t field_0;
uint32_t field_4;
struct_0008* field_8;
struct_0038* field_10;
}i

struct struct_0008 {
uint32_t field 0;

uint32_t field 4;

uint32_t field_8;

uint32_t field c;

uint32_t field_10--field_18;
bi

struct struct_0038 {
uint32_t field_0;
uint32_t field 4;
struct_0007* field_8;
Vi

Figure 3: Comparison of Ground Truth (top row) and RecStruct’s recovered definitions (bottom row). RecStruct correctly infers
field layouts and pointer types: st ruct_0007 matches struct A, with field_8 correctly typed as struct_0009* (i.e., struct
B*). The cyclic reference D — A is preserved as struct_0038.field 8 — struct_0007.

diate fields as pointers to their respective types (e.g., field_8
of struct_0007 typed as struct_0009*). IDA frequently
failed to resolve these, reducing semantic pointer accesses
to raw arithmetic offsets (e.g., ** (vl + 8) + 8), obscuring
the program’s logical topology. Due to IDA’s function-local
scope, it also inferred disjoint structure definitions for the
same runtime type across different functions (e.g., identifying
struct A as distinct types struct_al, struct_al_1I, etc.),
necessitating significant manual reconciliation.

Table 2: Structure Field Recovery Status (v': Correctly Identi-
fied, X: Missed/Offset Only)

Structure Field (Offset) RecStruct IDA Pro
a (0x00) v v
b (0x08) v v
Struct A ¢ (0x10) v v
e (0x18) v v
£ (0x1C) v v
bl (0x00) v v
b2 (0x04) v X
Struct B ¢ (0x08) % X
d (0x10) v X
cl—c4 (Indirect) v X
Struct € c¢5—c7 (Direct) v v
d1 (0x00) v v
Struct D d2 (0x04) v X
a (0x08) v v

4.3 RQ2: Accuracy Comparison

We evaluate RecStruct’s accuracy against TypeForge, Trex,
and ReSym across the two primary tasks: Layout Accuracy
(Task 1) and Nesting Recognition (Task 2). Tables 3 and 4

Table 3: Task 1 - Layout Accuracy (P/R/F1, %) on representa-
tive datasets. Best F1 per dataset in bold.

Dataset RecStruct TypeForge Trex ReSym

P Fl P R Fl P R Fl| P R Fl
coreutils-Ol | 49.94 3654 4221 | 80.38 1098 1932 [ 39.68 508 9.01 | 3690 446 795
coreutils-02 | 25.90 1921 2206 | 78.07 1176 2044 | 3547 436 7.76 | 48.53 948 1586
coreutils-O3 | 2448 1859 21.13 | 76.57 12.56 2159 | 3498 4.15 7.42 (5000 838 1436
uils 10.55 5391 1764 | 6343 1236 20.68 | 4441 321 598 | 3524 1163 17.49

Table 4: Task 2 - Structure Nesting Recognition (P/R/F1, %)
on representative datasets. Best F1 per dataset in bold.

Dataset RecStruct TypeForge Trex ReSym

‘ P R F1 ‘ P R F1 ‘ P R Fl1 ‘ P R Fl
coreutils-O1 | 49.01 10.12 16.77 | 84.11 3.37 648 | 89.20 0.94 1.87 | 87.80 022 043
coreutils-O2 | 38.84 16.15 22.81 | 93.67 3.03 5.838 | 9294 0.58 1.15]9324 192 376
coreutils-O3 | 32.29 16.76 22.06 | 91.81 320 6.19 | 93.02 059 1.16 | 8513 1.68 3.29
utils 337 1169 523 | 4139 149 287 |60.00 0.15 030 | 1575 105 1.97

present the detailed Precision, Recall, and F1 scores for all
tools on representative datasets.

For Layout Accuracy (Task 1), RecStruct achieves the high-
est F1 on the coreutils-O1 and coreutils-O2 datasets, with the
Ol score approximately 2.2 x higher than TypeForge and up
to 4.7x higher than Trex. On coreutils-O3 and utils, Type-
Forge achieves the best F1. ReSym achieves moderate perfor-
mance on coreutils-O2 (15.86% F1) but exhibits inconsistent
results across other optimization levels.

For Nesting Recognition (Task 2), RecStruct achieves the
highest F1 across all datasets, with 1.8—-3.9x higher scores
than TypeForge and up to 19.8 x higher than Trex. The large
gap over Trex is expected, as Trex does not model nesting re-
lationships in its design. The baselines achieve high precision
but very low recall on this task, indicating they detect few
nesting relationships overall. ReSym shows variable perfor-
mance, achieving 3.76% F1 on coreutils-O2 but lower scores
on other optimization levels.

We also report performance using the Trex-style hierarchi-
cal scoring introduced in Section 4.1, as shown in Table 5.
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Table 5: Trex-style hierarchical scoring (Average Score out
of 6.0) across datasets.

Dataset RecStruct  TypeForge Trex ReSym
coreutils-O1 2.16 3.32 2.73 3.64
coreutils-O2 2.17 3.35 291 3.89
coreutils-O3 2.18 3.35 291 3.82
utils 3.61 2.97 2.79 3.78

Under this metric, ReSym achieves the highest scores,
largely because it operates on decompiled pseudocode that
already contains the decompiler’s inferred type information.
This metric heavily weights primitive type correctness and
only checks whether the type is a struct without validating
field offsets or sizes, explaining the contrast with Tables 3
and 4 where RecStruct leads when structural fidelity is prop-
erly evaluated.

We further analyze the robustness of these tools against
compiler optimizations in Figure 4. RecStruct demonstrates
balanced performance across optimization levels, maintaining
its lead over all baselines in both tasks. The relatively stable
performance suggests that our approach is robust to the struc-
tural transformations introduced by compiler optimizations.

Task 1: Layout Accuracy Task 2: Nesting Recognition

IS
IS
T

|

5%
(=}
T
(=}
T
|

F1 Score (%)
FT1 Score (%)

(0] 02 03 (0] 02 03
Optimization Level Optimization Level

—&— RecStruct —— TypeForge Trex —o— ReSym

Figure 4: Impact of optimization levels (coreutils) on perfor-
mance. Comparison of RecStruct against baselines.

4.4 RQ3: Time Efficiency

We compare the time efficiency of RecStruct against baselines
by measuring end-to-end wall-clock time from input to output.
For fairness, we measure baseline tools (TypeForge, Trex)
including their Ghidra initialization overhead, as RecStruct
is similarly measured on its complete pipeline. For ReSym,
we exclude the one-time model loading latency to focus on
per-binary inference time. Table 6 and Figure 5 present the
results.

The results demonstrate a dramatic efficiency advantage
for RecStruct, which achieves speedups of 62-76x over Type-
Forge, 93-135x over Trex, and 71-255x over ReSym. This

Table 6: Runtime comparison across tools and datasets.

Dataset RecStruct  TypeForge Trex ReSym
Coreutils-O1 1.0m 1.3h 2.3h 1.2h
Utils 9.5s 9.8m 14.7m 40.5m
I B RecStruct I  TypeForge I B Trex I B ReSym
10% | ]
]
= 2 [ |
= 10
=
o~
10°

Coreutils-O1 Utils

Figure 5: Total runtime comparison (log scale). Lower is
better.

performance advantage stems from two complementary fac-
tors. First, RecStruct operates directly on low-level P-code
lifted from the binary, whereas baseline tools incur substantial
overhead from Ghidra’s decompilation pipeline: both Type-
Forge and Trex require Ghidra to export decompiled output,
variable information, and type annotations, a process that
dominates their total runtime. Second, RecStruct’s algorith-
mic design favors efficiency: our union-find-based constraint
propagation runs in amortized O(o(n)) time, while Trex em-
ploys iterative constraint solving across its six-stage analysis
pipeline, and ReSym requires repeated LLM inference passes
over each function. This efficiency is critical for enabling
practical, interactive analysis of large-scale software systems.

4.5 RQ4: Scalability Analysis

Scalability is a prerequisite for practical binary analysis in
real-world settings. To assess the scalability of RecStruct
and the baselines, we evaluated them on three large-scale
datasets: binutils, gemu, and openssl, employing a strict
2-hour timeout per binary on the hardware environment de-
scribed in Section 4.1.

The experiment revealed a sharp contrast in capability. Rec-
Struct successfully completed the analysis for all binaries
in binutils and openssl, and all but one in gemu (with
gemu-system-aarch64 timing out). Conversely, both Trex
and TypeForge failed to complete analysis for any of these
datasets, succumbing to either the 2-hour timeout or Out-
Of-Memory (OOM) errors. This result underscores the lim-
itations of heavyweight constraint solving techniques when
applied to binaries with complex inter-dependencies.

Table 7 details RecStruct’s performance on these datasets.
The absolute F1 scores are lower than on smaller benchmarks;
our error analysis (§4.6) attributes this primarily to pervasive
void* usage in these codebases, which creates type-erasing
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bridges that induce over-unification, not binary size per se.
Notably, partitioned analysis often yields better precision (Fig-
ure 7), consistent with practical workflows where analysts
focus on a module or subsystem. These results demonstrate
RecStruct’s scalability to large binaries while highlighting
that whole-program precision remains an open challenge. For
example, on the gemu dataset, which contains over 843,000
structure parameters, RecStruct successfully recovered 2.58
million fields and identified over 415,000 valid nesting paths.
The Trex-style scores, ranging from 2.75 to 3.45 out of 6.0,
further indicate that RecStruct maintains a reasonable baseline
of type property agreement even at this scale.

Table 7: RecStruct Performance on Large-scale Datasets. Task
1/2 F1 in %, Trex-style score out of 6.0. Baselines (TypeForge,
Trex) failed to complete within 2-hour timeout.

Dataset Task1F1 Task2F1 Trex-style
openssl 4.84 2.38 3.32
gemu 3.26 2.03 2.75
binutils 15.00 245 3.45

We further analyze the timing characteristics of these large-
scale runs in Table 8. Despite the immense complexity of the
target binaries (spanning up to 15,000 functions per binary),
RecStruct completes analysis within practical time frames,
demonstrating that the approach scales effectively to large-
scale systems.

Table 8: RecStruct timing analysis on large-scale datasets.

Dataset Bins Avg Time Total Time Avg Funcs
openssl 1 1,312s 0.36h 15,316
gemu 61 1,173s 19.9h 11,652
binutils 27 260s 1.95h 2,560

4.6 Error Analysis on Large-Scale Binaries

While RecStruct demonstrates strong scalability (RQ4), the
relatively low F1 scores on large-scale datasets reveal impor-
tant limitations. On QEMU, our analysis achieves only 3.26%
F1 for layout recovery and 2.03% for nesting recognition. We
acknowledge that these aggregate metrics indicate substantial
room for improvement, and provide a detailed error analysis
to understand the underlying causes.

The primary source of precision loss is type over-
unification. Large-scale systems like QEMU extensively
use generic functions with void* parameters, which serve
as type-erasing bridges that connect otherwise unrelated
structures. Our flow-insensitive unification propagates con-
straints through these generic interfaces, merging distinct
types into oversized “super-structs.” For instance, structures
like CPUState (15,056 bytes, 60+ fields) and ARMCPU (95,200

bytes) were collapsed together, resulting in a single unified
type (struct_16507) assigned to 5,120 parameters with 142
fields spanning 3,758 bytes.

Despite these limitations, a manual inspection of per-
parameter results reveals that RecStruct still provides mean-
ingful recovery for a substantial subset of parameters. We
find 6,816 parameters achieve perfect recovery, all ground
truth fields correctly identified with no spurious fields. Of
these, 2,837 involve structures with 3 or more fields, and
218 involve structures with 10 or more fields, demonstrating
that the approach succeeds even for complex types when the
codebase does not exhibit pathological unification patterns.
Additionally, 103,152 parameters achieve at least 50% recall,
providing useful partial layouts as starting points for manual
refinement.

4.7 RQS5: Ablation Studies

We examine the contribution of key components and parame-
ters to RecStruct’s performance.

4.7.1 Impact of Global Type Unification

RecStruct’s core innovation lies in its use of the TDG and
Stack-Driven Union-Find algorithm to propagate type con-
straints globally. To quantify this contribution, we progres-
sively expand the analysis scope across three configurations:
LOCAL (no union-find, purely local inference), INTRA
(union-find within function boundaries only), and GLOBAL
(full inter-procedural unification). Figure 6 visualizes the im-
pact on both evaluation tasks.

LOCAL D [J INTRA I | GLOBAL

45 ‘
36.12 20 — 18:25
30 [26.01 26.06 15 |—
18.13 18.4 17.94 10 -
15 |~
4. ]07
0 ! ! 0

coreutils-O3 utils

Fl (%)

w
T

coreutils-O3 utils

(a) Task 1: Layout Accuracy (b) Task 2: Nesting Recognition
Figure 6: Impact of analysis scope on structure recovery. (a)
Task 1 shows moderate improvement (+10 pts on coreutils-
03). (b) Task 2 exhibits dramatic gains (26x) as analysis
expands from LOCAL to GLOBAL.

From Fragments to Topology. The results tell a clear
story of progressive improvement as analysis scope expands.
Starting from LOCAL, where each function is analyzed in iso-
lation, nested structure recovery is nearly impossible: Task 2
F1 is merely 0.69% on coreutils-03 and 0.04% on utils.
This is expected, as a pointer chain like A — B — C is rarely
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traversed within a single function. LOCAL analysis sees only
disconnected fragments: one function accesses A — B, an-
other accesses B — C, but the connection between them is
invisible.

Intra-procedural Consistency: A Stepping Stone. En-
abling INTRA-procedural unification provides a meaning-
ful but limited boost. On coreutils-03, Task 2 F1 rises to
6.74%, a 10x improvement over LOCAL. This gain comes
from ensuring type consistency within each function’s lo-
cal scope, allowing the system to correctly link dereference
chains that appear within the same function body. However,
the ceiling is low: most real-world nesting relationships span
multiple functions.

Global Unification: The Decisive Factor. The full
GLOBAL configuration unlocks RecStruct’s true potential.
Task 2 F1 reaches 18.25% on coreutils-03, a further 2.7 x
improvement over INTRA, and a total 26 x improvement over
LOCAL. By constructing the inter-procedural TDG and ap-
plying Stack-Driven Union-Find across function boundaries,
RecStruct can finally link the fragments: when function £1
passes a pointer of type B to function £2, the TDG records
this relationship, enabling the system to unify £1’s view of
A — B with £2°s view of B — C, reconstructing the complete
topology A — B — C. Task 1 also benefits from global analy-
sis, improving by 10 percentage points as partial field views
are aggregated into complete definitions.

4.7.2 Incremental Batch Analysis

Full-program analysis maximizes constraint recovery but may
be impractical for large binaries. To study the trade-off be-
tween scope and fidelity, we conducted an incremental anal-
ysis on openssl (15,316 functions), partitioning the binary
into batches of 500-5,000 functions and merging results via
global renaming.

The results, presented in Figure 7, reveal a significant trade-
off between local precision and global topology recovery.
Most notably, restricting the analysis scope yielded substan-
tial performance gains: analyzing the binary in batches of
1,000 functions completed in just 78 seconds, a 17 x speedup
compared to the 1,312 seconds required for full-program anal-
ysis. More surprisingly, this batch-based approach improved
the Layout Accuracy (Task 1) F1 score by nearly 5, reaching
24.82% compared to 4.84% for the full analysis. This counter-
intuitive improvement suggests that in large, monolithic bina-
ries like OpenSSL, global unification can sometimes propa-
gate erroneous constraints too aggressively, causing unrelated
types to merge. Partitioning the analysis effectively acts as
a regularization mechanism, isolating type constraints and
preventing the over-generalization that can degrade field-level
precision.

However, this locality comes at a cost to semantic recon-
struction. As shown in Figure 7, the Nesting Recognition
(Task 2) F1 score increases monotonically with batch size,
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Figure 7: Impact of analysis scope (batch size) on structure
recovery metrics for OpenSSL. Smaller batches enhance field
layout precision (Task 1) by reducing constraint noise, while
larger scopes are necessary to recover inter-procedural nesting
relationships (Task 2).

peaking at the full-program analysis. This trend confirms that
recovering deep pointer chains (e.g., A — B — C) relies heav-
ily on inter-procedural evidence that spans across function
boundaries. When the analysis is partitioned, the critical links
connecting these structures are severed, inhibiting the recon-
struction of the complete type graph. These findings indicate
that while batch processing offers an efficient strategy for
recovering individual structure layouts, holistic full-program
analysis remains essential for reconstructing complex, inter-
connected data models.

4.8 Summary

Our evaluation shows that RecStruct significantly outperforms
all baselines, achieving up to 4.9 higher F1 score in layout
accuracy and up to 15.7 x higher F1 score in nesting recogni-
tion compared to constraint-based approaches. These results
validate our thesis from Section 1: struct recovery should be
treated as a layout aggregation problem, effectively addressed
by lifting instruction-level traces into Semal.ogs and enforc-
ing offset-sensitive unification via Stack-Driven Union-Find.
In summary:

* RQ1: RecStruct faithfully recovers complex and recur-
sive structures, preserving both field layouts and multi-
level pointer-induced nesting relationships.

¢ RQ2: RecStruct consistently achieves higher accuracy
than TypeForge, Trex, and ReSym on both layout recov-
ery and nesting recognition.

* RQ3: RecStruct is substantially more time-efficient, en-
abling practical analysis where prior tools incur pro-
hibitive overhead.
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* RQ4: RecStruct scales to large real-world binaries (e.g.,
QEMU and OpenSSL), while prior baselines frequently
hit timeouts or memory limits.

* RQS5: Ablation confirms the necessity of Stack-Driven
Union-Find and highlights a controllable trade-off be-
tween layout precision and global topology via batch
analysis.

5 Discussion

The evaluation results validate our core thesis: effective struc-
ture recovery requires a global, inter-procedural perspective.
By transforming type inference into a graph connectivity
problem solved via Stack-Driven Union-Find, RecStruct over-
comes the fragmentation inherent in function-local analyses.
Where prior tools view a linked list node passed between
functions as disjoint tuples, our global constraint propagation
reconstructs unified recursive type definitions. This graph-
based approach also yields decisive scalability advantages
over SMT-based and LLM-based methods, enabling practical
analysis of massive binaries like gemu and openss1 by avoid-
ing the combinatorial explosion of path-sensitive symbolic
execution.

However, our ablation studies reveal a trade-off between
analysis scope and precision. While full-program analysis
is essential for recovering deep nesting, it risks “constraint
pollution”: erroneous alias analysis or spurious pointer con-
nections can propagate across the TDG, causing aggressive
type merging. The observation that smaller batch sizes can
improve field-level accuracy suggests global unification is a
double-edged sword: it connects valid disjoint views but also
propagates noise.

Our approach handles these type-obscuring patterns with
varying success. Type casts are largely transparent: the un-
derlying dereference still records access offset and width, so
layout evidence is preserved unless the cast erases structure
entirely (e.g., byte-wise access through char*). Unions are
partially recoverable: RecStruct detects overlapping fields
at the same offset but cannot infer tag-to-variant semantics,
which requires value-sensitive reasoning beyond our layout-
driven abstraction. Generic types are the primary failure mode:
type-erasing interfaces (e.g., void*-based containers) cause
all callers’ layouts to unify into oversized groups via the
TDG’s reference edges, producing conflated structures. Our
error analysis confirms this as the dominant source of over-
unification, consistent with the batch-analysis finding (§4.7)
that limiting propagation scope mitigates such pollution. Addi-
tionally, our abstraction does not differentiate primitive types
of identical width (e.g., int vs. float). Future work could in-
tegrate generic container detection and operational semantics
to address both limitations.

Downstream Integration. RecStruct exports recovered
types as C header files importable by IDA Pro and Ghidra,
directly improving decompiled output readability. We posi-
tion it as an analyst-facing tool: approximate type informa-
tion already provides substantial value for manual reverse
engineering, whereas fully automated binary rewriting would
require stronger precision guarantees that we leave to future
work.

In conclusion, RecStruct demonstrates that lifting abstrac-
tion from local instruction sequences to global type graphs
enables scalable and accurate reverse engineering. Extending
this model to handle noise robustly and support C++ polymor-
phism remains future work.

6 Related Work

We discuss related work in four categories: industrial tools,
static analysis, dynamic analysis, and learning-based ap-
proaches.

Industrial Reverse Engineering Tools. IDA Pro [35] and
Ghidra [1] provide struct recovery via heuristic-based pat-
tern matching within individual functions, but rely heavily
on manual effort to propagate types across function bound-
aries [25]. Open-source platforms such as angr [2, 38] and
B2R2 [21] offer programmatic analysis APIs but similarly
lack automated inter-procedural struct recovery. Language-
specific tools such as GoReSym [24] exploit runtime metadata
available in Go binaries but are inapplicable to C/C++ targets.
In contrast, RecStruct is fully automated—our TDG connects
type observations across functions without expert annotation.

Static Analysis Methods. Caballero and Lin [7] provide
a comprehensive survey of type inference on executables.
TIE [3] pioneered constraint-based type recovery using Value
Set Analysis (VSA), though it faces scalability challenges.
ElWazeer et al. [14] improved scalability for variable and
data type detection in binary rewriting. Retypd [27] intro-
duced polymorphic type inference with algebraic subtyp-
ing. OSPREY [45] extends constraint-based recovery with
probabilistic inference. BTIGhidra [28] implements inter-
procedural type constraint propagation as a Ghidra extension.
TypeForge [43] constructs a Type Flow Graph (TFG) for
inter-procedural composite type synthesis. TRex [5] focuses
on behavior-capturing structural types rather than recovering
original source types. RecStruct differs in graph granularity:
TFG nodes represent expressions, whereas TDG nodes rep-
resent local layouts, reducing complexity. Our Stack-Driven
Union-Find precisely tracks nesting levels, correctly handling
recursive structures that constraint-based methods struggle
with.
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Dynamic Analysis Methods. REWARDS [22] introduced
the type sink concept, propagating types from system calls
and library functions via dynamic taint analysis. Howard [39]
recovers data structures by observing memory access patterns
during execution—treating memory as a struct if accessed
like one. DSIbin [34] extends Howard’s approach by combin-
ing dynamic structure identification with type excavation for
C/C++ binaries. Tupni [12] and Bossert et al. [6] apply simi-
lar dynamic techniques to reverse engineer input formats and
protocol structures. These dynamic methods achieve high pre-
cision but are limited by code coverage; RecStruct performs
purely static analysis and achieves comparable accuracy with-
out requiring program execution.

Learning-Based Approaches. Debin [18] combines Ex-
tremely Randomized Trees with Conditional Random Fields
to jointly predict variable names and types. CATI [9] and
TypeMiner [23] apply machine learning to infer variable
types from binary features. DIRTY [10] uses Transform-
ers to predict types from decompiled code but cannot re-
cover user-defined structs outside its training vocabulary.
DRAGON [40] further predicts variable types with learned
confidence estimates. TYGR [46] employs GNNs for intra-
procedural type inference but does not recover struct mem-
bers. StateFormer [33] learns instruction semantics via gener-
ative state modeling for fine-grained type recovery. Learning-
based methods have also been applied to function name
prediction [13,17,20] and variable name recovery [26,31].
ReSym [44] combines LLMs with Prolog-based reasoning
to recover struct declarations with field names. HyRES [37]
integrates Datalog-based static analysis with LLM inference
for semantic-enhanced structure aggregation. Recent work
further applies LLMs to decompilation enhancement [19,41],
decompilation structuring [4], and general binary analysis
assistance [8,29]. Learning-based methods are limited by
training data, while LLM-based methods (ReSym, HyRES)
incur high computational costs and non-deterministic results.
RecStruct requires no training data, provides deterministic
analysis, and achieves 60-250x speedup while supporting
full nested structure recovery.

Object-Oriented Recovery. OOAnalyzer [36] uses logic
programming to recover C++ classes and methods from
compiled executables. MARX [32] uncovers class hierar-
chies through virtual function table analysis, and DeClassi-
fier [15] infers directed class inheritance relationships from
optimized binaries. These approaches target C++ class seman-
tics, whereas RecStruct focuses on recovering C-style struct
layouts.

7 Conclusion

We presented RecStruct, a framework that transforms binary
structure recovery into a graph connectivity problem through
interprocedural type evidence aggregation. Our evaluation
demonstrates that RecStruct consistently outperforms existing
approaches and scales to large real-world programs where
prior methods fail. Future work includes generic container
detection to prevent type pollution and enriching primitive
type inference through operational semantics.
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Ethical Considerations

We conduct a stakeholder-based ethics analysis following the
USENIX Security guidelines and the principles outlined in
The Menlo Report.

Stakeholders. We identify three primary stakeholder
groups: (1) security researchers and reverse engineers, who
benefit from automated structure recovery for vulnerability
analysis, malware understanding, and legacy code comprehen-
sion; (2) software developers and vendors, whose compiled
binaries may be analyzed using our tool; and (3) society at
large, which is affected by the downstream security implica-
tions of improved binary analysis capabilities.

Ethical Principles and Potential Harms. Beneficence:
RecStruct’s primary purpose is to assist defensive secu-
rity tasks. Accurate type recovery improves the efficiency
of vulnerability discovery, incident response, and software
auditing—activities that benefit the security of software sys-
tems and their users. Dual-use risk: As with all program anal-
ysis tools, RecStruct could theoretically be used to facilitate
unauthorized reverse engineering of proprietary software or
to aid exploit development. However, RecStruct recovers only
structural type layouts (field offsets and sizes), not semantic
information such as variable names, algorithms, or business
logic. This significantly limits its utility for intellectual prop-
erty theft compared to existing, widely available decompilers
(e.g., IDA Pro, Ghidra). Furthermore, our tool does not dis-
cover vulnerabilities; it provides type context that must be
combined with substantial manual expertise.

Mitigations. Our evaluation exclusively uses publicly avail-
able, open-source software (GNU coreutils, binutils, grep,
gzip, lighttpd, wget, QEMU, OpenSSL) that is freely dis-
tributable. We do not analyze any proprietary, commercial,
or access-restricted binaries. We do not introduce any new
attack techniques, exploit any vulnerabilities, or perform ex-
periments on live systems.

Decision. We believe the benefits of this research—enabling
more efficient defensive binary analysis and advancing the
state of the art in automated type recovery—substantially
outweigh the marginal dual-use risks, which are no greater
than those posed by existing open-source reverse engineering
tools. We therefore conclude that conducting and publishing
this research is ethical.
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All artifacts necessary to evaluate the contributions of this
paper are publicly available:

https://doi.org/10.5281/zenodo.20628819
The repository contains the following artifacts:

* RecStruct Source Code: The complete Rust implemen-
tation of RecStruct, including the symbolic execution
engine, TDG construction, Stack-Driven Union-Find al-
gorithm, and type synthesis pipeline. Build instructions
are provided in the repository README . md.

» Evaluation Datasets: Pre-compiled binaries used in our
evaluation (coreutils, binutils, grep, gzip, lighttpd, wget,
gemu, openssl). Each binary is provided in two forms:
(1) with DWARF debug symbols for ground truth ex-
traction, and (2) stripped for use as input to RecStruct.
Pre-extracted ground truth files in YAML format are
included alongside re-extraction scripts.

 Evaluation Scripts: End-to-end scripts for reproducing
all experiments reported in the paper, including ground
truth extraction, metric computation (Task 1 Layout Ac-
curacy, Task 2 Nesting Recognition, and Trex-style hier-
archical scoring), and baseline comparison pipelines.

 Baseline Tool Configurations: Configuration files and
wrapper scripts used to run TypeForge, Trex, and ReSym
under identical experimental conditions.
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Appendix

A.1 Representativeness of Parameter-Based
Evaluation

A natural concern with our parameter-focused evaluation
scope (Section 4.1) is whether it adequately represents the full
landscape of structure types in a binary. To address this, we
quantify the overlap between structures that appear as func-
tion parameters or return types and those found exclusively
in stack frame variables.

Table 9 summarizes the results across four benchmark
datasets. Defined lists the total number of distinct structure
types recorded in the DWARF ground truth. InParam counts
those appearing in at least one function parameter or return
type. InStack counts those present in at least one stack frame
variable. OnlyStack counts structure types that appear exclu-
sively in stack variables and never in any parameter or return
position. The Ratio column reports OnlyStack/(InParam +
OnlyStack), i.e., the fraction of actively used structure types
that would be invisible to a parameter-only evaluation.

Table 9: Structure type usage across function parameters and
stack variables. “OnlyStack” types are those never appearing
in any function signature.

Dataset Defined InParam InStack OnlyStack Ratio
binutils 1704 567 233 85 13.0%
coreutils-O1 214 115 84 26 18.4%
coreutils-O2 215 116 83 26 18.3%
coreutils-O3 213 116 81 24 17.1%

Across all datasets, only 13—-18% of structure types are
stack-only. Manual inspection reveals that these types fall
into two characteristic categories:

¢ Anonymous nested types. Compiler-generated names
such as anon_union_152_ 2 xxx denote unnamed
unions or structs embedded inside a larger named type.
Because they lack standalone type identity, they cannot
appear as parameter or return types and only surface
when their enclosing parent structure is allocated on the
stack.

* Function-local auxiliary structures. Types such as
Active_dir, F_triple, and Src_to_dest are small
(typically 1624 bytes) bookkeeping structures whose
lifetimes are confined to a single function. By construc-
tion, they are never passed across function boundaries.

Neither category participates in inter-procedural data flow—
the primary target of aggregate type recovery. Consequently,
a parameter-focused evaluation covers 82—-87% of all actively
used structure types, with the excluded remainder being struc-
turally trivial or inherently invisible at function interfaces.
This confirms that our evaluation scope is both representative
and practical for assessing structure recovery quality.

A.2 Complexity Analysis

The Stack-Driven Union-Find algorithm (Algorithm 1) ex-
plores configurations of the form (L,S), where L is a layout
node and S is the offset stack. Without bounds, the number of
distinct stacks reaching a node can grow rapidly with graph
branching and cycles, and thus the worst-case running time
can be far above linear in |E|.

In our implementation, we employ a budgeted exploration
policy with three parameters: maximum stack depth D, a hop-
based time-to-live R, and a per-node expansion cap C. Under
these budgets, each node is expanded at most C times, and
each expansion scans incident edges, yielding a time bound of
O(C - mg), where mg denotes the number of edges reachable
within the TTL radius. Since D, R, and C are small constants
in all experiments (default values: D = 10, R = 10, C = 50),
the algorithm remains efficient in practice. For a TDG with | V|
nodes and |E| edges, the practical complexity is O(|V|-C-d),
where d is the average node degree.

A.3 Semal.og Walkthrough

We illustrate the end-to-end Semal.og extraction process
using func?2 from the old-case micro-benchmark (Sec-
tion 4.2), which exercises all four SemalLog types and multi-
level pointer chains up to three dereferences deep.

void func2(struct A* a) {

struct D* d = (struct D*)malloc(sizeof (struct D));
d->dl = 0x112233;

d->a = a;

a->b->d = d;

a->b->c->cl = 0x112233;

a->c->c2 = 0x445566;

Figure 8: Source code for func? in the o1d-case benchmark.
The function allocates a struct D, links it bidirectionally
with a and a->b, and accesses fields through pointer chains
up to three levels deep.

RecStruct’s symbolic execution translates each binary in-
struction into SemalLog entries. Table 10 shows the cleaned
trace for func2 (stack-frame bookkeeping such as sav-
ing/restoring the base pointer and spilling arguments to the
stack is elided for clarity). Each DEREF entry is classified as
Data when the accessed value is concrete and the size is sub-
pointer-width (4 bytes), or Link when the value is symbolic
and pointer-width (8 bytes). Link dereferences simultaneously
generate dereference edges in the TDG.

Walkthrough. Logs 0-2 establish symbolic bases: al for
the function parameter (a pointer to struct 2) and v1 for the
malloc return value. The CALL log records the allocation
with the constant argument 16 reflecting sizeof (struct D).
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Table 10: Cleaned Semal.og trace for func?2. “1” denotes a
concrete (non-symbolic) value. Data and Link indicate the
dereference classification.

# Op Content Class  Source

0 Loc al: Arg(0) - param a

1 CALL malloc(16) — vl - alloc D

2 Loc v1: Local - result d

3  DEREF v1+0[4B]— L Data d->d1

4 DEREF v1+8 [8B] — al Link d->a=a

5 Loc *al_8 : Local - interm.

6  DEREF  al+8[8B] — *al_8 Link load a->b
7 DEREF *al_8+16 [8B] — vl Link b->d=d

8 Loc **31_8_8 : Local - interm.

9 DEREF *al_8+8[8B] — **al_8_8 Link load b->c
10  DEREF **3l_8_8+0 [4B] — L Data c—>cl
11 Loc *al_10: Local - interm.
12 DEREF  al+16[8B] — *al_10 Link load a->c
13 DEREF *al_10+4 [4B] — L Data c->c2

Logs 3—4 access fields of v1 (struct D). Log 3 writes a 4-
byte constant to v1+0; since the written value is concrete (L)
and the access width (4B) is less than the pointer size, it is
classified as a DataDeref, recording a primitive field d->d1.
Log 4 stores the symbolic pointer al at v1+8 with pointer-
width access (8B), yielding a LinkDeref that simultaneously

creates a TDG dereference edge v1 REN al, encoding the d->a
pointer field.

Logs 5-10 demonstrate multi-level dereference chains.
The symbolic executor automatically introduces intermedi-
ate layout nodes: *al_8 names the result of dereferencing
al at offset 8 (i.e., a->b, yielding a pointer to struct B),
and **al_8_8 names a further dereference of *al_8 at off-
set 8 (i.e., a->b->c, a pointer to struct C). The naming con-
vention is: *base_off for dereferencing base at offset of f
(in hex). Log 10 writes a 4-byte constant to **al_8_8+0—
this captures the three-level access chain a->b->c->cl asa
DataDeref, while the preceding LinkDerefs (logs 6, 9) create

TDG edges encoding the pointer topology: al RN *al_8 RN
**31_8_8.

Logs 11-13 record the independent two-level chain
a->c->c2: a LinkDeref from al+16 producing intermediate
node *al_10, followed by a DataDeref at *al_10+4.

Resulting TypeLayouts. The TDG builder aggregates these
Semalogs into five per-symbol local layouts, shown in Ta-
ble 11. Each layout corresponds to a partial view of a ground-
truth structure: al<>struct A (two pointer fields at offsets
8 and 16), *al_8<»struct B (two pointer fields at offsets 8
and 16), vi<>struct D (one data field and one pointer field),
and **al_8_8, *al_10<«>struct C (one data field each, at
different offsets). Critically, the last two layouts are distinct
nodes created from different pointer chains (a->b->c and
a->c), yet represent the same underlying type. Stage 3’s
Stack-Driven Union-Find will unify them by discovering that

both are reachable from al through dereference paths that
reduce to the same offset-stack signature.

Table 11: Local layouts produced by func2. Link fields list
their target layout.

Layout (Kind) Fields Ground Truth
al (Arg) +8: 8B—*al_8;+16: 8B—*al_10 struct A
v1 (Local) +0: 4B data; +8: 8B—al struct D
*al_8 (Local) +8: 8B—**al_8_8;+16: 8B—vl struct B
**a31_8_8 (Local) +0: 4B data struct C
*al_10 (Local) +4: 4B data struct C
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