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Abstract

Uploading speech data to cloud servers poses privacy risks,
making the protection of both acoustic and content privacy
essential. Users often need the cloud to process non-sensitive
information while protecting sensitive parts, with the ability
to recover original data locally. However, achieving speech
privacy protection that supports fine-grained customization
and full recoverability remains a significant challenge. Exist-
ing methods often rely on irreversible or inflexible techniques,
such as uniformly anonymizing the entire speech or replacing
sensitive texts, making them inadequate for this purpose. We
introduce SPEECHGUARD, a system that enables recoverable
and customizable speech privacy protection by applying re-
versible protection methods and assigning private information
to permission groups. We design a multi-parameter warp-
ing function with an inverse function for voice conversion
to protect acoustic privacy. We also develop a mechanism
for automatic or manual detection and encryption of sensi-
tive texts to protect content privacy. By categorizing listeners
into permission groups and assigning warping parameters and
encryption keys, SPEECHGUARD enables different listeners
to recover varying levels of acoustic and content informa-
tion according to their permissions, ensuring personalized
access to speech data. Experiments on three datasets show
that SPEECHGUARD outperforms three baseline systems in
anonymity, sensitive content confidentiality, and attack resis-
tance. Moreover, it provides recoverable and customizable
protection for acoustic and content privacy, allowing for tai-
lored privacy definitions and protection strength.

1 Introduction

Speech data contains personal biometrics [1,2] and speech
habits [3, 4] that can uniquely identify an individual. Pro-
cessing or storing speech data on cloud servers poses privacy
risks, as it can be intercepted [5], misused [6], or shared with
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unauthorized third parties [7]. Within a single audio file, there
may be sensitive and non-sensitive information. Although
audio owners typically allow cloud servers to process non-
sensitive information to enhance their experience, they are
reluctant to expose their private information. They might want
to share their real voice with friends but a protected version
with strangers on social media, or restrict certain content for
children while granting full access to adults [8]. These di-
verse needs make uniform protection impractical. Applying
blanket protection would indiscriminately block access to all
information, undermining the goal of selectively sharing in-
formation. At the same time, recovering private information
may be necessary in certain cases. Audio owners do not want
to lose any information stored in the cloud while protecting
their privacy. Law enforcement agencies may require access
to untampered recordings during investigations, as courts re-
quire evidence to be authentic and coherent [9]. This makes
irreversible protection methods inadequate.

We categorize speech privacy into two types: acoustic pri-
vacy, which concerns the unique characteristics of a speaker’s
voice, and content privacy, which involves personal informa-
tion such as names, phone numbers, addresses, etc. Previous
works [10—13] address desensitization of both types of sensi-
tive information, but none of them consider the needs of audio
owners for recoverability and customizability. Our objective
is to design a speech privacy protection system that protects
acoustic and content privacy while allowing recovery and
customization. This can be divided into the following three
goals: (1) audio owners can precisely specify which acoustic
and content information should be protected as private and
how to balance privacy and speech quality; (2) listeners with
different permissions can hear different private information;
(3) protected speech can be recovered to its original form
based on specific permissions.

To achieve these goals, the main challenge is that privacy
protection, recoverability, and customizability are tightly cou-
pled and cannot be handled separately. Solutions must be
designed under the premise of recoverability and customiz-
ability, making existing methods insufficient. First, construct-
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Table 1: SPEECHGUARD versus existing works.

Method

Content Privacy  Acoustic Privacy  User-agnostic”

Recoverability
Content Acoustic

Customization”

McAdams [17]

Preech [10] v v
VoiceMask [11, 12] v v
Overo [13] v v
SPEECHGUARD v v

X X X X
v X v X
v X v X
v v v v

*: Whether the method does not require training for a new user, #: Whether audio owners can set personalized privacy permissions for

different listeners so that they can access different private information.

ing a highly secure and recoverable protection scheme is
difficult. Traditional speech protection methods render pri-
vate information unrecoverable. For acoustic privacy, existing
approaches primarily use speech synthesis [14—16] or voice
conversion [11-13, 17] to anonymize the voice. However,
speech synthesis results in the permanent loss of the original
acoustic information, while voice conversion is vulnerable to
attacks. For content privacy, replacing sensitive words with
similar ones [10-12] or masking them [13] also makes the
protected speech content unrecoverable. Second, customizing
speech for each listener is challenging. Previous efforts ignore
the possibility of allowing different listeners to access differ-
ent private information within the same speech. The most
straightforward solution is to create separate copies for each
listener, but this significantly increases the cost of processing,
communication, and storage. Our goal is to publish a single
version while offering multiple personalized variants. This is
not merely an access control problem, as it requires selective
access to different private information within a single audio
file. Traditional access control mechanisms, which work at
the file level, are not capable of meeting this requirement.

In this paper, we make the first attempt to design a re-
coverable and customizable speech privacy protection and
publishing system called SPEECHGUARD. SPEECHGUARD
enables precise and flexible control over the protection of both
acoustic and content features, as well as customizable levels of
access for different listeners. A comparison between SPEECH-
GUARD and existing works is provided in Table 1. The key
insight is that acoustic and content privacy can be finely di-
vided and independently protected with reversible methods,
making it possible to achieve privacy protection, recovery,
and customization simultaneously. SPEECHGUARD provides
fine-grained privacy protection from acoustic and content per-
spectives, identifying privacy and implementing protection
operations at the frame level. By applying frame-level access
control, SPEECHGUARD allows precise and flexible privacy
protection. For acoustic privacy, we design a multi-parameter
warping function for voice conversion. It distorts the spectrum
of each frame with adjustable random parameters, allowing
the strength of the privacy protection to be fine-tuned. This

»
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Figure 1: Basic functions of SPEECHGUARD. SPEECH-
GUARD protects both acoustic and content privacy of speech,
allowing audio owners to define different levels of access to
private information for listeners. The system accepts audio
streams or recordings from multiple speakers, selects a param-
eter set S for acoustic privacy protection, generates a key set
W for content privacy protection, and enforces access control
over these parameters and keys. Listeners receive relevant
parameters and keys based on their permissions, allowing
them to access the protected information according to their
authorization.

Listener with

warping is reversible, and with knowledge of the parame-
ters, the original voice can be recovered. For content privacy,
sensitive content can be automatically or manually identi-
fied and protected by encrypting the corresponding frames.
With the correct keys, the sensitive content can be recovered
by decryption. When publishing audio, SPEECHGUARD sup-
ports customized privacy protection through access control
on warping parameters and encryption keys. Authorized lis-
teners access private information based on their designated
authority using private keys. With full access to all parameters
and keys, the protected audio can be completely recovered.
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Figure 1 illustrates the basic functions of SPEECHGUARD.
Furthermore, the system is robust to lossy audio compression
and supports storage and transmission in the MPEG Audio
Layer III (MP3) format.

We implement a fully functional prototype of SPEECH-
GUARD and evaluate it using state-of-the-art automatic
speaker verification and speech recognition models on two
public datasets and one volunteer dataset. Comparison with
three baseline methods demonstrates that SPEECHGUARD
offers the best anonymity and is the most resistant to attacks
while maintaining comparable speech quality. The protec-
tion of sensitive content also surpasses that of the baselines
and is the only one that allows recovery. A user study fur-
ther shows that participants are satisfied with the system’s
usability, protection effectiveness, recovery performance, and
overall performance. Comprehensive evaluation indicates that
SPEECHGUARD allows authorized listeners to recover or par-
tially recover original acoustic or content private information
based on their permissions, while unauthorized listeners can-
not.

In summary, this paper presents three main contributions:

* To the best of our knowledge, we propose the first re-
coverable and customizable speech protection system,
SPEECHGUARD. It protects privacy while maintaining
a certain level of speech quality and offers flexibility in
adjusting protection strength and listener permissions.
SPEECHGUARD allows a single version of audio to be
customized for various listeners with different levels of
access, and the original version can be recovered with
specific listener permissions.

* We design a multi-parameter warping function for voice
conversion to achieve better anonymity and robustness
against attacks. This function is independent of the
speaker and does not require pre-training.

* We conduct extensive experiments to verify the secu-
rity, effectiveness, and efficiency of SPEECHGUARD and
carry out a user study to confirm its practicality and
applicability.

2 Background

2.1 Voice Conversion

The purpose of voice conversion is to disguise the speaker’s
voice without altering the linguistic content. One of the widely
adopted voice conversion approaches is the frequency warp-
ing method [18] based on Vocal Tract Length Normalization
(VTLN) [19,20]. VTLN involves compensating for spectral
variations caused by differences in vocal tract lengths, ef-
fectively adjusting the speech’s spectral characteristics. This
method is particularly suitable for real-time applications as
it operates without pre-trained models. Additionally, voice

conversion functions typically possess reversible properties.
Knowing the conversion parameters allows for reversing the
voice alteration [21,22]. Building upon this foundation, de-
signing acoustic privacy protection methods enables recover-
ability, but it also introduces security risks. Our work enhances
security in this context.

2.2 Ciphertext-Policy Attribute-Based Encryp-
tion

Ciphertext-Policy Attribute-Based Encryption (CP-ABE) [23]
is a public key cryptography technique designed for intricate
access control on encrypted data. In CP-ABE, attributes de-
scribe a user’s credentials. The data encryptor sets a policy
that dictates who can decrypt it. Access control policies are
defined using Boolean expressions involving these attributes,
specifying the conditions required to decrypt and access the
data. When data is encrypted, it is associated with a policy, and
the encryption keys ensure that only users whose attributes
meet the policy criteria can decrypt the data. CP-ABE is valu-
able in scenarios requiring flexible access control. Previous
works use CP-ABE to protect sensitive files stored in the
cloud or on IoT devices [24,25]. However, these applications
do not directly address fine-grained privacy protection within
files. Our work integrates CP-ABE with fine-grained speech
privacy protection, allowing listeners with different permis-
sions to access various sensitive information within the same
audio file.

2.3 Speech and Language Processing Tasks

Automatic Speaker Verification (ASV) aims to determine
whether a given speech is spoken by a specific speaker. It
consists of two phases: the registration phase and the infer-
ence phase. During the registration phase, the system collects
speech samples from the target speaker and extracts voice
embeddings that represent their unique voice characteristics.
In the inference phase, the model compares the voice embed-
dings of the input speech with those of the registered speaker,
producing a matching score. A higher matching score indi-
cates a greater likelihood that the input speech originates from
the target speaker [1,2,26].

Automatic Speech Recognition (ASR), also known as
speech-to-text conversion, transforms spoken language into
written text using a system comprising three key compo-
nents: the acoustic model [27], lexicon model [28,29], and
language model [30,31]. The acoustic model addresses the
acoustic properties of speech by segmenting the audio signal
into phonemes, the fundamental sound units of a language.
Techniques such as Hidden Markov Models (HMMs) [32]
and deep neural networks (DNNs) [33,34] are used by the
acoustic model to assess the probability of each phoneme or
sub-phoneme given the speech input. The lexicon model con-
tains information about the vocabulary of the language being
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recognized, mapping words to their corresponding phonemic
representations. Finally, the language model takes the recog-
nized word sequence and assigns probabilities to different
word sequences based on language patterns and context, thus
helping to select the most probable transcription for the given
speech.

Speaker Diarization (SD) is a task to label speech with
classes corresponding to speaker identity, or simply put,
to identify “who spoke when”. This task involves several
key steps. Firstly, speaker segmentation divides the audio
stream into smaller segments based on discernible changes
in speakers or sound sources, often relying on features like
speaker characteristics, pitch, or pauses. Next, speaker clus-
tering groups similar segments, associating them with the
same speaker using clustering algorithms. The pivotal phase
of speaker labeling follows, wherein each speaker cluster is
assigned a specific identity or label, allowing for the identi-
fication of individual speakers or sound sources within the
audio. Finally, speaker change detection plays a critical role
in pinpointing moments in the audio where a speaker change
occurs, facilitating precise segmentation and accurate labeling
of different speakers or sources [35-37].

Named Entity Recognition (NER) focuses on identifying
and classifying entities in text, such as people’s names, places,
organizations, dates, etc. Similar to ASV’s speech embed-
dings, NER extracts embeddings that represent unique fea-
tures of recognized named entities in speech. These embed-
dings capture distinctive characteristics that facilitate the ef-
fective identification and classification of entities. During the
inference phase, the model compares these embeddings with
predefined categories, generating a matching score to identify
relevant entities in the input speech [38,39].

3 Motivation

3.1 Use Cases

SPEECHGUARD is suitable for scenarios where recoverable
privacy protection is needed or where single speech process-
ing enables different versions to be presented to different
listeners.

Audio recordings as evidence. Audio recordings are often
used as evidence in legal cases and may undergo privacy pro-
cessing before archiving. However, legal regulations mandate
that recordings presented as trial evidence must possess clar-
ity, authenticity, and coherence [9]. Voice anonymization can
compromise clarity, and content desensitization may disrupt
authenticity and coherence. SPEECHGUARD protects speech
privacy while preserving the ability to recover the original
version for legal purposes.

Posting audio recordings on social media. Audio record-
ings shared on social media can leak identity privacy and may

require tailored presentation. SPEECHGUARD enables audio
owners to apply privacy measures to both speech acoustics
and content before sharing, allowing them to customize pri-
vacy levels for different audiences. For example, they can
share their real voice with friends while protecting it from
strangers, or adjust content for different age groups.

Eliminating specific speakers in meetings. In network
conferences, recording requires consent from all partici-
pants [40—42]. Some may prefer their utterances not to be
recorded. SPEECHGUARD allows for masking the speech of
these participants while preserving the recordings of others.

3.2 Threat Model

We consider a scenario involving an audio owner and sev-
eral listeners categorized based on their permission levels: L
listeners can access all private information, L, listeners can ac-
cess partial private information, and L3 listeners cannot access
any private information. The audio owner publicly publishes
privacy-processed audio and distributes keys to Ly and L;. L,
listeners can recover all private information with their private
keys, effectively having permissions equivalent to those of the
audio owner. L, listeners can only recover parts of the private
information, with different L, listeners recovering different
private information depending on their permissions. L3 listen-
ers do not possess private keys and cannot recover any private
information.

In our threat model, we assume the adversary has the fol-
lowing capabilities: (1) access to the privacy-processed audio
published by the audio owner; (2) guess the parameters and
keys used during the protection process; (3) use existing ASV
algorithms to infer the speaker’s identity; (4) use existing
ASR algorithms to infer protected semantic content. While
previous speech protection systems typically consider L3 as
the adversary, in our scenario both L, and L3 may act as
adversaries, as L, listeners might be curious about private
information beyond their permissions.

Furthermore, the audio owner may publish audio through a
public cloud. We assume that such transmission channels and
storage devices are honest but curious, meaning they perform
their duties without tampering with the audio but may seek
to learn private information. The audio owner authenticates
listeners during the key distribution process, but the specific
authentication protocol is beyond the scope of this paper.

3.3 Problem Statement

Our goal is to protect privacy while maintaining speech qual-
ity and allowing the privacy-processed speech to be fully or
partially recovered under certain permissions. We define the
problem as follows:

Given a speech sample x, the audio owner performs acous-
tic and content privacy protection, resulting in x,,. The listener
then recovers x, from x,,.
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Figure 2: High-level overview of SPEECHGUARD.

Problem 1 (Trade-off between privacy and speech quality)
Our system aims to reduce the ASV accuracy of xp,, and
reduce the ASR accuracy related to sensitive content in xp,
while maintaining the ASR accuracy related to non-sensitive
content in x,.

Problem 2 (Recoverability) Within the listener’s permis-
sions, our system aims to improve the ASV accuracy of x,
to approach that of x as closely as possible, and improve the
ASR accuracy related to sensitive content in x, to approach
that of x as closely as possible.

Problem 3 (Customizability) The system allows the audio
owner to define privacy settings by specifying the transforma-
tion from x to xp, determining which speakers to anonymize,
which texts to mark as sensitive, and how to balance privacy
and speech quality. Additionally, it enables the owner to as-
sign permissions to listeners, such that each listener recovers
X, based on their specific permissions, allowing fine-grained
control over access to acoustic and content privacy.

4 SPEECHGUARD: Design Details

We propose SPEECHGUARD, a recoverable and customizable
speech protection system, as shown in Figure 2. This compre-
hensive solution involves both the audio owner and listener
sides. The audio owner records real-world audio, which is pro-
cessed in real time by the system to provide initial protection
measures, including voice conversion and automatic sensitive
text detection. These processed results are stored locally on
the recording device. During the publishing phase, audio own-
ers can freely adjust the protection by adding or removing
sensitive texts. The system then encrypts all designated sen-
sitive texts, and the warping parameters and encryption keys
are distributed to listeners based on their permissions. Listen-
ers equipped with their respective private keys can decrypt
sensitive information they are authorized to access, thereby
recovering relevant acoustic and content privacy according
to their permissions. To optimize storage and transmission

efficiency, SPEECHGUARD supports compressing the original
recordings and the protected versions into the MP3 encoding
format.

4.1 Data Preprocessing

SPEECHGUARD accepts real-time audio streams or audio
recordings as input and operates on a frame-based methodol-
ogy, with each frame spanning 36 milliseconds in this paper.
This approach provides precise control over speech acoustic
privacy and content privacy, enabling independent privacy
protection at the frame level.

Voiced segments
— T 40

™

Unvoiced segments

o

Y L
g, : b
r;“w" 3 i %”m
" 4
4 N r "",,,']5- -140

1
Times (secs)

5

Frequency (kHz) ~ >~ 05
0

Figure 3: Dynamic threshold
VAD and segmentation.

Figure 4: Short time Fourier
transform (STFT).

To address potential environmental noise, we employ a dy-
namic threshold voice activity detection (VAD) technique [43]
to partition the audio stream into voiced segments and un-
voiced segments, as shown in Figure 3. Assuming there are no
multiple people speaking simultaneously, this method ensures
that each segment contains speech from a single individual or
no speech. We apply short-time Fourier transform (STFT) on
each frame, as shown in Figure 4, and calculate the threshold
®(k) to determine whether each frame is a voiced frame or
an unvoiced frame using the formula:

®(k) = a, (max(|X;(e’®)]) +8) + ; a®(k—i) (1)

=
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where X; (¢/?) represents the STFT for the k' frame, a; is a
real coefficient that weights the actual value of the maximum
peak in the STFT, & is a band guard ensuring that the new
threshold remains above the noise floor, 7' denotes the predic-
tion order, indicating the use of the first 7 thresholds to predict
the expected value of ®(k), a; signifies the prediction coeffi-
cient, assigning weights to previous threshold values. Frames
are classified as unvoiced if max(|X;(e/®)|) < ®(k), or as
voiced if max(|X;(e/?)|) > @(k). These continuous voiced
frames and unvoiced frames collectively constitute voiced
segments and unvoiced segments respectively. We set T = 1,
a; = 0.7, a; = 0.25, &(—1) = max(|X;(e/®)|) + 8, 8 = 1.99
in this paper.

4.2 Voice Anonymization

We develop a VTLN-based voice anonymization method to
protect acoustic privacy while maintaining speech quality.
VTLN-based methods use an invertible warping function for
voice conversion, allowing the recovery of the original state.
However, the existing VTLN-based methods are vulnerable
to deanonymization attacks. Therefore, we design a multi-
parameter warping function that improves security by increas-
ing the number of parameters and introduce a method for
selecting the appropriate parameter range.

4.2.1 Basic Warping Function and Its Vulnerability

One of the most commonly used warping functions is the
symmetric piecewise linear function with two segments [18],
defined as:

aw, if ® <

_ . 2
ocmo+%(m—mo), if > oy

P ((0’ (X) =
where ® represents the normalized frequency in the range
[0,7], o is the warping parameter, and @y is the turning point
in the piesewise linear function. When a0 < 1, g = %n; for
a>1,00= én. Given an audio signal and a warping pa-
rameter 0., the piecewise linear function calculates a new
frequency, resulting in a distorted audio output. When o > 1,
the new frequency surpasses the original frequency, resulting
in a sharper-sounding output. Conversely, when 0 < a0 < 1,
the new frequency is lower than the original frequency, result-
ing in a deeper-sounding output. When o = 1, the original
frequency remains unchanged, producing no distortion.

Warping functions are invertible, allowing voice conver-
sion to be reversed. For instance, with the piecewise linear
function, knowing the warping parameter o allows us to use
its inverse function p~!(®, &) to recover the protected speech
to its original form. However, this feature also introduces a
vulnerability, as a single parameter can be relatively easy for
attackers to guess. Another potential threat is the reducing
attack, initially discussed in [11]. This attack occurs when

the attacker inaccurately guesses the warping parameter but
makes an approximate estimation. Consequently, using this
estimated parameter to reverse the voice conversion produces
audio that closely resembles the original, even if the parameter
is not precisely determined.

To address vulnerabilities, certain studies [11, 13] suggest
dual-parameter voice conversion. However, they still have
shortcomings, such as a fixed number of parameters, a con-
stant turning point, and a single direction of spectrum distor-
tion.

4.2.2 Multi-Parameter Warping Function

We propose a multi-parameter voice conversion method to im-
prove security by increasing the number of parameters. This
method randomly determines the number of parameters and
generates them within an appropriate range for voice conver-
sion. Assuming the generation parameters o0 = {a.y, ..., 0, }
and B = {Bi,...,Bx}, the multi-parameter warping function
is defined as:

m(,0,B) = ﬁ(w—ai)‘FBi,if(xi—l <o<o; (3)
1 11—

Bi —Bi-1

a
where o, B are warping parameters. We predefine og = o =0,
Ot = Buy1 =T, with 0lg < 04 < -+ < 1, Bo < P1 <
o+ < PBpy1 and 1 <i < n+ 1. The number of parameter pairs,
denoted as n, and their values are randomly selected. The
n turning points are modulated by o, while the amplitude
of spectrum distortion is governed by B. Specific values of
these parameters can induce spectrum distortion in various
directions. Comparisons among the SPEECHGUARD warp-
ing function (multi-parameter), the piecewise linear function
(single-parameter), and the Overo warping function (dual-
parameter) [13] are shown in Figure 5. An example of the
spectrograms before and after distortion using the multi-
parameter warping function is presented in Figure 6.

The inverse function of the multi-parameter warping func-
tion m(w,a,B) is denoted as m~!, where m~!(w,a,B) =
m(, B, o). If the warping parameters are known, applying
m~! to the protected voice can reverse the voice conversion.

Assuming there are a total of v segments after preprocess-
ing, each segment is assigned a unique set of parameters
s={ot,...,0,B1,...,Pn}, resulting in each segment utiliz-
ing a distinct 2n parameters for voice conversion. All warping
parameters are collectively denoted as S = {sy,...,sy}.

Appropriate range for warping parameters. We follow
the definition of distortion strength in [11] to quantify the
intensity of voice conversion. The distortion strength, denoted
by dist, for a warping function F (®, 4) is defined as the area
between the curves of the function and the identity function.

disty () = /0 F (0,9) — o) )
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where 4 represents the warping parameter(s). A higher value
of dist indicates a more significant distortion in the output
speech.

We transform the exploration of the appropriate range
of warping parameters into determining distortion strengths
that balance anonymity and speech quality. To illustrate our
method, we use the Librispeech dev-clean dataset [44], fo-
cusing on the case n = 1 where the multi-parameter warping
function varies only at a single pair of parameters {a,}. On
the original dataset, the ASR error rate with the SpeechBrain
Transformer model [45] is 2.08%, and the ASV error rate
with the NVIDIA TitaNet-Large model [37] is 2.52%. Voice
conversion increases error rates in both ASR and ASV, with
ASR error rates rising gradually and ASV error rates spik-
ing as distortion strength increases, as shown in Figure 7.
This significant discrepancy provides an opportunity to find
an appropriate range of distortion strengths to suppress the
possibility of speaker verification while maintaining speech
recognition capabilities. The patterns for n = 2,3,...,10 are
similar to those for n = 1, as shown in Table 2. Selecting the
appropriate range involves a trade-off between privacy and
speech quality. A higher ASV error rate enhances privacy,
while a lower ASR error rate improves speech quality. We
limit the distortion strength to (0.5, 0.6), where the ASV error
rate reaches 80.18% and the ASR error rate is 3.58%. Audio
owners can relax or tighten their dist values based on their
specific privacy preferences.

4.3 Sensitive Text Encryption

SPEECHGUARD protects speech content privacy by encrypt-
ing sensitive texts in the speech, allowing for recovery when
needed. Our content unit is the word, while phrases and sen-
tences are masked by encrypting all frames from the first
frame of the starting word to the last frame of the ending
word. We first identify and precisely locate the sensitive texts,
then encrypt only those portions of the audio. Additionally,
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Figure 6: Spectrograms before and after
distortion using multi-parameter warp-
ing function. This function stretches
some frequencies while compressing
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Figure 7: ASR and ASV error rates
vary with dist. As the dist value
increases, the ASR error rate rises
gradually, while the ASV error rate
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Table 2: EER and WER vary with the dist range under differ-
ent n values. The error rate for ASV is twice the EER, and
the error rate for ASR is the WER.

0,01) (0.1,02) (02,03) (0.3,04) (04,05 (0506 (0607 (07,08 (0809 (09, 1)

1 2.40 572 15.10 25.26 34.71 40.09 44.36 47.03 47.82 48.24
2 2.74 742 15.90 23.58 31.39 38.04 40.75 43.51 43.83 44.77
3 277 6.86 14.90 23.19 31.66 36.95 39.37 41.44 43.54 44.78
4 2.81 7.50 14.90 23.20 30.42 35.75 39.54 41.63 4242 4393
EER 5 2.77 6.14 14.35 22.81 29.71 35.96 39.82 41.05 42.99 43.58
(%) 6 273 6.51 14.28 22.37 29.69 35.18 38.01 41.41 42.19 43.31
7 273 6.32 13.61 22.88 29.08 34.69 37.60 40.26 41.91 42.26
8 2.64 6.33 13.39 21.92 30.01 33.96 37.33 39.49 4045 42.04
9 2.57 6.51 13.01 20.90 29.28 33.54 36.76 39.07 40.36 42.07
10 2.66 6.16 13.22 21.00 27.58 32.82 36.49 38.35 39.32 40.31
1 2.74 2.68 282 2.81 3.1 3.58 478 6.72 9.46 13.22
2 2.74 2.97 2.88 3.11 4.04 5.88 7.49 11.26 14.56 18.02
3 273 2.84 291 3.30 3.89 527 8.17 111 13.73 20.29
4 279 2.82 2.94 3.34 3.84 5.56 7.80 10.23 15.12 18.32
WER 5 278 2.77 2.96 3.28 3.94 527 7.97 10.27 15.11 18.28
(%) 6 272 2.79 291 3.15 3.85 5.63 7.52 11.72 13.75 17.30
7 275 2.80 2.99 3.25 4.05 5.07 7.79 9.98 13.22 16.49
8 277 2.85 297 3.19 4.02 545 7.38 9.35 12.11 14.86
9 2.74 2.83 3.02 3.30 3.92 5.03 6.85 9.11 10.88 13.72
10 2.76 2.82 298 3.29 3.99 4.66 6.40 9.08 10.68 12.55

ensuring correct playback of unencrypted sections is crucial,
especially with lossy compression formats. We adapt SPEECH-
GUARD to the MP3 format.

4.3.1 Automatic Sensitive Text Detection

Automatic sensitive text detection is designed to quickly iden-
tify predefined sensitive words and patterns. These predefined
sensitive texts are based on legal regulations, such as the Gen-
eral Data Protection Regulation (GDPR), which protects the
processing of personal data revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs, or trade
union membership, and the processing of genetic data, bio-
metric data used to uniquely identify a natural person, data
concerning health, or data concerning a natural person’s sex
life or sexual orientation [46]. Additionally, our system pro-
vides audio owners with the flexibility to create customized
sensitive word lists, as they may have individual preferences
regarding what they consider sensitive words. In cases where
audio owners cannot accurately predefine words that may
appear in the speech, such as phone numbers and home ad-
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dresses, typically in the form of phrases, they can describe
their patterns. For such cases, we use NER to target predefined
patterns. Our system also supports setting different sensitive
texts for different listeners to meet diverse privacy require-
ments. The sensitive words and patterns are set before the
audio is recorded and stored locally in hash tables, and they
are not shared with any other party.

We perform SD on the speech to obtain the transcript and
the speaker of each segment. Next, we input the speech and
transcript into a forced aligner [47, 48] to perform speech-
text alignment. These steps allow us to obtain the transcribed
text from the speech and the timing information indicating
the start and end time of each word in the speech relative to
the recording’s start time. Finally, by searching the aligner’s
output for the sensitive words and patterns contained in the
predefined lists, we can quickly locate the exact position of
the predefined sensitive texts in the speech.

4.3.2 Manual Sensitive Text Annotation

Why does SPEECHGUARD provide a manual annotation
option? The main reason we provide a manual annotation
option is that it is difficult for audio owners to anticipate all
sensitive texts before recording. They may have temporary
privacy requirements for adding or deleting automatically de-
tected sensitive texts after recording. They may also want to
encrypt entire sentences or paragraphs. Manual annotation
compensates for this limitation. Additionally, the NER and
SD models used in SPEECHGUARD must operate offline, as
online speech models may pose privacy risks. However, of-
fline speech models often make errors, as shown in Table 3,
which details the error rates of the best NER and SD models
across three datasets. NER may misclassify recognition types,
and SD may missegment speaker transition points. Even mi-
nor errors, like missing a sensitive word or misclassifying a
speaker, can undermine speech privacy, making manual cor-
rection essential. Our survey of 30 volunteers shows that while
18 prefer predefined sensitive words and 27 favor predefined
patterns, 15 choose manual annotation. This also illustrates
the necessity of manual annotation.

[11] is a known work that relies solely on automatic detec-
tion, collecting a list of sensitive words and using an adaptive
keyword spotting mechanism based on dynamic time warp-
ing (DTW). However, this approach does not accommodate
users who wish to adjust sensitive texts after recording. Ad-
ditionally, the time complexity of this method is related to
the number of predefined sensitive words. The more sensitive
words there are, the slower the algorithm runs, which can
make this step a time bottleneck for the system.

Discussion. Manual annotation is intended to provide audio
owners with an option to change privacy requirements and
correct automatic detection errors after the audio is recorded.
However, if audio owners believe automatic detection is suffi-

Table 3: Error rates of offline speech models.

NER (%) SD (%)
Dataset

BERT [49] wav2vec 2.0 [S0] HuBERT [51] WavLM [52]
Clean 1 5.00 6.09 5.93 4.04
Clean 2 4.68 5.60 5.84 3.48
Noisy 10.31 16.45 15.19 10.41

cient, they can choose not to use manual annotation.

We use a symmetric encryption algorithm to encrypt all
sensitive texts. For words, directly encrypt all frames from
the start frame to the end frame. When it comes to phrases
and sentences, we encrypt all frames from the first frame
of the starting word to the last frame of the ending word.
Assume that there are a total of ¢ encryption objects, each
assigned a key w. All encryption keys are collectively denoted
asW={wp,...,w.}.

4.3.3 Adaptation to Lossy Compression MP3

For audio files in uncompressed or lossless compression for-
mats, sensitive texts are directly encrypted after detection.
However, for audio in lossy compression formats, the en-
coding format must be adapted to avoid playback errors. To
facilitate storage and transmission, SPEECHGUARD employs
MP3 encoding. MP3 files consist of a tag frame and several
data frames. The tag frame contains metadata information
about the audio file and indicates the tag size. Each data frame
comprises a frame header and compressed sound data. The
frame header records information such as the version num-
ber, bit rate, sampling rate, etc., from which the frame size
and frame duration can be calculated. Tag frames and data
frame headers are excluded from encryption. Assuming that
the starting time of a sensitive text is #; and the ending time is
t., the frame where the sensitive text starts (fy) and ends (f;)
are calculated as follows:

ts
1y

le

fs:L T,

I fe=T171 )
where Ty is the frame duration. Frame f in the range f; <
f < fe, except for the frame headers are encrypted. Encrypt-
ing sensitive texts does not impact the playback of the un-
encrypted portion, but the encrypted segment may exhibit a
harsher sound. To address this, we develop a simple decoder.
If the listener has legal permission for the sensitive texts, the
decoder will decrypt them. Otherwise, frames associated with
the sensitive texts will be substituted with silent frames to

ensure good listening quality.

4.4 Authorization and Privacy Recovery

Our system protects privacy information at the frame level,
with operations on each privacy frame being atomic and re-
versible. This allows the audio owner to display different
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privacy information to different listeners. We establish access
control on warping parameters S = {s,...,s,} and encryp-
tion keys W = {wy,...,w.} to achieve fine-grained permis-
sion allocation for acoustic privacy and content privacy. By
knowing the warping parameters s;, | < i < v, listeners can
reverse the voice conversion of a segment. Similarly, with the
correct encryption key w;, 1 < j < ¢, listeners can decrypt a
sensitive text. Listeners are divided into permission groups,
and the audio owner can assign different subsets of S and W to
these groups. The audio owner can predefine these permission
groups or modify them at the time of publishing, ensuring
flexible control over what private information each group can
recover.

To distribute warping parameters and encryption keys se-
curely, we employ CP-ABE [23]. We treat the warping pa-
rameters and encryption keys corresponding to the same per-
mission group as messages that need to be transmitted and
embed the access structure into them. In this way, only the lis-
teners of this permission group can recover the corresponding
information to its original state before protection. If a permis-
sion group is allowed to access the complete set of warping
parameters S and encryption keys W, it can reverse all voice
conversions and sensitive text encryptions, thereby obtaining
the original version of the speech. Let the permission group
setbe G={Gi,...,Gg}, where g is the number of permission
groups. Let the audible privacy scope of permission group
G, 1 <i<g, be M;={S;,W;}, where S; C S and W; C W.
Its permission structure is A;, and its attribute set is ;. The
permission control scheme can be described as follows:

Setup. The setup algorithm takes no input other than the
implicit security parameter. It outputs the public key PK; and
a master key MK;.

Encrypt(PK;, M;, A;). The encryption algorithm takes as
input the public key PK;, the message which is the audible
privacy scope M; of G;, and the access structure A;. It outputs
the ciphertext CT;.

KeyGen(MK;, Q;). The key generation algorithm takes as
input the master key MK; and a set of attributes Q; that de-
scribe the key. It outputs a private key SK;.

Decrypt(PK;, CT;, SK;). The decryption algorithm takes as
input the public key PK;, a ciphertext CT; which contains an
access policy A;, and a private key SK; for a set Q; of attributes.
If the set Q; of attributes satisfies the access structure A;,
then the algorithm will decrypt the ciphertext and return the
message M;.

5 Evaluation

5.1 Experiment Setup

Prototype. We randomly set the number of warping param-
eter pairs n for voice conversion to an integer within the range

[1, 10], and restrict the distortion strength dist to the range
(0.5, 0.6). We use pretrained models for automatic sensitive
text detection: WavLM [52] for SD, BERT [49] for NER,
and MFA [47] for forced alignment. Inference is executed
on a P100 GPU with 16 GB of memory. For sensitive text
encryption, we employ the AES-CTR algorithm [53], with
keys generated randomly.

Dataset. We conduct experiments on three datasets. The
LibriSpeech test-clean dataset [44], utilized as the clean di-
alogue corpus, consists of 2620 clear utterances read by 40
native American English speakers without background noise,
totaling 5.4 hours. The CSTR VCTK Corpus [54] comprises
speech data from 109 native English speakers with various
accents, each reading approximately 400 utterances. Addi-
tionally, we enlist 18 volunteers to record a dataset, featuring
8 native English speakers and 10 non-native English speak-
ers. Each volunteer read in the lab office for around 10 min-
utes, resulting in a total of 1300 utterances. The recording
environment includes ambient noise from desktop comput-
ers, keyboard typing, and air conditioning. Table 4 provides
the dataset statistics. All audio files are converted to 16 kHz
16-bit PCM encoded mono WAV format.

Table 4: Dataset statistics.

Dataset #Speakers #Utterances Hours Noisy  Accents
LS test-clean 40 2620 54 No American
VCTK 109 8163 44.0 No Various
Volunteers 18 1300 3.0 Yes Various

We start by evaluating the performance of acoustic and
content privacy protection separately. Next, we combine these
methods, report the overall performance, and conclude with a
user study to assess the manual aspects and gather user feed-
back. To assess voice anonymization, we use the state-of-the-
art ECAPA-TDNN model [55] based on x-vector [56] to ex-
tract speaker embeddings, measure their similarity with cosine
distance, and obtain ASV results. Additionally, we employ
the state-of-the-art Conformer model [57] for ASR. For eval-
uating speech content desensitization, we check if predefined
sensitive texts remain recognizable after automatic detection
and encryption. Note that no training is needed throughout the
SPEECHGUARD system. The ASV model used for evaluation
is trained on the Voxcelebl [58] and Voxceleb2 [59] train-
ing data, and the ASR model is trained on the LibriSpeech
960-hour training dataset [44].

Metrics. We evaluate SPEECHGUARD using 4 metrics in
terms of privacy, speech quality and real-time performance.

» Equal Error Rate (EER), the point where the False Ac-
ceptance Rate (FAR) and False Rejection Rate (FRR) are
equal. It is a commonly used metric in ASV systems to
measure the anonymity of speech. A higher EER implies
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lower verification accuracy, indicating stronger privacy.
Notably, an EER of 0.5 signifies the optimal privacy level.
As the EER approaches 0.5, speaker recognizability is
almost lost.

* Word Error Rate (WER), measures the percentage of
words in the system’s output that differ from the ground
truth transcript in ASR systems. WER is calculated by
considering substitutions, insertions, and deletions in
the recognized output compared to the ground truth. A
lower WER reflects fewer errors in speech recognition,
indicating higher speech quality.

False Negative Rate (FNR), the proportion of sensitive
words that the ASR model fails to correctly identify
relative to the total number of sensitive words. FNR is
employed to evaluate the protection of content privacy. A
higher FNR, after encrypting sensitive words, indicates
that more sensitive words cannot be detected, thereby
enhancing privacy protection.

L]

Real-time Coefficient (RTC), calculated as the ratio of
the time spent processing the speech to the duration of
the original speech. RTC serves as a metric to evaluate
the efficiency of SPEECHGUARD. The lower the RTC,
the better the real-time performance.

5.2 Acoustic Privacy

The cornerstone of acoustic privacy protection is the utiliza-
tion of the multi-parameter warping function for voice con-
version. We evaluate its performance from security, voice
anonymity, speech quality and real-time performance perspec-
tives.

Security against deanonymization attacks. As the multi-
parameter warping function has an inverse function, an at-
tacker could potentially reverse the voice conversion by know-
ing all the warping parameters. However, guessing all the
parameters is challenging. Assuming the number of warping
parameter pairs n is an integer that can take N values, the
attacker must correctly guess n (with a probability of %) and
then accurately guess 2n floating-point numbers within the
range (0, ). Given that the speech consists of v segments,
each using new parameters, it would require v consecutive cor-
rect guesses for each segment to reverse the voice conversion
entirely. This is nearly impossible.

We evaluate the security against reducing attacks through
simulation experiments and real attacks on three datasets. We
assume that the attacker knows n is an integer in [1, 10] and
that the distortion strength dist is in (0.5, 0.6), but does not
know the specific values of n and the warping parameters.
Through 10,000 reducing attacks, the attacker uses randomly
generated parameters within the appropriate range to calculate
the inverse function of the multi-parameter warping function

on the spectrum after voice conversion, attempting to recover
the original spectrum. In only 15.87% of cases, the distortion
strength after the attack is smaller than the distortion strength
after voice conversion. In 84.13% of cases, the attack does not
make the speech closer to the original but distorts it further.
Moreover, the attacker cannot distinguish between successful
and failed attempts.

We also explore the impact of the value of n on the success
rate of the reducing attack. Figure 8(a) shows the empiri-
cal cumulative distribution function (ECDF) curve of 10,000
reducing attacks when n takes different fixed values, and Fig-
ure 8(b) shows the corresponding attack success rates. The
results indicate that, in general, the more parameters there
are, the better the resistance against reducing attacks. This
supports our approach of designing a multi-parameter warp-
ing function to increase the number of parameters, thereby
resisting attacker guessing. When n > 10, as n increases, the
rate at which the attack success rate decreases slows down.
On the other hand, Figure 9 shows that as n increases, the
EER under the same dist range decreases, making anonymity
worse. To balance anonymity and robustness against attacks,
we set n to be within the range of [1, 10] as the default value
in the following experiments.
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Figure 8: ECDF of 10,000 reducing attacks under different
values of n and the corresponding attack success rates.

We conduct reducing attacks on three datasets, and the re-
sults show an average EER increase of 2.40% and a WER
increase of 16.83% after the attack, as shown in Table 5. This
indicates that anonymity improves and speech quality de-
creases, rendering the attack ineffective. These experiments
demonstrate that the multi-parameter warping function ex-
hibits strong robustness against attacks attempting to reverse
or weaken the voice conversion effect by guessing parameters.

Comparison of voice conversion methods. We compare
the multi-parameter warping function with three recent voice
conversion methods: VoiceMask [11, 12], McAdams [17] and
Overo [13]. We select these methods because they operate
swiftly without user registration or pre-trained models and
can be reversed when the parameters are known, similar to our
approach. Additionally, they are commonly used as baselines
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Table 5: Results of reducing attacks on three datasets.

EER (%) WER (%)
Ori.  Pro. Att. Ori.  Pro. Att.

LS test-clean 1.47 3450 36.77 246 480 18.39
VCTK 146 3566 3722 6.58 14.81 32.69
Volunteers 221 30.29 33.66 635 10.97 29.99

Dataset

Ori.: Original utterances, Pro.: Utterances after protection, Att.:
Utterances after attack.

Table 6: RTC for acoustic privacy protection and recovery.

VoiceMask McAdams Overo SPEECHGUARD

Pro. 0.29 0.27 0.30 0.32
Rec. 0.34 0.21 0.31 0.26

Pro.: Operations to protect original utterances, Rec.: Operation to
recover protected utterances to their original form.

for acoustic privacy protection [60,61].

We simulate 10,000 reducing attacks on these four methods.
Figure 10 shows the success rates of these attacks. The re-
sults indicate that SPEECHGUARD achieves the lowest attack
success rate, which is 6.80% lower than the next best method,
Overo, demonstrating the highest resistance to reducing at-
tacks.

We use the four methods to convert utterances in three
datasets. Figure 11 shows the EER and WER comparison re-
sults of the four methods after protection, attack, and recovery.
Compared with other methods, the average EER of speech
protected with SPEECHGUARD (33.48%) is comparable to
that of Voicemask (33.42%) and significantly higher than
those of McAdams (16.91%) and Overo (22.97%). SPEECH-
GUARD consistently achieves the highest EERs after reducing
attacks (35.88%) compared to the protected version, whereas
the other three methods exhibit cases where the EER is lower
than the protected version in at least one dataset. The average
WER of speech protected with SPEECHGUARD (10.19%) is
comparable to other methods, and the WER increases signifi-
cantly after the reducing attack (to 27.02%), making the attack
ineffective due to the worse speech quality. Consequently,

SPEECHGUARD can produce higher anonymity with similar
speech quality. After reducing attacks, SPEECHGUARD pro-
duces the highest error rates in ASV and ASR, indicating the
best robustness to such attacks. After recovery, all methods
show good recovery in EER (SPEECHGUARD: 7.07%) and
WER (SPEECHGUARD: 9.90%), but there is still a certain
gap compared to the original speech. Although the protection
is theoretically reversible, actual implementation operations
such as interpolation result in differences from the original
results.

Table 6 records the RTC for acoustic privacy protection and
recovery using the four methods. The results show that the
RTC for these methods is not much different. SPEECHGUARD
takes a bit longer to protect acoustic privacy mainly because
it requires generating more warping parameters within the
appropriate range to enhance security.

5.3 Content Privacy

Components used to protect content privacy include the de-
tection and encryption of sensitive texts. We evaluate the ef-
fectiveness of this protection by checking whether encrypted
sensitive texts can still be recognized. We conduct experi-
ments on speech in both WAV and MP3 formats. To evaluate
the MP3 format, we convert WAV files to MP3 using a 24
Kbps VBR setting. Furthermore, we evaluate the time perfor-
mance of this component as the number of sensitive words
or patterns and the number of frames to encrypt vary. In this
section, we focus solely on automatic sensitive text detection.

We randomly select 5 words from the utterances for each
speaker to form a list of sensitive words. The total number of
occurrences of these words in all utterances of a speaker is
considered the ground truth. We encrypt the identified sensi-
tive words and replace them with silent frames of the same
duration. Then, we compare the FNR between the number of
occurrences of sensitive words detected by ASR in the origi-
nal utterances, encrypted utterances, and decrypted utterances
across the three datasets in two file formats, as shown in Ta-
ble 7. The original utterances exhibit very low FNR (1.05%)
on the three datasets. This indicates that almost all sensitive
words can be detected in ASR transcripts. After encrypting
these words, the FNR increases significantly (to 98.70%). The
higher FNR signifies that more predefined sensitive words
become undetectable, reflecting superior protection perfor-
mance. Once decrypted, the utterances are recovered identi-
cally to their original state, allowing the key holder to hear
sensitive words that would be difficult for someone without
the key to deduce. The FNR of encrypted MP3 files (98.70%)
is slightly higher than that of encrypted WAV files (97.38%),
indicating better confidentiality. This is because the rounding
operation during sensitive frame calculation allows for greater
tolerance of alignment inaccuracies. Additionally, the time
required for encryption and decryption in the MP3 format
(RTC: 0.001) is lower than in the WAV format (RTC: 0.003)
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Figure 11: Comparison of EER and WER across four voice conversion methods after protection, attack, and recovery. Ori.: Orig-
inal utterances, Pro.: Utterances after protection, Att.: Utterances after attack, Rec.: Utterances after recovery. SPEECHGUARD
provides the highest anonymity with comparable speech quality and shows the best resistance to reducing attacks.

Table 7: Results of content privacy protection and recovery.

FNR (%) RTC
Ori. Enc. Dec. Det. Enc. Dec.

LS test-clean 0.62 9588 0.62 0.53 0.005 0.005
WAV VCTK 0.81 99.50 0.81 0.28 0.001 0.001
Volunteers  1.73  96.75 1.73 0.55 0.003 0.003

LS test-clean 0.62 9795 0.62 0.53 0.002 0.002
MP3 VCTK 0.81 9996 0.81 028 0.001 0.001
Volunteers 1.73 98.19 1.73 0.55 0.001 0.001

Dataset

FNR: Ori.: Original utterances, Enc.: Utterances after encryption,
Dec.: Utterances after decryption. RTC: Det.: Automatic sensitive
text detection, Enc.: Encryption, Dec.: Decryption.

since fewer bytes are encrypted after encoding. After encryp-
tion, the size of the MP3 file is only 10% of the size of the
WAV file, optimizing storage and transfer.

We measure the RTC of location and encryption as the
number of sensitive words or patterns selected by each speaker
changes, as shown in Figure 12. The RTC of location remains
almost unchanged, while the RTC of encryption shows a near-
linear increase as the number of sensitive texts per speaker
grows. Compared to the transcription time of ASR, the time
required for location and encryption is negligible. When the
number of sensitive texts is small, encryption does not become
a time bottleneck. The time required for encryption scales
approximately linearly with the total number of frames in the
texts to be encrypted, with a faster increase observed in WAV
format compared to MP3, as shown in Figure 13. Note that
encrypting phrases or sentences includes not only the frames
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Figure  12: RTC
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Figure 13: Encryption

of the words that make them up but also the inter-word gap
frames, and the encryption time is the sum of these.

Comparison of sensitive text protection methods. We
compare SPEECHGUARD’s content privacy protection with
three recent methods: Voicemask [11, 12], Preech [10], and
Overo [13]. Voicemask employs an evolution-based algorithm
to identify and replace sensitive words with words from the
same category. Preech, Overo, and SPEECHGUARD use ASR,
SD, or NER models for sensitive text detection. Preech dis-
cards them, Overo replaces them with a 1kHz sine wave, and
SPEECHGUARD encrypts them. We randomly select a sensi-
tive word for each speaker and apply SPEECHGUARD along
with the three comparison methods to the three datasets. The
comparison results are presented in Table 8. SPEECHGUARD
has the same matching rate as Preech and Overo (98.13%),

5942 34th USENIX Security Symposium

USENIX Association



Table 8: Comparison of content privacy protection and recovery across four methods.

Dataset Voicemask Preech Overo SPEECHGUARD
MR (%) FNR(%) RTC REC MR (%) FNR(%) RTC REC MR (%) FNR(%) RTC REC MR (%) FNR (%) RTC REC
LS test-clean  83.82 8382 059 X 9945 9652 053 X 9945 97.13 053 X 9945 9795 053
VCTK 80.24 8024 055 X 9842 9644 028 X 9842 9513 028 X 9842 9996 028
Volunteers  76.52 7652 061 X 9651 9502 055 X 9651 9468 055 X 9651 9559 055
MR: Match Rate, REC: Recoverability.
Table 9: Results of user study.
Manual Sensitive Text Annotation Mean Opinion Score
Dialogue e ” N
SD Content Editing Total RTC  Usability Rating Protection Recovery Overall
DER (%) #User Corrections RTC #Auto #Extra RTC Acoustic  Content  Speech Quality ~Acoustic Content  Speech Quality
1 15.72 2143 0.75 14 T+5 0.40 1.15 4.2 4.5 4.5 3.8 4.5 5.0 3.8 42
2 18.56 2245 1.02 6 4+3 047 1.49 3.8 4.4 4.2 4.5 4.8 5.0 4.0 4.4
3 13.32 6+1 0.24 5 242 0.61 0.85 4.5 4.4 4.8 4.6 4.6 5.0 4.8 4.4

surpassing Voicemask (80.19%) because all three use the Con-
former model for transcription, which is more accurate than
direct speech signal comparison using dynamic time warp-
ing [62]. SPEECHGUARD consistently maintains the highest
FNR (97.83%), indicating superior protection. The average
RTC for SPEECHGUARD, Preech, and Overo (0.45) is lower
than that of Voicemask (0.58), because the transcription model
utilizes a GPU. However, this is strongly correlated with GPU
performance and varies significantly across different datasets.
Notably, while Preech, Overo, and SPEECHGUARD exhibit
similar overall performance, only SPEECHGUARD allows re-
covery to the original version through decryption.

5.4 User Study

To evaluate the impact of manual annotation of sensitive texts
on content protection and to assess user satisfaction with the
protection and recovery performance of SPEECHGUARD, we
conduct a user study.

Setup. In this study, we use three dialogues from after-sales
service scenarios provided by NIO [63]. These scenarios in-
clude a 4S car inspection (5 minutes), roadside assistance (5
minutes), and after-sales maintenance consultation (2 min-
utes). Company insiders re-record these dialogues, replacing
all users’ personal information with fictitious details to ensure
privacy. We input the dialogues into SPEECHGUARD for real-
time voice conversion and automatic sensitive text detection.
A user interface is then provided to 20 volunteers, who are
tasked with reviewing the materials and determining neces-
sary revisions, including newly edited texts and corrections
to the model’s output results.We record the time each volun-
teer takes to revise each audio clip. We combine automatic
detection and manual annotation of sensitive texts for content
privacy protection in speech and then recover the protected
speech to its original state. Volunteers are asked to rate the
usability of manual annotation, the system’s protection and re-

covery performance, and overall performance on a five-point
1
scale.

Results. Table 9 summarizes the results. The initial average
diarization error rate (DER) of the three dialogues is 15.87%.
Users correct SD errors 21, 22, and 6 times, and add 7, 4,
and 2 new edits respectively. The time required for users to
correct errors correlates with the number of speaker changes
within the conversation. The more re-labeling is needed, the
longer it takes on average. We observe that while the initial
automated results detect names, addresses, contact informa-
tion, and license plate numbers mentioned in the conversation,
users want further editing for some overlooked patterns and
sentences. For example, a car price mentioned by a user at a
dealership might reflect the user’s income level, or a sentence
like, “Yes, I am driving when I suddenly hear a strange engine
noise, and then the car stalls.” Users have their own perception
of privacy, and the location and number of edits vary from
person to person. Overall, users rate the manual annotation
usability as generally “good”, with most agreeing it should
remain an option. They rate the protection, recovery, and over-
all performance of SPEECHGUARD as generally “good” or
above, particularly praising the recovery performance, which
aligns well with our original design goals.

5.5 Comprehensive Evaluation

We follow the steps outlined in Figure 2 for the entire SPEECH-
GUARD process, excluding manual annotation, and provide
both WAV and MP3 formats. We randomly splice audio from
different speakers in the LibriSpeech test-clean dataset, cre-
ating 3000 simulated dialogues. Each dialogue involves two
speakers, designated as Spky and Spkp. Additionally, two
different sensitive texts are randomly selected for each con-
versation, referred to as Texty and Textg. We establish four
permission groups, labeled Groups, Groupp, Groupc, and

A 5-point scale (1 = bad; 2 = poor; 3 = fair; 4 = good; 5 = excellent).
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Table 10: Results of comprehensive evaluation.

Permission FNR (%) EER (%) WER (%)
Original 1.29 0.76 2.36

Groupsy  Texty: 1.32, Textp: 99.67  Spka: 7.27, Spkp: 35.32 5.04
Grouppg  Texty: 98.09, Textg: 0.68  Spka: 34.29, Spkp: 7.69 4.88

WAV Groupe 1.29 778 43
Groupp 98.18 34.50 5.30
Groups  Texty: 1.86, Textp: 99.45  Spka: 7.33, Spkp: 35.37 4.84

MP3 Groupp Texta: 100, Textg: 0.59  Spka: 36.75, Spkp: 7.45 3.54

~  Groupc 1.29 7.59 3.31
Groupp 99.56 36.00 5.34

Groupp. Group, is given access to all warping parameters
for conducting voice conversion on Spks and the encryp-
tion keys for Text4. This allows them to recover the voice of
Spky and decrypt Text,, but they cannot revoke the protec-
tion imposed on Spkp and Textg. The permissions assigned
to Groupp complement those of Group,. Both Groups and
Groupp belong to L, in the threat model. They can only re-
cover sensitive information within their own permissions and
cannot access each other’s sensitive information. Groupc is
granted access to all warping parameters and encryption keys,
enabling them to reverse both acoustic and content protection,
and they belong to L;. Groupp does not have access to any
sensitive information and can only listen to fully protected
audio, belonging to L3. Table 10 presents the experimental
results, confirming the capabilities of the three permission
levels. The MP3 format exhibits slightly higher protection
performance than the WAV format while significantly reduc-
ing the required storage space. Compared to audio files, the
space occupied by parameters and keys is negligible. Both the
WAV and MP3 formats have a protection RTC of 0.86 and a
recovery RTC of 0.27.

6 Related Work

Security & privacy risks in speech data publishing. Sen-
sitive information contained in speech data can be exposed
and misused. Attackers can easily train models on public
speech datasets to perform de-anonymization attacks and in-
fer individuals’ identities [64—66]. Speech synthesis [14—16]
enables attackers to convincingly imitate people’s voices for
identity theft. With only a few voice samples, attackers can
deceive voiceprint authentication systems and gain access to
users’ sensitive information [14, 67, 68]. Speech content may
also pose privacy risks. Attackers can use natural language
processing techniques to analyze semantic details and infer
the speaker’s gender, age, race, origin, health, and social sta-
tus [69,70], and even reveal the speaker’s emotions [71-73]
and intentions [74,75]. Therefore, we believe that both acous-
tic and content privacy should be protected before speech data
is published.

Voice anonymization. Voice anonymization is a method to
protect acoustic privacy, involving techniques such as linear

pitch scaling [76], VTLN [18], and spectral mapping [77,78].
Linear pitch scaling, which alters the pitch by shifting fre-
quencies or stretching time, is often considered too simplistic.
VTLN uses nonlinear distortion functions, such as the bilinear
function [21] and the quadratic function [22], to distort the fre-
quency axis. Our proposed multi-parameter warping function
is also a VTLN-based approach. Spectral mapping modifies
an individual’s voice to mimic a specific target person. Un-
like pitch scaling and VTLN, spectral mapping requires a
pre-registration process to learn the target speaker’s spectrum
and cannot easily adapt to new speakers. Moreover, it cannot
recover the source speaker’s voice unless the inverse mapping
is learned during the registration phase.

Speech content editing. The most direct way to protect
speech content privacy is to remove or replace sensitive texts
with nonsensical sounds. Some APIs and software can au-
tomatically identify and remove sensitive texts [79-81] by
converting speech to text, searching for specific patterns, and
returning edited speech. However, these tools are limited to
predefined patterns, mostly personal identification informa-
tion such as names, ID numbers, and addresses. Manual edit-
ing [82-84] offers more flexibility, enhancing user-specific
privacy. Some methods synthesize similar words to replace
sensitive ones [10, 11]. However, these techniques result in
irreversible changes to the original speech content.

7 Conclusion & Future Work

In this study, we present the design, implementation, and
evaluation of SPEECHGUARD, a real-time speech privacy-
preserving system offering recoverable and customizable pro-
tection for acoustic and content privacy. Audio owners can
adjust privacy definitions, protection strength, and listener
permissions according to their needs and can recover the orig-
inal version under specific permissions. The system supports
lossy formats like MP3. We conduct extensive evaluations of
the system in terms of security, privacy, speech quality, and
computational overhead, using state-of-the-art ASV and ASR
models on three English datasets, and we conduct a user study,
confirming the system’s practicality and applicability.

However, this study has some limitations that can be ad-
dressed in future work. First, the parameter range for voice
conversion is determined empirically and validated only on
the three aforementioned English datasets. Future research
will expand this to other languages. Second, the accuracy of
the offline SD and NER models used by the system signifi-
cantly impacts the privacy-preserving effectiveness and user
experience, making model accuracy a key focus for future
improvements. Additionally, the system’s automatic sensitive
text detection currently supports only precise sensitive words
and patterns. Future work could enhance detection capabili-
ties for sensitive sentences and paragraphs by incorporating
advanced NLP methods and contextual analysis.
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