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Abstract

Oblivious RAM (ORAM) has been attracting significant
attention for building encrypted data storage systems due to
its strong security guarantees and communities’ continuing
efforts to improve its efficiency. Despite great potential, a
specific ORAM scheme is normally designed and optimized
for a certain type of client workloads, given the nature of its
complicated cryptographic construction. Once deployed, a
single ORAM service can hardly serve dynamic workloads in
an efficient and cost-effective manner.

To bridge the gap, in this paper, we propose a versatile
ORAM framework named V-ORAM, which can efficiently
and securely switch between different ORAM services to
adaptively serve dynamic workloads in the real-world. In par-
ticular, V-ORAM is equipped with a service transformation
protocol that leverages a base ORAM as an intermedia of
transformation and can synchronize the states of tree-based
ORAMSs without downloading and rebuilding the ORAM by
the client. We formalize the security of V-ORAM, and prove
that V-ORAM holds the security of ORAMs, including the
process of service transformation. V-ORAM also provides a
planner to recommend the ORAM service type and ORAM pa-
rameters for adapting to the client workloads, server resources
and monetary expenses. We implement V-ORAM and eval-
uate the cost of transformation. We also conduct real-world
case studies over three medical datasets and different work-
loads. Compared with directly rebuilding ORAMs, V-ORAM
saves up to 10*1%x processing time and communication cost,
up to 33.1% of monetary costs in real-world workloads, and
generates constant impact to employed ORAM services, i.e.,
< 5ms in processing and < 50kB in communication.

1 Introduction

Encrypted data storage systems enable a client (i.e., data
owner) to securely outsource their sensitive data to the cloud
server while retaining normal data access and query function-
alities [27,35, 54, 55]. Those systems can be designed via var-
ious cryptographic tools with diverse levels of functionality,

performance, and security. Among others, systems [32,51,60]
built from Oblivious RAM (ORAM) [43] are attracting much
attention, given its strong security features and the increasing
effort in improving its performance in the literature. For exam-
ple, E2EE application Signal [13] leverages ORAM to protect
customers’ phone numbers, and Cloudflare provides ORAM-
based encrypted file storage service named UtahFS [16].

In essence, ORAM is a cryptographic data structure that can
ensure the client’s data confidentiality against the server while
concealing the client’s access pattern to the server [27,59,65].
Namely, the server can neither learn any data content of the
client nor whether the client has accessed the same data before.
Due to randomized access patterns, ORAM-based systems
are resilient to emerging leakage attacks against encrypted
data storage systems [25,53,79, 82].

Despite its great potential, ORAM is considered heavy
due to continuously shuffling and re-encrypting data once
being accessed by the client, i.e., with polylogarithmic com-
munication and computation costs [43,65]. Such prohibitive
costs also limit its application. To change the status quo,
many recent studies have devoted to pushing forward its
performance (e.g., involving server computation [31,37,59]
and leveraging data locality [26,29,48]) and broadening its
functionality for wider application (e.g., asynchronous net-
works [27,33,60], searchable encryption [51,78], and secure
computation [44,70]).

However, there remains an unfulfilled gap in practice, i.e.,
the demand for serving dynamic workloads. As an exem-
plary scenario, a hospital stores its patient data in a cloud-
based Electronic Health Record (EHR) system and accesses
the data via a cloud-provided API in routine without spe-
cial performance requirements. However, remote care (or
telemedicine) [15] supported by EHR requires real-time data
or video stream processing, and EHR redundancy or back-
ups to prevent catastrophic downtime [3, 9]. Both of these
demands necessitate lower latency and higher throughput.
On the other hand, EHR typically supports advanced data
search [4]. Typically, in routine consultations, doctors search
data via simple keywords. Meantime, in data analysis and
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clinical decision-making [7,66,67], analysts utilize more com-
plex queries like join or aggregate. Other examples include
financial transaction systems like stock, which require timely
updates of stock prices, often involve multiple clients, and de-
mand higher throughput during peak periods. Similarly, social
media applications like Signal [12] experience peak/off-peak
as well, normally require multi-client parallel access and pri-
vately search phone numbers for contact discovery [14, 68].

In plaintext systems, query planners can handle such dy-
namic workloads well. However, in an encrypted data storage
system with an ORAM back-end, adapting to such dynam-
ics presents compelling challenges. A single ORAM service
is normally designed and optimized for one specific type of
workload (§2.2), so it can hardly accomplish requirements
from dynamic workloads. For better performance and cost-
effectiveness, clients desire to utilize the matched ORAM
service to a particular workload.

What if using unmatched ORAM? Clients who keep us-
ing a specific ORAM construction to serve dynamic work-
loads will: (1) degrade system performance, e.g., using asyn-
chronous ORAM [27,60] in a synchronous network causes
unnecessary synchronization, resulting in performance degra-
dation; (2) aggravate monetary cost, e.g., utilizing standard
ORAM [65] under workloads with high throughput increases
monetary costs to meet performance requirements.

How to serve dynamic workloads? A straightforward so-
lution is to maintain all the client-necessitated ORAM:s in
the server. Once the client’s workload is changed, the system
for the client will opt for a corresponding ORAM. However,
ORAM is stateful [31,59, 65], synchronizing states of two
ORAMs involves a heavy burden on the system. It also multi-
plies the server-side storage cost and client access costs. The
other naive solution is to rebuild the ORAM, i.e., the client
downloads the ORAM from the server, re-constructs, and
re-uploads the new ORAM. Yet it introduces large communi-
cation, computation costs and undesired service interruption.

Our approach. A desired solution is to enable the sys-
tem to efficiently transform between different ORAM ser-
vices, without either maintaining multiple different ORAM
constructions for the same database or invoking rebuilding
of the entire encrypted database. In this paper, we propose
V-ORAM, a versatile ORAM framework, that can switch
between different ORAM services to serve dynamic work-
loads over the encrypted data storage. In particular, V-ORAM
supports three representative tree-based ORAM services i.e.,
Path ORAM [65], Ring ORAM [59], and ConcurORAM [27],
which can sufficiently support five commonly desired work-
loads in the real-world (§2.2). V-ORAM includes a newly
designed ORAM service transformation (OST) protocol. It
is tailored to securely and efficiently switch between ORAM
services with small client and server costs.

In addition, as ORAM involves complex processes with
many tunable parameters, deciding when and which ORAM
service to transform to can be tricky for non-expert clients.

) Initialize ] Encrypted
. | Planner | A database
‘ ® Query | Ap1, |ORAM client «—| [ORAM server
’
(3 Switch
> | E—
AL ST E
. o] | OST | — 2
- APL..|ORAM client|4 ORAM server
V-ORAM Client Server

Figure 1: System workflow of V-ORAM. @© Client sends
workloads to the planner, initializes, and uploads the en-
crypted database to the server. @ Client queries V-ORAM
through API of current ORAM. ® To switch ORAM service,
OST updates ORAM states on the client and server.

Thus, V-ORAM further offers a planner with systematic
modeling linking the monetary cost to ORAM performance.
The planner provides the client with a decision strategy, e.g.,
ORAM types suitable to its workloads, optimal ORAM param-
eters based on its datasets, and server resource configurations.

We implement a prototype of V-ORAM including three
aforementioned ORAMs and conduct comprehensive eval-
uations. Experimental results show that, compared with re-
building the ORAMs, V-ORAM reduces up to 10*12x of
processing time and communication, and only generates ex-
tra amortized process time < 5ms and communication cost
< 50kB on ORAM services. We further evaluate V-ORAM in
real-world with the block I/O trace of server srcl_0 in MSRC
datasets [52]. V-ORAM saves up to 33.1% monetary costs
while adhering to the performance requirements.

1.1 Summary of Techniques

V-ORAM considers a classic system setting that a client out-
sources its data to a server [27,59,60,65]. Figure | illustrates
the workflow of V-ORAM. During initialization, the client
generates the encrypted database from their dataset. Then, the
client sends it to the server and builds the ORAM server back-
end. We abstract ORAM services into an ORAM client with
black-boxed APIs and states. To access the data, the client
invokes APIs and retrieves encrypted data from the server.
In V-ORAM, OST protocol handles service switching re-
quests and updates ORAM states. Naturally, OST should
adhere to the following design goals. (1) Switches between
ORAMs correctly without data loss or overflow. (2) Safe-
guards the security of the overall V-ORAM, including confi-
dentiality and data obliviousness. (3) Enables efficient trans-
formation whose costs do not scale with the database size.
We stress that achieving the above goals is non-trivial due to
several technical challenges which will be elaborated below.
Challenge #1: Finding a transformation intermedia. De-
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signing a universal transformation protocol for any arbitrary
two ORAMs appears technically infeasible and error-prone
due to diverse ORAM constructions. OST circumvents this
by designating a specific ORAM as the intermediary, as we
termed base ORAM. To switch to a desired ORAM, OST
first switches the current ORAM to the base ORAM and then
switches to the target ORAM. This allows us to only design a
single set of transformation protocols for each ORAM. There-
fore, we need to identify a base ORAM that (1) possesses
compatible construction with other ORAMs and (2) has the
potential for efficient transformation.

Our solution (§4.1). We analyze the considered ORAMs in-

depth and estimate the costs associated with different ORAMs
as the base ORAM. We figure out that Ring ORAM [59]
satisfies our demands. It maintains the metadata required
by other considered ORAM [27], which scales linearly with
the database size and avoids extensive data transition. Its
query procedures are also compatible with other ORAMs.
Upon Ring ORAM, we design transformation protocols with
constant costs, which is non-trivial as two leakages are caused
by inherent features of Ring ORAM as follows.
Challenge #2: Handling the ORAM states. ORAMs are state-
ful [27,59, 65], preserving metadata essential for their func-
tionality. These states are vital for the correctness, security,
and performance of ORAMs. We observe that abrupt transfor-
mation that eliminates previous states leads to severe leakages
that compromise the security of ORAMs. The leakages arise
when the query re-accesses invalid blocks or exposes the block
positions due to the transformation. Thus, OST should inherit
and synchronize the states during the transformation.

Our solution (§4.2). We design client-side metadata called

record map, which logs the status of blocks and helps to
refresh the blocks before any leakage (i.e., EvictRecord). Our
transformation protocol designed upon them enables secure
service transformation and is theoretically and empirically
proven to have constant costs.
Challenge #3: Formulating a decision strategy. We envi-
sion a strategy taking the client workloads, performance con-
straints, and monetary expense as input to determine the se-
quence of ORAM services and their essential parameters that
fulfill the requirements. Thus, V-ORAM expects to systemati-
cally model the ORAM from monetary cost to its performance
and be applicable to complex real-world scenarios.

Our solution (§5). We construct a systematic model
grounded in the query procedures of ORAM. It estimates
the ORAM performance according to the computation, com-
munication, and storage capabilities of the server. Then we
estimate the monetary costs through the server capabilities
according to the pricing provided by the cloud.
Contributions. To the best of our knowledge, we are the initial
exploration into dynamic workloads on ORAM. The primary
contributions of our work are outlined as follows:

* We introduce the V-ORAM framework, enabling efficient
transformations between ORAMs.

* We propose the OST protocol, mitigating the leakages
caused by abrupt transformation with constant costs. We
also offer a planner to assist client decision-making.

* We implement a prototype of V-ORAM and conduct com-
prehensive evaluations. Our code is open-sourced’.

Limitations. (1) V-ORAM currently can only switch between

tree-based ORAMs. After thoroughly analyzing workloads

and known ORAM schemes, our observation is that the se-
lected tree-based ORAMs already effectively facilitate the
most common workloads. We leave transformation among
other ORAM schemes as a future direction for more diverse
and specialized workloads. (2) The workloads in this paper
tend to be periodic, i.e., the clients primarily request a certain
service over a period. (3) Our transformation protocol still in-
curs service interruptions. Addressing concurrent workloads
is also designated as future work. Further discussion can be
referred to Appendix A.4.

2 Background

2.1 Taxonomy of ORAMs

We now describe the basic workflow of three considered
ORAMs. Refer to Appendix A.1 for more detailed protocols.
Path ORAM [65]. In Path ORAM, the client encrypts the
data blocks of size B, constructs the bucket with Z blocks,
organizes all buckets as a complete binary tree, and outsources
the tree to the server. Each bucket is randomly mapped to a
path (i.e., the path from a leaf to the root) and is maintained
in a client-side metadata position map PosMap. The client
also maintains a temporary cache Stash.

Access. The client performs Query and Eviction to access
a block. In Query , the client retrieves the entire path from the
server and decrypts the blocks in the path to get the required
block. The retrieved blocks are then randomly re-encrypted
and added in Stash waiting for eviction. After the query, the
target block is always re-mapped to a random path. Then, the
client invokes Eviction to write the blocks in Stash back to
the tree. Apparently, the costs of Path ORAM is O(logN).
Ring ORAM [59] leverages XOR technique to achieve con-
stant online communication costs. Meanwhile, to maintain
the constant costs, its eviction is performed periodically [59].

Dummy blocks. Ring ORAM incorporates S client re-
producible dummies within buckets, and tracks their posi-
tions and validity. The client queries a certain block XORed
with dummies and decrypts via re-generated dummies. Used
dummies are marked as invalid. Once invalid dummies are
accessed, the access pattern leaks [59].
ConcurORAM [27] is a concurrent ORAM that allows multi-
ple clients to access the ORAM in parallel without any trusted
proxy or complex interaction among clients. It is built upon
Ring ORAM with batched requests, which contain at most ¢

1Our code will be available for artifact evaluation if the paper is accepted.
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Table 1: Taxonomy of our considered workloads and ORAM schemes.

Workload Real-world Examples ORAM Schemes Orthogonal optimizations
Recursion | Concurrency | Partitioning | Construction| Hardware
General Long-term storage [7], clinical data Path ORAM [65] v
Storage collection [6]. rORAM [26] v
Real-time Clinical decision [66], big data an- Ring ORAM [59] v
Updates alytics [22]. ConcurORAM [27] v v
Parallel Health information exchange [8, Snoopy [35] v v
Access | 671, federated analysis [41,49]. %‘;Eg‘t‘(ﬁ?f[‘éé\f j p v
FutORAMa [19] v v
Resource Mobile Apps [21,77], wearable de- SCSL11 [62] v
Constrained | vices [47]. Path ORAM v
(recursive)
- Keyword searching [36,51], cipher- OBI [78] v
Fi‘:;ﬂiﬂ:gy text computation [41,70,73,74],| DUORAM [70] v
asynchronous network [27, 60]. ConcurORAM [27] v v

queries. It maintains synchronization metadata via server-side
oblivious data structures and mutex to enable parallelism.

Synchronization metadata. There are three primary meta-
data, i.e., StashSet, PosMap, and DRLogSet. Stashset in-
cludes c entries called TempStash, each is encrypted from
Stash and contains at most MaxStashSize real blocks and
at least ¢ dummies [27]. PosMap is stored on the server in
the form of PD-ORAM [76] (a hierarchical asynchronous
ORAM). DRLogSet has ¢ entries called data record log
(DRL), each records the resultant blocks of the request batch
and is encrypted with ¢ real blocks and ¢ dummy blocks.
Eviction types. We classify ORAM eviction into instant evic-
tion [60,65,73] and periodic eviction [31,37,59]. Instant evic-
tion is executed for each query and accesses the entire bucket,
e.g., Path ORAM. Periodic eviction is triggered periodically
(normally every A accesses) and leverages dummy blocks for
block-level access, e.g., Ring ORAM and ConcurORAM.

In V-ORAM, we want the dummies to be efficiently con-
sumed to avoid transiting massive dummies in transforma-
tions. We also hope these dummies do not exacerbate the cost
of instant evictions. Achieving both is non-trivial as we report
two leakages caused by abrupt transformation in §4.2.1.
Optimizations for ORAM. A substantial body of studies aim
at enhancing performance and enriching application scenarios
of ORAM [27, 35,59, 60, 65]. We divide those studies into
five orthogonal optimizations according to their techniques.

* Recursion [40, 65]: Recall the PosMap maintained locally
on the client, its size is O(N). Devices with constrained
storage may not be able to store the entire PosMap for
large datasets. Therefore, a technique is to recursively store
PosMap as ORAM on the server, which can reduce the
storage overhead to O(logN) - (1) [65].

* Concurrency [27,33,60]: This ORAM variant manages
concurrent requests from multiple clients. A typical tech-
nique is to obliviously maintain synchronization metadata,
guaranteeing the correctness of parallel accesses. ORAMs
may keep the metadata on either the client or server side,

which we term as client- and server-state (Figure 1).

* Partitioning [60, 63,64]: Large-scale data result in a binary
tree of significant depth, which causes 10 and communica-
tion bottlenecks. By partitioning, the binary tree is divided
into subtrees of a smaller depth. These subtrees are dis-
tributed among multiple servers/instances to allow parallel
access and alleviate bottlenecks.

* Construction [31,37,59,78]: Some ORAMs require spe-

cific block or bucket constructions, as they leverage certain

cryptographic primitives to trade computation for O(1) on-
line communication costs, e.g., XOR, private information
retrieval (PIR), homomorphic encryption (HE).

Hardware [24,35,48,56,58,63]: Extensive efforts focus

on optimizing hardware I/O by leveraging temporal and

spatial data locality. On the other hand, trusted execution
environments (TEE) are also leveraged to reduce heavy
online costs between the client and server.

Our scope. (1) As we mentioned before, transformations be-
tween non-tree-based ORAM schemes are considered out
of scope. (2) Among these optimizations, our primary chal-
lenge is to securely and effectively transform between selected
ORAMs, due to their different eviction procedures and intri-
cate synchronization. Other optimizations can be naturally
inherited if V-ORAM supports the corresponding ORAMs,
i.e., recursion, partitioning, and hardware. (3) V-ORAM also
accounts for ORAMs with different ciphertext constructions.
Further discussions can be referred to Appendix A.4.

2.2 Workloads in Practice

We take cloud-based EHR, prominently referred to in oblivi-
ous security [34,35,45], as an example. We merge real-world
products with the academic sphere and point out commonly
desired workloads. Table 1 illustrates the relationship between
the representative ORAM schemes and workloads, alongside
the aforementioned optimizations. Refer to Appendix A.2 for
a more detailed description of workloads.

7920 34th USENIX Security Symposium
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Why we choose these ORAMs? The selected ORAM schemes
cover the three of our considered workloads [27,59, 60, 65].
Concretely, Path ORAM represents the general storage, Ring
ORAM serves for real-time updates and the base ORAM of
transformation, ConcurORAM is suitable for parallel access.
As for ORAMs designed for left two workloads, they are
readily compatible with V-ORAM, e.g., resource-constrained
devices can directly store PosMap in smaller ORAMs, spe-
cialized functionality like SSE-oriented ORAMs can replace
blocks with encrypted search indexes.

3 System Overview

3.1 System Model and Threat Assumptions

As shown in Figure 1, V-ORAM includes a client and a server.
Client. In initialization, the client first determines ORAM
parameters and service sequence through the planner based
on its datasets and workloads. The client then generates the
encrypted database, outsources it to the server, and accesses
the data via APIs of the current ORAM service. To switch
to the predetermined ORAM service, the client invokes OST
APIs to transform the client- and server-side ORAM state.
Server. The server stores client data and interacts with
the client through APIs. We assume the server has enough
memory to accommodate all metadata and store the main
body of the data in storage (SSD). The server configuration is
assumed to be elastic and can be modified by the client.
Threat assumptions. Our threat model includes an honest
client and a semi-honest server. The client does not mali-
ciously poison data or tamper with metadata. The server hon-
estly executes procedures without modifying or discarding
client data or requests. Communication channels of V-ORAM
are assumed to be authenticated and encrypted using TLS.
Threats during service transformation. (1) Adversary is
assumed to be capable of recording historical accesses and
tracking the access status of blocks across ORAM services.
(2) Adversary can monitor communications throughout the
V-ORAM. While the specific content is protected by TLS,
the adversary can record the size of requests. (3) APIs and
their invocations are assumed public. The adversary can ob-
serve API calls (including OST APIs) and identify the current
service type, but the content of the invocations is protected.
(4) The adversary is assumed to be aware of the size and his-
torical accesses of server-side metadata, but cannot learn the
specific content. (5) The adversary cannot learn any internal
client operations, e.g., read/write, encryption/decryption, and
only observe externally encrypted requests. (6) The adversary
cannot learn any client secrets, e.g., encryption keys, PosMap,
Stash, and other metadata. Our threat model is also aligned
with existing research [27,35,59, 60, 65].
Other threats against ORAMs. We assume that the client
could securely access the current ORAM service via its APL.
Furthermore, we assume the timing attacks in asynchronous

networks [35,60] can be defended by the employed concurrent
ORAM. The attacks that can not be defended by employed
ORAMs are regarded as out of our scope.

3.2 Security Formalization

This section presents the security definitions and theorems.
We formally prove the security of our system in Appendix B. 1.

In V-ORAM, the adversary could learn public information
like access of each query, data size (block and bucket size),
and server-side I/O. In this regard, V-ORAM protects private
information including data content and client access patterns.
We stress that V-ORAM does not protect the service types of
ORAM, as this is a system parameter and does not appear to
be related to data content.

Thus, we split the security of V-ORAM into two parts: (1)
the obliviousness of data access with our proposed eviction
algorithm, and (2) the security of the overall system.
Obliviousness. Since V-ORAM offers different ORAM ser-
vices, we redefine the access sequence as follows.

y = {(op1,add;,datay,sid;),.. ., (opm,add,,,data,,,sidx) }
denotes an access sequence with length of m and k service
types, where op; € {read,write} denotes the operation type,
add; denotes the address of accessed data, data; denotes the
content being written, and sid ; denotes the service type.

Following the existing definitions of ORAM [59, 65], the
obliviousness of V-ORAM can be refined as follows.

Definition 1 (Data Obliviousness). For a given access se-
quence y of length m, and a random sequence 7 with the same
length and identical service types, V-ORAM is oblivious if for
any probabilistic polynomial-time (PPT) adversary Adv, the
advantage of Adv distinguishing ¥ from 7 is negl(m).

As we assumed, accesses within any ORAM service period

satisfies the above definition. In other words, for a continuous
access sequence with the same sid;, the client can securely
access ORAM; via the corresponding API.
System security. To prove the security of overall framework,
we first simulate the functions of V-ORAM solely based on
public information. Our construction is secure as long as any
PPT Adv cannot distinguish whether it is interacting with a
real V-ORAM (i.e., “real world”) or an ideal simulation that is
limited to public information (i.e., “ideal world”). We present
the informal definition of the experiments in the following,
with the formal details available in Appendix B.1.

Real and ideal world (informal). In the real world, the
client initializes V-ORAM according to Figure 3 and invokes
the APIs to access data. To switch the services, the client
performs the protocol illustrated in §4.2. Adv can observe
all client requests and server-side I/O. The ideal world is
the same as the real world, except all the data is generated
by random simulators based on public information. Adv can
observe the simulator-generated traces as well. Adv’s goal is
to distinguish between the real world and the ideal world.
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We denote the protocol of real-world as IT and the ideal
world as Sim. The security of V-ORAM is further defined as:

Definition 2 (System Security). The V-ORAM framework I1
is secure if for any given access sequence y and PPT adver-
sary Adv, there exists a PPT simulator Sim that

|Pr [Realjly, (L) = 1] — Pr [Idealf (A) = 1]| < negl())
where A denotes the security parameter of V-ORAM.

To be compatible with obliviousness, the simulations gener-
ate random access sequence Z with the same length and service
types. We defer the detailed simulations in Appendix B.1.

4 Design of V-ORAM

In this section, we introduce how we choose the base ORAM
and perform ORAM service transformations, based on the
V-ORAM framework in Figure 1. We first explain the se-
lection of base ORAM, followed by an introduction to our
OST protocol, including the aforementioned leakages and our
mitigation, EvictRecord. Lastly, we wrap up and present the
overall workflow of V-ORAM.

4.1 Base ORAM

We again stress that it is infeasible to design transformation
protocols for arbitrary two ORAMs due to their various con-
structions. Instead, we select a base ORAM as the intermedia
of transformation, which is required to be:

* Compatible: The base ORAM ought to be tree-based and
its data/metadata construction should be the most primitive
version (e.g., plaintext client-side metadata), thereby can
be easily transformed into other constructions.

» Affordable: As the server resource should meet the minimal
requirements of base ORAM, we want base ORAM to be
affordable without heavy computation or communication.

 Transformation-efficient: The base ORAM should contain
the necessary data of other ORAMs, to avoid frequent and
massive data transitions during the transformations.

We investigate the mainstream ORAMs and determine that
Ring ORAM is the best candidate for base ORAM. The rea-
sons stand for (1) Ring ORAM shares a tree structure and
has a compatible access protocol to other two ORAMs (later
discussed in §4.2.1). (2) Ring ORAM is among the most effi-
cient schemes in practice with O(1) online costs and O(logN)
amortized costs [59], attracting research continuously improv-
ing its performance [24,56,57]. More importantly, it achieves
such efficiency via XOR rather than complex cryptographic
tools. (3) Ring ORAM preserves all the data required by other
ORAMs on the server already, i.e., dummy blocks.

Based on Ring ORAM, we design efficient transformation
protocols with costs depending only on the security parame-
ters and ORAM-specified constants (see Table 2 of §6.2).

4.2 Service Transformation Overview

At a high level, service transformation should ensure that the
current metadata aligns with the ORAM service. Once the
metadata is securely transformed, V-ORAM can replace its
API with the new ORAM’s API and initiate the new service.

Since Ring ORAM serves as the base ORAM, here we dis-
cuss the transformations of ConcurORAM and Path ORAM.
Transformation of ConcurORAM. Recalling §2.1, ConcurO-
RAM maintains metadata on both sides for synchronization,
which is initialized in each request batch. Therefore, it is wise
to perform transformations after an entire batch, as this avoids
dealing with complex mutex. Therefore, when transforming
from ConcurORAM, we pad the requests into a full batch.

Like our base ORAM, ConcurORAM employs periodic

eviction leveraging dummy blocks and maintains metadata to
record the valid state of dummies. This metadata should be
correctly inherited by subsequent ORAMs. Otherwise, it will
result in re-accessing the invalid dummies and lead to extra
leakage, as shown later in the next section.
Transformation of Path ORAM. Recall that Path ORAM
only maintains Stash and PosMap in client-side, which can
be directly inherited. However, before two ORAMs directly
replace the API, an issue arises: which blocks should the Path
ORAM access? This stems from that Path ORAM does not
leverage dummies. If Path ORAM retrieves all Z + S blocks
from the bucket, it doubles the access costs, as S = Z [59].
Therefore, we prefer Path ORAM to access its original Z
blocks excluding dummies, which also minimizes protocol
modifications and improves performance.

Unfortunately, this approach reveals the positions of dum-
mies after Path ORAM’s accesses. It does not affect Path
ORAM directly but once V-ORAM switches to ORAMs with
periodic eviction and accesses these dummies for XOR, the
server could infer the positions of the accessed real blocks.
This leads to the second leakage discussed in the next section.

4.2.1 Record Map and EvictRecord

Leakage Analysis from Naive Approaches. As illustrated
in Figure 2, each bucket contains real and dummy blocks.
The blocks in actual ORAM are randomly shuffled, here we
arrange them for simplicity. The client can only query the
valid block marked as “T” in metadata. Once a valid dummy
is read, its metadata is set to “F”. The above transformation
causes leakages in the following two cases:

* Re-accessing invalid dummy: Figure 2(Up) illustrates the
leakage when switching between ORAMSs with periodic
eviction. Taking switching from Ring ORAM to ConcurO-
RAM as an example, metadata elimination makes the in-
valid dummies “valid” again, i.e., dummies 2 and 3. If Con-
curORAM reads these dummy blocks, i.e., “Read dummy
2”, the dummy blocks can be accessed twice. This breaks
the secure requirements of Ring ORAM [59] (§2.1). The
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Figure 2: Toy examples of two leakages and our mitigation. (Up) Metadata elimination makes the subsequent ORAM unaware of
and re-access previously invalid dummies. (Middle) Instant eviction only accesses real blocks in buckets, exposing the dummy
position to the server. (Down) Record map tracks the status of buckets and evicts the invalid dummy via EvictRecord.

server distinguishes these re-accessed blocks as dummy
blocks and reveals the access pattern of certain blocks over
time. Thus, the metadata of dummies must be inherited.

» Exposing dummy position: Figure 2(Middle) describes
the leakage during switching between ORAM with instant
eviction. Take Path ORAM for instance, as we just men-
tioned, Path ORAM only reads and evicts the real blocks, in
which server learns that the remaining blocks are dummies.
Once any following periodic evictions re-access these dum-
mies, the accessed real block could be leaked. Such leak-
age happens even if the metadata is inherited, i.e., “Read
dummy 4” in Figure 2(Middle). Thus, the buckets accessed
by instant eviction must be evicted before periodic eviction.

Solution. Regarding the first leakage, OST must inherit the
metadata dummy blocks across ORAMs, i.e., their positions,
validity, and access status. In this way, the ORAMs with pe-
riodic eviction can correctly identify the valid dummies and
avoid re-access. As for the second leakage, OST must record
the buckets accessed by instant eviction and evict these buck-
ets before they are accessed by periodic evictions.

We omit the details of the former two metadata in the
following as they are adoptable from Ring ORAM [59].
Record map. In Ring ORAM, one bucket can be accessed
at most S (the number of dummy blocks) times [59]. We
generalize this concept and define the maximum access that a

bucket can be securely accessed as access limit, denoted as
lim, i.e., the following invariant when selecting lim:
Invariant. Access limit /im; of ORAM; ensures the buckets
can be securely accessed by API.Query ; at most /im; times.
Any bucket reaching its limit will be evicted, e.g., Path
ORAM’s access limit is 1, as the buckets are immediately
evicted after accesses. Inspired by EarlyReshuffle of Ring
ORAM [59], we design a data structure termed as record map
RecMap|bid] = (cnt,lim) to track the access status of buckets,
where bid denotes the bucket identifier, cnt denotes its access
count. During queries, cnt’s of the buckets are increased by 1
if they are read by APIl.Query, and are reset to O if they are
evicted. Then, we introduce the EvictRecord algorithm.
EvictRecord. As Algorithm 1 illustrates, we denote read_bids
and evicted_bids as the buckets to be read/evicted during
ORAM accesses, which are predetermined by ORAM from
client-side metadata [27,59,65]. Firstly, all entries in RecMap
are initialized with (0,/im;), where lim; denotes the ac-
cess limit of base ORAM. Then, there are two phases in
EvictRecord, before query and after eviction, preventing the
second and first leakage respectively. (1) Before API.Query,
OST evicts the buckets (in read_bids) accessed by previous
instant ORAMs. Otherwise, the query could leak the accessed
real block to the server. (2) After API.Eviction, buckets reach-
ing their limits are evicted. Thereby avoiding the afterward
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Algorithm 1: EvictRecord procedures.

Input: read_bids/evicted_bids denote the buckets to
be read/evicted in this query, current service
sid, current access limit /im.
1 fori+0toN—1do // Initialization
L RecMap|bid;] = (0,limy);

for bid € read_bids do
cnt,lim’ = RecMap|bid];
if cnt = lim’ and periodic eviction then
Read blocks in bid to Stash;
Write back blocks from Stash;
RecMap|bid] = (0,lim);

(5]

// Before APL.Query

® N A AW

for bid € read_bids do
10 | cnt,lim’ + RecMap|bid];
1 | RecMap|bid] = (cnt + 1, min(lim, lim'));

12 for bid € evicted_bids do // After API.Eviction
13 if periodic eviction then RecMap|bid] = (0, lim);
14 | else RecMap|bid] = (1,1);

15 for bid € evicted_bids do

16 | cnt,lim’ = RecMap[bid];

17 if cnt = lim' and periodic eviction then
18 Evict bid (Line 6—7);

19 L RecMap[bid] = (0, lim);

e

periodic eviction of illegally accessing any dummies.

Note that instant eviction only updates the RecMap
as their accesses are immediately followed with evic-
tions (Line 5&13&17). We also place EvictRecord after
API.Eviction to avoid repeated evictions. We stress that in
Line 11, lim is updated to a smaller limit of the previous and
the current limit. Otherwise, the bucket could still be accessed
exceeding the previous smaller /im. We formally analyze its
security in Appendix B.1 and further theoretically prove its
constant amortized costs in §4.4.

4.2.2 OST Protocol

We first explain how OST safeguards security through the
above toy example and describe the general flow of OST.

In Figure 2(Down), without losing generality, we assume
ORAM i and i+ 2 to be Ring ORAM, ORAM i+ 1 to be
Path ORAM. After switching to Path ORAM, RecMap of
the bucket is set to (1,1), but does not trigger EvictRecord.
Then, V-ORAM switches to Ring ORAM, once the bucket
is queried, EvictRecord is triggered to reshuffle the bucket.
All the dummies in the bucket are replaced with new valid
dummies (thus the metadata of three dummies is set to “T”),
and RecMap of the bucket is reset to (0,3). After that, Ring
ORAM can securely query the blocks in the bucket, e.g.,
“Read dummy 4” reads the dummy that just refreshed by

EvictRecord and updates the RecMap to (1,3).

We then go through the workflow of OST shown in the

right column of Figure 3.
Transformation of ConcurORAM. When switching to
ConcurORAM, OST first encrypts and pads the Stash to
TempStash of size MaxStashSize + c. TempStash is then up-
loaded to the server (recall §2.1). Regarding PosMap, we
maintain a server-side PosMap in PD-ORAM, in line with
ConcurORAM [27]. The client updates the PosMap of both
sides during the query, generating additional O(logN) costs
with a much smaller hidden constant. Then, the client inherits
the metadata and RecMap, and then replaces the API.

When switching back from ConcurORAM, the client first
finishes the padded requests, as we discussed before. Then, the
client retrieves DRLogSet and TempStash to recover Stash.
Note that OST needs to traverse the entire DRLogSet to avoid
missing any blocks. On the contrary, OST only scans the
latest TempStash, as traversing the entire StashSet will re-
peatedly include evicted blocks. After preparing the metadata,
the client replaces the APIs and starts the next ORAM service.
Transformation of Path ORAM. Thanks to our EvictRecord
protocol, the transformation of Path ORAM is simple and
effective. The only thing the client needs to do is to inherit
metadata of dummy blocks and RecMap. After that, the client
replaces APIs and activates the Path ORAM service.

4.3 Wrapping Up

In previous sections, we introduce the EvictRecord proto-
col and the OST protocol. As shown in Figure 3, we now
wrap up by presenting the overall workflow of V-ORAM. In
initialization, the client encodes the data and prepares the
metadata and APIs of V-ORAM. After that, the client ac-
cesses data via API or switches the ORAM as necessary via
OST. Inline with TaoStore [60], each ORAM is described as
a pair ORAM = (Encoder, API). Encoder encrypts/decrypts
the data and API contains black-boxed interfaces of each
ORAM, e.g., Query, Eviction, and Handler.

Initialization. The client first encrypts dataset D into D,
through Encoder of base ORAM. Then the client constructs
the data tree and PosMap, and sends them to the server. After
sending the data, the client and server then load the API of
the base ORAM and start the ORAM service.

Block encryption. Each ORAM service is mapped to a
service id sid through PRF, e.g., the sid of Ring ORAM can
be defined as PRF(‘ring’). The client secretly maintains a
master key mk and generates the encryption key sk through
PRF(mk,sid). This allows the client to easily identify and
decrypt blocks from multiple ORAM services. We formally
prove the security of encryption in Appendix B.1.

Client access. The client invokes the first phase of
Evictrecord to reshuffle the buckets accessed by instant evic-
tion. It then invokes APIl.Query and interacts with the server’s
APl.Handler to access the data. After obtaining the results,
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Initialization:
Input Data: Datasets D and ORAM pair (Encoder, API).
1) Client-side:
» Set ORAM parameters and service sequences by planner.
« Encrypt D into D via Encoder;, of base ORAM.
* Build data tree and PosMap (in PD-ORAM) with D.
* Load API.Query;, and API.Eviction.
¢ Send data tree, PosMap, Encoder, API to server.
2) Server-side:
* Upon receiving the data:
— Prepare PosMap and its API, load APl.Handler;.

Block Encryption:

Input Data: Client master key mk, sid, PRF, and plaintext data
or retrieved block block.

Encoder.Enc:
* Generate secret key sk < PRF(mk,sid).
¢ Encrypt data into cipher with sk via AES'.
* Contact sid || cipher as block.

¢ Return block.
Encoder.Dec:

* Recover sid || cipher <— block.

* Generate secret key sk < PRF (mk,sid).
 Decrypt cipher into data with sk via AES.
* Return data.

Transformation between
ConcurORAM and Ring ORAM (base ORAM):

Input Data: Stash, PosMap, MaxStashSize and batch size c.
Switch to ConcurORAM:

1) Client prepares metadata:

— Encrypt Stash into TempStash.

— Pad TempStash with dummies to MaxStashSize + c.
Send TampStash to server.
Inherit dummy metadata and RecMap.
Load API.Query and API.Eviction of ConcurORAM.
2) Server-side:

— Receive TampStash from client.

— Add TampStash to ConcurORAM’’s state.

— Load APl.Handler of ConcurORAM.
Switch from ConcurORAM:

1) Server-side:
— Process the cached requests.
— Send DRLogSet and latest TemStash to client.
— Load APl.Handler of Ring ORAM.
2) Client recovers metadata:
— Receives DRLogSet and TemStash from server.
— Recover Stash from DRLogSet, TempStash.
— Inherit dummy metadata and RecMap.
— Load API.Query and API.Eviction of Ring ORAM.

Client Access:

Input Data: Operation type op, address of operated data add
and data to be written data*.

1) Client-side:
 Invoke OST.EvictRecord?, API.Query(op, add,data*)
and update PosMap on both sides.
* Wait for server’s response.
¢ Invoke API.Eviction, OST.EvictRecord.
2) Server-side:
* Upon receiving the request, invoke APl.Handler.

Transformation between
Path ORAM and Ring ORAM (base ORAM):
Switch to Path ORAM:
1) Client-side:
— Inherit dummy metadata and RecMap.
— Load API.Query and API.Eviction of Path ORAM.
2) Server-side:
— Load APIl.Handler of Path ORAM.
Switch from Path ORAM: Identical to switch to Path ORAM,
except the APIs are Ring ORAM’s.

Figure 3: The basic workflow of V-ORAM. 'Our considered ORAMs are efficient and implementable through the standard
encryption tool AES. >The detailed workflow of EvictRecord refer to Algorithm 1, and its input parameters are omitted here.

the client calls API.Eviction to evict the ORAM. Lastly, the
client invokes the second phase of Evictrecord to reset the
blocks that reach their access limit.

4.4 Performance Analysis

EvictRecord and storage. We first outline the performance of
EvictRecord and the stash size of V-ORAM. Their concrete
proofs can be found in Appendix B.2. Then, we analyze the
transformation costs of our considered ORAMs.

Theorem 1 (Costs of EvictRecord). For an ORAM with
N blocks, bucket size of Z, and block size of B. EvictRecord
incurs an amortized communication and computation cost of
O(ZB), storage costs of NlogZ bit.

Claim 1. The stash size of V-ORAM is bounded by O(logN).

Transformation costs. Table 2 illustrates the concrete trans-
formation costs between the base ORAM and the other two

representative ORAMs. During the transformation of Con-
curORAM, the costs come from the transition of DRLogSet
and TempStash. The former is the size of 2¢? and the latter
is MasStashSize + c. As for Path ORAM, thanks to RecMap,
the transformation cost is the cost of HTTP requests.

5 Planner

Alike previous works [35], our planner aims to provide a
generic model able to address complex deployment problems.
Here we provide a brief workflow of the planner and defer
the discussions on its detailed deployment in Appendix A.4.

Our planner leverages the given dataset, client workload
sequence, minimum throughput Xs,, and maximum latency
Lsys, to estimate the optimal ORAM parameter, server config-
uration, and ORAM service sequence.

We simplify the assumptions of ORAM as follows. The
server configuration and monetary costs include communica-
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Table 2: Transformation cost of two representative ORAMs between base ORAM. “Computation” mainly stands for client
encryption, i.e., Enc/Dec. ' This denotes MaxStashSize in Ring ORAM and ConcurORAM.

Switch to base ORAM Switch from base ORAM
Communication Computation Communication Computation
Path ORAM o(1) o(1) o(1) o(1)
ConcurORAM ~ B(2¢? +c¢+MS')  B(2¢* +c+MS) B(c+MS) B(c+MS)

Table 3: The detailed cost of our considered ORAM:s. path and bucket denote the data capacity of single path and bucket. ' The
computation cost of XOR operation in server. >This includes the costs from PD-ORAM and updating other metadata.

Download (Cgown) Upload (Cyp) Computation (Cepy) Round Complexity
Path ORAM path path Dec(Cyown) + Enc(Cyp) 2
Ring ORAM B+ (4 + 3)path (f+ +)path BlogN' + Dec(Caown) + Enc(Cyp) 1+1
B3 +2c+ 2+ ) (c+MS)+  B(2+4c+2MS)+ (1+H)+11+2)
C ORAM ¢ Blog N + Dec(Cgown) + Enc(C,, ~ ¢ ¢ ¢/
oneur 1(path + bucketlogc + O(logN)?) 1 (path+0(logN)) 0gN + Dec(Caoun) + Enc(Cup) sync + async

tion (traffic billing or bandwidth billing), computation (num-
ber of CPU cores ncore), and storage (data volume). We as-
sume the network and hardware latency (L.t & Lio) are con-
stant, the processing speed of a single core Py, is constant
and averages out based on the specific workload. The down-
load and upload speeds Pyown and Py are constant. The client
spending is calculated based on the cloud server price [2,5].

Modeling ORAMs. The latency of client operation mainly
consists of communication and computation latency. We de-
note the data capacity to be processed of specific operations
as C, i.e., computation capacity Ccp,, download and upload
capacity Cyown,Cup- The operation latency is defined as:

Cjcpu Cjdown CLp
_l’_

Pcpu ‘Neore Pdown up

where op denotes the client operations, either query of certain

ORAM or transformation between two ORAM:s.

Lop = +Lnet +Lio (1)

As for throughput, one cannot simply take the inverse of
Lop due to batch processing. Thus, for a given batch size
BatchSize, we define X, as:

Xop = BatchSize /Loy (2)

Note that our modeling does not provide strong precision
guarantees as our assumption ignores subtle details (e.g., pro-
cesses synchronization, long tail latency). Yet combined with
our planner, it does help engineers choose better parameters
and brings tangible monetary savings (§6.3).

Choosing ORAMs. Combining the model and the perfor-
mance requirements, the planner chooses the ORAM se-
quence O with the optimal monetary cost. We provide detailed
access costs of three ORAMs in Table 3.

Parameter selection. We concentrate on the selection of
(Z,B), while other parameters follow the security constraints
of ORAMs. We assume (Z, B) are selected based on the client
datasets before deployment and stay constant throughout V-
ORAM. The reasons are: (1) Changing the bucket size needs

to adjust the position map and could cause the stash size to
explode. (2) The ciphertext is indivisible, altering the block
size afterward leads to complex addressing.

The selection comes from that, in practice, the actual file
could have different sizes F, e.g., MB-level image files and kB-
level text files. Different file sizes require opposite parameter
settings. Taking the commonly used factor bandwidth blowup
(the ratio of transmitted data to requested block size) [27,
37,60] of Path ORAM as an example, consider a dataset
with total volume of M, when F' < B, the blowup is ZB/F -
log(M /ZB) decreasing with B; while F > B, the blowup is
Z -log(M /ZB) increasing with B. Therefore, there exists an
optimal parameter settings according to the data distribution.
Switching ORAMs. The client can estimate the optimal pa-
rameter settings of its applied ORAMSs. Moreover, combined
with Table 2&3, the client can determine whether the current
ORAM service meets the performance requirements and de-
cide whether to switch to another ORAM. Planner can be
extended to complex scenarios, e.g., given upgrade budgets,
outputting resource configuration (bandwidth and CPU core)
with maximum performance gains; and adjusting the ORAM
sequence if workload changes. Further discussion can be
found in Appendix A.4.

6 Evaluation

6.1 Implementation

We implemented a prototype of V-ORAM in Python. We
use pycryptodemo v3.20° as the block encryption. PRF is
realized by sha256 of Python build-in library hashlib.

We also develop prototypes of Path ORAM, Ring ORAM,
and ConcurORAM in-house to ensure a unified interface

Inttps://github.com/Legrandin/pycryptodome.
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Figure 5: The performance effect of EvictRecord on ORAM
services. “Amortized” is the average costs with EvictRecord.
“EvictRecord” is the costs of access triggers EvictRecord.

for V-ORAM. Unless otherwise specified, the parameters
of ORAMs are set as follows:

» Path ORAM. We set the parameters to meet the security re-
quirements of Path ORAM, i.e., Z = 8, B =4kB. It is worth
noting that the maximum allowed logical blocks is not the
maximum capacity of the tree. The stash size is bounded
iff these two values meet specific requirements [65]. In our
implementation, for a L-height (from O to L) tree and N data
blocks, the stash size is well-bounded when N < Z- 251,

* Ring ORAM. We set the parameters to (Z,A,S5)=(8,8,12).
In Ring ORAM, the stash size is bounded iff N < A -
2L-1 [59]. This coincides with the parameters in Path
ORAM and applies to our transformation. This is just a set
of example parameters, as long as N is the minimum value
meeting all requirements, the stash size can be bounded.

* ConcurORAM. We strive to implement a simplified version
of ConcurORAM upon the above Ring ORAM. We let the
requests come in order and handle them through a single
thread. The batch size is set to ¢ = 8, aligning with Ring
ORAM. As for PosMap, we opt for a smaller Path ORAM,
which also maintains the obliviousness in our settings.

Experiment setup. We evaluate the performance of V-ORAM
in-promise on a server equipped with a 16-core Intel Xeon
Gold 6226R CPU. We set download and upload bandwidth

as 10 Mbps and round-trip time is set to immediate.

Compared baselines. We compare OST with two aforemen-

tioned baselines. (1) Directly downloads and rebuilds the

ORAMs, denoted as “D”. (2) Maintaining multiple ORAM

instances, denoted as “M”. While V-ORAM together with

OST protocol is denoted as “T”. Note that baseline-M is

equivalent to accessing all instances in each query, as the

client must generate and upload the re-shuffle blocks.
Measurement. Subsequent experiments involve several indi-
cators, i.e., communication costs, processing time, throughput,
and monetary costs. We further explain them as follows:

* Communication costs come from the amount of transmitted
data recorded during V-ORAM.

* Processing time (or latency) includes communication and
computation time. We measure the processing time by
transmitting and processing the recorded data amount for
communication and computation.

» Throughput is estimated by dividing the batch size by the
processing time of single access. We take the average of
100 accesses as the final throughput.

* Unless otherwise specified, we use traffic billing (0.01
$/GB) for communication to calculate monetary costs. For
ORAMs with server computation, we also add server rental
fees (0.544 $/hr for c6g.4xlarge with 16vCPUs, 32GiB).”

6.2 Costs of Service Transformation

Transformation costs. Figure 4 shows the transformation
costs under different ORAM sizes. We omit the transforma-
tion of Ring < Path as it only contains API replacements.
With more buckets, the costs of baseline-D increase linearly,
baseline-M increase logarithmically, while OST is constant.
Regarding the transformation costs of Ring < Concur. For
1GB logical data (i.e., N = 216), baseline-D costs 1029.6s,
10.0GB, and 0.26% to rebuild the ORAMs. While V-ORAM
only costs 0.15s, 536kB, and 2.81 x 10759, saving 10379x in
processing time, 10%12 x in communication cost, and 10>96 x
in monetary costs. We stress that though baseline-M performs

3AWS pricing calculator: https://calculator.aws/#/createCalcu
lator/ec2-enhancement
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“# para” denotes the parameters of (Z,A,S,c).

closely to OST, it is still logarithmic and generates such costs
for every access, around 5.36 x of Ring ORAM access. It also
costs multiplied storage, around 3 x of V-ORAM.

The transformation costs of Path < Concur are equal to
the sum of the other two costs. Thus in transformation costs,
Path < Concur perform closely to Ring < Concur.
EvictRecord costs. Figure 5 shows the costs of EvictRecord
in Ring ORAM and ConcurORAM. We omit Path ORAM
here as it does not execute our evictions (recall §4.2.1).

To better quantify the costs, we define three costs namely
original, EvictRecord, and amortized costs. Recall that OST
is invoked together with ORAM API (Figure 3). Thus,
compared with the insecure baseline, OST introduces ad-
ditional costs when EvictRecord occurs. We denote the
costs/performance of API without OST as “original”, denote
the costs/performance when OST triggers eviction as “Evic-
tRecord”, and denote actual costs with OST as “amortized”.

For Ring ORAM, we measure the average cost for every A
access, which includes exactly one API.Eviction. Similarly,
ConcurORAM is calculated the every ¢ access. Apparently,
EvictRecord costs exceed amortized costs, which in turn sur-
pass original costs. In average, compared with “original”, both
“EvictRecord” and “amortized” incur extra latency < Sms and
communication < 50kB. Such costs do not scale with ORAM
size and are only determined by ORAM parameters.
Storage costs. Figure 6 shows the breakdown storage cost of

various RTT (Left) and block size (Right).

client-side metadata. Our RecMap can be attached to PosMap
with around NlogZ bits storage, e.g., for an ORAM with
1GB logical data (N = 2'%), RecMap generates storage of
< 0.19MB. Here, the stash size is almost constant as our pa-
rameter setting ensures low overflow probability (e.g., ~ 2780
for Ring ORAM [59]). While ConcurORAM is measured in
every batch, where Stash is already uploaded on the server.

6.3 Planner

We evaluate the planner by choosing cost-effective ORAM
based on performance requirements and selecting ORAM
parameters with lower communication blowup.
Choosing cost-effective ORAM. Though cloud platforms like
AWS and Azure offer instances with high bandwidth, the ac-
tual network performance remains constrained by the client-
side bandwidth. Consequently, traffic billing does not accu-
rately reflect the relationship between monetary costs and
the true performance of ORAM. Thus, we turn to bandwidth
billing to estimate the fine-grained evaluation of V-ORAM.
We follow the pricing of AliCloud*, bandwidth is tiered-
pricing, bandwidth < 5Mbps is 0.0059$ /Mbps/hr, and band-
width > 5SMpbs is 0.021$/Mbps/hr. We also set the server

4Alibaba Cloud, Elastic Compute Service pricing: https://www.alib
abacloud.com/en/product/ecs?_p_lc=1
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Table 4: Basic statistics of the dataset and the communication blowup for the strategy-recommended block size. 'File sizes are
measured from tripped traces used in evaluations. >Total data size here is average cluster size, calculated from [80].

# Files (k) T(Ttal Data ) Avsara]ge 75‘th P?rcentile Estima?ed Recommeflded C'omn'l. Blowup
Size (GB) File Size' (kB)  File Size (kB) | Tree Height Block Size (k, in Ring ORAM)
MSRC - 6446.1 26.7 64.0 27 16kB 14338
AliCloud - 750.0 29.5 16.0 23 16kB 111.6
Twitter — 267.717 0.38 0.64 29 256B 169.5
ChestX-ray8 112 42.0 3924 421.1 16 256kB 95.3
COVIDx 85 29.0 358.8 450.5 15 256kB 98.2
Real wkld. —— - Estab. wkld. Ring monetary cost — - Estab. monetary cost blowup under such settings. (Middle and Right) As (A, S, ¢)
% # MRSC srcl-0 # AliCloud device-32 # Twitter cluster-11.2 increases, the blowup of Path ORAM also increases due to the
Zeok r oxl  ine 10k e 0 growing data volume within path. For Ring ORAM, the effect
2141( i o Mm' of the coefficient is more pronounced, leading to decreased
2% Path blowup. Conversely, ConcurORAM is impacted more by the
£ 0 0 0 increase in data volume, resulting in a higher blowup.
0 Sk 10k 0 500k 1m 0 1m 2m 3m R
T g Established N=2 o # Established N=2% = # Established N=2% As a short summary, the blowup is minimized when B = F.
A T T i1 Ring ORAM tends to favor larger Z, whereas Path ORAM
%60 I :_ JI | 6077 | 200 : : il and ConcurORAM prefer smaller Z. Additionally, Z has a
£30 S | a0 b4 L g i greater impact on Path ORAM compared to ConcurORAM.
g 0 0 0
=0 Sk 10k 0 500k 1m 0 1Im 2m 3m

Request index Request index Request index

Figure 10: The monetary cost of real-world workloads of
MSRC, AliCloud, and Twitter. We estimate N by the max
offset of the trace. The communication is billed by bandwidth.

pricing to ecs.ul-clm2.4xlarge in Virginia, with 16vCPUs,
32GiB. In addition, as the ORAM we selected does not rely
on heavy cryptographic tools, computation (=50Gbps encryp-
tion speed) is not a performance bottleneck. The monetary
cost is mainly reflected in the different network bandwidths.

Figure 7 shows the estimated monetary cost of ORAM for
three sets of system performance requirements. (Left) We
first set a matched throughput and latency (i.e., 30 x 33 =
1000). (Middle) When the system requires lower latency,
Ring ORAM and ConcurORAM are more cost-effective than
Path ORAM. ConcurORAM is more cost-effective than Ring
ORAM due to its better parallelization. (Right) When the
system requires higher throughput, CurconrORAM is slightly
more cost-effective than middle due to its batch requests.

Selecting ORAM parameters. As established in §5, our focus
is on the parameter selection of Z and B, while adhering
to the security requirements of the respective ORAMs. In
Figure 8, we consider a dataset of size 1GB, and its average
file size F is set to 64kB. We assess three different parameter
configurations specified in Ring ORAM [59], let B range from
4kB to 1MB, and estimate the communication blowup of three
ORAMs. (Left) Refer to Table 3, when the values of (A, S, ¢)
are smaller, the coefficient (i.e., 71&, % and %) of expensive
parts (i.e., path and bucket) is larger in both Ring ORAM and
ConcurORAM. Consequently, Path ORAM exhibits a lower

6.4 Performance of V-ORAM

To better demonstrate the performance of V-ORAM, we eval-
uate V-ORAM under the following two realistic settings. As
shown in Figure 9, the evaluated ORAMs have logical data
of 4GB, equivalent to 2'® buckets at 4kB block size.
Realistic latency. (Left) We evaluate the response time of
V-ORAM under different RTT settings. The amortized round
complexities of Path ORAM, Ring ORAM, and ConcurO-
RAM as ORAM services in V-ORAM are around 2, 1.19, and
1.53. Ring ORAM’s complexity is slightly higher than its orig-
inal complexity of 1.13, calculated from Table 3. While Con-
curORAM has the same complexity compared with the origi-
nal, as EvictRecord can be embedded into its evictions [27].
Various block sizes. (Right) We evaluate the processing time
of V-ORAM under various block sizes. All ORAM services
generate less processing time under smaller block sizes. Con-
curORAM gradually involves more processing time than Ring
ORAM under larger block sizes, aligning with Table 3.

6.5 Real-World Case Study

To better assess the adaptability of V-ORAM, we estimate
the monetary savings brought by V-ORAM under real-world
workloads. We also simulate two workloads with dynamic
throughput and dynamic latency in Appendix A.3.

Real-world workloads. We selected three real-world datasets
to further evaluate V-ORAM’s application in practice. An
overview of these datasets is shown in Table 4. Microsoft Re-
search Cambridge (MSRC) [52] records block-level I/O trace
for 36 volumes over 179 disks in 13 servers for 7 days. Al-
ibaba cloud trace (AliCloud) [1] is collected from 1000 disks
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in its cluster in Beijing over a one-month period in January
2020. Twitter workload [80] is collecting from 153 in-memory
cache clusters at Twitter, sifting through over 80TB of data.
ChestX-ray8 [75] includes 108,948 chest X-ray images from
32,717 patients at the NIH Clinical Center. COVIDx [72] is
the largest chest X-ray dataset containing 13,975 images from
13,870 COVID-19-positive patients. Note that the last two
datasets are preprocessed for ML training, making the number
of files we summarized higher than the official count.
Parameter selection. As shown in Table 4, we estimate the rec-
ommended block sizes based on the file sizes of five datasets
and provide the blowup under the standard Ring ORAM set-
tings (see §6.1). The tree heights are estimated by the max-
imum offset for trace datasets, or the actual dataset size for
medical datasets. Note that Twitter does not contain offset
and we use average cluster size instead.

When choosing the block size, we compare the two nearest

block sizes. For example, the average file size in the MSRC is
26.7kB, so we compare the blowup with block sizes of 16kB
and 32KkB, resulting in 16kB generating a lower blowup. We
observe that MSRC and AliCloud prefer middle block sizes
like 16kB as they are collected from disks, Twitter benefits
from a smaller block size as it is sourced from cluster cache,
and the last two datasets contain numerous image files and
are more suitable for larger block sizes.
Monetary cost. As shown in Figure 10, we select the sub-
set of three datasets to evaluate V-ORAM under real-world
workload. The subsets are stripped from src1-0 in MSRC,
device-32 in AliCloud, and cluster-11.2 from Twitter, span-
ning 2.06hr, 0.81hr, and 0.12hr, respectively.

(Up) We divided the trace into two types of emulated work-
loads in V-ORAM with different throughputs, marked with
dashed lines. We use Ring ORAM for high-throughput work-
loads and Path ORAM for low-throughput. (Down) To esti-
mate the monetary savings of V-ORAM, we compare its mon-
etary costs (dashed lines) with the costs of maintaining Ring
ORAM solely (red line). For the former two cases, V-ORAM
saves monetary costs of 33.1% and 24.5% respectively. Yet
for Twitter, Path ORAM conversely requires more monetary
costs. This is because the throughput gap between the two
workloads on Twitter is not as significant as in the former two
datasets. In that case, our planner assists clients and decides
whether to perform transformations.

7 Related Works

Driving ORAM forward. Many studies focus on improving
ORAM performance or extending its application scenarios.
Regarding performance, numerous research utilizes server
computation to reduce communication costs [31,37,59] or
distribute ORAM across servers/instances to mitigate bottle-
necks [35, 63, 64]. Some approaches also leverage trusted
hardware to reduce ORAM access latency [17,35,51]. As for
applications, a series of studies extend ORAM to broader use

cases, e.g., searchable encryption [20,51, 78], secure compu-
tation [38, 73, 74], and file-sharing systems [17,32]. Recently,
Chang et al. [28] evaluate the performance of various exist-
ing ORAMs upon large databases. Yet each of those designs
focuses on a specific type of workload and cannot serve the
need when the application workload is changing dynamically.
Secure computation frameworks for dynamic workloads.
Adapting to dynamic workloads has become a trend for
privacy-preserving systems to better align with practice.
For example, hybrid multi-party computation (MPC) pro-
tocols [23, 30, 39, 46] compile multiple MPC primitives
into mixed circuits to support complex programs. Encrypted
databases use planners [49,71] to optimize query costs for dy-
namic workloads with distinct query types. Meanwhile, Sang
and Luo et al. [61] design a zero-knowledge proof (ZKP)
compiler framework Lian able to compile multiple ZKP pro-
tocols into parallelizable chunks. While V-ORAM initially
introduces dynamic workloads into ORAM-based databases
and provides a planner aiding clients in monetary saving.

8 Conclusion

In this paper, we propose V-ORAM, a versatile and adaptive
framework serving dynamic workloads via service transfor-
mation. V-ORAM contributes a transformation protocol lever-
aging Ring ORAM as an intermedia and achieving constant
transformation costs regardless of database size. V-ORAM
maintains the original security of ORAM as well as the pro-
cess of transformations. Finally, we validate the practicality of
V-ORAM through microbenchmarks and real-world datasets.
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A Extended Content

A.1 Protocols of Involved ORAMs

We now briefly introduce the processes of three ORAMs.
These introductions are not exhaustive since we are just pro-
viding a basic understanding. For ConcurORAM, we only
describe its query process here. QuerylLog is used to record
the identity of current queries, which is not mentioned in the
main text. There are also other complex metadata in CocnurO-

RAM, which once again demonstrates the necessity of our

padding request before transformation (§4.2).

Path ORAM. As shown in Algorithm 2, the query includes:

* Line 1—2: Get the path x of target block from PosMap and
remap the block to a random path.

* Line 3: Read all buckets on path x and add them into Stash
(denoted as S here).

* Line 4—6: Get the target block from Stash. Update the data
if the operation is write.

* Line 7—11: Instant Eviction. Traverse the buckets in the
path, randomly select and write back the blocks in Stash
that can be placed into the current bucket.

 Line 12: Return the data.

Ring ORAM. As shown in Algorithm 3, the query includes:

Algorithm 2: Path ORAM (Figure 1 in [65]).

// Access(add,op,data’)
1 x + PosMapl[add];
2 PosMap|add] +— UniformRandom (0,25 —1);

3 S < SUReadPath(x)

4 data < Read block add from S;
5 for op = write do
6 | S+« (§—{(add,data)})U{(add,data’)};

7forle{L,L—1,...,0} do

8 S < {Blocks that can be placed in P(x,1)};
9 | S+« Select min(|S'|,Z) blocks from §’;

10 S+ S—9;

u WriteBucket(P(x,1),5");

12 return data;

* Line 1—4: Get the path x of target block from PosMap and
remap the block to a random path.

* Line 5—11: Read the XORed block on path x. The block is
either in path or Stash. Then return the data if the operation
is read, or update the data if the operation is write. Lastly,
add the block into Stash.

e Line 12—13: Periodic Eviction. Increase the counter round
and perform the eviction if round mod A = 0.

* Line 14: EarlyReshuffle reshuffles the buckets that exhaust
the dummies.

ConcurORAM. As shown in Algorithm 4, the query includes:

¢ Line 1—2: Update the QueryLog in a blocking manner and
get the current query identifier i.

¢ Line 3—6: Obliviously read the blocks in StashSet, path,
and DRLogSet.

e Line 7—9: Return the data if the operation is read, update
the data if the operation is write, and update DRLogSet.

e Line 10—13: In the last request of the batch, ConcurORAM
reshuffles the metadata and prepares for future requests.

A.2 Description of Workloads

* General storage: Many products or scenarios leverage long-
term storage, e.g., collecting global healthcare data [6],
data outsourcing service [7, 11] Its primary requirement is
monetary costs, with no specific performance requirement.
This workload is treated as compatible with object storage
(e.g., AWS S3) since its friendly maintenance fees, in which
the server is a pure storage provider.

Real-time updates: Numerous emergencies require imme-
diate responses, e.g., clinical decision-making [66], vital
signs monitoring, and heart attack surveillance [22]. In
these scenarios, sensors monitor the patient and transmit
the record to the healthcare facility. Therefore, the key
requirement of this workload is to minimize the latency.
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Algorithm 3: Ring ORAM (Algorithm 1 in [59]).

// Access(add,op,data’)
Global/persistent variables: round;
¥’ ¢ UniformRandom(0,2F — 1);

x + PosMap[add];

PosMapladd] + x/;

data < ReadPath(x,add);

¢ if data = | then

// If block add is not found on path x,
it must be in Stash.

data + Read and remove add from Stash;

AW N -

wn

oo

9 if op = read then return data to client;
10 if op = write then data + data’;
1 Stash « Stash U (add,x’,data);

12 round < round+1 mod A;
13 if round = 0 then EvictPath();

14 EarlyReshuffle(l);

Algorithm 4: ConcurORAM (Algorithm 7 in [27]).

// Query(id)
Update query log QueryLog (with mutex);
i < len(QueryLog) modc¢; // Query identifier
Stash < Stash U ReadStashSet(id, i);
x < PosMap][id];
path + ReadPath(x);
blk_DRL <— ReadDRLogSet(id);
Target block blk must in blk_DRL U path U Stash;
Update blk for write;
WriteDRLogSet (blk,i);
ifi=c—1 then
Update and reshuffle DRLogSet;
Update and reshuffle Stashset;
Initialize new query log for future queries;

o 0 NN N T R W N -

ek ke
W N =2

* Parallel access: Scenarios such as health information ex-
change [8,67] or federated analysis [41,49] involve multi-
ple clients sharing a single ORAM across healthcare insti-
tutions. Traditional ORAM schemes enable parallel access
by relying on a trusted proxy or client interactions. In con-
trast, ConcurORAM removes these dependencies by using
server-side metadata and mutexes to achieve parallelism.

» Resource constrained: On wearable or mobile devices with
limited storage, it may not be feasible to store entire meta-
data, e.g., PosMap. Correspondingly, ORAMs with recur-
sion could reduce the client storage costs to O(logN).

* Specialized functionality: The above workloads vary on
the performance and resource requirements, while the cor-
responding ORAMs also only support read and write oper-
ations. In addition, other workloads could require special-
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Figure 11: Simulated workloads for dynamic throughput and
latency. Each interval is set to 2!'! requests. Red-boxed areas
denote the temporary performance effect of EvictRecord. Af-
ter that, the performance is restored to its original level.

ized functions supported by general databases, e.g., key-
word searching in encrypted EHRs [42,51,78], or directly
calculating on ciphertext [70,73,74].

A.3 Simulated Workloads

In Figure 11, we simulated two dynamic workloads: dynamic
throughput and dynamic latency. We used ConcurORAM for
high throughput, Ring ORAM for real-time updates, and Path
ORAM for general storage. V-ORAM effectively adapts to
both dynamic workloads, adjusting the ORAM service effi-
ciently. During the period marked by the red box, EvictRecord
is shuffling buckets from the previous ORAMs, leading to a
temporary performance drop. Switching to Path ORAM does
not cause a performance drop because EvictRecord does not
evict buckets in Path ORAM.

A.4 Discussion

Generalizations of V-ORAM. The primary goal and contri-
bution of V-ORAM is to address dynamic workloads in prac-
tice by initially offering an efficient and secure solution. We
are aware of other efficient structures, including hierarchi-
cal ORAM [18, 19] and square-root ORAM [81], catering to
specialized workloads. For example, MacORAMa [50] is a
hierarchical ORAM designed for malicious scenarios, where
the server exhibits malicious behavior or data errors and re-
quires integrity verification. PRO-ORAM [69] is a square-root
ORAM designed for read-only scenarios, protecting solely
the obliviousness of read operations.

We acknowledge that V-ORAM currently is unable to trans-
form between these structures. Tackling these transformations
introduces unexplored challenges such as switching between
different encrypted data structures and eviction/access proto-
cols, and remains a future research direction.

Unpredictable workloads. The workloads in this paper are
assumed predictable, i.e., the clients know the workloads prior.
It is natural to extend V-ORAM for unpredictable workloads.
For example, in workloads with dynamic throughput, we can
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set a threshold, say twice the low-peak throughput. Once V-
ORAM detects that a certain amount of requests consistently
exceed the threshold, it switches to an ORAM with higher
throughput and vice versa.

Concurrent workloads. Although our transformation costs
are independent of database size, V-ORAM still causes ser-
vice interruptions. Exploring how to support concurrent work-
loads is an interesting task. Combining Ring ORAM and
Path ORAM could be a promising direction, given their O(1)
transformation costs in both theoretical and empirical.
Different ciphertext constructions. When switching between
ORAMs with different ciphertext types, data blocks need to
be re-encrypted into the required format. We can let the server
perform the reconstruction. In initialization, the client gener-
ates and sends the server master key mks to the server. During
the transformation, the server directly re-encrypts the previ-
ous ciphertexts via mkg. Once the retrieving the block, the
client strips encryption layers to obtain the plaintext. Though
reconstruction increases the client’s waiting time, it does not
increase the communication costs. This is also secure as we
do not protect the service type.

Applications of planner. In the main text, we assume the
client knows the data distribution and workload in advance
and selects suitable ORAM parameters and service sequences
before deployment. The planner can also address more com-
plex deployment scenarios. (1) If the current ORAM fails
to meet performance requirements, the planner enables the
client to upgrade server resources within a set budget accord-
ing to Table 3, e.g., acquiring higher bandwidth or additional
CPU cores. (2) If the workload changes unexpectedly, e.g.,
with bursty requests, the client can estimate the new perfor-
mance requirements and use the planner to select the optimal
ORAM service. The client can adopt the former strategy if
the selected ORAM still falls short.

B Theoretical Analysis

B.1 Security Analysis
B.1.1 Security of EvictRecord

Due to space limitations, we only provide the theorems of
V-ORAM’s security here. The detailed proofs are available in
the online full version of this paper [10].

Theorem 2. Given a client access sequence y, and a ran-
dom sequence 7 with the same length and service types, the
EvictRecord algorithm of V-ORAM described in §4 is secure
according to Definition 1.

B.1.2 Security of V-ORAM

Theorem 3. Given a pseudorandom function, a CCA-2 secure
encryption scheme, and the oblivious EvictRecord satisfying

Theorem 2, V-ORAM framework described in §4 is secure
according to Definition 2.

B.2 Performance Analysis
B.2.1 Proof of Theorem 1

Proof. Communication cost: Consider a simulated V-
ORAM’ only equipped with EvictRecord, i.e., the blocks
would not evicted by other eviction. This is an unsecured
variant only for analysis. Apparently, in V-ORAM/, the ac-
cess count of blocks would not be reset by eviction of original
ORAMs. Thereby the inferred communication and computa-
tion cost of EvictRecord is greater than the actual costs.

We consider the randomized uniform accesses of each
block. Thus the probability of buckets at layer i (counted
from root node O to leaf node / = log N — 1) being accessed
is 277, For k accesses, the evicted times of buckets at layer i
is % .27, Normally, the query reads a certain path from a
leaf node to a root node, leading to the overall evicted buckets
of (20427 .. porloeNtly = 2k (1 L) There-
for, the amortized communication and computation cost of
EvictRecord is less than le.z—f (11— %), i.e., O(ZB).

Storage cost: The record map can be attached after the entries
of the position map. Each entry would cost at most log lim bits.
In Ring ORAM and other ORAMs with delayed eviction [31,
371, lim has the same magnitude of Z, leading to the overall
storage costs of NlogZ bit. O

B.2.2 Proof of Claim 1

Proof. We formulate it as a “Claim” rather than a “Theorem”,
as it is tricky to formally bound the stash size. As well as
the multiple services we converted also complicate the proof.
However, thanks to our cleverly designed base ORAM mech-
anism, the stash size of V-ORAM equipped with the services
considered in this paper can be derived from existing proofs.

Firstly, for ConcurORAM that built upon Ring ORAM,
the proof of ConcurORAM is essentially the proof of Ring
ORAM with EvictRecord. Note that EvictRecord is equiva-
lent to resetting the access count of buckets in advance, i.e., a
smaller number of dummy blocks §' < S.

Ring ORAM formally proves that [59], given stash size
R, the eviction constant A, and the number of cached blocks
st, the probability of Ring ORAM exceeding the stash is:

(a/2)*

Pr[st > R] < T
where a =A/2 < Z and g = ZIn(Z/a)+a—Z —1n4 > 0.
This shows that the stash size is only related to (Z,A). The
selection of S does not affect the stash size!
Moreover, the general storage Path ORAM is equivalent to
S’ = 0, which also guarantees the above theorem. In summary,
the stash size of V-ORAM is bounded by O(logN). O
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