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Abstract

Advanced Persistent Threats (APTs) pose critical security

challenges to institutions and enterprises through sophisti-

cated, long-duration attack campaigns. While recent APT

detection methods primarily leverage provenance graphs con-

structed from kernel-level audit logs to reveal attack patterns,

they face severe scalability limitations in production envi-

ronments. The provenance graphs grow rapidly (several GB

per day) and require long-term maintenance to capture APT

campaigns that span months, creating prohibitive storage and

computational overhead for real-time detection.

To address these challenges, we propose TAPAS, an effi-

cient online APT detection framework that reduces graph di-

mensionality in both spatial and temporal spaces. For spatial

dimensionality, TAPAS focuses on the backbone of the prove-

nance graph, which is often large-scale but sparse. Specifi-

cally, TAPAS constructs stacked LSTM-GRU models that itera-

tively update the representations of the backbone nodes based

on relevant redundant nodes, replacing direct storage and com-

putation of these redundancies. For temporal dimensionality,

TAPAS designs a task-guided backbone graph segmentation

algorithm that identifies active subgraphs as objects to be

detected in real-time, reducing structural redundancy in the

temporal space.

Evaluation in widely used benchmark datasets, DARPA

TC and OpTC, demonstrates TAPAS’s effectiveness in pro-

viding fast, low-overhead online detection while maintaining

similar detection accuracy to state-of-the-art methods. Our

results show that TAPAS reduces storage requirements by up

to 1806× and achieves 99.99% accuracy with an average de-

tection time of 12.78 seconds per GB of audit data, validating

its practicality for enterprise deployment with throughputs

well above the enterprise requirement of 104KB/s.

*The authors contribute equally to this paper.
†Corresponding author.

1 Introduction

Advanced Persistent Threats (APTs) launched by skilled at-

tackers have become a significant threat to cybersecurity [72].

They are a customized combination of multiple attack tech-

niques characterized by long latency and extreme stealthi-

ness. APT attacks have caused severe damage to institutions

and enterprises [14, 41] and are becoming increasingly preva-

lent [29, 31]. APT attackers use deliberate tactics to evade

detection, and many attacks are associated with 0-day vulner-

abilities, making APTs difficult to detect.

Provenance analysis plays an important role in the detec-

tion of APT [76]. It organizes kernel-level operating system

audit records into a provenance graph, where nodes repre-

sent system objects (i.e., processes, files, and network con-

nections), and directed edges represent interactions from pro-

cesses to system object nodes. The provenance graph provides

a structured description of the system’s execution history.

Provenance analysis facilitates causal relationships and traces

provenance between historical behaviors in the system, pro-

viding a rich and valuable context for identifying malicious

events [66, 75].

Consequently, recent APT detection works [21, 28, 64, 71]

mainly build on provenance analysis, focusing on studying

various approaches to identify suspicious structures in the

provenance graph. Early works [20, 39] take a snapshot of

the entire provenance graph as a representation of the cur-

rent system state and discover the compromised system states

via detecting the snapshots. However, attacks can be hard

to identify in snapshots taken at specific times, and a few

attack behaviors can be obscured by a large number of benign

behaviors, thus risking detection evasion [16]. Some recent

work [21, 71] captures and represents the neighborhood struc-

ture of nodes/edges in the provenance graph as features of

nodes/edges and detects malicious entities/actions by assess-

ing the plausibility of nodes/edges. However, their detection

is over fine-grained and thus faces serious overhead problems.

The state-of-the-art (SOTA) work [28, 64] periodically gener-

ates provenance graphs based on audit logs received within
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the time windows and then detects attacks based on graph

representation learning. However, they run the risk of missing

slow-evolving APT attacks. These attack actions are spread

over multiple time windows in small amounts, so they do not

cause significant anomalies in single time windows.

While SOTA APT detection methods achieve strong ac-

curacy, they face significant implementation challenges in

industrial settings due to excessive memory and storage re-

quirements, creating a substantial gap between academic re-

search and industry deployment needs. The core challenge

stems from the reliance of these methods on maintaining ex-

tensive provenance graphs for threat detection, which grow

continuously and unbounded over time. As documented in

multiple studies [10,22,33,57], this unconstrained growth cre-

ates mounting performance overhead that impedes effective

real-time detection in production environments.

Our research addresses the challenge of prohibitively high

overhead in APT attack detection. Upon our pilot study (see

§3), we first give insights about the following two key issues

that affect the performance of provenance-based APT detec-

tion methods: 1) Enormous scale of provenance graphs. APT

attacks often span months or even years. Detection methods

maintain a provenance graph that describes fine-grained his-

torical behavior over time to provide a complete view of APT

attacks. However, the provenance graph can grow rapidly

(several GB per day [33, 61]) to huge sizes. As a result, APT

detection faces severe pressure on both provenance graph

storage and computation. 2) Redundant computation of the

invariant part within the whole provenance graph. APT detec-

tion systems periodically detect the current provenance graph,

repeating the feature representation and detection over the

entire graph area each time. However, compared to the last

audited graph, the current provenance graph contains many

invariant structures because many processes have been ter-

minated or are inactive. Representing and inspecting these

invariant parts leads to redundant computations.

We address these two critical issues by using provenance

graph backbone and changed-localization detection tech-

niques. We reduce the graph dimensionality in spatial (i.e.,

leveraging backbone) and temporal space (i.e., removing in-

variant parts in the time-axis).

Spatial Space Dimension Reduction. Process nodes can be

regarded as the backbone of the provenance graph since all

directed edges in the provenance graph start from process

nodes, representing system executions started by processes.

And other nodes can be regarded as attachments to the pro-

cess nodes that point to them. We retain only the process

graph, which serves as the backbone to preserve the structural

semantics of the provenance graph. In addition, we gener-

ate a representation vector for each process node to embed

its attached node relationships. Thus, we replace the long-

term storage and graph computation of the numerous attached

nodes and their connectivity relationships by maintaining only

the process representation vectors.

Temporal Space Dimension Reduction. In temporal space,

we perform graph partitioning based on the tasks to which the

processes belong. A task is a single program run in the operat-

ing system, consisting of processes/threads that initiate system

execution with a common purpose and cooperate [34,65]. We

partition processes executing the same task into a subgraph

based on the structure of the relationships between them and

detect only the changing subgraphs to avoid redundant com-

putation on numerous invariant subgraphs.

Building upon our key insights of spatial and temporal

dimensional reduction in the APT provenance graph, we pro-

pose an efficient online APT detection framework TAPAS,

which achieves a low computational cost of detection to im-

prove usability in real-world environments while exhibiting

high detection performance.

TAPAS first constructs an active process graph from audit

records, which stores the backbone structural information of

the provenance graph. For the history of process interactions,

TAPAS designs an iteratively updated process representation

using a stacked LSTM-GRU model [38, 59], leveraging its

strength in capturing sequential patterns to efficiently encode

historical process behaviors that may indicate APT activity.

The stacked LSTM-GRU architecture captures the long-term

relationships of sequences in the LSTM model and uses the

GRU layer to further reduce the error by eliminating the over-

fitting problem. Our method enables a low-dimensional repre-

sentation that embeds the history of process behavioral events

and dramatically improves storage efficiency by replacing

the direct storage and computation of these long-term events,

thereby reducing the storage and computation overheads of

long-term provenance tracking.

TAPAS then develops a task segmentation algorithm that

segments the active process graph based on system tasks,

which is crucial for APT detection for several reasons: First,

a single task achieves an end goal of that task by activating

multiple processes that cooperate with each other, and these

processes are inherently goal-consistent. Second, by analyz-

ing the behaviors of processes in the context of a system task,

we can summarize the task goal of the processes as a whole,

and thus distinguish more clearly between legitimate activi-

ties and potential APT behaviors that abuse or misuse normal

system operations. Third, task-level segmentation allows us

to capture the temporal and causal relationships between dif-

ferent components of an APT campaign while maintaining

computational efficiency through focused analysis of relevant

subgraphs.

We implement TAPAS and evaluate its effectiveness and

performance on the publicly available APT attack dataset,

the DARPA Transparent Computing (DARPA TC) E3

datasets [48], generated during the Red-Blue confrontation

and the OpTC dataset [4]. We use four public sub-datasets of

DARPA TC, collected separately by different teams on differ-

ent platforms. And we comprehensively compare our TAPAS
with SOTA APT detection methods, including FLASH [55]
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(IEEE S&P ’2024) and Magic [28] (USENIX Security ’2024).

The evaluation demonstrates that TAPAS achieves significant

improvements in time overhead, CPU usage, and memory con-

sumption while maintaining comparable or superior accuracy

in attack identification.

In summary, we make the following contributions*:

• We propose TAPAS, a low-overhead online task-level

APT detection framework that significantly facilitates

detecting APT attacks in the real world.

• We design a process representation generation method

that provides a refreshed perspective of history interac-

tion embedding, which can reduce the enormous long-

term memory consumption in provenance analysis by

scaling down the provenance graph from the spatial

space.

• We design a real-time task-based process subgraph seg-

mentation algorithm that can efficiently and promptly

identify subgraphs attributing to new records, which

helps reduce the detection overhead by excluding in-

variant subgraphs from the temporal space.

• We evaluate TAPAS on widely-used public datasets and

compare it with SOTA studies. The results show that

TAPAS can significantly reduce detection overhead while

accurately detecting attacks.

2 Background and Related Work

We begin by presenting essential background on data prove-

nance, a widely adopted technique for APT detection. Subse-

quently, we introduce the LSTM/GRU model utilized in this

study. We also provide a brief overview of community discov-

ery, as it shares the subgraph-based concept relevant to our

approach. Finally, we review related work in the domain of

provenance-based APT detection, under which our proposed

method can be categorized.

2.1 Data Provenance

System Audit. The system audit is a comprehensive record

of all OS-level system calls made during the observation

period [24]. Commonly used system audit tools include End-

point Detection and Response (EDR) tools on Windows

systems [5] and audit tools on Linux systems, such as Au-

ditd [51, 70]. System auditing captures various types of run-

time information that describe all events and entities involved

in the system’s history. Consequently, system auditing can be

leveraged to monitor runtime behavior, enabling analysts to

gain valuable insights into cyber-attacks through data prove-

nance [27, 68].

*Our source code is released at https://doi.org/10.5281/
zenodo.15610687
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Figure 1: Example of the provenance graph

Provenance Analysis. It, also known as causal analysis, seeks

to characterize the provenance and history of entities, data,

processes, activities, users, and data involved in a system’s

life cycle [54]. The usual data source of provenance analysis

is system audit [58]. Provenance analysis reconstructs the

runtime information flow based on audit records, thereby

capturing possible relationships and dependency structures

between entities [12,43]. Specifically, it uses nodes and edges,

respectively, to represent system entities (including processes,

files, and netflows) and system events in the audit records,

thus transforming the independent audit records into a whole

directed acyclic graph, called a provenance graph [62].

Figure 1 is an example of a provenance graph showing

an APT attack scenario exploiting a Firefox vulnerability.

We use different shapes to represent different types of nodes:

diamonds for processes, rectangles for files, and ovals for

network connections. The figure shows the process of an

attacker connecting to a malicious external link and removing

traces of the attack.

2.2 LSTM/GRU Model

A Recurrent Neural Network (RNN) is a type of neural net-

work designed for modeling time-series data. It retains his-

torical context through recurrent connections between hidden

units and the use of time delays [1], allowing it to capture

temporal correlations between events that may be far apart in

time [60]. Among RNN variants, the Long Short-Term Mem-

ory (LSTM) and Gated Recurrent Unit (GRU) models are

particularly effective at capturing temporal dependencies [40].

LSTM networks excel at learning complex long-term depen-

dencies, while GRUs offer a simpler architecture with reduced

computational overhead. A stacked LSTM-GRU model com-

bines the strengths of both architectures [44].

2.3 Community Discovery

A community is a cluster of process nodes with a specific

regional structure and clustering characteristics. Each com-

munity contains only closely related processes that work to-

gether to accomplish specific system tasks (e.g., file com-
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pression). The goal of community discovery is to partition

the provenance graph into a set of disjoint or overlapping

communities [46]. Both detection and investigation of APT

attacks can be based on community discovery. APT detection

based on community discovery [7,8] partitions a system snap-

shot into multiple communities by considering nodes closely

associated with historical behavioral edges as a community

and then detects anomalous communities. It can determine

the approximate location of an attack. However, community

partitioning requires additional graph consistency computa-

tions, which can cause excessive time overhead and is, there-

fore, more commonly used for attack investigation in forensic

analysis. Attack investigation based on community discov-

ery [36, 63, 68] generates a summary graph by partitioning

the dependency graph into communities (i.e., subgraphs) and

presenting a concise summary for each community.

2.4 Provenance-based APT Detection

Recent APT detection studies leverage provenance analysis

to detect attack actions revealed in provenance graphs. The

granularity of the detection can be categorized into graph,

path, and node/edge levels.

Graph-level Detection. These approaches [46, 64] capture

the provenance graph at various times, produce system snap-

shots, and then detect any malicious ones. A snapshot pro-

vides a comprehensive description of the current state of the

protected system. Typically, they train a graph learning model

to act as a detector that automatically collects features and

determines whether the current snapshot is benign or mali-

cious. However, this approach can easily miss attacks because

a small number of attacks can be buried in a large number

of benign behaviors, making the snapshot as a whole behave

benign [10]. Even if a malicious snapshot is detected, it is

difficult to determine the exact location of the attack. Another

work [7] divides system snapshots into multiple communi-

ties through community discovery, and then detects malicious

communities. However, community discovery requires the ad-

ditional task of graph computation, which results in excessive

time overhead.

Path-level Detection. Some approaches [2, 30, 67] extract

paths from the provenance graph and use neighbourhood

structure and causal provenance as features to detect mali-

cious paths. A notable challenge of this approach is how

to extract the paths to be detected. Provenance graphs con-

structed from system execution history are often large and

have complex but sparse structures. Obviously, traversing all

paths and then discriminating them one by one is impracti-

cal. Therefore, path extraction requires the specification of an

appropriate strategy to determine the scope of the extraction.

In the case of improper path extraction, such as extracting

a small neighborhood, it would result in spreading a single

attack to be detected into multiple path sequences, resulting

in the interruption of the attack trace and affecting the detec-

tion accuracy. In addition, this approach still suffers from the

problem of attacks being drowned out by benign behaviors.

Node/Edge-level Detection. Recent approaches [21, 28, 55,

71] focus on the plausibility evaluation of process nodes and

system event edges, treating nodes with anomalous behavior

or node pairs with anomalous interactions as attacking pro-

cesses. They capture the execution or interaction history of

different types of processes from node neighborhoods, which

provide rich information to characterize process nodes/event

edges. Node/edge level detection has the finest granularity

and achieves high detection accuracy compared to the graph

and path level methods described above. However, this fine-

grained detection can also significantly increase the computa-

tion required in the detection process, which can negatively

impact performance and cost.

3 Motivation: Overhead Analysis of Prove-
nance Graphs for APT Detection

While provenance analysis based on audit records has demon-

strated effectiveness for APT detection, its substantial over-

head creates a significant gap between academic solutions and

industry requirements [10, 50]. This overhead burden needs

urgent attention to make these detection systems viable for

real-world deployment.

Our analysis reveals two primary sources of overhead in

provenance-based APT detection. The first stems from re-

dundant feature extraction, as existing approaches repeatedly

process the entire provenance graph for each detection call,

even though many processes remain inactive across multi-

ple detection intervals. This inefficiency is particularly pro-

nounced given the sparse nature of active nodes, resulting in

substantial computational waste. The second source relates

to the long-term maintenance requirements of provenance

graphs, which must store comprehensive historical behavior

information including processes, system events, and objects.

This continuous accumulation of fine-grained data leads to

unbounded graph growth over time.

To validate these insights empirically, we analyzed real-

world data from the DARPA datasets (detailed in Section 5.1).

Figure 2 presents a provenance graph generated from the

DARPA TC dataset spanning 1 hour and 15 minutes of audit

records. We examine this data through two key analytical

perspectives.

1) There are indeed stable and invariant structures in the

provenance graph, such as the circle at the top of the graph,

which consists of many interacting edges. The operating sys-

tem has some procedures that act periodically, such as virtual

memory management. These programs create a new process

that initiates many interactions for only a short time and then

recreates the process the next time it acts. Such interactions

are recorded in the provenance graph each time. They must
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Figure 2: Provenance graph generated from the DARPA

datasets. Nodes include 1349 process subjects (labeled in

pink) and 5322 files & network connection objects (both la-

beled in brown). Edges include 13,119 events that occurred

in the first hour (labeled in brown) and 2,062 events that oc-

curred in the last fifteen minutes (labeled in blue).

be kept long because provenance analysis cannot determine

whether they will be associated with a future event. In addi-

tion, some processes may continue to be active in the future

but stay dormant for two or more consecutive detections. Re-

assessment of these dormant regions is unnecessary because

of high redundancy.

2) Most of the provenance graph consists of interacting

edges and operational object nodes, including file and net-

work nodes. Figure 2 shows 1349 process nodes compared to

5322 object nodes and 15181 edges. This indicates that main-

taining a process graph can significantly reduce the graph size

compared to maintaining the entire provenance graph because

the process size is up to, e.g., 3× and 11× smaller than that

of nodes and edges.

Table 1: Audit record statistics in the TC-Theia dataset

Data Duration Subject Object Event
Benign scenario-1 Avg. 1 minute 59 285 25068

Benign scenario-1 Total (about 1h) 3455 16702 1470908

Benign scenario-2 Avg. 1 minute 26 39 1696

Benign scenario-2 Avg. 1 hour 1546 2324 101731

Benign scenario-2 Total (about 9h) 13916 20919 915579

We also count the amount of audit records, and the results

are shown in Table 1. We counted the number of audit records

of the subject, object, and event types on an average of every

minute, every hour, and a cumulative length of over 9 hours.

From a temporal perspective, the subjects (processes) and

events active during the period (e.g., 1 hour on average) rep-

resent only a small fraction of the total. Therefore, detecting

only the part related to active processes can significantly re-

duce the computational task. From the perspective of data

types, the number of subjects (processes) is much smaller than

the number of object or event records. (The number of subject

records is approximately two orders of magnitude smaller

than the sum of the number of object and event records.) As

a result, the process graph is much smaller than the entire

provenance graph, which contains all of the historical infor-

mation.

Based on the above insights, we aim to relax the huge

burden of APT detection by reducing the size of the entire

provenance graph for long-term storage and computation and

focusing the detection on the active portion of the graph

while preserving the semantic information of provenance.

To achieve this, we introduce TAPAS, which leverages the

lightweight backbone of a process graph and process repre-

sentation vectors instead of the large-scale sparse provenance

graph to capture historical information. In addition, it avoids

extensive redundant computation on stable graph structures

by dividing processes that work together to accomplish the

same system task into task subgraphs and then detecting only

the active subgraphs. Significantly, the processes that work

together to accomplish the same system task are partitioned

into task subgraphs, and then only the active subgraphs are

detected.

4 TAPAS

We first define the threat model used for TAPAS, followed by

an overview of TAPAS. Implementation details of each of the

four key components in TAPAS are then elaborated.

4.1 Threat Model

Our threat model addresses sophisticated external attackers

who target organizational systems to extract sensitive inter-

nal information. This model aligns with recent research in

provenance-based detection [3, 11, 55]. While attackers may

employ advanced techniques to evade detection, their activ-

ities necessarily generate traceable evidence within system

audit records, enabling detection through careful analysis of

system behaviors and interactions.

Our model incorporates several foundational assumptions

about system security. First, we consider the operating sys-

tem and kernel-space auditing frameworks as part of our

trusted computing base, ensuring that attackers cannot tamper

with the generation, storage, or transmission of audit records.

Second, we require that attackers have not obtained full sys-

tem control privileges prior to the initiation of system audit-

ing. This assumption is supported by existing secure prove-

nance systems and tamper-evident logging techniques [18,45],

which provide mechanisms to maintain log integrity and de-

tect malicious interference with provenance logs [47]. Our

threat model excludes attack vectors that operate outside the

visibility of system auditing mechanisms, such as hardware

trojans and side-channel attacks. This focused scope allows us

to concentrate on detecting and analyzing threats that manifest

through observable system behaviors while acknowledging

other attack surfaces requiring different defensive approaches.
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4.2 Overview

TAPAS is an efficient APT detection framework. It designs

a process historical behavior representation to capture the

current state of a process based on its historical evolutions

with an embedded vector. This allows TAPAS to maintain

process vectors and a process graph representing the inter-

process relationships instead of tediously maintaining the

entire provenance graph, which records all but often highly re-

dundant historical behaviors, thus spatially reducing the graph

structure describing the historical behaviors. It then detects

only those process graph areas to which the active processes

belong during the detection period, thereby reducing the need

for unnecessary repetitive detection of invariant structures in

the graph. To accurately extend the graph areas affected by

active processes, TAPAS segments the process nodes in the

process graph that cooperate to perform a common system

task into a single subgraph. Therefore, TAPAS reduces the

computational complexity of maintaining system history de-

scriptions and detection in spatial and temporal dimensions,

thus providing efficient, low-overhead APT observations.

Figure 3 illustrates the architecture of TAPAS, a system

designed for detecting malicious activity within process exe-

cution graphs. TAPAS operates in two distinct phases: offline

training and online detection.

Offline Training: This phase establishes a normal behav-

ior baseline. Audit logs are parsed to construct the Active

Process Graph (APG), capturing historical process execution

patterns and parent-child relationships. Historical process be-

haviors are embedded, generating a sequence of embeddings

E0,E1, · · · ,En, which are used to train a sequence model (e.g.,

GRU/LSTM) for generating corresponding representations

Y0,Y1, · · · ,Yn. The APG is then segmented into task subgraphs,

using these representations as node features. Finally, a clas-

sifier is trained on these subgraphs with benign/malicious

labels.

Online Detection: This phase uses the trained model for

real-time attack detection. Incoming audit records (process

descriptions and behaviors) update the APG structure and

generate new process representations. The graph segmenta-

tion component identifies changed subgraphs due to these

updates (structural or representational). The trained classifier

then analyzes these changed subgraphs, performing attack

detection by summarizing process behaviors.

These phases rely on four core components: active pro-

cess graph construction, representation generation, graph seg-

mentation, and detection. These components are described in

detail below.

Active Process Graph Construction (§4.3). TAPAS begins

with parsing the audit records and then constructing an APG

according to the parsing results. The audit records consist

of process descriptions, process execution event descriptions,

and process execution object descriptions. By parsing the

audit records, TAPAS obtains the parent-child relationships be-

tween active processes from the process descriptions and the

processes’ historical behaviors by combining the process exe-

cution event descriptions and execution object descriptions.

The inter-process relationships are used to construct and main-

tain the APG, where nodes represent active processes and

edges represent parent-child relationships. Process historical

behavior will be used later to compute process representation

vectors.

Representation Generation (§4.4). TAPAS computes a pro-

cess representation for each node in the APG to embed all

historical behavioral events of the process. The process repre-

sentation is generated based on an iterative update of a feature

vector consisting of the historical behavior of the process and

associated objects. We build a stacked LSTM-GRU model

to generate the process representation. TAPAS replaces the

tedious storage of a large number of historical events over

the long term with a dimensionality-reduced temporal latent

representation. This is beneficial in saving storage overhead

and computational effort for APT detection.

Graph Segmentation (§4.5). TAPAS designs an algorithm

to segment task subgraphs according to the structure of the

APG, with the goal of partitioning processes that collaborate

on a common system task into a subgraph. This task-guided

graph segmentation method allows TAPAS to aggregate the

processes in the subgraph to enhance extraction of common

task semantics and to constrain the detection within a sensi-

ble domain. When the structure of the APG is updated, the

task separation algorithm checks and updates the system task

subgraph segmentation along the ancestor direction of the

updated location.

Detection (§4.6). Based on the segmented APG and process

representation vectors generated by the above components,

TAPAS detects the tasks to which active processes belong,

i.e., task subgraphs that have been updated (including both

structure update and process node representation update). We

build a detection model based on graph representation learn-

ing, which uses the structural information of the task subgraph

and the process representations of the nodes to obtain a task

subgraph representation, and then classifies and alerts mali-

cious subgraphs.

4.3 Active Process Graph Construction

The active process graph construction consists of two steps:

data parsing and APG construction. TAPAS first parses the

received audit records and extracts the attribute fields. Record

types include subject, event, and object, which describe pro-

cesses, process executions, and process execution objects,

respectively. Among these, the subject record contains the

process information description, which TAPAS is used to ob-

tain processes and their parent-child relationships as nodes

and edges in the APG. Event and object records are used to fa-

cilitate the subsequent generation of process representations.
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Table 2: System entities and attributes

Record Entity Attributes
Subject Process UUID, parent ID, tgid

Event Event type

FileObject File filepath, suffix, dev

NetflowObject Netflow src/dst address, local&remote port

Data Parsing. TAPAS parses the audit records to obtain pro-

cess descriptions and historical behaviors, and to extract at-

tribute fields. Specifically, TAPAS obtains the system pro-

cess descriptions, process executions, and process execu-

tion object descriptions from the Subject, Event, and FileOb-

ject/NetflowObject items in the audit records, and extracts

the corresponding attributes as shown in Table 2. The sub-

ject item describes the launcher of system executions, i.e.,

process or thread. We identify whether a subject describes a

process or a thread based on the three attributes of its unique

subject identifier (UUID), parent identifier (parent ID), and

thread identifier (tgid). The identified threads and their behav-

iors are merged into the process entity to which they belong.

Merging threads helps us summarize the historical behavior

of processes and avoid thread influence on subsequent graph

segmentation. Event items and object items are combined to

describe the historical behavior of the processes.

APG Construction. Based on the process descriptions ob-

tained from data parsing, TAPAS constructs an APG to repre-

sent the parent-child relationship between processes. Nodes

in APG represent system processes, and the inter-process re-

lationship is described by directed edges pointing from the

parent to the child. First, TAPAS checks threads based on the

following properties: a thread’s tgid is the same as the process

it belongs to, and its parent ID is the same as the process’s

UUID [6]. So if a Subject’s parent ID points to a Subject with

the same tgid, it must be a thread. For thread-related activities,

we merge them into the process to which the thread belongs.

Then, based on the parent ID of a process, TAPAS constructs

an APG that describes the inter-process relationship in terms

of pointing from the parent to the child process.

In the online detection phase, newly received process de-

scriptions trigger changes in the corresponding process nodes

and inter-process relationship edges, which in turn lead to

an update in the structure of the APG. The areas where the

structure update occurs are included in the next detection.

4.4 Representation Generation

TAPAS maintains an embedded representation for each pro-

cess, which provides a summary of the history of actions initi-

ated by the process. The process representations employed by

TAPAS permit the saving of the graph structure corresponding

to events and objects. Consequently, in contrast to provenance

graphs, the graphs that TAPAS is required to maintain over

time are considerably smaller, which is highly beneficial in

reducing storage and computational overhead. The process

representation generation is completed in three steps: embed-

ding extraction for objects, redundancy reduction for events,

and constructing a stacked LSTM-GRU model that uses the

last embedding representation of the process and new behav-

ioral events to generate a new embedding representation. The

detailed descriptions of these steps are provided below.

Embedding Extraction. For files and network entities,

TAPAS extracts the attributes and transforms them into a 4-

dimensional embedding vector. It is used in the following

computation of the process representation. The embedding

vector for a file consists of <file flag, path, file type, dev>.

The file flag is a fixed value that distinguishes between files

and network entities. We construct a system path hash table
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based on the Linux/Windows system file directory structure

to map the path field of the embedding vector. The file type
field is obtained based on the file suffix, and dev is obtained

from the device number field in the audit record, which iden-

tifies the driver such as RAM disk, cdrom, and sound card.

The embedding vector for a network consists of <network
flag, src/dst address, local port, remote port>. The network
flag is also a fixed value. The src/dst address provides the

distance of the network segment between the communicat-

ing side and the local device. Local port and remote port
indicate the port types. The extracted object embeddings are

kept separately and looked up when computing the process

representation. This approach eliminates the need for TAPAS
to maintain graph structures for a large number of objects.

Event Redundancy Reduction. TAPAS receives event audit

records and performs an iterative computation process to de-

rive process representations based on the attributes of events

and objects. However, the audit records may contain a sub-

stantial number of redundant events in two principal instances:

1) The behavior of an event occurring over an extended pe-

riod may result in the generation of multiple, consecutive, and

identical event records. For instance, a single network com-

munication behavior may result in the generation of multiple

redundant records. 2) A process may launch the same behav-

ior on the same object on multiple occasions, resulting in the

creation of discontinuous, duplicate records. To illustrate, a

process may read a file on multiple occasions. It is essential to

address these redundancies before the iterative computation

of the process representation, as this can markedly accelerate

TAPAS’s processing of large-scale input data. Specifically, the

triple <subject ID, event type, object ID> is employed to iden-

tify redundancies. Incoming events are converted into triples.

For redundant events with the same triple, only one triple

entry is retained, and the number of occurrences is counted.

Following the reduction of redundancies, events are repre-

sented as a six-tuple vector Ve, spliced by event type, event
count, and a four-dimensional object embedding.

Representation Model. Next, TAPAS iteratively computes a

process representation of the historical events of the process

based on the event vector Ve generated after embedding extrac-

tion and redundancy reduction. TAPAS constructs a stacked

LSTM-GRU model [59] that captures the long-term histori-

cal or temporal behavior of processes and takes its output as

the process representation. The LSTM-GRU model generates

output by utilizing a received external input x and a hidden

state h of itself.

The structure of the stacked LTSM-GRU model in TAPAS is

shown in Figure 4, which contains an LSTM cell and a GRU

cell. Specifically, we take the embedding vector Ve describing

the new event at time T and the process representation of the

previous time T −1 as the input and hidden representation of

CellLST M . CellLST M computes and produces the output:

InputLast Representation 

h2
T-1

New Representation

Update

h1
T

h1
T

h2
T

Output

c1
T

CellGRUCellGRUCellGRU

CellLSTMCellLSTMCellLSTMh1
T-1

c1
T-1

Figure 4: Stacked LSTM-GRU model

hT
1 ,c

T
1 = LST M(Ve,hT−1

1 ,cT−1
1 ).

The following layer CellGRU receives the output of the

previous cell as input and the process representation at T −1

as hidden representation to generate the outputs:

hT
2 = GRU(hT

1 ,h
T−1
2 ).

We use these outputs (hT
1 , cT

1 , and hT
2 ) to update the pro-

cess representation. In the offline training phase, we use the

process representations to predict the next event embedding

vector for that process to motivate the model to capture the

rich details of the event sequence. In the online detection

phase, TAPAS receives the new process behavior and queries

the current process representation, sending them into the rep-

resentation model to update the process representation. Pro-

cesses with updated representations are recorded and prepared

for the next detection.

4.5 Graph Segmentation
Next, TAPAS segments the APG into subgraphs that perform

different system tasks based on the graph structure. A system

task is a common purpose that corresponds to a process and its

set of operations and guides the actions of the process [34,65].

As a result, malicious processes often show close associations

because of the guidance of common tasks [16, 74]. There-

fore, we partition the processes collaborating on common

system tasks in the APG into a subgraph and summarize the

subgraph’s task semantics by aggregating the process nodes’

features to support detection.

For a process and its parent, if the process generates more

than one child process, it usually initiates a new system task,

and its children do not cooperate with the parent [63]. We

note that the segmentation is supported by the way mod-

ern operating systems manage processes. Specifically, when

a process spawns multiple child processes, it often reflects

the decomposition of a workload into separate system tasks,

and these child processes generally operate independently

of their parent process [37]. In contrast, to conserve system

resources and improve execution efficiency, multithreading is

commonly used, where threads within the same process share
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memory and other resources to perform concurrent opera-

tions [42]. As a result, a new child process with the allocation

of additional system resources—is typically created when

initiating a new and distinct task [35].

Therefore, TAPAS separates processes with more than one

child from their parent processes into different tasks. To avoid

losing the semantics of the tasks belonging to the parent

process, we take a node-separation approach, i.e., we assign

the segmented process to both its upstream and downstream

tasks. Figure 5 shows an example of a task separation process.

TAPAS task separation is triggered when a new process node

P3 joins APG. Since the child process number of P3’s parent

node P2 is exceeded, P2 and its child processes are separated

with P2’s parent process P1 into two tasks. To avoid losing

the semantics of task1, the node P2 is still kept in task1.

In the offline phase, the graph segmentation algorithm

checks the process nodes in the APG one by one. In the

online phase, the graph segmentation algorithm is triggered

by the APG’s structure update. Specifically, TAPAS checks the

process nodes affected by the structure update and marks the

nodes that need to be segmented. The added segmented nodes

then cause TAPAS to further check their ancestor nodes. We

describe the graph construction and segmentation procedure

in Algorithm 1. Each subject in the audit records has a parent

and a process identifier. TAPAS traverses the subjects in the

streaming audit data. For each subject si, TAPAS first checks

if it is a thread based on its thread ID si.tg with its parent

si.p (lines 2-7). If it is a thread, it is merged directly into its

parent process. Then, if process si is not in the APG before,

TAPAS adds it to the APG and checks if the segmentation state

needs to be updated along the direction of its ancestors (lines

9-29); if process si already exists in the APG, TAPAS updates

its parentage in the APG according to the newly recorded

parent field si.p and checks the segmentation state along the

direction of the ancestors of the original and the new parent,

respectively (lines 30-45).

4.6 Detection

TAPAS detects task subgraphs taken in conjunction with pro-

cess representation vectors. Specifically, for each task, TAPAS
constructs a subgraph, denoted as G = (V,E), where V rep-

resents the set of nodes and E represents the set of edges in

Algorithm 1 Graph Construction and Segmentation

Input: Streaming data (subjects), each subject si contains a parent

p and a tgid tg; Active process graph APG
Output: List of the segmented subject Listseg;

1: for all si do
2: if si.p in APG then
3: sip ← Get si.p in APG;

4: if sip.tg = si.tg then
5: MERGE si to si.p;

6: CONTINUE;

7: end if
8: end if
9: sk ← GetParent(si) in APG;

10: if si not in APG then
11: AddNode(si), AddEdge(si.p → si) to APG;

12: sk.ChildNum+1

13: repeat
14: children←GetChildNum(sk);

15: if children >2 then
16: if sk not in Listseg then
17: ADD sk to Listseg;

18: sk ← GetParent(sk) in APG;

19: sk.ChildNum−1

20: end if
21: else if sk in Listseg then
22: DEL sk from Listseg;

23: sk ← GetParent(sk) in APG;

24: sk.ChildNum+1

25: end if
26: until Listseg no longer update

27: else if sk �= si.p then
28: Update si in APG;

29: children←GetChildNum(sk);

30: if children = 2 then
31: Del sk from Listseg;

32: Check sk.ancestry;

33: end if
34: children←GetChildNum(si.p);

35: if children >2 then
36: ADD si.p to Listseg;

37: Check si.p.ancestry;

38: end if
39: end if
40: end for

the graph. The node attributes comprise process representa-

tions, which are designated as {xv,∀v ∈ V}. In the case of

processes exhibiting no historical behavior, the xv values are

set to the full zero vector. TAPAS builds a graph representation

learning model that collects the neighborhood information of

nodes based on the subgraph structure and node attributes to

generate node representations, which are pooled to output a

graph representation. Subsequently, TAPAS uses a classifier to

determine whether the graph representation is malicious.

During online detection, TAPAS only detects the task sub-

graphs corresponding to processes for which new behavior
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has occurred since the last detection. APG structure updates

and process representation updates resulting from previous

components are recorded to help identify subgraphs with ac-

tive processes. The detector identifies abnormal subgraphs

among them and issues an attack alert. Detecting only these

updated task subgraphs limits detection to what is necessary,

thus saving computation on the invariant regions of the graph

and reducing overhead. This process can be streamed as audit

records come in, but we prefer to set a time window for pe-

riodic batch detection to avoid the impact of frequent graph

operations on system performance.

5 Evaluation

Experimental Setup. We implement TAPAS in Python. We

use Pytorch [26] to implement the stacked GRU model for

generating process representations and PyG [13] to implement

the GNN model for detection.

We evaluate TAPAS’s overhead and effectiveness using

widely used public datasets (§5.1). All experiments are per-

formed on a computer running Windows 11 with a 2.20GHz

Intel(R) Core(TM) i9-13900HX CPU, an RTX 4060 Laptop

GPU, and 32GB of memory. When training the representa-

tion generation model, lr is 0.1, lr decay factor is 0.1, and the

decay rate is 500. The classifier consists of two GraphSAGE

layers and one linear layer. The lr of the classifier is 0.001

and the weight decay factor is 5×10−4. To ensure the objec-

tivity of the evaluation, ten repetitions of each experiment are

conducted, and the results are averaged. TAPAS’s objective

is to achieve low overhead APT detection while maintaining

detection effectiveness, providing real-world practical online

detection capabilities.

Questions. Consequently, our evaluation focuses on answer-

ing the following questions:

Q1. How effective is TAPAS as an APT detection framework

in different scenarios? (§5.2)

Q2. How efficient is TAPAS’s runtime performance? An en-

terprise system with 500 hosts generates audit data at a rate

of about 104KB/s [33], can TAPAS’s throughput keep up with

this rate to meet real-world demand? (§5.3)

Q3. What is the TAPAS’s performance in a relationship with

increasing data volumes? (§5.4)

Q4. Can TAPAS contribute to reducing the disk storage space

required for detection? (§5.5)

5.1 Datasets
We perform comprehensive evaluations and comparisons for

TAPAS using the public DARPA TC E3 dataset that have four

subdatasets of Cadets, Fivedirections, Theia, Trace [48] and

OpTC dataset [4], which serve as standard benchmarks for

APT detection methods [3, 8, 28, 55, 64].

The DARPA datasets were collected over a two-week pe-

riod during adversarial engagements in an enterprise network

environment. In these scenarios, a red team executed APT at-

tacks to exfiltrate sensitive information by exploiting various

vulnerabilities, while blue teams performed network host au-

diting and causality analysis to detect these intrusions. Attack

footprints are distributed across 17 hosts over 8 days [48].

DARPA datasets are standing out as the longest attack pe-

riod [9] and are regarded as the closest to real-world adversar-

ial campaigns [39, 58] among known public APT datasets.

Our evaluation encompasses four sub-datasets of DARPA,

totaling 351.2GB of audit records. The Theia dataset was

collected from Ubuntu 12.04 hosts, the Cadets dataset was ob-

tained from a FreeBSD 11.0 host, the FiveDirections dataset

was gathered from a Windows 7 machine, and the Trace

dataset was collected from Ubuntu 14.04 hosts. We label

malicious tasks using established ground truth [9] and entity

labels [53].

The OpTC dataset spans eight days, with attack campaigns

executed over a dedicated three-day evaluation period. On

each of these days, three distinct types of attacks were car-

ried out: PowerShell Empire, data exfiltration, and malware

upgrades. Each attack type was launched on a separate host.

5.2 Effectiveness

We evaluate the effectiveness of TAPAS detection on the

DARPA TC and OpTC datasets in comparison to SOTA work.

The evaluation metrics include accuracy, precision, recall, and

F1 score. TAPAS achieves an average of 99.10% precision,

98.56% recall, 99.33% accuracy, and 98.83% F1 score on the

DARPA TC dataset. In particular, TAPAS scores a minimum

of 97.32% and a maximum of 99.72% on the F1 score, which

represents the comprehensive performance of the method. On

the OpTC dataset, the average is 97.88% precision, 96.65% re-

call, 97.83% accuracy, and 97.19% F1 score. The three attacks

in OpTC are independent and exhibit short, bursty durations.

Due to these limitations, the detection performance of TAPAS
on OpTC is slightly lower than that on the DARPA dataset.

It is worth noting that other SOTA approaches [55, 58] also

experience performance degradation on OpTC. Despite the

challenges posed by OpTC, TAPAS achieves a higher detec-

tion recall than the SOTA baselines, demonstrating its strong

generalizability.

Table 3 presents a comparison between TAPAS and repre-

sentative SOTA detection methods. Specifically, we evaluate

TAPAS against node/edge-level detection schemes—FLASH

[55] and MAGIC [28]—as well as graph-level ap-

proaches—UNICORN [20] and ThreaTrace [58]. All the

SOTA methods are reproduced using their publicly avail-

able code and default parameters under a unified machine

setting to ensure fair comparison. For the DARPA datasets,

the evaluation is conducted on the complete Theia, CADETS,

FiveDirections, and TRACE datasets. Due to the absence of a

publicly released, preprocessed version of the FiveDirections

dataset by MAGIC, we are unable to include MAGIC’s per-
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Table 3: Comparison between TAPAS and SOTA methods

Dataset Sub-dataset Approach Prec. Rec. Acc. F1-Score

DARPA

Cadets

FLASH [55] 0.8895 0.9995 0.9954 0.9413

MAGIC [28] 0.7079 0.9977 0.9912 0.8281

UNICORN [20] 0.9291 1.0000 0.9313 0.9633

Threatrace [58] 0.9042 0.9997 0.9981 0.9496

TAPAS (Ours) 0.9938 0.9990 0.9982 0.9963

Fivedirections

FLASH [55] 0.6638 0.9153 0.9996 0.7695

UNICORN [20] 0.8534 0.9900 0.8500 0.9167

Threatrace [58] 0.6742 0.9153 0.9996 0.7764

TAPAS (Ours) 0.9902 0.9834 0.9875 0.9866

Theia

FLASH [55] 0.8901 0.9977 0.9991 0.9408

MAGIC [28] 0.9350 1.0000 0.9975 0.9664

UNICORN [20] 0.8030 1.0000 0.8116 0.8908

Threatrace [58] 0.8704 0.9974 0.9989 0.9296

TAPAS (Ours) 0.9854 0.9601 0.9875 0.9732

Trace

FLASH [55] 0.9054 0.9884 0.9934 0.9451

MAGIC [28] 0.9798 0.9998 0.9989 0.9897

UNICORN [20] 0.7625 0.9839 0.7590 0.8592

Threatrace [58] 0.7156 1.0000 0.9892 0.8343

TAPAS (Ours) 0.9945 1.0000 0.9999 0.9972

OpTC

Attack 1

FLASH [55] 0.9048 0.9194 1.0000 0.9120

Threatrace [58] 0.8413 0.8548 1.0000 0.8480

TAPAS (Ours) 0.9729 0.9682 0.9759 0.9705

Attack 2

FLASH [55] 0.9450 0.9220 0.9999 0.9334

Threatrace [58] 0.8483 0.8732 0.9998 0.8606

TAPAS (Ours) 0.9783 0.9624 0.9732 0.9697

Attack 3

FLASH [55] 0.9167 0.9270 0.9998 0.9218

Threatrace [58] 0.8611 0.8708 0.9997 0.8659

TAPAS (Ours) 0.9791 0.9671 0.9811 0.9729

formance on that dataset. For the OpTC dataset, since two

SOTA schemes [20, 28] do not consider evaluation on OpTC,

we only provide a comparison of TAPAS with Flash [55]

and Threatrace [58]. Our results demonstrate that TAPAS ’s

task-level detection approach consistently outperforms both

node/edge-level and graph-level detection methods across key

performance metrics.

5.3 Performance
We first evaluate the end-to-end performance overhead of

TAPAS on each of the four sub-datasets of the DARPA TC and

OpTC in terms of four metrics: time overhead, throughput,

memory use, and CPU usage.

End-to-End Performance. In terms of comparison, it is diffi-

cult to make an end-to-end comparison because previous ap-

proaches neglect overhead evaluation or use different datasets

and test items. However, comparing data sizes and perfor-

mance metrics, such as time consumption, CPU usage, and

memory usage, can reflect method performance fairly to a

large extent. The data size is the main factor that affects the

Table 4: End-to-end time overhead

Dataset Size Approach Duration

Theia 79.3GB
TAPAS 25.75min

MAGIC 43.37min

Cadets 35.7GB
TAPAS 8.08min

MAGIC 16.35min

Trace 19.2GB
TAPAS 4.70min

MAGIC 24.91min

Fivedirections 217.0GB TAPAS 45.62min

OpTC 4.5GB TAPAS 1.99min
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Figure 6: Runtime performance of TAPAS

performance overhead of the detector. Also, the data com-

position (i.e., the number and proportion of the three types

of records: subject, event, and object) can have some impact

since the detection is related to the graph computation, so the

complexity of the constructed graph impacts the performance.

We show the experimental results of TAPAS in terms of end-

to-end time overhead in Table 4. MAGIC outperforms the

previous methods in terms of overhead. For instance, Shade-

watcher’s [71] runtime on the Trace dataset was 7.65 hours,

and ProGrapher’s [64] detection speed on the DARPA TC

dataset averaged 29.31 minutes/GB. In addition, although we

have successfully run FLASH and obtained detection effec-

tiveness results, we are not able to calculate its time overhead

due to interruptions caused by out of memory during the

end-to-end run. In this context, TAPAS runs in about half the

time of MAGIC. TAPAS takes an average of 12.61 seconds to

process 1 GB of audit data. Even considering a busy system

capable of generating 100 GB of audit data per day, TAPAS
could complete the inspection of this data in about 20 minutes.

We present the experimental results of TAPAS in terms of

throughput, memory usage, and CPU usage, as shown in Fig-

ure 6. Previous detection approaches rarely test these metrics

or fail to provide accurate results, making them difficult to

compare. Regarding throughput, TAPAS achieves an impres-

sive average of 8.13×104KB/s across the five datasets. No-

tably, the DARPA dataset was collected under high-intensity

attack scenarios, resulting in a log generation rate that sig-

nificantly exceeds typical real-world conditions. Empirical

studies show that a real-world enterprise system with ap-

proximately 500 hosts generates logs at a rate of around
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Figure 8: Memory performance of TAPAS’s components

104KB/s [33]. TAPAS clearly surpasses this real-world require-

ment, delivering throughput several times higher. In addition,

TAPAS’s average runtime memory and CPU usage are about

1.4GB and 2.9%, respectively, which are well within the ca-

pabilities of even personal computers.

Components Performance. To deeply analyze the contribu-

tion of each component to TAPAS’s performance overhead,

we also run TAPAS’s graph construction, representation gen-

eration, and anomaly detection components separately and

measure their performance overhead.

In terms of CPU usage (as shown in Figure 7), the repre-

sentation generation component has the highest metric value,

with the maximum usage stabilizing at around 3%. This is

due to the fact that it iteratively needs to compute new process

representations by stacking GRU models multiple times. As

shown in Figure 8, the caching of data by the graph construc-

tion component leads to higher memory usage. The large-

scale task subgraphs in the Fivedirections dataset may be

responsible for the increase in memory usage for its anomaly

detection. In terms of time overhead, most of TAPAS’s time

overhead is caused by the graph construction component, as

shown in Figure 9. It requires streaming to parse and process

large-scale audit logs.

5.4 Overhead Relationship with Data Volume
Next, we conduct scalability testing to evaluate TAPAS’s per-

formance characteristics as data volume increases. Using the

Fivedirections dataset, we measure the trend of TAPAS perfor-

mance changes when the number of raw audit records grows

from 5 million to 50 million. The results shown in Figure 10

demonstrate TAPAS’s efficient resource management. CPU uti-
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Figure 10: The memory, CPU usage and time of TAPAS vary

with data volume

lization remains stable, fluctuating around 3% regardless of

data volume. Both memory usage and processing time exhibit

linear growth patterns with increasing data volume, indicating

predictable scalability. Specifically, each additional 5 million

audit records results in an average increase of 50.89 seconds

in processing time and 87.56 MB in memory consumption.

TAPAS maintains a process backbone graph along with

a representation vector for each process. As new processes

are added, the backbone graph expands and the number of

process representations increases, leading to a gradual rise

in memory usage. However, this growth is slow because new

processes constitute only a small fraction of the overall audit

data. TAPAS demonstrates low overall memory consumption,

e.g., requiring on average just 1.2 GB to process 50 million

audit records. Its scalability can be further improved through

mechanisms such as time-based windowing or the removal of

inactive (dead) processes to limit memory growth.

5.5 Storage

In addition to runtime overhead, data storage is also an impor-

tant component of detector performance. Detecting APT at-

tacks requires long-term collection of provenance information,

but large amounts of historical data overwhelm disk storage

for real-world use. TAPAS uses an active process graph and an

object-embedded database as an alternative to long-term audit

data storage. We compare the amount of data TAPAS stores to

the amount of raw data and present the results in Table 5. The

results show that TAPAS reduces the storage space required to

audit the five datasets by a hundred or even a thousand times.
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Table 5: Storage overhead

Dataset Size Storage Reduce
Theia 79.3GB 81MB 1002×

Fivedirections 217.0GB 123MB 1806×
Cadets 35.7GB 184MB 199×
Trace 19.2GB 208MB 95×
OpTC 4.5GB 35.7MB 130×

Table 6: Model performance comparison for detection

Model Precision Recall Accuracy F1-Score
LSTM-GRU 0.9945 1.0000 0.9999 0.9972

LSTM 0.9978 0.8571 0.9956 0.9156

GRU 0.9145 0.8560 0.9934 0.8830

5.6 Efficacy of Process Representation
We also validate the effectiveness of the TAPAS process rep-

resentation model by comparing the effects of the stacked

LSTM-GRU model with those of the LSTM and GRU mod-

els. Figure 11 shows the training loss versus batch curve for

these models. The stacked LSTM-GRU model we used con-

verges significantly faster than the other two models, achiev-

ing smaller losses as the loss values stabilize. This means that

this model is able to capture the hidden relationships of the

process behavior sequences more accurately and is faster to

train.

Figure 11: Comparison of training losses for different models

In addition, we test the contribution of these models to

detection efficiency. We generated process representations

using the stacked LSTM-GRU, LSTM, and GRU models,

respectively. The process representations are used for attack

detection, and Table 6 shows the corresponding detection

results. Compared to the other two models, the stacked LSTM-

GRU performs best in almost all four metrics, especially when

the recall is significantly higher.

6 Discussion

Object Provenance Capturing. TAPAS captures dependen-

cies on other system entities using a stacked LSTM-GRU

model (Section 4.4). This model iteratively incorporates in-

teractions between processes and their dependent entities to

update the process representation vector, which encodes the

historical behavior of each process. File and network objects,

when causally linked to a process, can similarly influence its

representation and are therefore captured by TAPAS. Lateral

movement across hosts remains a significant challenge in APT

detection [12, 20, 27, 28, 58, 64, 71], and TAPAS is no excep-

tion. Accurately associating audit information across hosts is

inherently difficult, often leading to a loss of provenance infor-

mation and, consequently, detection failures. However, TAPAS
leverages localized process subgraphs for attack identifica-

tion, which mitigates the impact of provenance disconnection

due to cross-host movement—unlike approaches that rely on

large-scale provenance graph neighborhoods. TAPAS is specif-

ically designed to efficiently detect attacks at the subgraph

level. A key limitation of this design is its inability to detect

fine-grained inter-object malicious behaviors at the edge level.

For instance, TAPAS cannot directly identify that host A in-

fects host B or that process P reads from a malicious file F.

These types of interactions are represented by graph edges

and require further fine-grained, manual analysis. Nonethe-

less, TAPAS helps narrow the scope of such investigations.

Limitation of Available Datasets. There remains a signif-

icant lack of publicly available, large-scale, long-term APT

datasets collected from real-world environments. While the

DARPA dataset is the most representative publicly available

benchmark for real-world APT scenarios (as detailed in Sec-

tion 5.1), it still falls short in key aspects such as attack du-

ration, scale, and the inclusion of novel attack techniques. In

contrast to DARPA’s relatively constrained scope, real-world

APT attacks can span years [32], affect numerous victims,

and even compromise entire supply chains [15]. Additionally,

new attack techniques and zero-day vulnerabilities continue

to emerge [19]. The OpTC dataset exhibits greater shortcom-

ings than DARPA. It includes only three isolated attacks, each

targeting a different host on separate days, with an average

duration of just five hours in a burst-like manner [56]. These

attacks are unrelated and do not reflect the long dwell times

and low-frequency patterns typical of real-world APT behav-

ior. Moreover, the attack techniques featured in the OpTC

dataset are largely outdated and do not incorporate recent

advancements in APT attacks.

Provenance Reduction. The storage burden of provenance

data in APT detection systems increases significantly over

time. Two common approaches to mitigate this issue are

data compression and data pruning, which reduce provenance

data from the perspectives of encoding format and content,

respectively. Data compression [12, 17, 52] minimizes stor-

age requirements by transforming the encoding format of

data [49], and is a widely used technique across many do-

mains. Data pruning [25,73] eliminates portions of the source

data that are deemed unnecessary for generating evidence
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chains. Unlike compression, which operates at the encoding

level, pruning requires semantic understanding to identify and

remove redundant or irrelevant information. Existing data

reduction methods often rely on predefined heuristics, such as

eliminating repeated events or discarding certain fields. How-

ever, data compression is typically more suited to long-term

archival, whereas data pruning tends to be coarse-grained and

conservative to avoid negatively impacting detection accuracy.

TAPAS takes a different approach. By employing a stacked

LSTM-GRU model to capture the historical interactions be-

tween processes and file/network objects, TAPAS effectively

reduces the dimensionality of the provenance graph—both

spatially and temporally—while maintaining high detection

performance for APT attacks.

Fine-grained Analysis. Fine-Grained Analysis. Fine-grained

attack analysis of long-running processes remains an open

challenge in APT detection. TAPAS is designed for high-speed,

online attack detection and complements existing fine-grained

analysis techniques. As an online system, TAPAS preserves the

temporal sequence of events, which helps narrow the scope of

subsequent manual analysis. Our evaluation on the DARPA

dataset shows that the detected subgraphs are small, with

an average of only 6.87 nodes, enabling efficient manual in-

spection. Each process node retains event-level summaries,

providing rich contextual information for identifying mali-

cious behavior. Prior studies [23, 66] have demonstrated that

execution partitioning techniques can significantly mitigate

dependency explosion by identifying application states and

combining application-level and audit-level information for

fine-grained analysis. Nonetheless, there is room for opti-

misation in terms of reducing the application limitations of

execution partitioning techniques and reducing the overhead

of fine-grained analysis [69]. Integrating TAPAS with execu-

tion partitioning approaches can further reduce the overall

overhead of fine-grained analysis while preserving detection

accuracy.

7 Conclusion

We introduce TAPAS, a task-level online APT detection frame-

work designed to provide real-world usability of APT de-

tection systems. TAPAS uses a process graph to describe the

correlation relationships between processes and designs the

model to update a process representation based on the process

iteratively launched events, which is used to summarize the

historical actions of a process, reducing the size of the data to

be maintained in the long run. In addition, TAPAS detects sub-

graphs against changes, further reducing the computational

complexity of the detection model. Evaluations on five widely

used datasets show that TAPAS accurately identifies attacks

at high speeds and low runtime loads and can keep up with

real-world usage requirements.

Ethics considerations

Our research adheres to strict ethical guidelines, ensuring

responsible practices throughout. TAPAS is designed to oper-

ate at the system kernel level, enabling real-time APT detec-

tion while preserving user privacy and minimizing potential

misuse. The datasets used in this study—DARPA TC E3

datasets [48] collected during the Red-Blue confrontation ex-

ercises and OpTC dataset—provide standardized benchmarks

for evaluating APT detection systems, further ensuring ethical

use of data.
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