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Abstract

Universal atomic swap is an emerging technique for se-
cure cryptocurrency exchanges across diverse blockchains,
eliminating the need for custom scripting language support
from blockchains. While existing schemes primarily focus on
exchanges among two users, extending these to multiple users
across multiple blockchains incurs significant overheads due
to the need for performing multiple two-party swaps serially.
An intuitive insight is to parallelize the universal processes,
but this idea still faces two technical challenges: (i) avoid
asset theft during parallel asset locking; (ii) ensure atomicity
by preventing partial execution of transactions with a uniform
refund time used to avoid asset deadlock in parallel.

In this paper, we present ParaSwap, the first framework
to parallelize universal atomic swaps for cryptocurrency ex-
changes among multiple users across multiple blockchains.
We replace the serial multiple two-party swaps with a concur-
rent mechanism, where each participant concurrently locks
and withdraws coins, achieving parallel execution. To prevent
asset theft, the necessary witness for swaps is collaboratively
determined by all participants. Then we introduce a novel re-
lock approach to ensure atomicity with a uniform refund time,
allowing participants to re-lock their assets to new addresses
when the remaining time is insufficient to complete their with-
drawal. Notably, ParaSwap employs adaptor signatures and
verifiable timed discrete logarithm (VTD) technology, relying
only on the bare minimum ability of blockchain to verify
transaction signatures. We implement ParaSwap on four pub-
lic blockchain test networks: Bitcoin, Ethereum, Avalanche,
and Binance Smart Chain. Our evaluation demonstrates that
ParaSwap reduces the exchange time complexity from O(n)
to O(1), where n is the number of participants, and lowers
gas costs by 26.2x to 46.8 x, compared to existing methods.

®Chuan Zhang is the corresponding author.

1 Introduction

Cryptocurrency exchange is a critical issue in the current cryp-
tocurrency and distributed ledger technology landscape [49].
According to GoinGecko [10] and DeFiLlama [7], the 24-hour
trading volume of all cryptocurrency exchanges and the total
value locked in liquidity pools have both reached tens of bil-
lions of dollars. Atomic swap plays a vital role in secure cryp-
tocurrency exchanges across diverse blockchains. Its atom-
icity enables each cross-chain transaction to be executed en-
tirely (i.e., asset swap) or not executed at all (i.e., asset refund),
thereby preserving users’ asset security [7,10,32,36,42,44,49].
For example, consider a swap between two users across two
blockchains: Alice holds assets o on blockchain C4, and Bob
holds assets P on blockchain Cg. Atomic swaps ensure that
the transfer of o from Alice to Bob occurs if and only if Bob
transfers B from his holdings to Alice.

Universal atomic swap is viewed as a most promising tech-
nique of existing atomic swap schemes, as it only uses cryp-
tographic technologies to realize atomic swaps. It avoids the
dependence on the trusted third-party [45], [3] and trust as-
sumptions [19], reduces on-chain costs [33,38,46], and does
not require any custom scripting language support from the
corresponding blockchains [41], [40].

Most recently, a new universal atomic swap construction
supporting exchanges among two users [44], was proposed.
However, when extended to accommodate atomic swaps
among multiple users across multiple blockchains, they face
significant linear time costs because the multiple two-party
swaps must be executed serially among each pair of partici-
pants. Here we give an example of cryptocurrency exchanges
across multiple blockchains. Consider a case in which Alice
wants to exchange her BTC for LTC, Bob wants to exchange
his ETH for BTC, and Carol wants to exchange her LTC for
ETH. As shown in the left part of Figure 1, each participant
sequentially locks their cryptocurrency in an address on their
respective blockchain. Then, through serial withdrawals, Al-
ice, Carol, and Bob each obtain their intended assets. However,
we can observe that to finish the exchanges, each transfer must
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Figure 1: An example to illustrate serial vs. parallel atomic
swap process among 3 participants across 3 blockchains.

wait for the previous one to be completed, involving 6 steps,
which incurs a linear time cost. An intuitive insight to improve
efficiency is to parallelize the universal atomic swap process.
That is, as shown in the right part of Figure 1, if we can make
the lock and withdrawal transactions between each pair of
participants happen at the same time, only 2 steps are needed
to realize multi-party exchanges. In other words, the parallel
process can reduce the exchange time complexity from O(n)
to O(1), where n is the number of participants. However, this
idea still faces two significant technical challenges.

The first one is asset theft. In the serial process, Alice, as the
initiator, samples a random value (referred to as the witness)
and generates its corresponding statement to lock assets she
uses to swap. Others lock their assets only after confirming
that the assets they intend to have been locked by others. This
sequential locking avoids the risk of asset theft. In the parallel
process, all participants lock their assets concurrently and do
not have a reliable way to confirm that others have locked
their assets as promised. Challenge 1: How to avoid asset
theft when participants lock their assets in parallel?

Additionally, it’s crucial to ensure that the assets won’t
be indefinitely locked if any participant wants to exit the ex-
change or goes offline. To address this problem, the serial
process employs a time-out mechanism, which blocks spe-
cific values timed to refund the locked assets. Participants
provide the witness to withdraw their intended assets. Due to
the constraint that participants can only withdraw others’ as-
sets after their own assets have been successfully withdrawn,
the time-out settings increase sequentially based on the with-
drawal order. In contrast, the settings must be uniform in the
parallel process, since all participants withdraw assets concur-
rently. However, this uniformity may leave some participants
to withdraw assets successfully while others fail, suffering
a loss. Challenge 2: How to ensure atomicity by preventing
partial execution of swaps with a uniform refund time?

To deal with the above challenges, we propose ParaSwap,
the first framework to parallelize universal atomic swaps for
cryptocurrency exchanges among multiple parties across mul-

tiple blockchains. For the parallel plane, we replace the single
initiator by setting all participants to act as initiators. All par-
ticipants collaboratively determine a global statement and
witness for concurrently locking and withdrawing to prevent
asset theft. If a participant finds that his/her intended assets are
not locked, they will not participate in generating the global
witness for withdrawal operations, thereby safeguarding them-
selves against asset theft. Additionally, we introduce a novel
re-lock approach to ensure atomicity with a uniform refund
time. Participants can re-lock their assets to new addresses
when the remaining time is insufficient for them to complete
their withdrawal. Note that, besides the witness, participants
need to reveal a secret value to withdraw their intended assets.
The number of secret values required to withdraw assets from
these new addresses increases incrementally. This approach
prevents malicious participants from obtaining their intended
assets while blocking others from accessing theirs within the
uniform refund time.
In summary, the main contributions of this paper are:

* We propose the first framework to parallelize univer-
sal atomic swaps for cryptocurrency exchanges among
multiple parties across multiple blockchains, named
ParaSwap, minimizing the significant time cost caused
by the serial process.

ParaSwap is built upon adaptor signatures and verifi-
able timed discrete logarithm (VTD) technology. It does
not require any custom scripting language support from
blockchains and only relies on the bare minimum ability
of blockchains to verify transaction signatures.

We conduct a rigorous security analysis of ParaSwap.
ParaSwap guarantees atomicity in the parallel swaps
through key assurances: (i) full adherence ensures par-
allel cryptocurrency exchange among all participants
across multiple chains; (ii) participants adhering to
ParaSwap do not suffer a loss, even in cases of partici-
pants or coalitions deviate from it.

We implement ParaSwap on four public blockchain test
networks: Bitcoin, Ethereum, Avalanche, and Binance
Smart Chain, and evaluate its on-chain and off-chain per-
formance. The results indicate that ParaSwap reduces
the exchange time complexity from O(n) to O(1), where
n represents the number of participants. Furthermore,
ParaSwap achieves significant optimizations, lowering
gas costs by 26.2x to 46.8x and reducing transaction
size compared to existing multi-party methods.

2 Solution Overview

2.1 System Model

As shown in Figure 2, assume a setting where participant
vi+1 owns assets a;11 on ledger C;; and intends to securely
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Figure 2: System model.

exchange the assets a;1 for v;’s assets a; on ledger C;. Here,
i=1,2,...,n, with vop = v,,V1 = V41,00 = au,a1 = ap+1,
where n is the number of participants. We assume partici-
pants possess a bootstrapping mechanism, such as a forum,
to match demands and identify exchange partners, the same
as assumed in [44]. For the sake of demonstration, the table
of used notations can be found in Appendix A.

We formulate multi-party swaps as a directed cycle, inte-
grating the intended asset transfers denoted as the directed
arcs into an exchange. Each vertex denotes a participant. We
simplify this complex multi-arc interaction scenario into a 2-
arc computation paradigm involving incoming and outgoing
arcs. Specifically, a participant’s swap demand is represented
as an incoming arc to a vertex, indicating the assets they in-
tend to. The outgoing arc from the vertex denotes what the
participant offers for swap. When the ownership of assets a;
is transferred from v; to v, 1, the assets swap occurs, we say
the arc is executed or the assets are withdrawn.

2.2 Threat Model

Synchronous Communication Model. We assume a syn-
chronous communication network, where communication pro-
ceeds in rounds, same as [27,42,44]. We formalize this using
an ideal clock functionality F.j.cx, based on [26], [31], with a
full description provided in [23]. It requires all honest partici-
pants to confirm their readiness before the clock progresses
to the next round. This functionality ensures awareness of
the given round among participants. Additionally, we assume
secure message transmission formalized by the ideal function-
ality Fen, same as [27,42,44].

Ideal Blockchain Model. We assume an ideal ledger func-
tionality £, same as [17,27,34,44]. For simplicity of notation,
we make use of £ for managing the chains of all cryptocurren-
cies involved. In addition, it requires only the bare minimum
ability to verify transaction signatures and does not necessitate
support for any custom scripting language. The corresponding
ideal functionality ¥, maintains £ locally and ensures it is up-
dated based on transactions among participants. Specifically,
it provides the interface Publish(name,Addr;,Addr;,a) to
transfer asset a in a session with identifier name, from address
Addr) to address Addr,, if provided with the secret key of
Addr. Participants leverage the Publish interface to exe-

cute transactions among themselves. It provides an additional
interface Initialize to initialize their address along with
the public key and an initial value, which are stored in the
ledger. At any execution point, any participant can send a
distinguished message Read to ¥, which responds by trans-
mitting the full transcript of L to the participant. We refer the
reader to [17] for a formal definition of this functionality.

There are two types of participants in ParaSwap: hon-
est and malicious. Honest participants adhere to ParaSwap,
while malicious participants may deviate from it in arbitrary
manners to gain larger benefits, i.e., withdrawing the assets on
their incoming arc while preventing the withdrawal of assets
on their outgoing arc by others, such as sending messages
with incorrect values or not sending messages at all to other
participants (e.g., message manipulation attacks), or exploit-
ing critical moments near the refund time to operate (e.g.,
boundary attacks). Additionally, malicious participants may
form coalitions and share information to collaborate and gain
larger overall benefits (e.g., collusion attacks).

Remark. Note that there is the so-called miner/maximal
extractable value (MEV) extraction issue in blockchain sys-
tems [24], [25]. That is, malicious miners may manipu-
late transaction ordering over normal users to engage in il-
licit activities. MEV extraction is an inherent challenge in
blockchain technology and has been widely acknowledged.
Existing atomic swap schemes [29,30,42,44], including ours,
focus on atomic swaps between participants who exchange
their assets, and the MEV extraction issues are out of the
study scope, thus, they all have risks associated with MEV
extraction. Similar to the existing schemes, our work does
not solve the MEV extraction issue, but also doesn’t make
it worse. Moreover, we notice that there have been some
well-developed MEV countermeasures, such as Flashbots [8],
SUAVE [9], MEV-Boost [12], and Skip Protocol [14]. Further
ethical discussion on MEV is given in Appendix C.

2.3 Security Goal

We now describe the security goal of atomic swap construc-
tion. The formal definition is given in Section 5.1.

Atomicity. Atomicity requires that any honest participant
either obtain his/her intended assets or refund his/her locked
assets that they used for swap, even if other participants act
maliciously or collude. This ensures balance security for hon-
est participants.

2.4 Challenge and Method in Parallelizing
the Universal Atomic Swap

As described in Section 1, the serial process in universal
atomic swap protocols incurs significant linear time costs.
Specifically, a single initiator samples a random value (re-
ferred to as the witness) and uses its corresponding statement
to lock assets that he/she uses to swap. Other participants then

USENIX Association

34th USENIX Security Symposium 4075



sequentially lock their assets only after confirming that the
assets they intend to have been locked by others. The initia-
tor provides the witness to withdraw his/her intended assets.
Similarly, other participants can sequentially withdraw their
intended assets upon learning the witness.

Parallelizing the lock and withdrawal operations. We
intend to parallelize the serial universal atomic swap pro-
cess, where all participants concurrently perform the lock and
withdrawal operations. However, this parallelization has the
following significant technical challenges.

* Challenge 1: How to avoid asset theft when participants
lock their assets in parallel? In the serial process, the
initiator begins by locking the assets he/she uses to swap.
Then, other participants sequentially lock their assets
to avoid the risk of asset theft. In contrast, the paral-
lel process requires all participants to lock their assets
concurrently, preventing them from confirming whether
others have fulfilled their asset-locking commitments.

* Challenge 2: How to ensure atomicity by preventing par-
tial execution of swaps with a uniform refund time? The
lock operations not only need to prevent asset theft but
also avoid deadlocks where assets are indefinitely locked,
if any participant exits the exchange or goes offline. The
serial process uses a time-out mechanism, which blocks
specific values timed to refund the locked assets. Since
withdrawals occur sequentially, and participants learn
the witness in sequence, the time-out settings are incre-
mentally increased based on the withdrawal order. In
contrast, the parallel process requires a uniform time-
out setting for concurrent withdrawals. However, this
uniformity may leave some participants unsuccessful in
withdrawing assets while their locked assets are taken,
leaving partial execution of swaps and a loss.

As described above, we must guarantee the following three
properties: (i) no participant can initiate the withdraw without
knowing the global witness; (ii) participants can refund the
locked assets if they are not withdrawn after the refund time;
(iii) if a participant’s locked assets are withdrawn (the outgo-
ing arc is executed), he/she can withdraw the intended assets
(executes the incoming arc). Based on the above properties,
any participants will either withdraw the intended assets or
refund the locked assets after the exchange.

Collaborative determination of a global statement and
witness for asset theft. We replace the single initiator by
setting all participants to act as initiators. Specifically, each
participant samples a random value and generates its corre-
sponding statement. These individual statements are then com-
bined to collaboratively determine a global statement. Then,
all participants concurrently perform the lock and withdrawal
operations using the global statement and the corresponding
global witness, respectively. Importantly, participants only
proceed with generating the global witness if they confirm

that the assets they aim to acquire have been successfully
locked, safeguarding against asset theft.

Re-locking assets to new addresses for atomicity. Fur-
ther, to ensure atomicity under a uniform refund time, we
introduce a novel re-lock approach designed to prevent only
the execution of the outgoing arc. Participants use the global
witness and their secret values to withdraw their intended
assets. Additionally, participants can re-lock their assets to
new addresses when the remaining time is insufficient for
them to complete their withdrawal, i.e., participants re-lock
their assets to (x+ 1)-th address after time xA, for [ < x < n.
The re-lock mechanism ensures that the assets locked in the
x-th address can only be withdrawn if secret values from x
participants are provided before time xA, where A is the time
required for one participant to withdraw assets. A participant
who fails to generate the correct witness, despite others doing
so, must wait until his/her locked assets are withdrawn. In the
case where his/her locked assets are withdrawn before time
xA with the witness and x secret values, the participant com-
bines them with his/her own secret value (x + 1 secret values
in total) to withdraw the intended assets from the (x+ 1)-th
address. This approach prevents malicious participants from
obtaining their intended assets while blocking others from
accessing theirs within the uniform refund time.

3 Preliminaries

In this section, we review some background knowledge used
in ParaSwap and present the fundamental building blocks.
The security parameter is denoted by A € N. We write x := z
to denote variable assignment, and x < A(y) to denote the
execution of a probabilistic polynomial time (PPT) algorithm
A on input y.

3.1 Hard Relations

Let R be a NP relation with (statement, witness) pairs (Y,y),
and L be a set of positive instances with respect to R defined as
L:={Y|3ys.t.(Y,y) € R}. Ris referred to a hard relation if (i)
there exists a PPT sampling function Gen R(l)‘) and outputs
a (statement, witness) pair, (ii) R is decidable in polynomial
time, and (iii) for all PPT adversaries A4, and the probability
that A4 produces the witness given the statement is negligible.

3.2 Adaptor Signature

Adaptor signatures [17] enhance traditional digital signatures
by adding a condition that must be fulfilled for the signature
to be completed. Specifically, the process involves generating
a pre-signature for a message using a statement first. The pre-
signature can then be adapted into a valid on-chain signature
if a user possesses the witness corresponding to the statement.

An adaptor signature scheme, denoted as ¥ g, is defined
with respect to a hard relation R, (statement, witness)

4076 34th USENIX Security Symposium

USENIX Association



pair (Y,y) € R, and a standard digital signature scheme
Y ps = (KGen, Sign, Vrfy). It consists of four algorithms:
(PreSig, Adapt, PreVf, Ext), as outlined below:

6 + PreSig(sk,msg,Y): Generates a pre-signature G on
message msg using the secret key sk and the statement Y.

G < Adapt(6,y): Adapts the pre-signature & into the valid
signature ¢ utilizing the witness y.

{0,1} < PreVf(pk,msg,Y,6): Verifies whether the pre-
signature & is generated on message msg utilizing the
statement Y and the public key pk.

y < Ext(6,0,Y): Extracts the witness y such that (Y,y) € R
or L, with the pre-signature 6 and the valid signature G pair.

In this paper, we adopt the adaptor signature construction
described in [17], which includes provably secure instantia-
tions where the underlying signature schemes are the Schnorr
and ECDSA signature schemes. The hard relation R utilized
is the discrete logarithm (DLOG) relation, defined as Y = G?,
where G is a generator in a group. This construction ensures
unforgeability under the chosen message attack, similar to
the unforgeability of digital signature schemes, as well as pre-
signature correctness, adaptability, and witness extractability.
Specifically, (i) pre-signature correctness: if a pre-signature
6 is honestly generated, it can be adapted into a valid signa-
ture ©; (ii) pre-signature adaptability: ensures that the pre-
signature & can be adapted into a valid signature ¢ given
the correct witness y; (iii) witness extractability: ensures that
from any pre-signature and valid signature pair, the correct
witness y can be reliably extracted.

3.3 Verifiable Timed Discrete Logarithm

In a verifiable timed discrete logarithm (VTD) scheme [43],
a committer generates a commitment for a secret x, where
X = G* (with G being a generator in a group). The secret value
x, known as the discrete logarithm (dlog) of X, is private,
while X is public. The commitment time-locks the secret
value x for a time parameter 7. By performing sequential
computations on the commitment for time 7', anyone can
force open the commitment, i.e., learn the secret x, providing
a mechanism for delayed information release.

A VTD scheme Xytp consists of four algorithms
(ComPro, Vrfy, Open, ForceOp), defined as follows:
(C,my) < ComPro(x,T): Generates a commitment C and a
proof T, on a secret dlog value x and a time parameter 7.
{0,1} + Vrfy(X,C,m,): Verifies whether the value x such
that X = G* embedded in the commitment C.
(x,r) < Open(C): The creator of the commitment C can eas-
ily open it to know the value x and the randomness r used to
generate the commitment.
x < ForceOp(C): Anyone can force open the commitment C
to learn the value x within time 7.

The security properties of a VID scheme are as follows:
(1) soundness: ensures w.r.t. the commitment C, the ForceOp

algorithm can successfully output the secret dlog value x
within time 7, and (ii) privacy: ensures that any PRAM al-
gorithms (polynomial time algorithms with polynomially
bounded amount of parallel computing power) with execu-
tion time at most 7o (where Ty < T') have only a negligible
probability of successfully learning x from C and =,.

Our work considers the VTD construction proposed in [43],
leveraging the cryptographic primitive time-lock puzzle [39],
which allows a user to conceal a secret within a puzzle that
can only be solved after a pre-defined time 7. In the VTD
scheme, once a user conceals the dlog into the time-lock puz-
zle, they need to utilize a non-interactive zero-knowledge
(NIZK) proof. Specifically, this proof proves that the time-
lock puzzle can be solved after time 7', and the concealed dlog
x satisfies the equation X = G*. Similar to existing universal
atomic swaps [44], we propose that each participant conserva-
tively estimates the computational power of other participants
to prevent any participant with significant computational re-
sources from opening the puzzle before the pre-defined time.

3.4 Two-Party Computation

The two-party computation (TPC)' protocol enables two par-
ties to jointly compute a function based on their respective
inputs while ensuring that both inputs remain private. Beyond
ensuring output correctness, the protocol also guarantees in-
put privacy, meaning that neither party gains any information
beyond their own input and the computed output.

Joint Address Management. The joint address manage-
ment interactive protocol, denoted as [1jaman, enables two
parties v; and v, to jointly manage a blockchain address.
Specifically, the protocol utilizes the security parameter 1*
and group parameters (G, G, q) provided by two parties as
input, then outputs the public address pk; > for both parties,
along with the corresponding secret key shares ski2 for vy
and sk%2 for v;. In this paper, we adopt the joint address man-
agement protocol described in [42] for Schnorr keys and the
one in [28] for ECDSA keys. The keys satisfy pkj» = Gz,
where sk 5 = sk} 2 @sk%‘z. Here, the operation & corresponds
to + for Schnorr 7signatlires and - for ECDSA signatures.

Joint Pre-Signing. The joint pre-signing interactive pro-
tocol, denoted as [1ps;g, enables two parties v; and v to
jointly generate a pre-signature on a transaction concerning a
statement Y of the hard relation R. Specifically, the protocol
utilizes a transaction 7x and the statement Y as public input,
while v; and v; use their secret share ski , and sk7 , as private
inputs. Here, ski , and ski , are shares of the secret key ski 2,
which corresponds to the public key pk; ». Next, the protocol
outputs the pre-signature Gy, to both parties. In this paper, we
adopt the joint pre-signature protocols described in [34].

'We denote as TPC to distinguish it from two-phase commit (2PC).
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Figure 3: Workflow of ParaSwap.

4 ParaSwap Design

In this section, we first introduce the outline of ParaSwap,
then provide a detailed description of it.

4.1 Outline of ParaSwap

We utilize the adaptor signature and verifiable timed discrete
logarithm (VTD) technology. All participants act as initiators
and collaboratively determine a global statement and witness.
They are used to generate pre-signatures for lock operations
and to adapt valid on-chain signatures from pre-signatures
for withdrawal operations, respectively. When all participants
have locked their assets, they will participate in generating
the global witness. Note that, besides the witness, participants
need to reveal a secret value to withdraw their intended assets.
Participants can re-lock their assets to new addresses when
the remaining time is insufficient for them to complete their
withdrawal. The number of secret values required to withdraw
assets from these new addresses increases incrementally.
ParaSwap consists of five phases. We assume that A is
the maximum on-chain transaction confirmation time across
the considered blockchains. For example, assuming assets
are held on Ethereum, Binance Smart Chain, and Avalanche,
the average confirmation delays are around 15 seconds on
Ethereum [37], 3 seconds on Binance Smart Chain [4], and
0.3 seconds on Avalanche [2]. We thus set A = 15 seconds
to account for the slowest chain. We assume that completing
off-chain operations takes at most € time per phase. As the
preparation phase has not locked assets, we define € as the
maximum time required across the pre-swap, witness sharing,
and swap phases. According to our evaluation in Section 6.2,
for 4 (resp. 10) participants, € is around 2.77 (resp. 6.68) sec-
onds when using ECDSA as the underlying signature scheme
and about 0.12 (resp. 0.30) seconds when using Schnorr, re-
spectively. The time parameter 7 = nA + ¢ represents the
refund time, where n is the number of participants, and the
first three phases are completed within t = A + 3¢. For ex-

ample, with the Schnorr signature scheme, when n = 4 (resp.
n = 10), ¢ is around 15.36 (resp. 15.90) seconds and T is
around 75.36 (resp. 165.90) seconds.

To exemplify the problem, we take the exchange among 3
participants across 3 blockchains as an example (as shown
in Figure 3), where participant v; wants v3’s assets as, v3
wants v’s assets ap, and v, wants v;’s assets a;. Initially,
each participant knows the directed cycle and has access to
the public keys of the other participants.

Phase 1: preparation. Each participant v; (i = 1,2,3) gen-
erates a (statement, witness) pair (¥;,y;) and a (document,
identifier) pair (K, k;), where (Y;,y;), (Ki, ki) € R, as shown
in Figure 3(a). They then broadcast their statements and docu-
ments, while the witnesses and identifiers remain hidden. For
each arc in the directed cycle, the two participants involved
collaboratively generate three jointly managed addresses. For
instance, v{ and v jointly generate the addresses pk’iyz, for
i=1,2,3,ie., pki,,pki,,pki,, where vi holds the secret

key shares sk©), and v holds sk?. To manage re-lock and
refund operatiéns, vy creates three VTDs and sends them to
v1. The first two VTDs blocks ué and u% at time A+t and
2A+t, with corresponding public values U21 and U22, where
(U, u}), (U3,u3) € R. The third VTD blocks the secret share
ski% associated with pki2 at time 3A +¢, ensuring the refund
of the locked assets if necessary.

Phase 2: pre-swap. For each arc, each participant v; locks
the assets g; into the first joint address, as shown in Figure 3(b).
Then the two participants on each arc jointly generate the
pre-signatures for the withdraw operations using the global
statement Y = Y] - ¥ - Y3 and identity documents. For instance,
after vy locks a; into pk}lz, v1 and v, jointly generate three
pre-signatures basedon Y - K>,Y - K> - K3,Y - K> - K3 - K;. These
pre-signatures pre-define the withdrawal of a; from the first,
second, and third joint addresses, where v, finalizes by adapt-
ing them into valid signatures using y @ kp,y S kr k3, y D
ko @ k3 @ k1, respectively. They also jointly generate the pre-
signatures for the re-lock operations using U21 and U22 to pre-
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define the re-lock of a; from pki , to pk? , after time A +1,
and from pki2 to pk? , after time 2A +1, respectively.

Phase 3: witness éharing. Each participant v; sends the
witness y; to each other, while the identifier k;, and the delayed
values u for x € [1,n— 1] remain hidden.

Phase 4: swap. Each participant v; generates the global
witness y = y; @ y> @ y3, and uses y along with the identifier
k; to withdraw the intended assets ;1 from the first joint
address. However, if v; fails to generate the correct y, he/she
should wait for the execution of the outgoing arc. For instance,
as illustrated in Figure 3(c), only v; successfully generates
the correct y. At A+1t, vz and v, re-lock assets a3 and a; into
their respective second joint address. v; can only withdraw a3
from the first address pké.1 using y and k; before A+, after
which y & k; is passed to v3. So v3 can withdraw a, from the
second joint address using y ® k| & k3 before 2A +¢. Note that
if v» does not re-lock a, from the first address to the second,
v3 can perform the re-lock operation, since v3 originally holds
the delayed values.

Phase 5: refund. If the assets are not withdrawn before
time 3A + ¢, the participant who locks the assets in the pre-
swap phase can refund them by opening the final VTD.

In Figure 4 and 5, we detail the five phases of ParaSwap.

4.2 Detailed Construction

Based on the idea mentioned in Section 2.4 and aboved work-
flow, we describe the details of ParaSwap as follows:

Phase 1: preparation. To initiate the multi-party atomic
swaps, each participant generates his/her own (statement, wit-
ness) and (document, identifier) pair. For each arc in the di-
rected cycle, the two participants involved jointly generate n
joint managed addresses. Subsequently, each participant gen-
erates n VTDs on their incoming arc to prevent asset deadlock
if the exchange fails.

1. Each participant v; generates a (statement, witness) pair
(Y:,y:) and a random identifier rid k; along with its corre-
sponding identity document K;, where (Y;,y;), (K;, ki) €
R. Here, i =1,2,...,n, where n is the number of partici-
pants. The global statement Y and global witness y are
computed as follows’,

Y=Y-Y5 Y,

(D
Y=y192D---Dyn-

2. After that, each participant v; broadcasts his/her state-
ment ¥; and document K; to all other participants. How-
ever, the corresponding y; and k; remain hidden.

3. For each arc (v;,vi+1), the two involved participants
jointly generate n addresses pki’ i1 using the TPC proto-
col Mjaman, Where j = 1,2,...,n. The protocol outputs

2Here, the operation & corresponds to -+ when using the Schnorr signature
scheme and - for ECDSA signatures.

shares of the secret key sk! ., |, where skl/ ; 1 1s held by

i,i+1°
v; and sk’ Gt by vi+1, respectively. These shares satisfy
J Jyit1
sk = kl 1 Dk @

ensuring sk{ i1 can only be reconstructed if both partici-
pants contribute their respective shares.

4. viy1 generates n — 1 random delay values u}, |, and the
corresponding public values UY | (US|, uj, ) € R),
where x = 1,2,...,n — 1. Then v;y| generates n — 1
VTDs for delayed values u; 1 with time xA+¢, and a

VTD for the last secret key share sk:f;ijll with the refund
time T = nA -+ t. More concretely, we have that

(Ci1 i) < Zvrp.ComPro(ugy , xA+1),

3)
(Ciyy, ™) < ZvTD. ComPro(sk?lf:rll,nA—i—t).

vit1 sends the n VIDs and U i tovi.

5. v; verifies all VTDs using Xy7p.Vrfy as follows,

0/1 = Zy7p.Vriy(CL 1, Ty, UL ), @
0/1 = Zytp-Vrfy(Cliy, Wy, PR 1) (%)

To avoid asset deadlocks where assets remain indefinitely
locked, if any participant exits the exchange or goes offline,
vit1 generates the first n — 1 VTDs for the re-lock operations
and the last VTD for the refund operation. Specifically, v;
can re-lock the assets a; from the x-th joint address pk;;, ; to
(x+ 1)-th joint address pl(l‘j;l after time xA + ¢ upon learning
the delayed value uj . If the exchange is not completed,
v; can refund a; after time 7. We assume the phase can be
completed within € time.

Phase 2: pre-swap. After the successful preparation phase,
each participant locks the assets offering for swap to the first
joint address. Both participants on each arc jointly generate
the pre-signatures for the withdraw and re-lock operations.

1. Each participant v; locks a; into the first joint address
pkl i+1 Dy signing the lock transaction of the form

txi : pki —>ka - (6)

2. Participant v; defines the withdraw transaction £/ !
which transfers the assets a; from the j-th joint address
pk; 1 to his/her own address pk;, 1 for j € [1,n]. Mean-
while v; defines the re-lock transaction £x7., , which trans-
fers a; from the x-th joint address pk;;,  to the (x+1)-th

joint address k™!

1111 forx € [1,n—1]. More concretely,
we have that

i+1 ai
iwldw Pkl i1 — Pkig1, (N
SN i +1
DXyt PR < I ®)
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3. For each arc in the directed cycle, the two participants
involved use the secret key shares to jointly generate
2n — 1 pre-signatures on the above transactions below.

4. Withdraw operations. Participant v; and v;y; jointly
generate the pre-signatures on withdraw transactions us-

ing the TPC protocol MNyps;ig. psig takes the withdraw

- it j L
transaction tx,,, - and the statement S; ; as public in-

puts, while the secret key shares skl.j f+1 and sklj }irll from
v; and vy, respectively, serve as private inputs. Next, it
outputs the pre-signature G{V‘t’x to both participants for

J € [1,n]. More concretely, we have that

6J’l+l — HJPSig(MJ

wrdw wrdw

i+l i Jitl o
Ski,i+17Ski,i+17Si+l)' ®)

The statement Sin and its corresponding witnesses w{ 4
are computed as follows,

Sl =Y Kipi-Kiy, (10)
wl =y®ki1 @ Bkigj. (11)

5. Re-lock operations. Similar to what is mentioned above,
Mypsig takes the transaction 7x,;,, and the statement U}, |
corresponding to the delay value u} | as public inputs,
and the secret key shares sk;;, | and skﬁ’l-'rll from v; and

viy1 as private inputs. The protocol outputs the pre-

signature 67/ to both participants for x € [1,n— 1].

sk ur ). (12)

AN, . X0 X,0
&yiex < Mapsig (177075 5K Qi

i,i+1?
6. Note that, both participants need to verify them using
3 as.PreVf as follows:

0/1 4 Tas.PreVF(pk!, | exlin | s 8000, (13)

0/1 ¢ Tas.PreVE(pkl iy, 1tx, US 850, (14)

The pre-swap phase can be completed within at most A+¢€
time, where A is spent on the lock operations (on-chain).

Phase 3: witness sharing. After the successful pre-swap
phase, each participant v; reveals his/her witness y; to others
while keeping the rid k; and all delayed values hidden. Any
participant can exit the exchange without disclosing their
witness. We assume that the phase can be done within € time.

Phase 4: swap. Each participant uses the global witness
or the delayed value to adapt the pre-signatures generated in
the pre-swap phase into valid signatures, enabling them to
execute withdraw or re-lock operations.

* Normal swap: Each participant starts the assets swap
upon acquiring all witnesses before time ¢ = A + 3¢,
which is enough to complete all prior phases. Then they
compute the global witness y and use it, along with their
identifiers, to withdraw their intended assets from the
first joint address.

For instance, v;;| generates the global witness y as Eq. 1,

and adapts the pre-signature 6:;;;: into the valid signa-
ture lev’;jwl, by utilizing wl-1 11 = Y@kiy as follows,
Li+1 Alitl 1
G, aw < Las-Adapt(6,, ;. Wi 1) (15)

Then, v;;; posts the (transaction, signature) pair

Litl _Litl . . '
(1%, 4w > Oyraw ) ON chain to withdraw a;.

Partial sequential swap (malicious case): If, for any
reason, v; fails to generate the correct witness y, he/she
should wait for his/her outgoing arc to be executed, as
shown in Figure 3(c). According to the pre-signatures
on the re-lock transactions, for x € [1,n— 1], v; will re-
lock a; from the x-th joint address pk; ;. , to the (x+1)-

th joint address pkﬁjl at time xA + ¢, i.e., learning the
delayed value u} - If v;11 withdraws g; from the x-th
joint address, v; can extract wi, | by applying 3 as.Ext on
the pre-signature and on-chain signature pair as follows,
il axitl

VV;F+1 A ZAS'EXt(G/v\;'tldW’vatldw’ ;CJrl)' (16)
Then, v; generates wj‘“ combining with his/her own rid
k; (thus x+ 1 rids in total), such that M/i‘“ =wi, @k,

to compute 6" as follow,

wtdw
Ghrdm < Tas-Adapt(6)1, wit!). (17

v; withdraws the assets a;_; before (x+ 1)A +¢ from the
(x+ 1)-th joint address kI . of v;_1 and v;.

Note that, if v;_; does not perform re-lock operations to
prevent v; from withdrawing the assets a;_; from the (x+1)-
th joint address (as v; only possesses Wl-”l), v; can perform re-
lock operations, since v; originally holds the delayed values.

Phase 5: refund. If the assets a; are not withdrawn before
the time (n — 1)A+t¢, participant v; has already re-locked the
assets a; into the last joint address pkl’-fi 41 of vi and vy If,
in the next time A, g; is still not withdrawn, v; opens the last

VTD of the secret key share sk o refund a;. v; generates

i,i+1
: o
the secret key sk, | = skj 7/, ©s ?,1}:1 to sign the refund

transaction of the form
txifnd Pk &y pk;. (18)

Then, Vi posts the (transaction, signature) pair (txi fn d,ci fn )
on chain to refund a;.

5 Security Analysis

We formalize the security of ParaSwap in the universal com-
posability (UC) framework [22], [23]. The description of the
ideal functionality “pg for ParaSwap and a formal proof of
the following theorem is provided in Appendix B.
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Global Input: (C;,C;_1,a;, pki, pki+1), T, t, A, €, for j € [1,n],x € [I,n—1]. Here,t = A+ 3¢ and T = nA+ 3e =
(n+1)A+3e.
Participant v;’s Input: sk;; Participant v, s Input: sk;

Preparation Phase

Each participant v; generates (Y;,y;), (Ki, k;) € R, and sends Y;, K; to all participants. Before participant v; locks the assets
a; intended for the exchange, he/she must complete the following first:

1. Execute the TPC joint address management protocol 1jaman With the common input (G, G, g). Output ( pki’; it ,sk{; }i+1)

to participant v;, (pklj‘ it ,skl.]: ,;‘:11) to participant v; 1, for j € [1,n].
2. Participant v;; | picks (uf,,,U}, ;) € R, for x € [1,n— 1], and generates (C7 |, 7}, ;) < ytp.ComPro(uj |, xA+1),

forx e [1,n—1],

nitl P
(G}, 1,7, y) < Zvrp-ComPro(sk;'} | ,nA+1), then sends (C/, ,n/, |, U |) to vi.

W

. Participant v; checks {0, 1} < Xytp.Vrfy(Cf, |, 7, ;, U, |) and {0, 1} < Xy7p.Vriy(C}, |, 7} |, pk}; ), and aborts
if outputs 0.

Pre-swap Phase

1
iit+1s

—_—

. Participant v; generates txgck := (pki, pk a;) and the corresponding signature cfck — ZDS.Sign(ski,txfck). Then v;

i i
posts (x),67,,) on C;.

2. Participant v; starts solving ):VTD.ForceOp(CijJrl ), for j € [1,n].

Sl

3. Participant v; ;| defines the withdraw transactions tx; = := tx(pk{_ i1, Pkiv1,a;), for j € [1,n], and sends them to v;.

4. Participant v; defines the re-lock transactions tx“:l’ik = 1x(pki ;s pkﬁﬁl,a,’), for x € [1,n— 1], and send them to v;4 .

5. For j € [1,n], participants v; and v;1| generate Slj+ 1 =Y Kiy1-Kigp-o- K j, and run the TPC joint pre-signing
protocol [ps;g for withdraw transactions that does the following:

(a) The prgtocol M,psig takes (tx{v’t’;l,S{ 1) as public input from botl'l.participgnts, takes skl{ +, | from participant v;
and ski’i':ll from v;; as private input, and computes skij = ski{ ;H &) ski ’i’fll.

Jyi+1
wtdw

Jyit1

(b) The protocol ,ps;; computes & ordw

and vi41.

— ZAS.PreSig(txj skl Sin) and outputs & to participant v;

wtdw P41

(c) Participant v; and v;;; check {0, 1} <= X as.PreVf (txf;f;:, , pk{: ; +1szj+1 ,6&;;%), and abort if outputs 0.

6. Forx € [1,n— 1], participants v; and v;;| run the TPC protocol I1 Jpsig for re-lock transactions that does the following:

X1

(a) The prqtocol MMypsig takes (txf}ik, U, |) as public input from both Participgnts, takes sk;
and skf’;ill from v;; | as private input, and computes sk, | = sk;}, | & skf’l.ljl] .

from participant v;

(b) The protocol Mpsi; computes Gf}ik — ZAS.PreSig(txfl’ik,skx U?_,), and outputs 62;}2,( to participant v; and

i,i+1 Yitl
Vit1.

(c) Participant v; and v;1 check {0,1} < ZAS.Prer(txf}ik, Pk i1 Uiy

6., and abort if outputs 0.

Witness Sharing Phase

Each Participant v; sends the witness y; to all participants, for i € [1,n].

Figure 4: Preparation, pre-swap, and witness sharing phase of ParaSwap.
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Swap Phase

1. If the received y;,y» - - - ,y, are correct, participants v; and v;+| compute y = y; @y - - - By, and do the following:

- Li+1 ALl Li+l _Li+1
(a) Participant v computes G, < Y as.Adapt(6 Wll sy ®kiy1), and posts (tx,;; . 6,7 ) on C;.
(b) Participant v; computes GM 1 < LAs-Ada pt( o dW y®k;), and posts (txwt dw?civ’t’ ) on Cip.
2. Otherwise, participant v;;; waits for the execution of his/her outgoing arc and computes ¥ as.Ext, G{;fx —

Jii+1 / i+1
wrdw wtdw

T as-Adapt(67! vk @ ki), and posts (x ) on C;, for j € [1,n]. Then participant v; can compute

wrdw 1 4
] i PR
y@ki+1 D-- kl+] — ZAS'EXt( wrdw? wtdw)'

v; does the following:

1. Finish computing sk’ e '+ Tyrp.ForceOp( Cliy)

i,i+

n,i+1
i,i+1

2. Compute ¢! rfnd < LDS- Slgn(txrfnd7Skl i1 Dsk;

3. Forx € [1,n— 1], if participant v; fails to post (tx=+ ! %1 for any reason before time xA+ on C 1, participant

wtdw’ ~ wrdw

(a) Finish computing u;,_; < XyTp.ForceOp(C}, ;).

(b) Compute G’;}Ck + Y as.Adapt(6 rl'ck,ufﬂ), and post (txf}ik,cfl’ik) on C; to re-lock a; from pkj;, | to pkle

Refund Phase
Similarly, if participant v fails to post (tx:'”’jwl , Grvlv:ti;v: ) before time T = nA+1 on C;, participant v; does the follows:

), and refunds ; by posting (£x.;,4, G 7,4) on Ci.

Figure 5: Swap and refund phase of ParaSwap

Theorem 1. Assume the underlying signature scheme is
the Schnorr or ECDSA signature scheme. Let ¥ ps =
(PreSig, Adapt, PreVf, Ext) denote a secure adaptor signa-
ture scheme based on a strongly unforgeable signature scheme
Y ps := (KGen,Sign, Vrfy), along with a hard relation R. Let
IMyaMan and MNypsig denote UC secure TPC protocols for joint
address management and joint pre-signing, respectively. Let
Y vTD denote a timed sound and private verifiable timed dis-
crete logarithm scheme. Consequently, ParaSwap, as outlined
in Figure 4 and 5, UC-realizes the ideal functionality Fps with
access to the functionalities ( Fciock, Feunts Fr)-

5.1 Property Analysis of ParaSwap

We prove that ParaSwap performs in parallel and ensures
atomicity.

Theorem 2. ParaSwap performs in parallel if all participants
adhere to it.

Proof. If all participants adhere to ParaSwap, two involved
participants generate n necessary joint addresses for each arc
in the directed cycle. Each participant generates n VTDs of
n — 1 delayed values and the last secret key share on their
incoming arc in the preparation phase. In the pre-swap phase,
participants lock their assets on chain after verifying the
VTDs, then the two involved participants jointly generate
the pre-signatures for withdraw and re-lock operations. In

the witness sharing phase, participants send their witnesses
to each other. The first three phases are completed by time
t = A+ 3¢, and all participants can generate the correct global
witness using all witnesses. Thus, each participant concur-
rently withdraws the assets on the incoming arc using the
global witness and his/her identifier rid, taking at most A. In
conclusion, the exchange is complete within 2A 4 3¢.
Therefore, as all participants adhere to ParaSwap, all opera-
tions are performed in parallel, and Theorem 2 is proven. [

Definition 1. (Atomicity). An atomic swap construction sat-
isfies atomicity if, for each PPT participant v;, the following
conditions hold simultaneously:

1) If vi’s locked assets are withdrawn by others, v; can
withdraw the assets he/she intends.

2) If vi’s locked assets are not withdrawn by others after
the refund time, v; can refund the locked assets.

Theorem 3. ParaSwap ensures atomicity for the security of
the adaptor signature scheme Y as and the security of the
VTD scheme ¥\1p.

Proof. 1f the atomicity of ParaSwap is compromised, the
following cases can occur: (i) the assets a; are withdrawn by
vit1 from the x-th joint address, but v; cannot withdraw the
assets a;_1, or (ii) v; cannot refund the locked assets if they
are not withdrawn after the refund time. More precisely, we
discuss the two cases as follows:
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* This first case can only happen if: i) v; cannot re-lock
a1 to the (x+ 1)-th joint address of v;,_1 and v;, which
implies the pre-signature adaptability of £ as [17], or
ii) v; cannot generate the valid signature for the with-
draw transaction of (x+ 1)-th joint address. The latter
indicates that v;; | provides a valid signature on his/her
withdraw transaction which either does not reveal wy, |,
the sum of the global witness and the rids of x partic-
ipants, which implies the witness indistinguishability
of ¥ as, or reveals an invalid value that is useless to v;,
which implies the pre-signature adaptability of 2 as.

* The second case can only happen if the assets g; that
are not withdrawn, cannot be re-locked into the last joint
address pk;; |, and then refunded. This entails the fol-
lowing sub-events: i) v; cannot learn the delayed val-
ues or the secret key share from VTDs, which implies
the soundness of Xy1p [43], or ii) the VTDs reveal in-
valid values that are useless to v;, which implies the

pre-signature adaptability of > as. 0

5.2 Tackling Attacks

In the following, we analyze how ParaSwap tackles the secu-
rity threats mentioned in Section 2.2.

Threat-1: message manipulation attacks. A malicious
participant v;; | attempts to disrupt ParaSwap by sending in-
correct or no VIDs in the preparation phase, or providing
incorrect or no secret key shares in the pre-swap phase. How-
ever, the verification mechanisms of Y\ 1p and ¥ 55 ensure
that any verification failure prompts v; to halt the current
phase and not share his/her own witness. This prevents v;
from generating y, thereby protecting a; from loss.

Threat-2: boundary attacks. A malicious participant v;
acts maliciously by sending incorrect or no witness to other
participants during the witness sharing phase, and then at-
tempts to withdraw ag; near the assets refund time. However,
after A+1, v; learns ull 1 from the first VTD and re-locks a;
from pki i1 O pki%i +1- If viy1 attempts to withdraw a; from
pki%i 1 he/she will require two rids, which can only be re-
vealed by other participants when withdrawing assets on their
incoming arc. Therefore, v;1; can only withdraw a; before
A+t from the first joint address. As described in Theorem 3,
if v;11 withdraws a;, v; can then withdraw a;_. Thus, other
participants can still avoid any losses.

Threat-3: collusion attacks. Assume n — 1 participants,
excluding the target participant v;, form a coalition by sharing
their witnesses and rids to gain larger overall benefits. While
this could prevent v; from withdrawing a;_; under the normal
swap scenario, the coalition is limited by the time point (n —
1)A+¢ from the first n — 1 joint address, since they possess
only n — 1 rids. The rid k; of v; is revealed only when v;
withdraws a;_1. Therefore, if the coalition withdraws a;, v;
still has a A-time window to withdraw a; | from the next

address. Notably, even if v;_| does not re-lock a;_ to block v;
from withdrawing, v; can perform the re-lock operations. This
is because v; originally holds the delayed values required for
re-locking, allowing v; to complete the swap without losses.

6 Performance Analysis

In this section, we analyze the performance of ParaSwap
theoretically and experimentally.

6.1 Theoretical Analysis

In Table | and 2, we compare the computational and commu-
nication complexity of ParaSwap and TUSwap (the two-party
universal atomic swap protocol) [44], involving n participants.
As shown in Table 1, in the preparation phase, both schemes
have a computational complexity of O(n)e. This is because
each participant concurrently generates and verifies n VIDs in
ParaSwap, and all n participants generate and verify one VID
sequentially in TUSwap. In the pre-swap and swap phases,
the on-chain lock and withdraw operations in ParaSwap are
performed in parallel, whereas TUSwap requires all partici-
pants to perform these operations sequentially, leading to a
time complexity of O(1)A and O(n)A, respectively. Addition-
ally, the off-chain pre-signature generation and verification,
similar to the generation of VTDs in the preparation phase,
have the same complexity of O(n)€ in both schemes. In the
witness sharing phase of ParaSwap, each participant concur-
rently broadcasts his/her witness to others, leading to a time
complexity of O(1)e, while TUSwap does not need this.
Table 1: Comparison of computational complexity.

Scheme Preparation Pre-swap Witness | Swap
sharing

ParaSwap ‘ O(n)e ‘ O(1)A+ O(n)e ‘ O(1)e ‘ o(1)A

TUSwap | O(me | OmA+O(me | 0 | Om)aA

Table 2: Comparison of communication complexity.

Scheme ‘ Preparation ‘ Pre-swap ‘ Witness sharing

ParaSwap ‘ o(n?) ‘ o(n?) ‘ o(n?)
TUSwap ‘ O(n) ‘ O(n) ‘ 0

As shown in Table 2, in the preparation, each participant
in ParaSwap sends n VTDs to the participant who locks the
assets that the former wants, resulting in a communication
complexity of O(n?) for n participants. While TUSwap re-
quires only one VTD per participant, leading to a complexity
of O(n). Similarly, in the pre-swap phase, ParaSwap involves
the joint generation of 2n — 1 adaptor signatures per pair of
participants, maintaining O(n?) complexity for n participants,
whereas TUSwap requires two adaptor signatures, achiev-
ing O(n). In the witness sharing phase of ParaSwap, each
participant broadcasts his/her witness to others, leading to a
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Figure 6: Running time of ParaSwap and TUSwap [44].

complexity of O(n?). In contrast, TUSwap does not need to
share witnesses. Although ParaSwap incurs higher communi-
cation overhead, the additional cost is acceptable in practice.
This is further discussed in Section 6.2, where we evaluate the
performance of ParaSwap in real-world multi-party multi-
chain exchanges.

6.2 Experimental Evaluations

Setup and Implementation. We implement ParaSwap in C,
where the VTD scheme X y7p relies on OpenSSL, Crypto,
and SSS [13] programming libraries, and the TPC protocol
I,ps;ig for the adaptor signature scheme ¥ as is implemented
with reference to [42]. The security parameter A is set to
256. To simulate a real-world multi-chain environment, we
evaluate ParaSwap with n participants distributed across four
public blockchain test networks: Ethereum, Bitcoin (Root-
stock, a Bitcoin sidechain supporting Ethereum-compatible
functionality), Binance Smart Chain, and Avalanche. Each
blockchain is hosted on a separate Aliyun server. The number
of participants n varies from 4 to 20, and each participant
is configured on a machine with an Intel Core i5 CPU and
8GB of RAM. Each experiment result is the average running
time of 100 tests, all conducted on Ubuntu 22.04 LTS. For
comparison, we also implement TUSwap (the two-party uni-
versal atomic swap protocol) proposed in [44] and HtlcSwap
(the multi-party atomic swap protocol across multiple chains
using hash-time lock contract) proposed in [30].
Computation Overhead. Here we evaluate the running
time of ParaSwap and TUSwap with varying numbers of par-
ticipants. Note that it is challenging to evaluate the time of
on-chain operations in practice accurately. Thus, we reference
Ethereum, where the average confirmation delay for one trans-
action is around 15s, as discussed in Section 4.1. In Figure 6a,
we plot the running time of the preparation phase, where both
schemes exhibit a similar linear increase as the number of
participants grows. This is because, in ParaSwap, each par-
ticipant concurrently generates and verifies n VTDs, whereas,
in TUSwap, all n participants generate and verify one VITD
sequentially. Figure 6b shows the running time in the pre-
swap phase. Both schemes are implemented using ECDSA
and Schnorr signature schemes, which are commonly adopted

in blockchain systems to sign transactions. We can see that
TUSwap consistently takes longer than ParaSwap, regardless
of the signature scheme used. This arises from TUSwap’s
serial on-chain lock operations. Furthermore, schemes using
ECDSA as the underlying signature are slower compared to
those using Schnorr. Specifically, generating pre-signatures in
ECDSA requires significantly more time—roughly 339.69ms
per instance of [ypsi; compared to 14.72ms for Schnorr.
From Figure 6¢, ParaSwap maintains a constant running time
of 15s in the swap phase, regardless of the number of par-
ticipants, as all participants concurrently withdraw assets. In
contrast, the running time of TUSwap increases linearly, since
the serial withdraw operations.

We omit the witness sharing and refund phases in evalu-
ation since the former depends on network latency, and the
latter only occurs when assets remain unswapped, with a pre-
determined refund time. As shown in Figure 6d, ParaSwap
significantly outperforms TUSwap, reducing the total runtime
by at least 79.7% for an exchange involving 20 participants,
where TUSwap requires approximately 699s and ParaSwap
only takes around 142s. Moreover, the performance advantage
of ParaSwap grows with the number of participants.

Communication Overhead. Here we compare the com-
munication overhead in ParaSwap and TUSwap for n partici-
pants, and the results are shown in Table 3. In the preparation
phase, each VTD incurs a communication cost of 1564 KB,
based on the statistical parameter ny = 64 and the settings
described in [43] (RSA 1024-bit module). In the pre-swap
phase, each pair of participants requires 416 bytes to gener-
ate an ECDSA-based adaptor signature, while 256 bytes per
Schnorr-based adaptor signature. As expected, these findings
are the same as those represented in [34] and [44]. While our
work achieves a significant improvement in time consump-
tion from O(n) in TUSwap to O(1) through concurrency, this
improvement inevitably introduces additional communica-
tion overhead to ensure atomicity under concurrent execution.
However, the additional communication overhead is accept-
able in practice. For example, for 10 participants, our work
saves 258s compared to TUSwap, while increasing about 138
MB of off-chain communication, which is acceptable in a
LAN or WLAN. Specifically, under a 1 Gbps network band-
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Figure 7: Gas cost per participant of ParaSwap, TUSwap [44], and HtlcSwap [30].
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Figure 8: On-chain costs per participant when asset swap, where participants are evenly developed on Ethereum, Bitcoin, Binance
Smart Chain, and Avalanche. The gas price is set at 4 Gwei, with an exchange rate of 3579 USD per Ether (ETH), 93003 USD
per Bitcoin (BTC), 677 USD per Binance Coin (BNB), and 35 USD per Avalanche Coin (AVAX) (as of Dec. 2024).

width [16], the extra 138 MB can be transmitted in around tion, the same as TUSwap. However, as shown in Figure 7c,
0.2s, which is negligible compared to the time savings. Given ParaSwap’s gas cost per participant increases with the num-
that the saved latency directly improves user experience, es- ber of participants during the assets refund. This is because,
pecially in high-frequency or multi-party swap scenarios, we apart from one refund transaction, ParaSwap also requires
believe this trade-off is well justified. n — 1 re-lock transactions, resulting in a total gas cost of
Table 3: Comparison of communication overhead. 21,000n. Overall, as shown in Figure 7d, ParaSwap reduces

gas costs by 26.2x to 46.8 x compared to HtlcSwap during

Phase TUSwap ‘ ParaSwap normal asset swaps. Additionally, Figure 8 shows that deploy-

ments of ParaSwap on Ethereum, Bitcoin, Binance Smart
Chain, and Avalanche reduce on-chain costs by 749.3 USD
compared to HtlcSwap when there are 20 participants.

Preparation (KB) 1564 x n 1564 x n?
Pre-swap based on Schnorr (B) | 256 x2n | 256 xn(2n—1)

Pre-swap based on ECDSA (B) | 416x2n | 416 xn(2n—1) HtlcSwap requires not only higher fee costs but also larger
On-Chain Cost. Here we evaluate the on-chain cost of transaction sizes due to the need to store contract parameters,
ParaSwap, TUSwap, and HtlcSwap among n participants. such as hash values, exchange partner, and time parameters.

The additional overhead, given the limited on-chain storage

We calculate the on-chain cost for three main operations in i -
space, further restricts the scalability of the scheme.

HtlcSwap: (i) contract creation, (ii) assets withdrawal using
the correct hash preimage, and (iii) assets refund after the
specified time has expired. In ParaSwap and TUSwap, the 7 Related Work
corresponding operations involve submitting lock, withdraw

(potentially including re-lock), and refund transactions on The increasingly growing cryptocurrency exchanges among
chain. We measure each transaction with a standard cost of users sparked cross-chain atomic swap scheme research.
21000 gas (the normal Ethereum transaction cost). Trusted Third Party. As a simple approach to achieving
In Figure 7a, the gas cost per participant of ParaSwap cross-chain atomic swaps, the notary scheme [49], [48], in-
is 21000 for only one lock transaction, which is 48.7x and troduces a trusted third party or a group of parties to act as
82.7x lower than those of HtlcSwap and equal to TUSwap. In the verifier(s) and coordinator(s) of cross-chain transactions.
Figure 7b, ParaSwap incurs a consistent gas cost of 21,000 When an initiator performs a transaction on the source chain,
per participant, cause it only involves one withdraw transac- the notary witnesses events on that chain to verify the transac-
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tion’s validity, and notifies another chain of the corresponding
operation after the verification is passed [3,6,15,45]. However,
notary schemes have the following drawbacks: (i) whether
a trusted third party or a group of parties, the approach is
against the decentralization inherent to blockchains, and (ii)
vulnerable to single-point failures and malicious behaviors.
For example, on May 7, 2019, hackers stole 40 million worth
of Bitcoin in a major security breach at Binance [11].

Sidechain/Relay. A sidechain/relay enables the transfer
of assets between different blockchains through a technique
known as two-way pegging. For instance, XCLAIM [51] em-
ploys the BTCRelay [5], an Ethereum smart contract that
stores Bitcoin block headers, for trustless atomic swaps be-
tween Bitcoin and Ethereum. However, sidechains/relays are
typically ecosystem-specific, lack broad compatibility, and
involve high implementation complexity and technical costs.
An alternative approach for implementing atomic swap func-
tionality is by leveraging a trusted execution environment
(TEE) [19]. Bentov et al. [18] constructs a secure real-time
cryptocurrency exchange platform that utilizes a TEE as a
trusted relay. However, it assumes all participants have a TEE,
which is impractical; and the recent research has identified
significant security vulnerabilities in TEEs [47].

Hash-Time Lock Contract. In recent studies, the hash-
time lock contract (HTLC) has emerged as the primary tech-
nology for addressing atomic cross-chain swap issues in the
cryptocurrency domain [20, 21, 29, 33, 38, 46]. Originating
from [1], HTLCs leverage hashlocks and timelocks to ensure
transaction atomicity. Hashlocks require the user to know the
preimage of a hash to unlock assets, while timelocks ensure
assets are refunded to the original account if not unlocked
within a specified time. Most recently, a new atomic cross-
chain swap protocol supporting multiple parties across mul-
tiple chains was proposed [30]. However, HTLCs involve
complex implementation details and on-chain costs, includ-
ing high execution costs and large transaction sizes, due to
large scripts. Furthermore, such an approach requires that all
cryptocurrencies involved must be compatible and support the
specific hash function, posing a considerable barrier in prac-
tice. Another major limitation is that some cryptocurrencies
do not support the computing of HTLCs, such as Ripple [41],
Zcash [40], and Stellar [35].

It is worth noting that some cross-chain atomic swap
schemes, such as [1,29,30,42,44,51], follow a two-phase com-
mit (2PC) design. The 2PC mechanism is a line of work from
the databases that has existed for decades. It typically involves
a pre-commit phase followed by a commit phase. According
to [50], the 2PC mechanism was first ported to blockchain
research in [1], which proposes the original idea of HTLC. In
this scheme, parties first pre-commit to the exchange and can
explicitly abort the protocol in case of disagreement or failure
during the commit phase. We explain this mechanism more
specifically as follows. Suppose Alice holds assets a; on Cy,
Bob holds assets a; on C,, and Alice wants to exchange a;

for a; and acts as an initiator. She chooses a secret value y and
computes a hash lock Y = H(y) using a cryptographic hash
function H. Then Alice chooses a time lock #; which specifies
that if Bob fails to withdraw a; before #; elapses, a; will be
refunded to Alice. For the pre-commit phase, Alice locks a;
into an HTLC in C4, and sends Y and #; to Bob. Afterwards,
Bob chooses a time t, < #; and locks a, into an HTLC in
C, using the same hash lock 4. At this point, Bob cannot
withdraw a; because only Alice knows y. Both parties have
locked their assets under the same release conditions. For the
commit phase, there are two possible cases: (Case i) Alice
withdraws a; from the HTLC in C,, revealing the secret y to
Bob before #;, then Bob can use y to withdraw a; from the
HTLC in C; before t;; (Case ii) Alice does not withdraw a,
before ,, ensuring that y is not revealed, thereby Bob cannot
withdraw a, which eventually is refunded to Alice after ;.

In our work, we extend the two-party atomic swaps to sup-
port atomic swaps among multiple parties across multiple
blockchains. Specifically, instead of the single initiator, we
set all participants to act as initiators. During the pre-commit
phase, each participant locks their assets using the global state-
ment Y, which is generated from the secret values y; chosen
by all participants. All assets are locked with a uniform refund
time. During the commit phase, each participant generates
the global secret y from the individual y; to withdraw their
intended assets. Notably, both asset locking and withdrawal
are performed in parallel by all participants, without the se-
quential dependency described above, where Bob waits for
Alice to lock and withdraw assets. Additionally, we introduce
a novel re-lock approach to ensure atomicity by preventing
partial execution of swaps with a uniform refund time.

8 Conclusion

In this paper, we investigate the problem of atomic swaps
among multiple parties across multiple blockchains. We pro-
pose ParaSwap, the first framework to parallelize universal
atomic swaps for cryptocurrency exchanges across multiple
chains. We replace the serial multiple two-party swaps with
a new concurrent mechanism and introduce a novel re-lock
approach to ensure atomicity. We conduct a rigorous security
analysis and implement ParaSwap. Large-scale experiment
evaluations show that ParaSwap significantly outperforms
existing multi-party schemes in both cost and efficiency.
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9 Ethics Considerations

In developing and evaluating ParaSwap, we carefully con-
sidered the ethical implications for all stakeholders in the
blockchain ecosystem, including blockchain users, develop-
ers, researchers, and the broader community. Our analysis
follows ethical principles outlined in The Menlo Report and
USENIX Security ’25 Ethics guidelines, ensuring that our
work benefits users while minimizing potential risks.
Beneficence (Benefits vs. Harms)

* Benefits: ParaSwap parallelizes universal atomic swaps
for cryptocurrency exchanges among multiple parties
across multiple blockchains and minimizes the signifi-
cant time cost from O(n) caused by the serial process
to O(1). The framework avoids the risk of asset theft
and ensures atomicity by preventing partial execution of
transactions with a uniform refund time used to avoid
asset deadlock in parallel, offering significant benefits
to legitimate users, especially in decentralized finance
(DeFi) environments.

* Potential Harms: In our work, malicious miners may
manipulate transaction ordering over normal users to
engage in illicit activities (i.e., MEV extraction). How-
ever, this is an inherent challenge in blockchain tech-
nology, and existing atomic swap schemes, such as [29,
30,42, 44], including ours, have risks associated with
MEYV extraction. Similar to previous related works, our
work focuses on atomic swaps between participants who
exchange their assets, and the MEV extraction issues
are out of the study scope. Moreover, there are substan-
tial and well-developed MEV countermeasures, such as
Flashbots [8], SUAVE [9], MEV-Boost [12], and Skip
Protocol [14]. Further ethical discussion on MEYV is
given in Appendix C.

Respect for Persons. We ensured that the research respects
the autonomy of all individuals involved by: (i) All protocol
details of ParaSwap are transparent and publicly documented.
(ii) We have not collected or analyzed any private user data
during the development and evaluation of ParaSwap. Users
maintain full control over their assets and transaction privacy.

Justice. ParaSwap design ensures fairness by: (i)
ParaSwap is designed to be accessible to all blockchain users,
regardless of their technical sophistication. (ii) The protocol
distributes computational costs fairly between parties, ensur-
ing that no single participant bears an undue burden.

Respect for Law and Public Interest. In developing
ParaSwap, we took into account legal considerations and
public interest: (i) The protocol design fully complies with
existing blockchain and cryptocurrency regulations, ensur-
ing it adheres to legal frameworks and user protection laws.
(i1) The implementation uses well-established cryptographic
primitives and follows security best practices, ensuring the
protocol’s robustness against attacks.

Implementation and Testing Ethics. We conducted all
experimental evaluations ethically by: (i) Our experimental
evaluation was conducted using only test networks and sim-
ulated environments. We did not interact with or impact any
live blockchain systems or real user assets. (ii) Ensuring that
the results are reproducible and verifiable by making the full
implementation and evaluation scripts publicly available. (iii)
Gas cost measurements were conducted on controlled test
networks to avoid impacting real-world networks.

Disclosure and Documentation. We adhere to responsible
disclosure by: (i) Our work specification and security proofs
are fully documented. (ii) All code will be released as open
source upon publication. (iii) Any discovered vulnerabilities
will follow standard disclosure procedures.

Terms of Service. Our experiments do not violate any
terms of service.

Wellbeing for Team Members. Our research activities do
not have the potential to negatively impact team members.
And we do not crawl morally questionable websites from a
network.

Deception. Participants are fully informed of the purposes
and risks (among other things) of participating in experiments.

Experiments with Live Systems Without Informed Con-
sent. Our work does not involve experiments with live sys-
tems.

We believe that ParaSwap makes a positive contribution to
blockchain technology by improving the efficiency of cross-
chain cryptocurrency exchanges while taking into account
potential risks. We encourage further community engagement
to explore challenges in efficiency, overhead, and security in
the domain of cross-chain cryptocurrency exchanges with
ethical considerations.

10 Open Science

Data and Code Availability. We are committed to the prin-
ciples of open science and reproducible research. To sup-
port this, the full implementation of ParaSwap, including
cryptographic tools and off-chain components (e.g., the two-
party computation protocol of adaptor signature and the VID
scheme), is open-source and permanent on Zenodo’. All ex-
perimental parameters, including configurations and settings
used for testing gas costs and system performance, are docu-
mented and shared. We believe that our artifacts are available.
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A Formalized notations

For the sake of demonstration, Table 4 provides commonly
used notations.

Table 4: Formalized notations involved in ParaSwap

Notation Definition
n number of participants in an exchange
i, j,x variant i,j € [l,n] and x € [1,n—1]
Vi participant v;, where vg = v, V| = V41
Vi, vig1) arc from v; to vy
a; assets that v; uses to swap and v, | wants
C; ledger C; or chain C;
A time for one on-chain operation
€ time for off-chain operations per phase
Y, yi statement and witness of v;, (¥;,yi) € R
Ki ki document and identifier of v;, (K;,k;) € R
pk{ il Jj-th joint address managed by v; and v;
sk{ i1 corresponding secret key of pkl{_ il
" ]jllJr sk 111:‘—11 shares of skl!‘ i+ owned by v; and
’ ’ Vviy1, respectively
i UE, x-th delayed value of v; | and its public
value, where (U7, u;, ) € R
1x; (y,k,tx’rf” d lock and refund transaction for a; of v;
il gt gt Jj-th withdraw transaction, pre-signature
widw? Zwtdw? Zwidw | g0 signature for a; of vii
txf}iw 6);121(7 G,;I,L . x-th rle-lock transaction, pre-signature
and signature for a; of v;

B Security Analysis

Universal Composability. We model our security analysis
in the universal composability (UC) framework introduced
by [22], which is extended to include a global setup as de-
scribed in [23]. In our work, we focus on static corruptions,
where the adversary declares the participants they corrupt
at the beginning. For our ideal functionality #ps we rely on

the clock functionality ¢1,cx, the secure message transmis-
sion functionality ..., and the ledger functionality ¥/, as
discussed in Section 2.2. More precisely, Let IT be a protocol
with access t0 Fciocks Femt, and Fr. We use ‘E to represent
the environment. We use the notation EXECyy 4 £ to repre-
sent the executions ensemble of the environment E when
interacting with the adversary 4.

Definition 2. (Universal Composability). A protocol T1 UC-
realizes an ideal functionality F w.r.t a clock functionality
Felock, @ Secure message transmission functionality Fepy, and
a ledger functionality F, if for any PPT adversary A, there
exists a simulator S, such that for any environment ‘E, the en-
sembles EXECfclocmfsmt,fL and EXECTclocmfsmt,TL are com-

1,4, F.S,E
putationally indistinguishable.

B.1 Ideal Functionality

We present the ideal functionality pg for ParaSwap in
Figure 9, where it implicitly utilizes Fc10cx, Femt, and Fr.
The ideal functionality Fps interacts with n participants
V1,V2,...,V,, and the simulator §. In round 1, participant v; 1
sends a message (name,a;1,4d;, pkiy1,skiv1, pk;) to initiate
the swap. This message specifies the assets a;1| locked by
vi+1 and the assets a; that v; | wants, where i € [1,n].

In round 2, upon receiving n initiation message, Jps in-
vokes the Lock subroutine to transfer the assets to the first
name-specific address under its control. This action is pos-
sible because Fps has access to the first secret keys of each
asset and interacts with #, to finalize the transfers. If any
transaction fails, Fpg will return the assets that have been
locked to their respective original owner.

In round 3, if any participant v; | aborts, Fps unlocks all
the assets and returns them to their respective original owners.

Inround r =4...n+2, for some i € [1,n], if Fps receives a
trade message from participant v;; 1, it invokes the Transfer
subroutine to transfer the assets a; from its control to v;ii.
Then Jpg invokes the ReLock subroutine to transfer any re-
maining unlocked assets to the (r —2)-th name-specific ad-
dress remaining under its control.

In round r = n+ 3, if Fpg receives a trade message from
participant v; for some i € [1,n], it invokes the Transfer
subroutine to transfer the assets a; from its control to vy .

Finally, in round r = n+ 4, any assets still under the func-
tionality’s control are unlocked and returned to their respec-
tive initial owners.

Atomicity. The ideal functionality guarantees that if partic-
ipant v;;1 in round 3 aborts the swap, for any i € [1,n], all the
assets are returned to the respective participants. However, if
vi+1 proceeds the swap for his/her intended assets g; in round
r (4 < r < n+3), participant v; is ensured to complete the
swap before round r + 1 for the assets a;_;. Since no par-
ticipant can unilaterally transfer the assets while preventing
others from transfers (since locked with functionality), the
functionality ensures atomicity for the swap.
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B.2 Security analysis of ParaSwap

Proof. (Proof of Theorem 1): We prove ParaSwap in Figure 4
and 5 UC-realizes the ideal functionality Fps in Figure 9.

We outline a simulator .S that controls x participants, where

€ [1,n— 1], that are corrupted by a PPT 4. The simulator .S

interacts with the ideal functionality ¥ps to simulate the real-
world execution of ParaSwap. In the static corruption model,
the environment E specifies the corrupted and honest partici-
pants at the start of a session. The simulator .§ impersonates
the honest participants, while interactions among corrupted
participants do not involve S, as expected by the environment.
Additionally, communications between honest participants
occur over secure channels, so the adversary only knows that
communication occurred, but not its content. We omit these
operations to simplify the description of .S.

To describe the operations involved in simulating the multi-
party atomic swap, we outline a sequence of hybrid executions.
We initiate with a real-world execution, then incrementally
alter the simulation across hybrids, and subsequently analyze
the proximity between adjacent experiments. The final hybrid
represents the execution of § for the swap operation. Notably,
hybrid executions are switched every session, one at a time,
and we focus on a single time here for simplicity.

Hybrid #: This hybrid is the execution of ParaSwap.
Hybrid #,: This is identical to Hybrid #; with the exception
the TPC protocol [Mjaman When locking assets for key shares
generation is replaced with a simulation by a TPC simulator
Stpc,a for corrupted participants. 1jaman guarantees the ex-
istence of such a simulator. The indistinguishability between
Hybrid #y and Hybrid # relies on the security of Mjaman.
Hybrid #4: This is identical to Hybrid #; with the excep-
tion the TPC protocol [;ps;, for pre-signature genaration is
simulated using Stpc s for corrupted participants. The indis-
tinguishability between Hybrid # and Hybrid %4 relies on
the security of I1ps;g.

Hybrid #45: This is identical to Hybrid #, with the exception
that if, the adversary corrupts participant v;; | and produces
o* on a withdraw transaction tvatjw under the public key
pk! 41 such that X ps. Vrfy(pkl it 6%) = 1, before the
simulator initiates the swap, the simulator aborts. The indis-
tinguishability between Hybrid #4 and Hybrid %4 relies on
the security of signature scheme ¥ ps.

Hybrid #H;: This is identical to Hybrid #5 with the exception
that if, the adversary corrupts partlclpant vi+1 and produces
o* on a withdraw transaction £x’"" ot dw under the public key
pk! 41 such that Tps. Vrfy(pk X 6%) = 1, then the

tt+17 Xvtdw
* Aj i+1 o
simulator v; computes w? i1 < Zas-Ext(c*,6,,,,,8, ). If

(Sl Wi +]) ¢ R, the simulator aborts. The 1ndlst1ngulshab11
ity between Hybrid #4 and Hybrid # relies on the witness
extractability of the adaptor signature scheme > as.

Hybrid #s: This is identical to Hybrid #; with the exception
that if, the adversary corrupts participant v;;| and produces ¢*

Round 1: Upon receiving (name, a;t1,a;, pki+1,skit1,
pk;) from v;y 1, send the tuple (name, a;y1,4;,
Dkiy1,5kiy1, pki,viy1) to S and record it, where i € [1,n].
Round 2: Upon receiving n input tuples,
set A = (a,a2,...,a,), call the subroutine
Lock(name, a;;1, pkit1,skit1) for each i € [1,n]. If
all of the innovations are successful, proceed to Round
3. Otherwise, cancel assets locking by calling the
subroutines UnLock(name, a1, pkiy1) for all i € [1,n].
Round 3: Upon receiving (abort,name) from v, re-
vert the assets locking by invoking the subroutines
UnLock(name, a;t1, pkiy1) for all i € [1,n]. Otherwise,
proceed to round 4.

Round r =4...n+ 2: Upon receiving (trade,name, a;,
pkiy1) from v; 1, invoke the subroutine Transfer(name,
ai, pkiy1,r—3), remove a; from A, for some i € [1,n]. Oth-
erwise, invoke the ReLock(name,a;,r — 2) subroutine if
a; € A, and proceed to round r + 1.

Round 7 + 3: Upon receiving (trade,name,a;, pkit1)
from v, invoke the subroutine Transfer(name, a;,
pkiy1,n), remove a; from A, for some i € [1,n], and pro-
ceed to round n + 4.

Round n+4: Invoke the UnLock, (name, a;41, pki+1) sub-
routine for a;1 € A.

Notify .S about the outcome of the operation.

Subroutine Descriptions:

Lock: On input a tuple (name,a,pk,sk), transfers
the assets a from the source address pk (using sk)
to a functionality-controlled address pk.. ., through
Publish(name, pk, pk}. .. a). The operation succeeds if
Fr accepts the transaction.

UnLock: On input a tuple (name, a, pk), returns the
locked assets a from pk!, . back to the original address
pk, using Publish(name, pkl. .., pk,a).

Transfer: On input a tuple (name, a, pk,r), transfers the
locked assets a from pkj, .. to the target address pk, using
Publish(name, pk] e, Pk, ).

ReLock: On input a tuple (name,a,r), transfers the
locked assets a from pkname to the target address pk,
using Publish(name, pk/J 1 pk!.  a).

UnLock;,: On input a tuple (name,a, pk), returns the
locked assets a from pk; . back to the original address
pk, using Publish(name, pkl, . pk,a).

name?

Figure 9: Ideal functionality ¥pg for atomic swap of assets.
The functionality interacts with participants vy, vs,...,v,, and
the simulator S.
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. . x,i+1
on a withdraw transaction x,), ;.

such that ¥ ps.Vrfy (pk?(,i-k—l )
computes

under the public key pk;,
x,i+1 ’

1, 1,,-0") = 1. The simulator v;

vt
* wh + XasExt(c",6,7,,, 55, ) and (S, W) ER.

« o e Tas. Adapt(65 T wE | @ k).

wtdw wtdw? i

wtdw ~wtdw

The indistinguishability between Hybrid # and Hybrid %4
is based on the pre-signature adaptability of X as.

Hybrid #: This is identical to Hybrid #5 with the exception
that if, the adversary corrupts participant v; and produces ¢*
on a re-lock transaction £x,;, under the public key pk;,, |
such that ¥ ps.Vrfy(pk},, |, 1x);.,,6*) = 1 before time xA +¢
for x € [1,n— 1], the simulator aborts. The indistinguishability
between Hybrid #5 and Hybrid #4 is based on the security
of Y ps and the soundness of the VTD scheme ¥ vp.
Hybrid #4: This is identical to Hg with the exception that if,
the adversary corrupts v; and produces any transaction zx*
and the signature 6™ such that ¥ps.Vrfy(pk}; |,x*,6") =1
before time T, the simulator aborts. The indistinguishability
between Hybrid Hs and Hybrid 74 relies on the security of
Y ps and the soundness of ¥y1p.

Hybrid #4: This is identical to Hybrid #4 with the exception
that if, the adversary corrupts participant v;, and the simulator
learns uj-il < Xy1p.ForceOp(Cy, ) for x € [1,n—1]. The

If Yps.Vefy(pkit| ot 61y — 0, the simulator aborts.

simulator aborts, if ufjrl # uj,,, where uj _, is the correct
delayed value of v;; generated in the preparation phase. The
indistinguishability between Hybrid #4 and Hybrid #g relies
on the soundness of > y1p.
Hybrid #: This is identical to Hybrid #g with the exception
that if, the adversary corrupts participant v;, and the simulator
learns sk’ <— Lytp.ForceOp(C?, ;). The simulator aborts, if
sk # ski'; .y, where ski; | is the last secret key share of i
generated in the preparation phase. The indistinguishability
between Hybrid #g and Hybrid % relies on the soundness
of the VTD scheme Y y1p.
Simulator .S: The execution of S is defined as the process
in Hybrid Hy while interacting with #ps. Upon receiving all
messages (name, d;11,d;, pki+1,kit1, pki,vit1) from Fpg for
all i € [1,n], S simulates the adversary’s view by processing
messages from Fpg. If the simulated view differs from Fps’s
ideal execution, the simulation has encountered an abortion,
as discussed in the above hybrids. This concludes the proof.
O

C Ethics Considerations on MEV

Malicious miners may manipulate transaction ordering to
engage in illicit activities, since blockchains cannot enforce
transaction ordering protections [24], [25]. For example, if Al-
ice can execute her transactions after observing Bob’s transac-
tions, she can front-run him and profit from it. As introduced

in [25], the term miner/maximal extractable value (MEV)
refers to the profits that powerful entities (with miners ma-
nipulating transaction ordering) can extract by selectively
including, excluding, or re-ordering transactions within a new
block. MEV extraction is an inherent challenge in blockchain
systems and has been widely acknowledged. Existing atomic
swap schemes [29,30,42,44], including ours, have risks asso-
ciated with MEV extraction. Similar to the existing schemes,
our work does not solve the MEV extraction issue, but also
doesn’t make it worse.

MEYV extraction in our work. In our work, the MEV
extraction mechanism can be exploited to illegitimately ex-
tract assets from participants. However, it can succeed only
if both of the following conditions are met: (i) the malicious
entity (with miners manipulating transaction ordering) must
be one of the participants in ParaSwap, and (ii) the miners
must be selected as the leader (i.e., block proposer) at the
refund time. For simplicity, we assume that v; is the malicious
participant, and the other participants are honest. v; attempts
to exchange his/her assets a;, which is intended for v;11, in
return for the assets a;_; locked by v;_;. In the pre-swap
phase of ParaSwap, the two participants on each arc jointly
generate pre-signatures for the withdraw, re-lock, and refund
operations. These pre-signatures strictly define the permitted
flow of assets. For example, the assets a;_1 can only end up
flowing either to v; (via withdrawal) or v;_; (via refund). The
same rule applies to all other asset flows. As a result, the only
assets that can flow to v; are a; and a;_;. Therefore, the only
feasible attack strategy for v; is to withdraw a;_; while refund-
ing a;, i.e., preventing v;; from withdrawing a;. This results
in an imbalanced exchange and enables v; to obtain both a;_;
and a;, thereby extracting illegitimate value a; at the expense
of viy1. Specifically, when v;;; submits the corresponding
(transaction, signature) pair to the chain to withdraw q;, the
malicious miner can exploit MEV extraction by manipulat-
ing transaction ordering, e.g., placing v;’s refund transaction
before v;.1’s withdraw transaction. We emphasize that prior
atomic swap schemes, such as [29,30,42,44], can be exploited
through MEV extraction with the same re-ordering. However,
such re-ordering must occur after the pre-defined refund time,
because the refund transaction signature can only be gener-
ated after this timeout according to the VTD technology.

Danger for non-experienced users. We caution that non-
experienced users may face the risk of losing their locked
assets due to MEV extraction. Specifically, a malicious par-
ticipant with miners manipulating transaction ordering could
compromise the balance security of honest participants, i.e.,
if others withdraw an honest participant’s locked assets, the
participant cannot withdraw the intended assets. We notice
that several countermeasures have been developed to mitigate
MEV extraction, such as Flashbots [8], SUAVE [9], MEV-
Boost [12], and Skip Protocol [14]. We recommend that users
perform atomic swaps on platforms equipped with MEV pre-
vention mechanisms.
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