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Abstract

Payment channels are a promising solution for scaling
cryptocurrency payments by enabling secure off-chain trans-
actions. However, existing protocols, including the widely-
deployed Lightning Network and the state-of-the-art Sleepy
Channels, suffer from a fundamental flaw: non-atomic state
transitions can result in multiple valid states coexisting, in-
troducing race conditions and ambiguity in protocol execu-
tion. This ambiguity can be exploited to cause unexpected
financial loss. We first formalize existing protocols into a
common paradigm and prove that such flaws are inherent to
their design, preventing balance security. To overcome this,
we propose an atomic paradigm that guarantees atomic state
transitions while preserving all desired functionality. Based
on this paradigm, we design ULTRAVIOLET, the first pay-
ment channel protocol that achieves atomicity by introducing
the novel Resolve Mechanism. We formally prove that UL-
TRAVIOLET satisfies balance security under the Universal
Composability framework. In addition, ULTRAVIOLET re-
duces the number of required messages per transaction by
half compared to existing solutions. Our evaluation across
multiple regions shows that ULTRAVIOLET reduces latency by
37% and 52% compared to the Lightning Network and Sleepy
Channels, respectively, and achieves comparable throughput
to the Lightning Network and 2x that of Sleepy Channels.

1 Introduction

Decentralized cryptocurrencies have introduced a revolution-
ary payment system, gaining popularity in recent years. By
the end of 2024, the market cap of cryptocurrencies has sur-
passed $3 trillion [3]. However, limited by the inherent trade-
off between decentralization and scalability, the underlying
blockchains powering these digital assets remain inefficient
and struggle to meet the growing demands of users. For in-
stance, while traditional payment systems like Visa process
transactions with near-instant confirmation and support peak

*Jian Liu is the corresponding author

loads of up to 56,000 transactions per second (TPS), Bit-
coin [25]—the most prominent blockchain-based cryptocur-
rency—trequires 10 minutes or more to confirm a transaction
and supports a maximum throughput of only 7 TPS [12].

Payment Channels (PCs) are among the most promising
scalability solutions, significantly reducing payment delays
and increasing transaction throughput. PCs enable transac-
tions between two users to take place off-chain in a se-
cure manner while requiring minimal interaction with the
blockchain. Ideally, a payment channel involves only two on-
chain transactions: one for opening, which locks the funds
of the participants, and one for closing, which finalizes the
channel and distributes the funds back to the participants.
The most well-known PC protocol is the Lightning Network
(LN) [1], deployed on Bitcoin, which hosts bitcoins worth
more than $520 million [2] as of the time of writing. In the
off-chain payment process of the LN protocol, both partic-
ipants must exchange a signed transaction representing the
new state and revoke the outdated state they hold. In addition,
the state-of-the-art (SOTA) protocol, Sleepy Channel (SC) [7],
follows the Lightning-style design and introduces further im-
provements, removing reliance on watchtowers [8,22].
Non-Atomicity Issue. Despite its widespread use, LN has
been found to suffer from a design flaw identified in a recent
study [28] (CCS’24), leading to the so-called Payout Race At-
tack. The issue arises during off-chain update process, where
one party can hold two valid states simultaneously, placing
the channel in an ambiguous state. Such ambiguity creates
the risk that the channel could be finalized in a state unex-
pected by the counterparty, potentially resulting in financial
losses. Both the authors of the study and the LN’s team have
acknowledged that this issue cannot be mitigated.

We further point out that this design flaw allows a malicious
payee to inflict unavoidable financial loss to a payer by simply
being unresponsive. Consider a buyer (payer) using LN to
purchase product from a seller (payee). Following the pro-
tocol, the buyer first sends a signed transaction representing
the post-payment state and then awaits the protocol-specified
response to proceed. At this point, the new state is created,
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but the prior state is not revoked, leaving two valid states. A
malicious seller, upon receiving the transaction, can retain
it and withhold the response. Consequently, due to the pres-
ence of two simultaneously valid states and the absence of
the expected response, the buyer cannot determine the actual
execution status of the protocol.

* If the buyer considers the payment is proceeding, as-
sumes the lack of response is due to network issues, then
takes no action, the malicious seller can broadcast the
received transaction to finalize the channel with post-
payment state, in an incomplete protocol execution. As
a result, the buyer unwittingly loses funds.

* Alternatively, the buyer consider the payment is aborted
then unilaterally closes the channel using a prior valid
state. However, this risks a race condition with the new
transaction that the malicious seller actually has received.
If the seller’s transaction confirms first, the outcome mir-
rors the earlier scenario. Even if the buyer’s transaction
confirms first, they incur unavoidable transaction fees
for finalizing channel.

Notably, this type of financial loss, where the buyer un-
wittingly loses money due to uncertainty about whether the
payment has completed, should be distinguished from scenar-
ios in which the buyer is certain that the transaction succeeded
but the seller refuses to deliver the product. The latter issue,
which also occurs in traditional payment methods, falls out-
side the scope of what the payment protocol itself can address.
We focus on the former, a protocol-level design flaw (exists
two valid states) that enables such ambiguity to be exploited.

We highlight that these issues stem from the lack of atom-
icity in channel state transitions. Atomicity requires a di-
rect transition between valid states, whereas existing proto-
cols adopt a multi-step update process involving message
exchanges. This introduces a window in which both old and
new states remain valid, allowing either party to unilaterally
finalize the channel using an outdated state. Attempts to patch
this with grace periods, timeouts, or acknowledgments fail to
resolve the root cause. Achieving true atomicity demands a
fundamental redesign of the payment channel protocol.
Efficiency Limitations. Additionally, the current design of
PC protocols faces efficiency challenges. Specifically, both
LN and SC require a four-message exchange process to com-
plete a single payment: two messages to update the channel
state and two messages to revoke the previous state, resulting
in significant communication overhead. This overhead leads
to high latency, especially in cross-regional settings. Current
protocols cannot reduce communication complexity without
compromising security or requiring unsupported Bitcoin fea-
tures, indicating inherent limitations in existing designs.

Contributions. This paper addresses the fundamental limi-
tations of existing PC protocols by proposing ULTRAVIOLET,
a novel protocol that achieves stronger security and higher
efficiency. We summarize our contributions as follows:

¢ Common Paradigm. We first provide a formal defini-

tion of balance security, a core security property for PCs.
We also formalize mainstream Lightning-style protocols
(e.g., LN and SC) into a unified common paradigm, and
show that due to the lack of atomicity, this paradigm fails
to satisfy balance security. We further reveal that designs
adhering to common paradigm cannot fix this issue.
Atomic Paradigm and ULTRAVIOLET Protocol.We
propose a new atomic paradigm that provably enforces
atomicity, eliminating ambiguity caused by the coexis-
tence of multiple valid states and race conditions. Based
on this paradigm, we design ULTRAVIOLET, the first
payment channel protocol to achieve atomicity by intro-
ducing the novel Resolve Mechanism, while reducing
the number of off-chain messages per payment.
Security Proof. We formally prove the security of UL-
TRAVIOLET within the Universal Composability frame-
work. To this end, we design an ideal functionality that
captures balance security. The formal protocol descrip-
tion and security proof are provided in Appendix A.
Comprehensive Evaluation. We implement and eval-
uate ULTRAVIOLET, measuring both its off-chain pay-
ment performance and on-chain cost. In cross-region
tests, ULTRAVIOLET reduces latency by 37% compared
to LN and 52% compared to SC, while achieving com-
parable TPS to LN and 2x that of SC.

2 Preliminaries and Related Works

This section introduces background on Bitcoin and related
work on payment channels, and summarize the Universal
Composability framework for formal security analysis.

2.1 Bitcoin

In the Bitcoin network, assets are represented as Unspent
Transaction Outputs (UTXOs), which function as digital
checks with a specific amount v and spending conditions.
To spend a UTXO, a valid witness T must be provided that
satisfies its predetermined spending conditions ¢ within the
UTXO, denoted as  |= ¢. These conditions are governed by
scripts, which are programmable predicates that evaluate to
either true or false. The most common script type is the single
public key verification, based on a secure digital signature
scheme X, where a UTXO can be spent by providing a valid
digital signature G corresponding to a specified public key
pk, denoted as ¢ |= pk. Another prevalent script type is the
multi-signature scheme, requiring valid signatures from m
out of n designated public keys. More advanced conditions
include relative timelock constraints, denoted as RelTime(z),
where a UTXO becomes spendable only after a specified
time interval ¢ has elapsed since its creation on the ledger:
teurrent — tereation > t = RelTime(t). Formally, a script can en-
compass one or multiple conditions {¢1, ¢z, ..., 9, }, combined
through logical operators such as AND (A) and OR (V).
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The mechanism to spend UTXOs is through transactions.
A transaction tx consumes one or more UTXOs as inputs
{utxoy,...,utxor} and generates one or more new UTXOs
as outputs {utxol,...,utxo), }, where the sum of input values
must equal or exceed the sum of output values: Y5 v; >

] v’] Each transaction is uniquely identified by its transac-
tion identifier (txid), which is computed as the cryptographic
hash of its content: txid = H(tx), using a collision-resistant
hash scheme. A UTXO is typically referenced by the txid
of its creating transaction and its output index. To validate
a transaction, the txid must be submitted to the blockchain
along with a set of witnesses {T, ..., T} satisfying the spend-
ing conditions of each input UTXO: Vi € [1,k],; = 0;.

2.2 Payment Channels

Payment channels enable parties to conduct multiple
paymemts off-chain while preserving the security guaran-
tees of the underlying blockchain. By locking funds in a
shared UTXO and maintaining valid but unbroadcast trans-
actions that reflect the latest balance state, payment channels
minimize on-chain interactions to channel creation and fi-
nal settlement. Payment channels support various operational
features: bidirectional payments allow both parties to freely
transfer funds within the channel, unrestricted lifetime enables
the channel to operate indefinitely without expiration, and un-
bound transactions permit an unlimited number of payments
without requiring channel resets.

The most widely used payment channel protocol, the Light-
ning Network, operates through a three-phase lifecycle: cre-
ation, update, and finalization. In the creation phase, partic-
ipants create a funding transaction that locks their shared
funds in a multi-signature UTXO, typically using Bitcoin’s
native OP_CHECKMULTISIG or Schnorr-based schemes such
as MuSig/MuSig2. During the update phase, participants
exchange new commitment transactions representing the up-
dated balance state S;. To prevent outdated states from be-
ing broadcast, the Lightning Network employs a punishment
mechanism. A common implementation is based on preimage
and hash. Specifically, when transitioning from state S;_ to S;,
both parties perform the following: (1) each party generates
a new revocation hash-secret pair (rha,,rsa;) and (rhg,,rsg,),
and exchanges the hashes rhy;, rhp;; (2) using the received
hashes, they create and exchange new commitment transac-
tions reflecting S;; (3) both parties reveal the previous secrets
rsa; ,» rsp,_, to revoke S;_i. This ensures any broadcast of
the outdated state S;_; enables the counterparty to claim all
funds as penalty using the revealed rs;_; and signature. In the
finalization phase, participants can either cooperatively broad-
cast a settlement transaction or forcibly close the channel by
publishing the latest commitment transaction they hold.

Recent advances led to Sleepy Channel [7], a SOTA proto-
col that eliminates the need for watchtowers while following
the Lightning-style design. The key innovation lies in its finite-

lifetime design: each channel is created with a predetermined
expiration time and additional collateral requirements that
incentivise honest settlement behaviour. Unlike traditional
protocol that rely on continuous monitoring or third-party
watchtowers, SC leverages economic incentives and time-
bound constraints to ensure security.

The concept of payment channels can be extend to pay-
ment channel networks (PCNs) where two users without a
direct channel can connect with each other through a path of
other people’s PCs via a routing mechanism. One of the most
popular implementation is the Basis of Lightning Technology
(BOLTs) powering LN. Moreover, Payment Channel Hubs
(PCHs) deploy a star topology of users enabling them to pay
each other via payment channels established with an interme-
diary called the tumbler. PCNs and PCHs have been widely
studied in the past, and multiple constructions have been cre-
ated to challenges such as privacy-protection [14, 20, 27],
channel re-balancing [19], better payment routing [24], etc.

2.3 Universal Composability Framework

The Universal Composability (UC) framework provides a for-
mal methodology for analysing protocol security. Within this
framework, the security of a protocol is evaluated by compar-
ing its execution to an ideal functionality, which abstractly
captures the desired security properties. A protocol is consid-
ered UC-secure if, for every potential adversary in the real
protocol execution, there exists a simulator in the ideal-world
execution such that no environment can distinguish between
the two. This guarantees that the protocol is as secure as
its idealized counterpart. In the context of PCs, UC-secure
ensures that the protocol retains its defined security proper-
ties even when executed concurrently with other protocols or
within complex, adversarial environments. This framework
has been extensively applied to analyze various PC proto-
cols [4,7, 17], including the SOTA one, Sleepy Channels.

3 Threat Model and Balance Security

In this section, we introduce the threat model applied in this
work, and then formally define the notion of balance security
for a single payment channel.

3.1 Threat Model

Blockchain. We assume a public and permissionless
blockchain B. The majority of the participants maintaining
the blockchain (e.g., miners) are honest. The blockchain has
a bounded confirmation time A [26]. meaning that once a
valid transaction is broadcast by an honest party, it will be
confirmed and become irreversible within A time with over-
whelming probability. However, due to potential race condi-
tions, a transaction may still be invalidated if a conflicting
transaction is accepted earlier.
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Cryptographic Primitives. We assume that the underlying
blockchain provides basic cryptographic primitives. In partic-
ular, we require an EUF-CMA secure digital signature scheme
to prevent forgery, and a collision-resistant hash scheme to
ensure the security of the revocation mechanism.
Adversary. We assume that at most one participant in the
payment channel is adversarial. A setting with two malicious
parties is excluded, as meaningful security guarantees require
at least one honest participant. We consider a computationally
bounded Byzantine adversary A4, who may arbitrarily deviate
from the protocol. For example, 4 may send arbitrary mes-
sages to the counterparty, or refuse to respond. However, 4
cannot forge digital signatures or find hash collisions, limited
by their Probabilistic Polynomial-Time (PPT) computational
capabilities as per standard cryptographic assumptions.
Rational Participant. All participants, including the potential
adversary A4, are assumed to be financially rational. That is,
they aim to maximize their economic benefit and will not take
actions that knowingly result in their own financial loss.
Scope. Our threat model focuses on the security of the
payment channel during protocol execution, specifically on
whether a malicious participant can cause financial loss to an
honest counterparty due to flaws in the protocol itself. We do
not consider threats arising from network partitions or failures
in the underlying blockchain. Furthermore, we do not con-
sider real-world enforcement issues that fall outside protocol
logic, such as a seller refusing to deliver goods after receiving
payment. This is a practical concern that even cash cannot
prevent and is typically addressed through legal protection.

3.2 Balance Security

Balance security is the central security property for payment
channel protocols, ensuring that honest participants never lose
funds they are entitled to. While several prior works [4-0, 19,
23,29] have considered the notion of balance security, none
has provided a formal definition in the context of a single
payment channel. In this work, we provide a formal definition
tailored to the single channel setting.

Definition 3.1 (Balance Security). A payment channel proto-
col 11 satisfies balance security if, for any honest participant
P with balance b in the latest consensus-approved state S;,
the channel cannot be finalized in any other state S with a
balance b' < b for P.

Consensus-approved state. A consensus-approved state is a
channel state resulting from a completed update phase, where
both parties have correctly performed all required actions. It
represents a mutually agreed-upon balance distribution.
We examine the requirements of balance security for the
three phases of payment channel:
* Creation. A payment channel is created only through the
mutual agreement of both participants, with the locked
funds placed under their joint control.

Lightning Network (LN) Sleepy Channels (SC)
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Figure 1: Message flow during the update process in LN and
SC, both maintaining synchronized local states with explicit
state revocation, despite differences in sequence and details.

* Update. The channel state can only be updated when
both participants reach an agreement on the new pay-
ment. Once the update is completed, the new state is
considered as the latest consensus-approved state.

* Finalization. The channel can be closed either coop-
eratively by both parties or forcibly by either party at
any time. In all cases, an honest participant must re-
ceive at least the balance distributed to them in the latest
consensus-approved state.

It should be noted that our definition focuses solely on the
safety of balances within the channel and does not consider the
blockchain costs (often termed Transaction Fees) associated
with submitting transactions for on-chain operations.

4 A Common Paradigm for PC Protocols

In this section, we first abstract a broad class of existing PC
protocols into a common paradigm, then show that its inher-
ently non-atomicity breaks balance security. We further argue
that this is an inherent flaw, meaning any protocol adhering
to this paradigm cannot fully rectify it. Finally, we remark on
the issue within SC.

4.1 Overview

As illustrated in Figure 1, LN and SC both rely on the same
overarching structure for off-chain payments. In what follows,
we recall how each protocol transitions through three main
phases—creation, update, and finalization—and emphasize
the core principle that each state update is realized via two
local copies with explicit state revocation.

Core Principle: Dual-State Copies with Explicit Revoca-
tion. A defining characteristic of both LN and SC is that any
valid channel state is captured by two local copies, one for
each participant: S? and S? , held by B and A, respectively.
These two copies must remain consistent: Sf‘ = ng .
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In practice, when updating the channel state, each partici-
pant sends the counterparty a commitment—a signed trans-
action capable of spending the channel funds and reflecting
the current state. For clarity, we denote the i-th commitment
signed by participant A as S‘i“. This state is intended to be sent
to the counterparty, participant B, and can only be broadcast
on-chain by B to finalize the channel. If a state is not set to
1, it means the state is valid. By “valid”, we mean that the
state can be submitted by B to the blockchain to finalize the
channel without incurring any financial loss to B. Whenever a
new state (S2, |, 5% ) is introduced, the previous state (S, %)
must be explicitly revoked by both parties. This explicit revo-
cation step, typically enforced via a punishment mechanism,
ensures that outdated states cannot be used by either party to
close the channel, thereby completing the State Replacement.

Definition 4.1 (State Replacement). When the state is up-
dated from (Sﬁ, Sf), after (<) receiving the new state SZ‘H or
Sf 1 (), each party must independently revoke (¥) the previ-
ous state. The previous state is considered fully replaced only
after both parties have explicitly completed the revocation.

3P0 c{AB}, P£0, st.

(- Spe < ST A STy <K SDA(- STy <#5)

Note that a new state becomes consensus-approved only
upon the completion of State Replacement. Prior to this, only
the previous state is considered consensus-approved.

Three-Phase Process: Creation, Update, and Finalization
Beyond the core principle, the common paradigm follow a
three-phase process over the lifespan of the payment channel:
 Creation. Participants A and B jointly establish a pay-
ment channel on-chain, locking the initial allocation of
funds. We denote their initial local copies as Sj and S5.
Update. After channel creation, A and B can perform off-
chain payments by updating their local states. Suppose
A generates a new state Sf‘H and sends it to B. Then B
constructs S2, ,—consistent with §%, | —and returns it to
A. Importantly, each party revokes their old state (SIA, ng )
after receiving and validating the new state, preventing a
situation where they have no valid state to finalize.
Finalization. The channel can either be closed coop-
eratively by both parties or unilaterally by either party
submitting their latest held state, S? or S? , to forcefully
close the channel. Any attempt to submit a revoked state
on-chain typically incurs a significant penalty, allowing
the honest party to claim the entire channel balance.
Although a range of PCs, including SC and LN (which are
specifically depicted in Figure 1), as well as Generalized Chan-
nels (GC) [4], Eltoo [13], and others, present distinct imple-
mentation details and message sequences, we can nevertheless
formalize their shared adherence to a common paradigm:

Alice Bob

Initial state: S/ = S7

Send S,

State $7, OR SP finalized

Race condition: Both S and Si‘il can be finalized on-chain
with no guarantee of which will be confirmed first

Figure 2: Race condition in the common paradigm: Without
atomic updates, either S%, | or §¥ may be finalized, violating
balance security.

* A core principle dictating that each valid state is carried
by two synchronized local copies with explicit revoca-
tion requirement.

* A three-phase process: channel creation, off-chain up-
date that involves sending new states and explicitly
revoking old states, and finalization that uses a non-
revoked state without punishment.

4.2 Non-Atomicity Issue: Race Condition

The common paradigm provides an elegant blueprint for PC
protocols. However, it fails to guarantee balance security due
to the presence of race condition vulnerabilities, as illustrated
in Figure 2. We now provide an in-depth explanation of the
example presented in Section 1.

Let A be the honest buyer and B the malicious seller. Sup-
pose they are currently operating on the valid state (Sf‘,Sfg ),
and A initiates a payment to B to transition the channel to
a new state (S, ;,5% ). Initially, A sends %, to B. Upon
receiving the new state, B does not respond and instead sub-
mits $%, | directly on-chain at time #, attempting to finalize the
channel using this state. Meanwhile, since A does not receive
the expected response, such as a revocation message in LN or
a commitment message representing the new state (SIBH) in
the SC protocol, A may submit the valid state S on-chain to
forcibly close the channel to protect its funds.

At this point, the update process has not been completed,
s0 (84, S%) remains the latest consensus-approved state. How-
ever, due to the asynchronous nature of blockchain transaction
ordering and the influence of miners, a race condition win-
dow exists during the interval [¢t,7 + A], where A represents
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the upper bound time for transaction confirmation. There
is no guarantee as to which of the two states will be final-
ized first. If S?H is ultimately finalized, party A unwittingly
loses funds compared to the latest consensus-approved state
(SA S ), thereby violating the property of balance security.
We highlight that the root cause of this issue lies in the lack
of atomicity in the update phase of the common paradigm.

Definition 4.2 (Atomicity). A state transition S; — Si+1 is
atomic if and only if:

VO E{A.B}, (SC £ LNSE #L) = (s2=52))

By atomicity, we mean it is impossible for two different
valid states (e.g., S and S, |) to be simultaneously finalizable
on-chain. We formally prove the impossibility of atomicity in
the common paradigm using a proof by contradiction.

Theorem 4.1 (Impossibility of Atomicity in the Common
Paradigm). No protocol strictly adhering to the common
paradigm can achieve atomic state update, leaving it vul-
nerable to race conditions and violating balance security.

Proof. Assume there exists a protocol IT conforming to the
common paradigm, and suppose it satisfy atomicity:

(51 # LA SE #L) = (SF=541)
Here, Sl 1 is the new state generated by A following S?, satis-
fying S% # Sl ‘1 According to the State Replacement princi-
ple, once B receives the new state (- Sl " 1), it gains the ability
to finalize the channel using Sl- ‘1 without incurring any finan-
cial loss, meaning S‘;‘H # 1. However, before B revokes the
previous state (¥S%), it holds that S* # L. There exists a time
window prior to the reception of the new state and the revoca-
t10n of the previous state, during which §4 # 1, §4 | # L, and

74 S; - That is, this contradicts the assumptlon. Therefore,
the common paradigm fails to satisfy atomicity. O

Note that the processes of receiving new states and revok-
ing old states rely on communication between both parties.
Under normal conditions, the duration of this time window is
determined by the network latency between the them.

The lack of atomicity in the State Replacement mechanism
during the update phase of the common paradigm introduces
the risk of race conditions. Consequently, payment channel
protocols adhering to this design are fundamentally unable to
satisfy the essential property of balance security.

4.3 Remark on Sleepy Channels

The study on Sleepy Channels claims to have formally proven
the security of the protocol within the UC framework. How-
ever, we point out that since it fundamentally adheres to the
common paradigm, its update phase lacks atomicity, result-
ing in a race condition issue. Therefore, Sleepy Channels
fails to achieve the most critical property of payment channel
protocols: balance security.

Observation 4.2. In the update phase of Sleepy Channels’
ideal functionality, it is explicitly stated that under exceptional
circumstances requiring ForceClose, two states may coexist
and be used to close the channel without punishment. How-
ever, the security definition is insufficiently comprehensive, as
it fails to account for the race condition issue. Consequently,
the claimed security guarantees are fundamentally flawed.

S Atomic Paradigm

In this section, we introduce the atomic paradigm. We for-
mally prove its atomicity and demonstrate that this property
guarantees balance security. Finally, through illustrative ex-
amples, we show how protocols adhering to this paradigm
can mitigate the non-atomic issues.

5.1 Overview

To fundamentally address the race condition problem in the
common paradigm, we propose a novel atomic paradigm that
ensures the protocols adhering to this paradigm satisfy the
balance security property.

Core Principle: Single-Sided State with Transformation.
During each update, the new state is generated solely by a
single participant, who then sends it to the other party, while si-
multaneously all existing states are automatically transformed
into this new state.

Definition 5.1 (State Transition). When receiving a new state
Sﬁ | 1» all existing states simultaneously (~) transform into
this new state:

VO € {A,B},3P € {A,B}, s.t. Vk,S2 # L,

Q
(- Sn+1) (Sg — Sn+l)
where Sk — Sﬁ 1 denotes the automatic transition of state

SkQ sent by participant Q into the new state S,’;H.

The channel evolves through three main phases:

* Creation. Like common paradigm, both participants
jointly establish the channel with initial state (S5, S5).

» Update. After creation, any party can perform updates
through State Transition. To illustrate this, consider the
following example. Suppose that current states are:

— Several states generated by A, held by B: 4, ..., Sf
— Several states generated by B, held by A: Sg sy Sf

When B initiates a payment by sending a new state Sf 'l
to A, all prior states are automatically transformed to the
new state: Vk <i: Sk %SB pand vk < j: Sk %SJH
Finalization. The channel can be closed cooperatively
by both parties. Alternatively, either party can finalize the
channel using any state they hold, which, due to the State
Transition during the update phase, will be equivalent to
the latest valid state.
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We formalize atomic paradigm:

* A core principle dictating that each latest valid state
is sent by a single participant, with all existing states
transforming accordingly.

* A three-phase process: channel creation, off-chain up-
dates involving atomic State Transition, and finalization
that can utilize any valid state.

Note that the atomic paradigm does not conflict with re-

vocation mechanisms utilized for purposes such as pruning,
provided that its core principle remains uncompromised.

5.2 Security Analysis of the Atomic Paradigm

We now prove that our atomic paradigm provides both atom-
icity and balance security through State Transition.

Theorem 5.1 (Atomicity Guarantee). The atomic paradigm
achieves atomic state transitions, preventing any race condi-
tions situation.

Proof. Assume there exists a protocol IT conforming to the
atomic paradigm, and suppose it does not satisfy atomicity at
some point:

(P # L)A (S £ L)A (S #S5)

Here, 5% is the new state following 7' during an update. Ac-
cording to the principle State Transition, when B sends S? to
A, the state transition 7' — % occurs, ensuring that 57 = S%.
Therefore, there cannot exist a point such that S‘i“ #* Sf , which

directly contradicts the assumption. The paradigm is proven
to satisfy atomicity. O

Theorem 5.2 (Balance Security Preservation). The atomic
paradigm maintains balance security across creation, update,
and finalization phases according to Definition 3. 1.

Proof. We prove balance security holds for each phase:
Creation. Consistent with the common paradigm, the chan-
nel is created only through the mutual agreement of both
participants, with the locked funds under joint control. At
creation, both parties each hold a valid state reflecting the
initial distribution of funds.

Update. An update occurs only when A and B agree on
the new state SZAH. The update phase adheres to atomicity,
satisfying:

VO € {A,B}, Vk,S2 # L, (- SA )~ (S2 — S4))

This ensures that during the update process, the previous state
remains the only valid consensus-approved state. Once the
update is completed, the new state S‘;‘H becomes the sole
consensus-approved state.

Finalization. In addition to cooperative closure through mu-
tual agreement, either party can finalize the channel using any
state they hold. Due to the State Transition during the update

phase, any such state is guaranteed to be equivalent to the
latest consensus-approved state, ensuring no loss of funds for
the participants. O

Corollary 5.3 (Security Enhancement). The atomic paradigm
strictly enhances the security of payment channels by provid-
ing all security properties while eliminating race conditions
through automatic State Transition.

Therefore, we have shown that our atomic paradigm re-
solves the race condition vulnerability through its State Tran-
sition mechanism while maintaining all security properties.

To illustrate how the atomic paradigm mitigates the non-
atomic issue highlighted in Section 1, consider the following
scenario. Assume a buyer uses a payment channel protocol
adhering to the atomic paradigm to purchase a product from a
seller. Once the buyer transmits a signed transaction represent-
ing the post-purchase state to the seller, the buyer achieves
certainty of payment completion, irrespective of receiving a re-
sponse from the seller. This design shields the buyer from the
uncertainty of payment status, preventing unwitting finance
loss arising from payment ambiguity or fraudulent claims by a
malicious seller (e.g., alleging the payment is incomplete due
to network partitions). Furthermore, the seller cannot compel
the buyer to bear channel settlement fees. This is because if
either party unilaterally closes the channel at any time with
any non-revoked state, this state will deterministically tran-
sition to the latest valid state, ensuring the channel always
settles based on this most recent state.

6 ULTRAVIOLET Protocol

This section elaborates on our novel payment channel pro-
tocol, ULTRAVIOLET. We first introduce the protocol using
an incremental construction approach to show the core ideas.
Subsequently, we formalize its security guarantees within the
UC framework, presenting ideal functionality and analyzing
balance security. Finally, we provide a concrete specifica-
tion of the protocol, including the message interactions and
transaction structures.

6.1 Protocol Overview

To develop a protocol that adheres to atomic paradigm, we
begin with an intuitive toy protocol as a starting point and
iteratively refine its design. For clarity, we focus on the de-
sign of Update phase, which differentiates our protocol from
the common paradigm followed by Lightning-style channels.
We assume that parties A and B have created a channel and
possess an initial publishable state, Sg and Sé, respectively.

Toy Protocol. Figure 3(a) illustrates a toy protocol. During
each update, if the payee holds a valid state, they first revoke it.
We recall that a “valid” state means it can be submitted to the
blockchain and cannot occur any finance loss (punishment).
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(a) Toy protocol
1. B sends the revocation secret for S‘;‘fl, if not sent yet.
2. A sends the revocation secret for S? , if not sent yet.
3. A sends the new state Sf to B.

(b) Remove Punishment Mechanism
1. A sends the new state S’i“ to B.

(c) Introduce Resolve Mechanism
1. A sends the new state S? to B, along with the set of resolve

B
states {Sj:f” |nelo,]}.

(d) Final Protocol
1. B sends the revocation secret for Sﬁz, if such a state exists.

2. A sends the new state S? to B, along with the resolve state
3-S5
Sai’

. . E
and, if Sl,?,l exists, the resolve state S, ; =t

Figure 3: Incremental construction of the ULTRAVIOLET Pro-
tocol, illustrating the evolution from (a) Toy Protocol to (d)
Final Protocol, with focus on the Update phase for Party A’s
i-th payment, assuming B has completed j payments.

Then, if the payer also holds a valid state, they revoke it as well
and proceed to send the new state to the payee, completing
the payment. This simple design ensures that no two valid
states exist simultaneously, guaranteeing atomicity.

However, this protocol introduces critical issues. If A (the
payer) is malicious while B (the payee) is honest, A can with-
hold any response after B revokes their valid state, leaving B
unable to finalize the channel either cooperatively or forcibly
since they no longer hold any valid state. Similarly, if A is
honest and B is malicious, A completes the state update by
revoking valid state and sending new state to B. At this point,
B holds the only valid state, and if B becomes unresponsive,
A is left unable to finalize the channel.

While this toy protocol addresses the race condition issue, it

introduces severe fairness and liveness problems. A malicious
or unresponsive counterparty can launch a denial-of-service
(DoS) attack, preventing the honest party from finalizing the
channel and potentially locking funds indefinitely.
Remove Punishment Mechanism. To address the issues
above, one improvement is to remove the punishment mech-
anism entirely. As shown in Figure 3(b), the payer directly
sends the new state to the payee. In this approach, if one party
becomes unresponsive, the honest party can commit their lat-
est valid state to finalize the channel forcibly, allowing them
to withdraw funds from the channel.

While this straightforward modification restores liveness,
it introduces a critical flaw: both parties may hold multiple
valid states, violating the atomicity and reintroducing the race
condition problem. A malicious party could exploit this by
competing to submit an outdated but favorable state, under-

mining the balance security of the counterparty.

Introduce Resolve Mechanism. To overcome the issues of
prior designs, we propose a novel Resolve Mechanism. As
depicted in Figure 3(c), in each update, the payer sends the
new state to the payee along with a set of resolve states, each
corresponding to a previously held state by the payer.

To clarify the resolve mechanism, consider the following
example. Suppose B has just completed its j-th payment to
A. At this point, A holds a set of valid states, denoted as 52,
= {S} | n€[0,]}. Let S% denote the latest state where both
A’s balance V4 and B’s balance Vp are equal to 10. Now, if
A initiates its i-th payment to B, transferring 5 units, the new
state S?, reflecting updated balances of V4 =5 and Vp = 15,
is sent to B together with a set of resolve states constructed
for every state in S4,.. These resolve states allow B, within a
predefined time window, to redistribute the funds belonging
to A from any of states held by A. Specifically, for S? , the

B

corresponding resolve state Sj:i / allows B to redistribute the
10 units of funds originally allocated to A, transferring 5 units
to B itself as per the updated state S‘{‘. In this way, if A commits
outdated state Sl]? , B can use the corresponding resolve state
to perform a state transition, ensuring the channel is finalized
with the latest state S?. Conceptually, this can be expressed

5B

as: SB 21 §4 forn € [0, ).

It is worth noting that when the balance belonging to A
in an outdated state S? is less than A’s balance in the latest
state SA—for example, when V4 = 0 and V3 = 20 in S5—the
corresponding resolve state cannot redistribute funds to align
with the latest state, as it can only reallocate funds originally
held by the payer A. In such cases, a rational A would never
attempt to finalize the channel with Sg , as doing so would
lead to a financial loss compared to the latest state.

The introduction of the resolve mechanism effectively ad-
dresses the security issues identified in the previous designs:

* DoS Attacks. If B is honest while A is malicious or un-
responsive, B can forcibly finalize the channel by com-
mitting the latest state Sf‘. Conversely, if A is honest
and B is malicious, A can commit the latest state Sf
held. During the designated time window, if B commits
the corresponding resolve state, the channel finalizes in
the globally latest state S{‘. Otherwise, it finalizes in S? ,
causing financial loss to the malicious B and giving the
honest A more than their fair share under S’i“.

* Atomicity. During the state update, the payer sends the
new state and the resolve states for all outdated states
held. This ensures that for every outdated state a rational
user may commit, the counterparty holds the correspond-
ing resolve state, which could transition it to the latest
state. In this way, each outdated state can also be consid-
ered as having been updated to the new state by sending
resolve state, and the update can be seen as a one-time
completion, which conforms to atomicity.
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However, this design also presents certain limitations:

* Storage Cost: Each party must store resolve states for all
historical states. For a channel with #n states, this results
in O(n?) storage complexity.

e Communication Overhead: The number of resolve states
transmitted increases linearly with the channel updates,
leading to significant communication overhead.

* State Management: Parties must carefully track all histor-
ical states and their corresponding resolve states, making
the implementation more complex and error-prone.

Final Protocol. To address the previous limitations, we rein-
troduce the punishment mechanism for pruning, arriving at
the final protocol. As depicted in Figure 3(d), during each
update, the payee first revokes their second-to-last state. Then,
the payer sends the resolve states for the latest two states held,
along with the new state, to the payee.

This design retains the security guarantees of the previous

protocol while reducing storage and communication costs:

» Storage and Communication. By requiring the payee to
revoke their second-to-last state before receiving the new
state, the protocol ensures that each party holds at most
two valid states. Consequently, only two resolve states
need to be exchanged and stored per update, reducing
communication to a constant level and cutting resolve
state storage complexity from O(n?) to O(1), with only
O(n) revocation secrets retained.

* Balance Security. This protocol preserves atomicity by
requiring the payer to send resolve states with the new
state. If one party is unresponsive, the honest party can
commit their latest valid state. To avoid financial loss,
the other party may be forced to submit the correspond-
ing resolve state, ensuring the channel finalizes in the
globally latest state. Even if A withholds the new state
after receiving a revocation secret, B retains a valid, un-
revoked state for finalization, preventing DoS attacks.

6.2 UC Modeling

A. Security Model

To formally model and prove the security of our protocol,
we adopt the synchronous Global Universal Composability
(GUC) framework [11], following prior work [4-6,15,16,18].

The security analysis considers two execution worlds. In
the real world, the protocol IT is executed among a set of
parties in the presence of an adversary A4. In the ideal world,
the parties interact with a trusted ideal functionality ¥, and a
simulator .§ emulates the adversary’s effect. In both worlds,
an external environment £ provides inputs to and receives
outputs from the parties, and interacts with either the adver-
sary or the simulator. Our goal is to prove that the real-world
protocol UC-realizes an ideal functionality that captures the
notion of balance security (defined in Section 3.2). For clarity
and space, we briefly provide the key concepts of the model
in this section, and defer the full description to Appendix A.1.

We consider a static corruption model, where the adversary
A may corrupt any one party before the protocol execution
begins. We assume a synchronous communication network
where protocol execution proceeds in discrete rounds, and
messages are transmitted over authenticated channels. Specif-
ically, if a party P sends a message to party Q in round <, Q
receives it at the start of round T+ 1, with guaranteed authen-
ticity. The adversary can observe message content, but cannot
modify, delay or drop messages. Communications involving
the adversary A4 or the environment E are assumed to take
zero rounds. The blockchain is abstracted by a global ledger
functionality B(A, X, V), which models a UTXO-based ledger
with bounded confirmation delay A, a secure signature scheme
¥, and a set V of spending conditions. On top of this ledger,
we model the payment channel as (7}, k). The parameters
T, and k respectively denote an upper bound on consecutive
off-chain communication rounds and the number of ways a
channel state can be published.

A protocol IT is said to UC-realize an ideal functionality
F if, for any adversary A4, there exists a simulator .§ such that
no environment E can distinguish the real-world execution
from the ideal execution. In the next section, we describe
the ideal functionality F that captures the notion of balance
security. In Appendix A.3, we formally prove that our real-
world protocol UC-realizes this ideal functionality, thereby
achieving balance security within the UC framework.

B. Ideal Functionality

We structure ¥ into four parts: (i) Create, (ii) Pay, (iii)
Close, and (iv) Punish. The formal description of ¥ is shown
in Figure 4. For brevity, we omit explicit calls to F.j,cx and
Fcpc, and adopt shorthand notation to represent message

. T . .
passing: m — P denotes sending message m to party P in

round T, and m <L P denotes receiving it from P in round T. A
message m generally consists of (MESSAGE-ID, parameters).
We also omit natural checks that one would expect F to make,
which could be formally handled by combining a functionality
wrapper [4]. Note that we consider only protocols that realize
F without producing an ERROR output, as any occurrence of
ERROR implies a loss of security guarantees.

Create. In the Create phase, both participants A and B must
first send a (CREATE,Y,tid,) message to F. The tuple 7y de-
notes the channel attributes: a unique identifier vy.id, partic-
ipants 7.users, total funds 7.cash, and the latest consensus-
approved state v.st. tid), refers the party P’s input for the fund-
ing transaction. Upon receiving these messages from both
parties, F checks B for a funding transaction txy spending
tidy and tidp with output equal to 7y.cash. If txp is confirmed
within A rounds, ¥ initializes ®, a structure that stores two
latest valid states for each party, denoted as 64, 62 for A and
0g, 9}; for B, as well as an additional state 6%, representing
the older of the two states held by the payee in the latest pay-
ment. The tuple ® ensures that sufficient history is available
to resolve disputes if needed. Finally, F sends CREATED to
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Ideal Functionality 72**V)(T, k)

Create: Upon (CREATE, v, tida) & A, distinguish:

Both agreed: If already received (CREATE, v, tidp) &S B, where t9 — T < Tp,: If txp 1= tx([tida, tidp], (,Y.cash)) for some
¢ appears on B in 1) < T-+A+T),, set 0 := (64,6/,,0p,05,6") with each initialized to v.st, I'(y.id) := (,7xp,®), (CREATED,
v.id) SN v.users. Else stop.

Wait for B: Else wait if (CREATE, v, tidp) ﬂ B (then, “Both agreed” option is executed). If such message is not received,

stop.

<t9+T7, —
Pay: Upon (PAY, id, 6 tbtp)<—>A (REVOKE-REQ, id, 9 tstp)uB parse (Y, txp,®) :=L(id), sety :=7,Y.st:= 0,0 :=

o, .05 —mGBm GB =0,0.0" = .05

<1r+T,
(1) If (REVOKE, id) =" B then let S define 77l and (PAY-REO, id. 7id) ——2"% A. Else stop (reject).
p

(2) If (PAY-OK, id) &A update I'(id) := (Y, txp,®'), send (PAID, id, 6 ) ﬂ v.users and stop (accept). Else run
ForceClose(id) and stop.
Close: Upon (CLOSE, id) <2 A, distinguish:
Both agreed: If already received (CLOSE, id) & B, where g — T < Ty, let (v,txp,®) :=I'(id) and distinguish:
o If txc := tx(txp, (§a,y.st.bal(A)), (g, v.st.bal(B))) appears on B in 1 < 19+ A, set ['(id) := L, send (CLOSED, id) SN
Y.users and stop.
¢ Else, if at least one of the parties is not honest, run ForceClose(id). Else, output (ERROR) (tO—JrA> v.users and stop.

. . L ST+ . . . .
Wait for B: Else wait if (CLOSE, id) +«—— B (in that case “Both agreed” option is executed). If such message is not received,
run ForceClose(id) in round T + 7).

Punish: (executed at the end of every round 1) For each id € {0,1}* s.t. ['(id) # L, parse (y,fxr,®) :

= I'(id), check
9 bal

if B contains tx’ := tx(txr, (0;,va), (05,v5)) with v4 +vp = y.cash. If yes, let 8 be the current state, 6 .bal(A) := vy,
?.bal(B) := vp, distinguish:
Close: If 6 € o, distinguish:

o If ? =7.st, set I'(id) := L, (CLOSED, id) M v.users if not sent yet.

* Else, if ' # ®.0" and 1x,e5 (1, (94, V), (05, Vp)) appears on the B within round Ty + A, and v/, +vj € {va,vg}, then set

I'(id) := L, (RESOLVED, id) <T°—+A> v.users, (CLOSED, id) <T°—+A> v.users and stop.

¢ Otherwise, output (ERROR) <TO—+A> Y.users and stop.
Punish: Else, if 1x,,4(tx', (¢x,Y.cash — ?.bal(X ))) appears on B within round T + A, then set I'(id) := L, and for the honest
party X, (PUNISHED, id) < X and stop.

Subprocedure ForceClose(id): Let Ty be the current round and (V,zxr, ®) := I'(id). If within A rounds zx is still an unspent

i T0+A ) )
transaction on B, (ERROR) il v.users and stop. Else, latest in round Tp + 2 - A, message m € {CLOSED, PUNISHED, ERROR} is

output via Punish.

Figure 4: The Ideal Functionality.
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both users and updates the map I to bind .id with (Y,2xp, ®),
indicating successful channel creation. Since the channel is
created only after receiving CREATE from both parties, and
the spending conditions ¢ of ¢xr is jointly authorized by both,
balance security in creation holds.

Pay. In the Pay phase where A pays B, A initiates a payment by

— —
sending (PAY, id, 0, typ) to F, where O represents the new
balance state and fgy, is the setup delay for off-chain applica-

tions. ¥ then sends (REVOKE-REQ, id, 6 , Istp) to B, requesting
B to revoke previous state. If B replies with (REVOKE, id), this
indicates that B has agreed to the new state 6. Otherwise,
the Pay process is aborted. Once both parties have agreed on
the payment, .S informs ¥ with a vector of transaction identi-
fiers t;} F then sends a (PAY-REQ, id, tld) to A, requesting
the finalization of the payment. Upon receiving (PAY-0K, id)
from A, F updates I'(id) with new y and ®, and sends (PAID,
id, 0) to both users. Otherwise, if no PAY-OK is received, F
executes the subprocedure ForceClose, which expects the
funding transaction to be spent within A rounds. The channel
state is updated only after both parties have explicitly agreed
on the new payment: the payee confirms the revocation of
the previous state by sending REVOKE, and the payer finalizes
the update by responding with PAY-OK. Only then is the new
state recorded as the latest consensus-approved state, ensuring
balance security in update.

Close. Either party can initiate closure by sending (CLOSE,id)
to & . If the counterparty does so within 7}, rounds, ¥ expects
a closing transaction txc, reflecting the latest state 7.st, to
appear on B within A rounds. If observed, F updates I'(id) :=
1 and notifies both users with (CLOSED, id). Otherwise, if one
party is dishonest, F triggers the ForceClose subprocedure.

Punish. Triggered at the end of each round, this phase en-
forces accountability and resolves disputes. For each active
channel, F checks if tx’ appears on the ledger B that spends
the funding transaction zxg. If £x’ matches the latest state v.st,
F finalizes the channel by setting I'(id) := L and sending
(CLOSED, id) to both users, indicating either a peaceful coop-
erative channel closure by both parties or a forced closure
by the payee in the latest payment. If x' does not match
v.st but aligns with a permitted previous state in ®, F ex-
pects a follow-up transaction #x,.s to appear that redistribute
balances according to y.st. Upon observing this resolve trans-
action, ¥ updates I'(id) := L, then sends (RESOLVED, id) and
(CLOSED,id) to both users. This case indicates a forced clo-
sure by the payer in the latest payment. However, if tx’ re-
flects a revoked state, F expects a punish transaction 7x
to appear on the ledger, allowing the honest party to claim
the entire channel funds. Across all finalization paths, for
an honest participant, the channel will never finalize in a
state that allocates less than the balance specified in the lat-
est consensus-approved state y.st. Thus, balance security in
finalization satisfies.

6.3 Details of ULTRAVIOLET

We provide a detailed exposition of the ULTRAVIOLET pro-
tocol built on the atomic paradigm. The complete workflow
is depicted in Figure 5. The formal protocol modelled in UC
framework can be found in Appendix A.2.

Suppose party A and B fund the payment channel C us-
ing V! from x4, and v® from txp,., creating a channel with
a total capacity of v =4 +15. We assume that (pka,ska)
and (pkg, skp) serve as the authentication key pairs for x4,
and txp,., respectively, and will also be used in subsequent
payments. Let A; and B; denote the channel states, where
A; corresponds to party A’s i-th payment, reflecting the fund
distribution following that payment.

Creation. To establish the channel, both parties contribute
funds via individual transactions 7xr, and txg,, which are com-
bined into a shared funding transaction txy with total capacity
v = A +vB. Before broadcasting txr, they sign and exchange
refund transactions that allow either party to reclaim their ini-
tial balances v* and v? if needed. These refund transactions
are effectively equivalent to zero-value payments executed
between the parties prior to channel creation,following the
same format as update-phase payments. For better readability,
we assume each party executes two such refund transactions
in advance, ensuring they have two valid states during the
update phase. Note that this is for illustrative purposes only, a
single such transaction suffices in practice.

Update. The update begins with revocation. The payee B
generates a revocation pair (rhg,, rsp;), sends rhp,; along with
the previous secret rsp, , to the payer A to revoke state A; 5.

Upon receiving rsp, , and rhp;, A generates the i-th pay-
ment transaction fx4, = tx(txp, [(ska, vﬁi), ((rsp; A ska) V
(ska Askg) V (RelTime(T) A skg), v4. )]), reflecting the new
state A;, where vﬁl_ and vffl_ are the respective balances of A
and B after this payment. As illustrated in Figure 6, x4, con-
tains two outputs: vﬁ , which A can claim immediately upon
confirmation, and vﬁ , Which can be spent by different condi-
tional branches By default B must wait for a relative time
T to claim v& a;- During this period, either due to the punish
mechanism, A can punish and take away the funds vﬁt_ that
originally belonged to B, or due to the resolve mechanism,
this portion of funds can be redistributed to A and B by a
subsequent resolve transaction.

In addition to txy4,, party A generates resolve transactions
for the two valid payments it holds, txp ; and Ixp, , corre-

. . S=txp . .
sponding to state A;. the resolve transaction rx, ! for txp; is
structured as 1x(txg;, [(ska, vAi> (skg, vA - vA >]) Figure 6

illustrates the flow of the resolve transaction £, B i generated

by B for tx,, in a potential future scenario where B initiates
S1xp
the (j+ 1)-th payment to A. The structure of zx, / and
S-txp Gtxy
Ixy, are symmetric to th

of funds in outdated 1xp; and th

Y1 !, redistributing the portion

;. that originally belong to
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Creation. Before establishing the channel, both parties must first obtain the refund transaction along with respective
signature. The following describes the process from party A’s perspective, with party B following a symmetric procedure.
The steps are as follows:

1. Generate two revocation secret and hash pairs (rha_,7sa ), (rhay,7sa,), sends rhy | and rhy, to party B.

2. Upon receiving the revocation hash riy | and rhy, from the B, generate funding transaction txr := tx([txa, x|, (ska A
skg,v)), along with tx4 | := tX(txp, [(ska, V1), ((rsp, Aska) V (ska Askg) V (RelTime(T) A skp), v& )]) and tx4, :=
tx(txr, [(ska, V1), ((rsp, Aska) V (ska Askg) V (RelTime(T) A skp), vB )]).

Generate signatures G/}, Gﬂ_l and 62‘0 for transactions txr, tx4 , and tx4,, respectively, using sky4.

Send £xa ,, x4, and corresponding signatures 64  and G to B.

Upon receiving txp , txp, and corresponding signatures Gg_l and Ggo from B, send 64 to B.

nohA W

6. Upon receiving Gﬁ from B, post (txf, {G‘?,-, Gfi }) on B. Once txr is confirmed on B, the channel is successfully created.

i-th Payment. For party A’s i-th payment, assuming party B has completed j payments, once both parties have agreed on

this payment, the process unfolds as follows:

First, party B, the payee:

1. generate a new revocation secret and hash pair (rhp,,7sp,), then send rhp, to party A for the current payment, along with
rsp, , to revoke the outdated payment transaction x4, ,.

Then, party A, the payer:

1. Upon receiving rhp, and rsp,_,, generate i-th payment transaction x4, := tx(txr, [{ska, vﬁl), ((rsp; Nska) V (ska Nskg)
V (RelTime(T) A skg), vﬁi )]), reflecting the updated balance state.

. 9—»[)63]. ._ VA VA VA . .
2. Generate resolve transaction tx, 7’ :=tx(txg;, [(ska, v4.), (skg, B~ 4.)]) corresponding to j-th payment txp; from
party B.

. Stxp. )
3. If vy} < V’gjfl, generate resolve transaction rx, '~ :=tx(txp,_, [(ska, v4,), (sks, v’é/_il —v4)]). Otherwise, generate

X S-1xp . .

resolve transaction tx, "i=ix(txp, ), [(ska, V‘gjfl ) (skp, 0)]) corresponding to (j-1)-th payment txp; , from party B
. A GA A %thj q_’tXBj—l . .
4. Generate signatures © 4 Oay(8,) and o 4i(Bj1) for txa;, tx A; and 1X4, , respectively, using sk4.
1Xp .
J

! to party B.
Finalization. The channel can be finalized either collaboratively or forcibly by any party. Assuming that party A has

. . . S1xp . G
5. Send the payment transaction fx4,, along with the resolve transactions x, ! and rx A;

completed i payments and party B has completed j payments, with tx4, as the latest payment transaction and A; as the

globally latest state. Collaborative finalization proceeds as follows:

1. Party A generates txc = tx(txp, [(ska, vﬁn ), ( skg, vgn>]), sign it with sk4 to produce the signature 6, and sends (txc, o)
to B.

2. Party B signs tx¢ to produce Gg, and post (txc, {Gé, Gg}) on B, finalizing the channel in the globally latest state A;.

For party A, the forced finalization proceeds as follows:

1. Party A uses sk4 to generate signature G/gj for transaction zxp; and post (1xg;, {(G’gj,(sgj)}) on B.

. . . Stxp .
2. Upon zxp; is confirmed on B, party B uses skp to generate the signature Gfi 5)) for the transaction tx, ’, then posts

j
Ptxp . Stxp. | . . . .
(txy, 7, {0‘2_( B Gf ,(B,)}) onB. If tx, ' is confirmed on B before the relative time 7', the channel finalizes in the
1 13 1 J 1

globally latest state A;.

For party B, the forced finalization proceeds as follows:

1. Party B uses skp to generate Gﬁi for tx4, and post (x4, {(Gﬁi76§i)}) on B, finalizing the channel in the latest state A;.
Punishment. If party A observes that a revoked payment #x4,, corresponding to the k-th payment, has been posted by B and
confirmed on the ledger B, it proceeds with the following steps to execute the punishment:

1. Generate the punishment transaction x> = rx(rxa,, (ska, V4 ) corresponding to £xy,.

pnsh *

. . . A .
2. Generate signature o for punishment transaction txpfmh using sks and rsp, .

pnsh
Ak
3. Post (txpnsh,

Gﬁfmh) on BB and to get all funds within the channel.

Figure 5: ULTRAVIOLET Protocol
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Figure 6: Flow for payment and resolve transaction.

A to transition their state to the globally latest state A;.

It should be noted that for the latest valid payment 7xg,
held by A, the funds originally belonging to A can always
be redistributed to match the globally latest state A;. This
is because the payment between fxp; and fx; can only be
a payment from A to B; otherwise, j would not represent
the latest payment from B to A. Hence, it is guaranteed that
Vi < v’éj. However, due to the existence of the payment xp,_,
from B to A between payments IXp; and 7x,;, it follows that
v’gj_l < v‘g/_. Consequently, there may be cases where vﬁi >
vﬁH , preventing txp; | from being redistributed to match the

state A;. In this case, the corresponding resolve transaction
txZIXBj’l is structured as tx(1xp;_,, [(ska, v’éji ) (skg, 0)]).
Finalization. Similar to Lightning-style channels, the channel
can be finalized collaboratively with a single transaction when
both parties agree on the fund distribution. Here, we focus on
scenarios where one party is unresponsive or malicious, and
the other party attempts to finalize the channel forcibly.

As the payee in the last payment, B can forcibly finalize the
channel by posting tx,,, which reflects the globally latest state
A;. Upon confirmation, A immediately receives vﬁi,while B
will receive V/ﬁ after waiting for the relative time 7.

As the payer in the last payment, party A can forcibly final-
ize the channel by posting the latest valid transaction 7xp; they

hold. Upon confirmation, B immediately receives vgj. Based

on the earlier proof that vﬁi < \/gl_, it follows that vﬁi > vg,_.

Consequently, a rational B will post the resolve transaction
FIxB; . o L .
1Xy, ! corresponding to txp; within the relative time 7', redis-

tributing the funds originally belonging to A in 7xg; to avoid
loss, ensuring the channel ultimately finalizes in the latest
consensus-approved state A;.

Punishment. According to our protocol design, each party
holds at most two valid states during the existence of the
channel. If a party attempts to post a revoked transaction,
the counterparty can utilize the corresponding revocation
secret obtained during the update phase to post a punishment
transaction, thereby claiming the entire funds of the channel.

® ULTRAVIOLET LN SC

400

300

#tx/s
Latency (ms)
3]

S
S

"
0
$¥

(a) Throughput (b) Latency (95th percentile)

Figure 7: Comparison of average throughput and latency
across regions, with latency including 95th percentile error.

7 Evaluation

In this section, we conduct a comprehensive evaluation of
ULTRAVIOLET, comparing it against two SOTA PCs: LN and
SC. The evaluation covers two key aspects: off-chain payment
performance (Section 7.1) and on-chain cost (Section 7.2). To
ensure a fair comparison, all three protocols are implemented
using a consistent technology stack: Golang, gRPC for net-
work communication, 256-bit ECDSA for digital signatures,
SHAZ256 for hashing, OP_CHECKMULTISIG for multisignature
support. The implementation consists of approximately 8,000
lines of Go code.

7.1 Off-chain Payment Performance

Experimental Setup. We evaluate performance by execut-
ing 10,000 sequential payments—where each payment begins
only after the previous one completes—repeated five times
per protocol. For each run, we measure payment latency, de-
fined as the time from transaction initiation to completion,
and report the average and 95th-percentile latency. We also
compute the achieved transactions per second (TPS).
Experiments are conducted on Azure D8s_v4 virtual ma-
chines distributed across four regions: West US (Virginia),
East US (Phoenix), South UK (London), and Southeast Asia
(Singapore). Each VM is equipped with 8 vCPUs (Intel Xeon
Platinum 8272CL @ 2.60GHz), 32 GB RAM, and 12.5 Gbps
bandwidth, running Ubuntu 24.04 LTS. The node in Virginia
acts as the payer, sending transactions to payee nodes in
Phoenix, London, and Singapore.
Latency. Figure 7b shows the average transaction la-
tency to different regions. ULTRAVIOLET consistently out-
performs other protocols, achieving average latencies of
54.38ms (Phoenix), 132.11ms (London), and 180.84ms (Sin-
gapore)—representing 1.59x and 2.10x improvements over
LN and SC, respectively. The Pys error bars indicate high
stability, with ULTRAVIOLET exhibiting minimal variance
(£1.96ms) compared to LN (<4.18ms) and SC (< 8.37ms).
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Table 1: Comparison of the number of transactions and on-
chain bytes for unilateral closure on different PC protocols.

PC Protocol Case #1tx | bytes
close 1 397

LN close(punished) 2 633
close(slow) 2 931

SC close(fast) 3 1501
close(punished) 3 1239

close 1 472

ULTRAVIOLET | close(resolved) 2 911
close(punished) 2 794

Table 2: Comparison of different payment channel protocols.

PC Atomicity | Flexibility | Compatibility
LN [1] X
SC [7] X X
Eltoo [13] X X
GC [4] X X
ULTRAVIOLET

The increased latency from Phoenix to Singapore reflects the
dominant impact of network latency on transaction times.
Throughput. Figure 7a presents the throughput achieved by
each system. ULTRAVIOLET achieves 18.39 TPS in Phoenix,
7.57 TPS in London, and 5.53 TPS in Singapore, showing
comparable performance to LN (18.23 TPS, 7.66 TPS, 5.46
TPS). Both systems significantly outperform SC (8.79 TPS,
3.87 TPS, 2.75 TPS) by approximately 2x.

7.2 On-chain Cost

As shown in Table 1, under unilateral closure where the initia-
tor holds the latest state, both ULTRAVIOLET and LN require
a single transaction (472 bytes and 397 bytes), while SC in-
curs higher overhead with two transactions totaling 931 bytes.
If ULTRAVIOLET needs to perform a resolve transaction, it
requires two transactions totaling 911 bytes — comparable
to the slow closure in SC but still lower than its fast closure.
In the case of punishment, ULTRAVIOLET incurs 794 bytes
across two transactions, slightly more than LN (633 bytes)
but significantly less than SC (1239 bytes). Overall, ULTRA-
VIOLET maintains competitive cost across all closure cases.

8 Analysis and Discussion

In this section, we analyze our protocol’s characteristics, cov-
ering its communication and storage overheads. We also ex-
amine its compatibility, deployment considerations, and limi-
tations, and conclude with a discussion of potential threats.

Efficiency in Communication and Computation. ULTRAVI-
OLET achieves low communication and computation overhead

by requiring only two messages per payment (half of LN and
SC) and relying solely on standard cryptographic primitives.
Halving the number of messages lower the communication
cost, while the avoidance of complex cryptography ensures
lightweight processing. These advantages are reflected in the
improved latency and throughput observed in our evaluation.
Storage Overhead. The resolve mechanism in ULTRAVIO-
LET requires each party to store at most two resolve trans-
actions at any given time, each approximately 440KB. This
added storage cost is minimal and practically negligible.
Flexibility and Deployment Compatibility. As summa-
rized in Table 2, ULTRAVIOLET is the first and only pay-
ment channel protocol that achieves atomicity. In addition,
it offers strong flexibility by supporting bidirectional pay-
ments, unrestricted channel lifetime, and unbounded trans-
actions—allowing channels to remain open indefinitely and
process an unlimited number of updates without reset. Among
the compared protocols, only SC lacks such flexibility, as it
imposes a fixed expiration on channel lifespan.

For deployment compatibility, ULTRAVIOLET relies solely
on Bitcoin’s native scripting and avoids non-standard cryp-
tographic features. Unlike Eltoo, which depends on unim-
plemented opcodes (e.g., SIGHASH_NOINPUT), or GC, which
tightly couple with specific signature schemes ECDSA or
Schnorr, ULTRAVIOLET remains fully compatible with Bit-
coin’s existing functionality and can be readily deployed.
However, it is not directly compatible with LN channels.
Limitations. ULTRAVIOLET requires participants to continu-
ously monitor the blockchain or delegate this responsibility
to a trusted third-party service such as watchtowers. This
monitoring is necessary to either respond with a resolve trans-
action if the counterparty initiates a valid unilateral closure,
or to issue a punishment transaction if an outdated state is
broadcast. Such monitoring requirements are common across
many existing protocols like LN. In contrast, protocols like
SC adopt a watchtower-free design, avoiding this requirement
through incentive mechanisms and time-bound constraints.
Potential Threats. We discuss three main potential threats:

* DoS Attacks. ULTRAVIOLET is resilient to protocol-layer
DoS attacks caused by an unresponsive counterparty. In
such cases, participants can unilaterally close the channel
while preserving balance security. More severe network-
layer DoS attacks that render parties unreachable to each
other or the blockchain for extended periods, are analo-
gous to network partitioning scenarios.

* Network Partition. If a network partition prevents com-
munication between participants while both retain access
to the blockchain, ULTRAVIOLET allows either party to
securely close the channel unilaterally. However, if a
participant is isolated from both their counterparty and
the blockchain, they cannot monitor on-chain activity
or respond with necessary transactions. In this case, a
malicious counterparty could finalize the channel using
an outdated state without being penalized. This threat
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can be mitigated by employing watchtower services.

* Privacy Concerns. ULTRAVIOLET ensures that off-chain
transactions remain hidden from the blockchain until
the channel is closed. Under cooperative or standard uni-
lateral closure, only the initial and final fund allocation
states are revealed on-chain, providing privacy guaran-
tees similar to LN. However, in closure cases requiring
a resolve transaction, ULTRAVIOLET may additionally
leak the intermediate state of a specific off-chain transac-
tion, introducing a marginal trade-off compared to LN.

9 Conclusion

In this paper, we formalize existing payment channel proto-
cols, such as the Lightning Network and Sleepy Channels, into
a common paradigm and show that their non-atomic state tran-
sitions introduce fundamental vulnerabilities. To overcome
this, we propose an atomic paradigm that ensures atomic up-
dates while preserving core functionalities. Based on this
paradigm, we design ULTRAVIOLET, a secure and efficient
payment channel protocol that avoids reliance on unimple-
mented Bitcoin features. By halving the number of messages
per transaction, ULTRAVIOLET reduces latency by up to 52%
and achieves throughput comparable to the Lightning Net-
work and 2x that of the Sleepy Channels. Our formal security
analysis under the Universal Composability framework and
experimental evaluation demonstrate that ULTRAVIOLET of-
fers a practical and secure path for blockchain scalability.
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11 Ethics Considerations

Our research builds upon a previously disclosed design flaw
in the Lightning Network that was formally identified and
published at CCS’24 [28]. The authors of that work confirmed
they had properly disclosed the vulnerability to the Lightning
Network development team prior to publication. Our work
proposes a protocol-level solution to address this design flaw.
We have carefully considered the ethical implications of
our research through the lens of both consequentialist and
deontological frameworks. From a beneficence perspective,
our work aims to strengthen the Lightning Network’s security
by providing concrete improvements to its protocol design.
The potential benefits to users and the broader cryptocurrency
ecosystem outweigh any potential risks, particularly since the
underlying vulnerability is already public knowledge.

Our research focuses on developing defensive measures
rather than exploiting vulnerabilities, and builds upon properly
disclosed findings. Therefore, we believe our work aligns
with the principles outlined in The Menlo Report, particularly
regarding respect for persons and promoting beneficence. Our
protocol improvements protect users’ financial interests and
their right to secure transaction channels, supporting both
stakeholder wellbeing and fundamental rights to security in
financial transactions.

12 Open science

To ensure reproducibility and facilitate further research in this
area, we have made our implementation of ULTRAVIOLET
available as a comprehensive source code package. This pack-
age can be accessed via Zenodo ! or Github . It contains all
necessary components to validate our protocol’s effectiveness
and reproduce our experimental results. We are committed to
making the package publicly accessible upon publication.
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A Extended UC Modeling

In this section, we formalize the security of our protocol using
the Universal Composability (UC) framework [10], specif-
ically employing the Global UC (GUC) extension [11], an
extension of the standard UC framework that enables a global
setup.

A.1 Preliminaries

Since our model closely aligns with model established by
previous off-chain payment protocols [4-6, 15, 16, 18], we
begin by introducing key concepts that have been widely
adopted in these earlier works.

Protocols and Adversarial Model. In the real world, a
protocol IT is executed by a set of parties P = {Py,...,P,}
in the presence of an adversary A4, who receives a security
parameter A € N and an auxiliary input z € {0, 1}*. We con-
sider a static corruption model, where A4 can corrupt any party
P; € P at the beginning of the protocol execution. Corruption
allows A4 to take full control over P;, learning all its internal
state. Both the parties and the adversary A4 receive their in-
puts from a special entity, the environment £, which models
everything that happens external to the protocol execution.
The environment not only provides inputs but also observes
all outputs generated by the parties throughout the execution.
We consider that our model operates within a hybrid setting
where the protocol may access additional ideal functionalities,
denoted by 4, ..., H,,. In this case, we say that the protocol
I works in the (#,, ..., H,)-hybrid model.

Modeling Time and Communication. In our model, we
assume a synchronous communication network where pro-
tocol execution unfolds in discrete rounds. This abstraction
of rounds allows for clear reasoning about time during the
protocol execution. The notion of rounds is formalized by the
global ideal functionality ¥, [21], which acts as a global

clock that advances to the next round only when all honest
parties are prepared to proceed, ensuring that every party is
aware of the current round. We assume that communication
between parties in 2 occurs over authenticated channels with
a strict delivery guarantee of one round, formalized via an
ideal functionality Fspc [15]. This means that if a party P
sends a message to party Q in round T, Q receives it at the
beginning of round T+ 1, with certainty that P is the sender.
While the adversary A can observe message content and re-
order messages sent within the same round, it cannot modify,
delay, or drop messages, nor can it introduce new messages
into the protocol. All other communications, such as those
involving the adversary 4, the environment £, are assumed
to take zero rounds.

Modeling Global Ledger. We model the mechanics of
UTXO-based cryptocurrencies, like Bitcoin, using a global
ideal functionality B(A,X, V) under the Global UC frame-
work. This functionality is parameterized by a bounded delay
A, indicating the maximum number of rounds required to con-
firm a valid transaction, a digital signature scheme X, and a set
7/ that defines the valid spending conditions, such as signa-
ture verification with respect to . We assume that the ledger
interacts with a fixed set of parties . Initially, the ledger func-
tionality B, initiated per the instructions of environment ‘£,
generates key pairs (pkp, skp) for every party P € P, registers
each public key pkp to the ledger and establishes the initial
state as a publicly accessible set of all posted transactions.
Any party P € P can post a transaction to B, which, if deemed
valid after verification, will be appended to the ledger after
up to A rounds. Our ledger model is simplified for clarity. For
a more detailed description and comprehensive formalization
of the ledger model, we refer the reader to prior works [4,9].
This simplified model suffices for our work and improves the
readability of our channel protocol.

The GUC-security definition. We define a hybrid protocol
I that operates with access to ideal functionality Fyrelim con-
sisting of the global ledger B(A, X, V), the global clock Fejocks
and Fspc. The output of an environment ‘£ interacting with
IT and an adversary 4, given A as the security parameter and
z as the auxiliary input to 4, is denoted as IEXECI?’;;;1 (A,2).
Let ¢+ be the ideal protocol for an ideal functionality # with
access to the Fprelim. This means that the parties in © simply
forward their inputs to the ideal functionality % . The output
of an environment £ interacting with a protocol ¢+ and a
simulator S, given A as the security parameter and z as the

. . . j:prelim
auxiliary input to S, is denoted as EXEC¢T7 5.2 2). We say
that if a protocol IT GUC-realizes an ideal functionality ¥,
then any attack that can be carried out against the real-world
protocol IT can also be carried out against the ideal protocol
¢+ and vice versa. In other words, IT is at least as secure as

F.

Definition A.1. A protocol I1 GUC-realizes an ideal func-
tionality F, w.r.t. Fpreiim, if for every adversary A there exists
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a simulator S such that for any environment ‘E, we have

-r]:prelim

EXEC) 5y (M,2) ~ EXECT,"" (A.2)

o7 .S E

c
(where “x”" denotes computational indistinguishability).

A.2 Protocol

In this section, we formally present the protocol IT as out-
lined in Section 6.3. The protocol builds on the high-level
concepts discussed earlier, now incorporating detailed UC
formalism, allowing for clear interactions within a global en-
vironment £ and time-bound communication rounds. To en-
hance readability and distinguish between the communication
between parties and input/outputs from/to the environment
E, we denote messages involved ‘£ in uppercase, e.g., “CRE-
ATE,” while messages between parties use lowercase, e.g.,
“createlnfo.” Similar to the ideal functionality, the pseudocode
presented excludes several checks that an honest user would
naturally perform, which can instead be handled through a pro-
tocol wrapper. The protocol is structured into four parts, each
carefully designed to handle the various stages of payment
channel. Additionally, we incorporate two subprocedures to
streamline the protocol: one for the force closure mechanism,
and another for generating necessary transactions at each pay-
ment.

ULTRAVIOLET protocol IT
Create

Party A upon (CREATE, Y, tidy ) S
1. Set id = v.id. (Pka,ska), (rha,,rsa,),
(rhay,rsa,). Construct auth?et = {pka,rha,,rha,},

a set containing the public keys and revocation secret

Generate

hash owned by A, and rs,, := {rsa,,rsa, }, comprising
revocation secrets generated by A.

2. Extract initial balances v* and v® from y.st and set v :=
VA B vA =, vB =8, vA ::v"‘,v/lj(J =B

3. Send (createlnfo id, tldA,authse,) B

4. If  (createlnfo, id, tidp, authB,) kel B, authd, =
auth’,, U authB,,, continue. Else, go idle.

5. Generate  the  funding
tx([tida,tidp), (ska N skp,v)).

6. Generate rxy, :=1x(txr, [(ska, vﬂ’] ). ((rsp, Aska)V (ska A
skg)V (RelTime(T) /\SkB)7v§,1>D'

7. Generate tx4, := tx(txp, [(ska, v£0>, ((rspy Aska) V (ska A
skp) V (RelTime(T) Askg),v4 )]).

8. Construct tx, := {txs. ,»1x4, }, a set containing the trans-

transaction Ixp =

actions owned by A.

9. A uses sky to generate signatures Gyjq, , Gﬁ»l and Gﬁo for
transactions txr, tx4, and tx,, respectively. Construct
iAo A
St8ser -= {GA,I’ Gﬁo}
. To+1+Tpre
10. Send (preparelnfo, id, x4, sig4 ) B
. ) To+24Tpre

11. If (preparelnfo, id, tx8,,, sigB ) «+———— B, set tx ;= 1,

U B, sigh, = sigh, Usigh,. Else, go idle.
i To+2+Tpre

12. Send (createFund, id, G4, ) ———

. To+3+Tpre

13. If (createFund, id, 64;4,) ¢——— B, post
(txF ,{Stid, : Otiay }) on B.

14. If txF is confirmed on B in round 1 < T+ 3 + Tpre + A,
set A(id) := (txr, authl,,, rsh, o6, sigh ), (CREATED, id)
SNy

Pay
Party A’s i-th payment, assuming party B has completed j
payments.

%
Party A upon (PAY, id, 0 ,7yp) &g

1.

2.

Bl

VSA t)CA Si,

Extract (txr, authsy,, rs4,., e 4) =TAdd).

%
Send (revokeReq, id, 0 ,yp) B,

_>
Party B upon (revokeReq, id, 0 ,7s) LA

Send (REVOKE-REQ, id, ?,tstp) 3 E

If not (REVOKE, id) & E, goidle.

I(id).

Generate (rhg,, rsg,), let authB,, := auth®, U {rhg,}, rs8,

B B ioB ) —
Extract (txp,authB,, rsB, txB, sigB,) =

— B
=rsy,U {rsg, }.

to+tg
Retrieve rsp,, from rsm, (revokelnfo, id, rhp,, rsp,,) —

A.
To+2+1g

Party A upon (revokelnfo, id, rhp,,rsp, ,)

1.

5. Let @(id) := (T4

: : A _
. Generate the punishment transaction X =

4 i—-2
. A uses skq and rsp, , to generate signature G”;n o

. Let 74

Let auth,, := auth’,, U {rhp,}. Retrieve tx,,_, from x4,

and extract v} andvB  from it.
Aia Aia

tx(txa, 5,

B .
(ska, vy ,)) corresponding to txy, ,.
for pun-

A;
ishment transaction txpn h

revoke = ‘Tremke U {txAl z} pmh

A
ansh pnsh U {cpmh}

A
q;msh ’

pnvh U {txpnsh}

A
revoke’ by ‘pnsh ) .

6. Extract vﬁi and vﬁi, representing the balance states of A and

_>
B after this payment, from 6 .

. Let txﬁjly  GenerateTxs(txr, X, authl,, vA vﬁi) a,

A
= gy 1y
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8. A uses sky to sign each transaction in txﬁ,"ly, generating a
set of signatures G?éy.

9. Lettid be the tuple of ids corresponding to each transaction
) ) L= T<To+2+tg
in 1xpiy, (PAY-REQ, id, tid)

T <To+2+1g +sp

10. Send (paylInfo, id, tx,%w G?Zzy)

Party B in round 1] <fo+1g +2+1sp:

1. If (payInfo, id, tx?}ly, Gﬁéy) <t~1 A, go to next step. Else,
execute ForceClose(id).

2. LettB, :=u:B, le,’?gy,sigﬁ?, = sigB, UG?&y-

3. LetI'B(id) := (th,authve,, rsB 0B sigh ).

4. Send (payCom, id) ;) A and (PAID, id, 6>) £> E.

Party A in round t; 4 2:

1. If (payCom, id) <T]—+2* B, continue. Else, execute
ForceClose(id).

2. Tf not (PAY-0K, id) <-2 £, go idle.

3. Let FA(id) (txp,auth’s,,, rst, o sigh ).

2
4. (pa1D.id, 8) <S5 £

Close

Let A’s n-th payment be the latest payment between A and
B.
Party A upon (CLOSE, id)& E:
1. Extract (txp,authl,, sk, ok, sigh) = TA(id).

2. Retrieve x4, from 0l

and extract v4 and V8  from rxg,.
3. Generate transaction txc := tx(txr, [(ska, v} ), { skg,
B
VAH>D~
4. A uses sky to generate signature GA for transaction 7xc.

+t
5. Send (closelnfo, id, txc, GC) ‘—g> B.

. To+Tg+
6. If (closelnfo, id, tx¢, GC)

B, post (txc, {64, 62})
on B. Else, go idle.

7. If txc is confirmed on B in round T; < Tp + T, + 1+ A, set
@A(id) := L, I(id) := L and (CLOSED, id) <> ‘. Else,

execute ForceClose(id).

Punish

Party A upon PUNISH &g
For each id € {0,1}* s.t. @(id) # L:
1. Extract (T2, ,0s Tomsinr Eust) = € (id).

revoke® ~pnsh>

2. If any revoked payment tx4, € T4

revoke
ot

s> Cpnsh from Tnsh and an ., Tespectively. Post

(lxpnsh’ G?msh) on B.

appears on B, re-

trieve IX

3. After tx prsh is confirmed on B in round T; < 7o + A, set

@4 (id) := L, T (id) := L and (PUNISHED, id) <> E.

Subprotocols

ForceClose(id):

Let 7o be the current round, assuming that party P has com-
pleted i payments and party Q has completed j payments.
Party P do the following:

1. Extract (txp,autht,, rst, of sigh ) = TP (id).

2. Retrieve txg;, Gg from 1l and sigl, respectively.

3. P uses skp to generate signature G}é for transaction txgp,.
Post (txg;, {(ng7GQj)}) on B.

4. After txp, is confirmed on B in round T; < Tp + A, set
@ (id) := L, I'P(id) := L. (forceClose, id, txQ;) iN (0]

and (CLOSED, id) < .

1
Party Q upon (forceClose, id, txp,) & p

o Qo 0
1. After txg, appears on B, extract (txp, authse, rse, tXsers
sig2,) = T2(id).
. 9—>ZXQJ- 0] . .
2. If there exists txp, € x5, continue. Else, (CLOSED, id)
I
< E and stop.
3. Retri %th.f P
- Retrieve zxp ™, 6.
4. Q uses skp to generate signature Gg_(Q,)
i\&j
%lej CHth/. P 0
txp . Post (txp ’{GR(Qj)’GB(Q,-)}) on B.

) from thQe, and sigg, respectively.

for transaction

Po1xp,
5. After 1Xp, 0 is confirmed on B in round #y + A, set
02(id) := 1, T9(id) :=
A A
6. (RESOLVED, id) <3 Z and (CLOSED, id) < .

GenerateTxs(txr, txb,, authf,,, v’,; , V}Q)’_)Z
Party P’s i-th payment, assuming the other party Q has

completed j payments.

1. Retrieve {pkp, pkg,rhg,} from autht,,.

2. Generate the payer P’s i-th payment transaction txp,
= tx(txp, [(skp, vg), ((rsg, N skp) V (skp Askg) V
(RelTime(T) A skg). v8 )]).

3. Retrieve {txg,,txg, , } from ek, extract vgj and VZH re-
spectively.

4. Let vml : vfp’l_, vgsl = ng — vﬁ.

. Ftxg
5. Generate resolve transaction txp ' :
;

P
Vi) (ks View )
6. vaP < vQ - set sz : vg, v,Qes2 = V]sz,l fv;i. Else, set

= tx(txg,, [(skp,

P ._ P (O
Vies, = Vg, > Vres, '= 0.
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. S=txg i1
7. Generate resolve transaction txp ' :=tx(txg, |, [(skp,
P Q
Vresz>7 <SkQ7 Vreszﬂ)-
th/. C)—»lejil

A +
8. Return txp0y := {txp”txpi Jtxp,

3.

A.3 Proof

We present the simulator and the formal proof that the UL-
TRAVIOLET protocol I1, described in Appendix A.2, GUC-
realizes the ideal functionality ¥, defined in Section 6.2.

Theorem A.1. The protocol I1 GUC-realizes the the ideal
functionality F.

Due to space constraints, the complete proof is provided in
the extended version * of this work.

3https://eprint.iacr.orq/2025/180.pdf
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