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Abstract
Recent advances in privacy-preserving machine learning

underscore the critical role of differential privacy (DP) in
protecting individual data. However, the noise introduced dur-
ing DP training often leads to significant performance degra-
dation, creating a major challenge for differentially private
machine learning (DPML).

In this work, we address this challenge by controlling the
detrimental effects of DP noise. Specifically, we focus on
enhancing a model’s robustness to random perturbations,
thereby mitigating their negative impact on convergence—a
central factor in maintaining high utility under DP. To this end,
we propose sharpness-aware initialization (SAI), a method
for improving the accuracy of DPML algorithms by achieving
a flatter loss landscape. Our approach employs a two-phase
training framework: SAI followed by standard Differentially
Private Stochastic Gradient Descent (DPSGD). This strategy
capitalizes on the observation that loss-landscape flatness
converges more rapidly than the training loss, enabling an
early stop on flatness optimization to limit divergence risk,
followed by a phase dedicated to training-loss optimization.
Moreover, splitting the training into two distinct phases al-
lows for different privacy budgets in each phase, aligning
their respective optimization objectives and tolerance to DP
noise, which further mitigates performance degradation. Our
experimental results show that SAI substantially improves the
accuracy of state-of-the-art DPML algorithms across a range
of datasets and model architectures, achieving gains of over
6% on CIFAR-10 under ε = 1.

1 Introduction

Machine learning (ML) models may inadvertently reveal in-
formation about their training data due to limitations such
as overfitting [64] and data memorization [12, 30]. Mitigat-
ing this privacy risk largely relies on Differential Privacy
(DP) [25], which has been applied to protect diverse ML

∗The first two authors contributed equally to this work.

tasks [19, 44, 47, 79]. In differentially private machine learn-
ing (DPML), a randomized algorithm injects noise during
training so that any single example in the dataset minimally
affects the model’s output distributions. This privacy guar-
antee is expressed as (ε,δ)-DP, where the privacy budget ε

and δ determine the amount of noise added. Smaller ε and
δ lead to heavier noise, making it more difficult for an ad-
versary to infer the presence of a specific data point in the
training set. DP models offer strong protections against mem-
bership inference [59, 62], training data extraction [12], and
data poisoning [46].
Challenges in DPML. One of the most widely used DPML
algorithms is Differentially Private Stochastic Gradient De-
scent (DPSGD) [1], which (1) clips per-example gradients
to limit their sensitivity and (2) adds noise before parameter
updates. Various methods aim to mitigate the performance
loss from these steps by exploring new architectures [15, 67],
loss functions [61], activation functions [55], and clipping
functions [3, 8]. They target adverse effects from gradient
clipping [3, 8, 55], limited iteration rounds [61], and DP-
unfriendly architectures [15,67]. Despite these efforts, achiev-
ing high DPML performance remains an open problem, pri-
marily because most approaches do not directly address the
negative impacts of DP noise.

This work seeks to fundamentally enhance DPML un-
der its privacy guarantee by improving a model’s robust-
ness to random perturbations, thereby reducing the harm
of DP noise. This direction focuses on the core of differen-
tial privacy—namely, the injected noise. Several pioneering
studies have ventured down this path. Wang et al. [70] pro-
posed DPAdapter, which uses sharpness-aware minimization
(SAM) [29] on public data to improve parameter robustness
and flatten the loss landscape before fine-tuning on private
data. However, it relies on auxiliary data and can be com-
putationally expensive. Park et al. [56] introduced Differen-
tially Private Sharpness-Aware Training (DPSAT), integrating
SAM into DPML without public data. Yet, it can get stuck in
suboptimal solutions due to the divergence of robustness/flat-
ness (see Section 3.1). Thus, leveraging parameter robustness
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Figure 1: Overview of SAI-DPSGD. SAI-DPSGD utilizes a two-phase approach: the first phase focuses on finding a flatter loss
landscape, while the second phase involves training with standard DPSGD for further convergence. The privacy budget (ε,δ) is
allocated into (ε1,δ1) for the sharpness-aware initialization (SAI) and (ε2,δ2) for DPSGD, with ε1 ≫ ε2.

and loss-landscape flatness without auxiliary data remains
challenging. Throughout this paper, we use “flatness” to also
imply parameter robustness, since a flatter landscape indicates
stronger resistance to random perturbations.
Our Solution. A key insight from our work is that flatness
typically converges much earlier than the training loss. Con-
sequently, we can stop flatness optimization early and then
focus on the training loss, avoiding flatness divergence while
still achieving sufficient training-loss convergence. Build-
ing on this observation, we propose a two-phase approach:
Sharpness-Aware Initialization (SAI) followed by standard
DPSGD (see Figure 1).

By dividing the training process into two distinct phases,
we can allocate separate privacy budgets that align with each
phase’s sensitivity to noise. Since flatter loss landscapes better
tolerate noise [56], the DPSGD phase can handle higher noise
once flatness has been established. Conversely, optimizing
flatness is more sensitive to noise (Section 3.1), justifying
a higher budget for the SAI phase. Although DPSGD sub-
sequently runs with relatively higher noise, the landscape
remains flat enough to ensure stable convergence. Our theo-
retical analysis further explains why flatness converges faster
than the training loss and how this two-phase strategy im-
proves the privacy-accuracy trade-offs of DPSGD.

The key contribution of SAI-DPSGD lies in its theoreti-
cally grounded two-phase framework. While prior research
has explored pre-training on public data [70], none has exam-
ined a data-driven initialization phase using the same private
dataset. Although initialization is crucial in deep neural net-
works [50], it remains largely unexplored in DPML. We are
the first to show that DPML can benefit substantially from a
dedicated data-driven initialization phase, which may inspire
advanced initialization technologies for further improving
DPML. Crucially, our design is not merely empirical; it is
guided by rigorous theoretical insights (Section 4.3), provid-
ing a robust foundation for future work on even more effective
initialization strategies.
Empirical Results. We implemented SAI and evaluated
its performance on the MNIST, FashionMNIST, CIFAR-10,

CIFAR-100, and SVHN datasets, using a variety of model
architectures. These architectures include CNN-Tanh and DP-
NASNet [15], both designed specifically for DPML, GNRes-
Net with group normalization [73] (a common replacement
for batch normalization in DPML [8,10,19,67,71]), and vision
transformers (ViTs) [21] pretrained on ImageNet. Our results
consistently show stable accuracy improvements compared
to state-of-the-art approaches. For example, SAI-DPSGD im-
proves the accuracy of CNN-Tanh with SELU on CIFAR-10
by over 6% for ε = 1, whereas most existing DPML enhance-
ments achieve gains of less than 3% [71] under the same
privacy budget.
Contributions. Our key contributions are summarized below:
• New technique. We propose SAI, a method that improves
DPML accuracy by promoting a flatter loss landscape. The
SAI-DPSGD framework achieves better privacy-accuracy
trade-offs compared to existing approaches.
• Theoretical understandings. We analyze SAI theoretically
to show why it is effective, revealing a fundamental trade-
off between minimal flatness and training-loss convergence.
This analysis also identifies a theoretical optimum range that
guides hyperparameter choices.
• Extensive empirical studies. We conduct comprehensive
experiments on SAI-DPSGD across diverse tasks and pri-
vacy budgets. Results show that SAI-DPSGD consistently
improves the privacy-accuracy trade-off on standard DPML
benchmarks and across various scenarios.

2 Background

2.1 Differentially Private Machine Learning

Differential privacy [24] (DP) is a mathematical framework
designed to protect individuals’ privacy when analyzing and
sharing sensitive data. It allows for the extraction of useful
statistical information from a population while minimizing the
risk of exposing any individual’s private information. The core
concept of DP is to introduce a controlled amount of noise
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or randomness to the data before releasing or analyzing it,
thereby making it challenging to identify specific individuals
within the dataset.

Formally, differential privacy can be defined as:

Definition 1 ((ε,δ)-Differential Privacy). Given two neigh-
boring datasets D and D′ differing by one record, a random-
ized mechanism M satisfies (ε,δ)-differential privacy if

Pr[M (D) ∈ S]≤ eε ·Pr[M (D′) ∈ S]+δ,

where ε is the privacy budget, and δ is the failure probability.

Typically, a smaller ε indicates a higher privacy preserving
level since it is more difficult for the attackers to distinguish
between D and D′.
Composition Properties of DP. The following composition
properties of DP are commonly used for building complex
differentially private algorithms from simpler subroutines.
• Sequential Composition. Combining multiple subroutines
that satisfy differential privacy for {ε1, · · · ,εk} results in a
mechanism satisfying ε-differential privacy for ε = ∑i εi.
• Parallel Composition. Given k algorithms working on dis-
joint subsets, each satisfying DP for {ε1, · · · ,εk}, the result
satisfies ε-differential privacy for ε = max{εi}.
DPSGD. In the domain of privacy-preserving deep learning,
differentially private stochastic gradient descent (DPSGD) [1]
is the most widely adopted algorithm. It modifies the standard
mini-batch gradient estimation in SGD by implementing a pri-
vatized version, wherein the gradient of each training instance
is restricted to a maximum norm, known as the clipping norm.
Subsequently, Gaussian noise proportional to the clipping
norm is added to the summed clipped gradients. This addition
effectively obscures the contribution of individual examples
to the total gradient.

On a broader spectrum, the overall privacy budget of
DPSGD is established by demonstrating the privacy budget
of each iteration under specific (ε,δ) values, followed by the
application of amplification by subsampling and composition
throughout the iterations [11, 26, 27].

2.2 Sharp and Flat Minima and Sharpness-
Aware Minimization

Flat Minima. In modern machine learning, the loss function
ℓ : Rd → R typically has many local and global minima, and
an important question is which of these minima yield good
predictive performance. Among the numerous properties stud-
ied, the “flatness” of a minimum has attracted particular at-
tention [13, 20, 28, 32, 33, 36, 49, 52, 60, 68, 75, 77].

A common way to quantify “flatness” is via the Hessian
matrix H := ∇2ℓ(www) or its spectral norm ∥H∥2, equivalent
to the largest eigenvalue λmax. This norm captures the local
curvature of the loss landscape [16]. When ∇2ℓ(www) is pos-
itive semi-definite, flatter regions of the loss landscape are

associated with smaller Hessian norms, often indicating better
generalization to unseen data.
Sharpness-Aware Minimization. Foret et al. [29] proposed
Sharpness-Aware Minimization (SAM), a state-of-the-art op-
timization method in many domains. SAM aims to minimize
the worst-case perturbation within a radius ρ around the cur-
rent parameters:

min
www

max
∥δδδ

∗∥≤ρ

ℓ(www+δδδ
∗). (1)

Because identifying the optimal direction δδδ
∗ is challenging,

SAM approximates δδδ via a first-order Taylor expansion and
updates www in two steps:

wwwp
t = wwwt +ρ

∇ℓ(wwwt)

∥∇ℓ(wwwt)∥
(2)

wwwt+1 = wwwt −η∇ℓ(wwwp
t ), (3)

where (2) is the ascent step to perturb wwwt , and (3) is the
descent step to move toward ∇ℓ(wwwp

t ). SAM consistently out-
performs standard stochastic gradient descent (SGD) by ex-
ploring flatter regions that often lead to better generalization.
Sharpness-Aware Minimization in DPML. Although SAM
effectively finds flat minima, its two-step optimization can
incur additional privacy costs, making it less suitable for dif-
ferentially private machine learning (DPML). To address
this issue, Park et al. [56] proposed Differentially Private
Sharpness-Aware Training (DPSAT), which integrates SAM
into DPML without extra privacy overhead. Specifically, DP-
SAT reuses the noisy gradient from the previous step (t−1)
for the current ascent step (t). Let gggp

t−1 denote the privatized
gradient obtained via Gaussian noise addition at step (t−1).
Then, the ascent step is given by:

wwwp
t = wwwt +ρ

gggp
t−1

∥gggp
t−1∥

. (4)

They prove that DPSAT satisfies (ε,δ)-DP under the same
privacy budget as DPSGD.

2.3 Batch Normalization and Network Diver-
gence

Batch Normalization. Normalizing inputs to zero mean and
unit variance has long been recognized as beneficial for neu-
ral network training [42]. Batch normalization extends this
concept to deeper networks, normalizing intermediate-layer
activations [34], which significantly stabilizes training. How-
ever, in DPML, batch normalization makes each sample’s nor-
malized value dependent on other samples in the batch, com-
plicating per-sample privacy guarantees. As a result, group
normalization [73] is commonly used in DPML to avoid these
issues [8, 10, 19, 67, 71].
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Network Divergence. Deep networks without batch normal-
ization often exhibit divergent behavior, with loss and activa-
tions growing uncontrollably as network depth increases [6].
This “exploding” effect can be mitigated by reducing the learn-
ing rate, but overly small learning rates slow convergence and
may lead to poorer local minima. Batch normalization solves
this by repeatedly centering and scaling activations, main-
taining zero mean and unit variance across layers [6]. This
mechanism effectively curbs activation explosion, facilitating
deeper and more stable training.

3 Motivation and Key Observations

3.1 Key Observations
Our key observation is that, when training with SAM, the
flatness of the model converges during the early epochs, much
earlier than the convergence of the training loss. If the training
is not stopped early, this optimization leads to a divergence in
flatness, which often results in worse flatness later on. This
phenomenon becomes more pronounced as the DP budget
decreases (i.e., as DP noise increases).

Specifically, as shown in Figure 2, we use DPSAT [56],
which incorporates SAM into DPSGD as discussed in an
earlier section, to train a DP model using the DPNASNet-
MNIST architecture [15] on the MNIST dataset [41]. We
record the changes in flatness, measured by the l2 norm of
the Hessian matrix ||H||2 (where a larger value indicates a
sharper loss landscape and a smaller value indicates a flatter
one), and the training loss over the epochs. The left, middle,
and right panels represent the model trained with privacy
budgets ε ranging from large (∞) to medium (ε = 8) to small
(ε = 1). The red lines depict the changes in sharpness/flatness,
while the blue lines represent the changes in training loss.
In all three panels, the red line converges earlier (reaches a
minimum and then diverges). As the privacy budget decreases,
we observe that the convergence rate of flatness increases and
the extent of the divergence issue intensifies. These results
provide strong evidence that DPSAT fails to fully realize the
benefits of SAM in enhancing the performance of DPML.

3.2 Motivation and Challenges.
Prior work [56] shows that SAM-like optimization can en-
hance DPML by promoting a flatter loss landscape. However,
their approach yields suboptimal results (Section 5.2). Our
main challenge lies in identifying how to apply SAM effec-
tively in DPML, grounded in theoretical foundations.

Our key observation reveals an issue within DPSAT: the
flatness is not well-optimized in the later stages of training
due to the divergence issue. A straightforward solution is to
stop the training process as soon as the flatness converges,
thereby eliminating the divergence issue. However, this strat-
egy leads to insufficient convergence of the training loss. This

is evidenced by the changes in training loss over the epochs
shown in Figure 2, where the training loss is typically still far
from convergence when the flatness converges.

Intuitively, to fully leverage the benefits of SAM in enhanc-
ing the training performance of DPML, both the flatness and
training loss should converge to their respective minima simul-
taneously. The challenge, therefore, is to design an algorithm
that achieves this dual convergence.

To achieve simultaneous convergence of flatness and train-
ing loss to their respective minima, it is crucial to address the
divergence issue of flatness. If the divergence of flatness can
be effectively resolved, the flatness could remain near its min-
imum level when the training loss converges. However, this is
challenging because previous work has shown that optimizing
flatness is often very unstable [37], and the divergence issue
occurs frequently. One possible solution is batch normaliza-
tion, which has shown a stable ability to overcome divergence
issues [6]. However, as discussed earlier (Section 2.3), batch
normalization relies on peer samples within a batch, disrupt-
ing sample independence and making it incompatible with
DPML. As an alternative, many studies have used group nor-
malization [73] in DPML [8, 10, 19, 67, 71]. However, group
normalization also shows limited ability in overcoming the
flatness divergence issue (Section 5.2).

3.3 Hypotheses
To address the identified divergence challenge, it is essential
to better understand the core factors behind it. Our intuition
is that the divergence issue of flatness primarily stems from
the high instability of the flatness optimization process. Ad-
ditionally, this divergence issue is further intensified by the
interference of DP noise. Therefore, we propose two hypothe-
ses in this section. Hypothesis 1 targets the nature of the
high instability of flatness optimization, while Hypothesis 2
addresses the impact of DP noise on flatness optimization.
Hypothesis 1. Given that SAM-like algorithms have been
identified as highly unstable [37], we consider using SAM
with an early stop strategy. Instead of stopping the entire
training process early, we propose to stop optimizing the
flatness (i.e., using SAM-like algorithms) while continuing
to optimize the training loss (i.e., using standard SGD). This
approach may mitigate the divergence issue without hindering
the convergence of the training loss.

HHH111: Early Stopping SAM. When flatness converges,
switching from SAM to optimizing the training loss
only may mitigate the flatness divergence issue while
preserving the convergence of the training loss.

The intuition behind this hypothesis is that if we focus
solely on optimizing the training loss, the changes in flat-
ness tend to be much more stable than when we continue
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Figure 2: Convergence of CE Loss and Sharpness ∥H∥2 of SAM by varying ε on MNIST.

optimizing flatness. This is because optimizing training loss
and flatness are relatively independent processes [4, 53]. As a
result, continuing to optimize the training loss does not signif-
icantly impact flatness, which would remain near a constant
level since it is no longer being actively optimized. Conse-
quently, the well-optimized flatness will be preserved with
this early stopping strategy. Meanwhile, since the training
loss is still being optimized, it will also sufficiently converge.

To verify this hypothesis, we conducted an experiment to
explore the effects of early stopping on SAM in a non-DP
setting, thereby masking the effects of DP noise. We used a
DP-friendly architecture (typically without batch normaliza-
tion) to maintain its adaptability to DP settings. Specifically,
in this experiment, we configured the dataset to MNIST and
the model architecture to DPNASNet-MNIST [15], the state-
of-the-art architecture for DPML. The total number of epochs
was set to 30. As shown in Figure 3, the red line represents
the changes in sharpness (measured by ||H||2) over epochs,
while the blue line represents the changes in training loss
(Cross-Entropy loss) over epochs. During the first 15 epochs,
we used SAM to optimize flatness. After that, we applied two
strategies: one continued optimizing using SAM (solid line)
and the other switched to standard SGD (dashed line). We
observed that continuing with SAM led to significant diver-
gence in flatness, while switching to standard SGD effectively
mitigated this issue, as indicated by its consistently lower
curve compared to SAM, which aligns with our hypothesis.
Additionally, the training loss converged better when switch-
ing to standard SGD in the later stages. This indicates that
addressing the flatness divergence issue also helps improve
the convergence of the training loss, reinforcing the original
benefits of SAM [29].

Hypothesis 2. Hypothesis 1 suggests that to better leverage
the benefits brought by SAM, the training process should be
divided into two phases: an initial phase using SAM before
flatness convergence, followed by a subsequent phase opti-
mizing training loss only to mitigate the flatness divergence
issue. However, Hypothesis 1 does not consider the impact of
DP noise. As noted in Section 3.1, DP noise can cause earlier
convergence of flatness and intensify the divergence issue.
For instance, as shown in Figure 2, when the privacy budget is

set to merely ε = 1, flatness can hardly converge. This makes
solving the flatness divergence issue in DP settings more
challenging. Therefore, given a targeted end-to-end privacy
budget, it could be beneficial to allocate more budget to the
initial phase, which is more sensitive to DP noise due to the
instability of optimizing flatness compared to training loss, as
identified in Figure 2.

HHH222: Uneven Allocation of Privacy Budget. The
privacy budget allocated to the flatness optimization
phase should be greater than that allocated to the train-
ing loss optimization phase.

Allocating more privacy budget to the flatness optimization
phase can help mitigate the impact of DP noise on the con-
vergence of flatness (as identified in Figure 2). By the time
the training loss optimization phase begins, the flatness has
already converged. As a result, although a relatively small
budget is allocated to the training loss optimization phase
due to this strategy, the impact of increased DP noise on the
convergence of training loss can be limited. This is because
previous work has shown that a flatter loss landscape is more
robust to DP noise [56].

Moreover, increasing the privacy budget for the flatness
optimization phase can benefit both flatness and training loss
optimization during this phase. Since the flatness has not yet
converged in this phase, the training loss is relatively more
sensitive to DP noise compared to the subsequent training
loss optimization phase [56]. It is important to note that train-
ing loss optimization is also crucial during this phase, as it
serves as the starting point for the subsequent training loss
optimization phase.

4 Sharpness-Aware Initialization

4.1 Methodology Overview
To address the previously identified flatness divergence chal-
lenge and fully leverage the benefits of SAM in enhancing
the training performance of DPML, in this paper, we propose
Sharpness-Aware Initialization (SAI).
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Figure 3: CE Loss and Sharpness ∥H∥2 of SAM and SAM
with early stopping on MNIST.

Figure 1 illustrates the overall workflow of the proposed
SAI-DPSGD. To fully leverage the benefits of sharpness-
aware training, SAI-DPSGD incorporates three key compo-
nents, as described below.

• Sharpness-Aware Initialization (SAI). As an initial stage,
SAI employs a SAM-like strategy to find a flatter loss land-
scape. Specifically, we reuse the perturbed gradient from the
previous step to adjust the ascent direction of DP-SAM in
the current step. This approach helps to avoid the additional
privacy cost associated with SAM’s two-step optimization, as
suggested by DPSAT [56]. SAI serves as the foundation of
the proposed SAI-DPSGD, as it identifies a flatter loss land-
scape, which is crucial for mitigating the negative impacts of
clipping and noise addition.

• Standard DPSGD. Following the SAI stage, we further
optimize the training loss using standard DPSGD. This stage
commences once the flatness has converged. The transition
can be managed automatically by monitoring the convergence
of flatness or manually by setting it as a hyperparameter. No-
tably, in the automatic case, the switch decision relies solely
on the spectral norm of the Hessian, which is computed from
DP-protected outputs. Therefore, it doesn’t access raw sensi-
tive data and incurs no additional privacy cost. In this phase,
since the flatness is no longer being optimized, issues related
to divergence in flatness are resolved. Meanwhile, this stage
allows standard DPSGD to achieve sufficient convergence on
the training loss.

• Budget Allocation. The final crucial component is the strate-
gic allocation of the privacy budget across different training
phases. We propose allocating a relatively small budget to the
standard DPSGD training phase, as the flatness has already
converged by the time this phase begins, making it more tol-
erant to DP noise. The budget savings from this allocation
can reduce the DP noise added during the SAI phase, thereby
protecting both the optimization of flatness and the training
loss. The specific budget allocation serves as a hyperparame-
ter, and its optimal value depends on the dataset and model
architecture used.

Remark. It is important to highlight a key distinction be-
tween our approach and DPSAT [56]. Specifically, DPSAT
applies SAM throughout the entire training process, which
can potentially conflict with other DP enhancements, as we
have observed that SAM within DP is highly unstable (Fig-
ure 2). In contrast, our approach confines SAM to an initial-
ization phase, isolating it from the impact of other enhance-
ments. Consequently, the remaining DPSGD phase remains
highly compatible with existing DP enhancements, as these
are primarily designed for DPSGD. This separation serves
as a significant advantage of the proposed two-phase training
framework.

4.2 Design Details
Given a targeted end-to-end privacy budget (ε,δ), we first
need to allocate a suitable (ε1,δ1) for the Sharpness-Aware
Initialization (SAI) phase. The optimal value for this alloca-
tion can be identified through hyperparameter search. Then,
the privacy budget for the standard DPSGD phase (ε2,δ2)
is determined by the remaining budget, calculated from the
given (ε,δ) and (ε1,δ1).

Given a total number of iterations T , we allocate T1 itera-
tions for the SAI phase. The value of T1 can be determined
through automatic early stopping, such as terminating the SAI
phase if the flatness does not decrease over several consecu-
tive iterations, or manually stopping based on a predefined
number of iterations, as suggested by widely-used early stop-
ping strategies [58]. The remaining number of iterations, T2,
for the standard DPSGD phase is calculated as T2 = T −T1.

Later in Section 4.3, we provide theoretical guidance on
how to determine T1 and T2 for optimal performance.

During the SAI phase, we integrate DPSGD with SAM
following the guidance of DPSAT [56]. Specifically, for each
iteration t ∈ [1,2, . . . ,T1], we select a batch of data It and then
calculate the gradient as follows:

δδδt = ρgggp
t−1/(∥gggp

t−1∥+ τ) (5)

where ρ is the radius of the worst-case perturbation, gggp
t−1

is the previous perturbed gradient, and τ is a small constant
used to prevent division by zero.

Then, similar to DPSGD, we apply gradient clipping and
add DP noise to this gradient, obtaining the DP-perturbed
gradient:

gggp
t =

1
|It | ∑

i∈It

clip(∇ℓi(wwwt +δδδt),C1)+N (0,C2
1σ

2
1I) (6)

where ∇ℓi(wwwt + δδδt) is the gradient of the loss function ℓi
for the i-th data point at parameter wwwt +δδδt , C1 is the clipping
threshold for SAI, and N (0,C2

1σ2
1I) is the Gaussian noise

added for differential privacy, with σ1 controlling the noise
scale. Note that σ1 is determined by (ε1,δ1).
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Algorithm 1 SAI-DPSGD
Require: Initial parameter www0, learning rate η1 for SAI, learning

rate η2 for DPSGD, clipping threshold C1 for SAI, clipping
threshold C2 for DPSGD, radius ρ, constant τ to prevent zero
division, privacy budget (ε,δ), and number of iterations T .

1: Initialize: gggp
0 = 0

2: Allocate T into T1 and T2
3: Allocate privacy budget (ε,δ) into (ε1,δ1) and (ε2,δ2)
4: Determine noise variances σ2

1 and σ2
2 using the PRV accoun-

tant [31] on (ε1,δ1) and (ε2,δ2)
5: # Sharpness-Aware Initialization
6: for t = 1,2, . . . ,T1 do
7: Construct a mini-batch It
8: δδδt = ρgggp

t−1/(∥gggp
t−1∥+ τ)

9: gggp
t = 1

|It | ∑i∈It
clip(∇ℓi(wwwt +δδδt),C1)+N (0,C2

1σ2
1I)

10: wwwt+1 = wwwt −η1gggp
t

11: end for
12: # DPSGD
13: for t = 1,2, . . . ,T2 do
14: Construct a mini-batch It
15: gggt =

1
|It | ∑i∈It

clip(∇ℓi(wwwt),C2)+N (0,C2
2σ2

2I)
16: wwwt+1 = wwwt −η2gggt
17: end for

Note that, in our implementation, we employ the private
random variable (PRV) accountant [31] to determine noise
variances. Alternatives such as the Rényi Differential Privacy
(RDP) accountant [48] or other advanced accountants can
also be used.

Finally, we update the model parameters as follows:

wwwt+1 = wwwt −η1gggp
t (7)

where η1 is the learning rate for the SAI phase, and gggp
t is

the DP-perturbed gradient calculated in the previous step.
Following the SAI phase, we continue to optimize the

model using standard DPSGD for an additional T2 iterations.
During this phase, the focus shifts from optimizing flatness
to ensuring the convergence of the training loss, leveraging
the improved flatness achieved during the SAI phase.

The complete algorithm for the proposed SAI-DPSGD
framework is detailed in Algorithm 1.

4.3 Theoretical Understanding
In this section, we provide a theoretical perspective that clar-
ifies why Sharpness-Aware Initialization (SAI) followed by
a standard gradient-based method yields a favorable conver-
gence profile. We begin by outlining the necessary defini-
tions and assumptions for our analysis (followed by [2]),
then present a two-phase convergence result indicating that
a sharper-focus phase can locate a flat local minimum in rel-
atively few iterations, after which a standard optimization
phase can efficiently reduce the loss further. Finally, we dis-
cuss how these insights motivate our design of SAI and guide

the choice of hyperparameters T1 and T2.

ℓ(www) =
1
n

n

∑
i=1

ℓi(www) :=
1
n

n

∑
i=1

ℓ
(

pi(www),yi
)
, (8)

where www ∈ Rd denotes the model parameters, pi(www) is the
model’s prediction for the i-th data point, and yi is its ground-
truth label. We define

W ∗ = {www ∈ Rd : pi(www) = yi for all i = 1, . . . ,n},

the set of global minima, and assume ∇pi(www) ̸= 0 for any
www ∈W ∗.
Gradient flow. A fundamental notion in our analysis is the
gradient flow. For a continuous-time process www(t) that follows

ẇww(t) =−∇ℓ
(
www(t)

)
, www(0) = www,

we define its limiting point:

Definition 2 (Gradient flow). For any initial point www, let
Φ(www) be the limit of the gradient flow on ℓ starting at www.
Formally, if www(t) follows the above differential equation, then

Φ(www) = lim
t→∞

www(t).

Flat local minima. Next, we define a notion of (ε,ε′)-flat
local minima that captures both proximity to a global mini-
mizer and a bounded measure of curvature (via the trace of
the Hessian).

Definition 3 (Flat local minima). Let www∗ = Φ(www) be the
limiting point of the gradient flow from www. Then www is an (ε,ε′)-
flat local minimum if

∥www−www∗∥ ≤ ε and
∥∥[∇(

tr◦∇
2ℓ(Φ)

)]
(www∗)

∥∥ ≤ d ε
′.

Remark. In Definition 3, ε indicates how close www is to a
minimizer www∗ of ℓ, and ε′ measures how flat the local region
around www∗ is, in terms of the Hessian trace (tr).

Two-Phase Convergence. We now describe a two-phase ap-
proach: first, run a sharpness-aware method (analogous to
SAI) for T1 iterations to reach an (ε1.5,

√
ε)-flat region, then

switch to a standard gradient-based method for T2 iterations
to refine the loss while retaining approximate flatness. Con-
cretely:

• Phase 1 (Sharpness-aware method): After at most

T1 = O
(
d−1

ε
−2 max{1, 1

δ3 ε4 }
)
, (9)

the model reaches an
(
O(ε1.5),

√
ε
)
-flat local minimum

with high probability, provided www0 is suitably close to W ∗.

• Phase 2 (Gradient descent): From this
(
O(ε1.5),

√
ε
)
-flat

point, running a standard gradient-based procedure with
step size η = O(ε) achieves an

(
ε,
√

ε
)
-flat local minimum

within
T2 = O

(
ε
−1 log

(
1/ε

))
(10)

iterations.
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Focusing on sharpness early (Phase 1) can rapidly secure
a flatter region, while continuing standard updates afterward
(Phase 2) then further reduces the loss.

Trade-Off in Iteration Allocation. If we denote the total it-
eration budget by T1 +T2, overextending the sharpness-aware
phase gives diminishing returns, since the additional gains
require increasingly many iterations. Conversely, insufficient
sharpness-aware optimization leaves the model in a subopti-
mal, sharper region that standard updates alone may struggle
to improve. A balanced split between the two phases mitigates
these issues.

Theorem 1 (Informal). Follow the same assumptions and
conditions of Theorem 2 from [2], let the target accuracy ε> 0
be chosen sufficiently small, and δ∈ (0,1). Suppose www0 is suit-
ably close to W ∗, and the model reaches an

(
O(ε1.5),

√
ε
)
-flat

minimum after T1 (in Equation 9) iterations of sharpness-
aware optimization. Then gradient descent with η = O(ε)
finds a

(
ε,
√

ε
)
-flat minimum after at most T2 (in Equation 10)

more iterations. Let ν defined as min
{

d,ε−1/3
}

, d is the di-
mension of the domain. Then the ratio of T1

T2
is suppose to

bounded by:

1
d ε log(1/ε)

≤ T1

T2
≤ δ

ε3 ν3 . (11)

Remark on the theorem. According to [23], due to over-pa-
rameterization, the weight updates are small, and all weight
vectors remain within a small neighborhood of their initial-
ization. Therefore, under suitable conditions (and with high
probability), www0 is close to W ∗. In practice, pre-training on
public data can help steer the parameters toward favorable
regions. For simplicity, we provide the theorem statement
here in informal form. The formal theorem and its proof
can be found in Appendix B. This result describes how to
allocate training iterations between the SAI-like phase and
the standard optimization phase to achieve both low training
loss and near-flat Hessian measurements.

Connection to SAI. These observations motivate Sharpness-
Aware Initialization, where T1 is the number of iterations for
seeking a flatter solution, and T2 is the subsequent refinement
stage via standard (DP) optimization. The bound above sug-
gests that once the model parameters reach a sufficiently flat
region, additional focus on sharpness yields diminishing bene-
fits; switching to a simpler training-loss-driven method can be
more effective. On the other hand, neglecting the initial push
toward flatness deprives the subsequent stage of its robust
starting point. Hence, SAI’s two-phase structure emerges as
a natural solution to achieve both flatness and strong conver-
gence, all under a limited iteration (and privacy) budget.

5 Evaluation

5.1 Experimental Setup

DPML Algorithms. We conduct experiments on three DPML
algorithms: DPSGD [1], DPSAT [56], and the proposed
SAI-DPSAT, using two different base optimizers: SGD and
Adam [38]. We use the implementations provided by the
authors and the optimal hyperparameters identified in their pa-
pers for fair comparison [56]. All algorithms are implemented
using PyTorch [57] and Opacus [78], and the experiments are
run on 4 NVIDIA Tesla A100 GPUs.
Datasets. We adopt four datasets for our experiments, includ-
ing (1) MNIST [41] that contains 60,000 handwritten digits
from 0 to 9, with 50,000 training images and 10,000 test-
ing images; (2) FashionMNIST [74] that consists of 70,000
grayscale images of 10 fashion categories, with 60,000 train-
ing images and 10,000 testing images; (3) CIFAR-10 [39] that
contains 60,000 color images in 10 classes, with 50,000 train-
ing images and 10,000 testing images; and (4) SVHN [51] that
represents digits from house numbers in Google Street View,
with 73,257 training images and 26,032 testing images. These
datasets are widely used in evaluating privacy-preserving ma-
chine learning methods [1, 54, 56, 71, 80, 81].
Model Architectures. We focus on four model architec-
tures, including GNResNet-10 (Group Norm ResNet-10) and
DPNASNet-MNIST [15] for MNIST and FashionMNIST; and
CNN-Tanh with SELU [55] and DPNASNet-CIFAR [15] for
CIFAR-10 and SVHN. Particularly, DPNASNet architectures
are state-of-the-art architectures for training with DPSGD.

Additionally, we evaluated our approach on Vision Trans-
formers (ViT) [21], including CrossViT_tiny_240 [14], which
is designed for efficient processing with fewer parameters;
CrossViT_small_240 [14], which offers a balance between
model size and performance; and CrossViT_18_240 [14],
which is a larger model aimed at maximizing accuracy, for
CIFAR-10 and CIFAR-100. The evaluation on these archi-
tectures explores the use of fine-tuning and transfer learning
using PyTorch Image Models [72], which has been identified
as a better approach when training DP-ViTs [8].
DPML Configurations. We utilize different privacy bud-
gets: ε = {0.5,1,2,3,5,8,∞}. The clipping threshold C for
DPSGD, DPSAT, and the DPSGD in SAI-DPSGD (C2) is
fixed at 0.1. We adopt cross-entropy as the loss function
and utilize SGD as the base optimizer with a momentum
of 0.9. The batch size is set to 2048 for all the algorithms.
The learning rate η for DPSGD, DPSAT, and SAI (η1) is
fixed at 2.0, while the learning rate for the DPSGD in SAI-
DPSGD (η2) is fixed at 0.1. The total number of epochs
is set to 40 for MNIST and FashionMNIST, and to 30 for
CIFAR-10 and SVHN. To ensure a fair comparison across all
baselines, we conduct a grid search to determine the hyperpa-
rameters specific to SAI. Specifically, we search over the ra-
dius ρ ∈ {0.03,0.05,0.1,0.3}, the number of epochs for SAI
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Table 1: Test accuracy of DPSGD, DPSAT, and SAI-DPSGD on the MNIST, FashionMNIST, CIFAR-10, and SVHN datasets.
We also report the Error Reduction Rate (ERR) when trained with SAI-DPSGD, in comparison to DPSAT.

Datasets Model Privacy budget Optimizers ERR
(%)DPSGD DPSAT SAI-DPSAT

MNIST

GNResNet-10

ε = 1, δ = 10−8 95.02±0.05 95.66±0.22 96.59±0.22 21.43%
ε = 1, δ = 10−5 95.15±0.17 96.00±0.21 97.29±0.05 32.25%
ε = 2, δ = 10−5 96.68±0.27 97.35±0.14 97.55±0.14 7.55%
ε = 3, δ = 10−5 97.30±0.14 97.83±0.10 98.12±0.14 13.36%

DPNAS-MNIST

ε = 1, δ = 10−8 97.18±0.04 97.38±0.08 97.90±0.13 19.85%
ε = 1, δ = 10−5 97.77±0.13 97.96±0.08 98.39±0.02 21.08%
ε = 2, δ = 10−5 98.60±0.06 98.71±0.09 98.78±0.13 5.81%
ε = 3, δ = 10−5 98.70±0.12 98.93±0.02 98.96±0.06 2.80%

FashionMNIST

GNResNet-10

ε = 1, δ = 10−8 79.88±0.14 81.09±0.07 82.50±0.16 7.46%
ε = 1, δ = 10−5 80.57±0.25 81.33±0.45 82.81±0.27 7.95%
ε = 2, δ = 10−5 82.71±0.35 84.53±0.41 85.06±0.29 3.39%
ε = 3, δ = 10−5 84.55±0.17 85.91±0.22 86.38±0.10 3.34%

DPNAS-MNIST

ε = 1, δ = 10−8 82.72±0.19 83.33±0.33 85.00±0.43 9.99%
ε = 1, δ = 10−5 84.62±0.19 85.92±0.35 86.36±0.16 3.12%
ε = 2, δ = 10−5 86.99±0.57 87.75±0.24 88.40±0.13 5.31%
ε = 3, δ = 10−5 87.97±0.17 88.60±0.04 89.05±0.03 3.95%

CIFAR-10

CNN-Tanh with SELU

ε = 1, δ = 10−8 41.05±0.50 41.30±0.38 49.52±0.21 14.00%
ε = 1, δ = 10−5 45.24±0.42 45.78±0.48 51.79±0.66 11.08%
ε = 2, δ = 10−5 56.90±0.33 58.35±0.55 60.44±0.40 5.02%
ε = 3, δ = 10−5 61.84±0.48 63.51±0.40 64.30±0.12 2.16%

DPNAS-CIFAR10

ε = 1, δ = 10−8 54.85±0.30 54.34±0.27 60.22±0.76 12.87%
ε = 1, δ = 10−5 59.42±0.38 60.13±0.34 62.76±0.40 6.60%
ε = 2, δ = 10−5 66.30±0.27 67.23±0.12 67.91±0.17 2.08%
ε = 3, δ = 10−5 68.43±0.43 69.86±0.49 70.19±0.14 1.11%

SVHN DPNAS-CIFAR10

ε = 1, δ = 10−8 78.82±0.29 79.01±0.32 84.34±0.23 25.37%
ε = 1, δ = 10−5 82.25±0.15 83.09±0.54 86.27±0.12 18.81%
ε = 2, δ = 10−5 86.85±0.33 87.68±0.13 88.00±0.06 2.60%
ε = 3, δ = 10−5 88.18±0.23 88.74±0.18 88.89±0.16 1.33%

e1 ∈ {10,15,20}, the portion of the total budget allocated
to SAI p ∈ {0.8,0.9}, and the clipping threshold for SAI
C1 ∈ {0.1,0.2}. Note that the optimal radius, epoch count,
and budget allocation may vary depending on the total pri-
vacy budget used in DP training. Please refer to Appendix A
for more details of the experimental settings.

In practice, public data can be leveraged for hyperparam-
eter selection without incurring additional privacy costs. As
shown in Section 5.8, SAI-DPSGD remains effective when
its hyperparameters are selected using public datasets.

Metrics. We use accuracy (Acc) to evaluate the models’ util-
ity. Additionally, we analyze the Hessian matrix of the loss
function, H = Hwww := ∇2ℓ(www), and its sharpness, which is
defined as its spectral norm ∥H∥2 (or the largest eigenvalue
λmax). A lower ∥H∥2 indicates a flatter loss landscape. We
also report the Error Reduction Rate (ERR) when trained with
SAI-DPSGD, in comparison to DPSAT:

ERR =
ACCMSAI-DPSGD −ACCMDPSAT

1−ACCMDPSAT

(12)

where MSAI-DPSGD and MDPSAT represent private models
trained by SAI-DPSGD and DPSAT. The ERR value indi-
cates the proportion of accuracy recovered by SAI.

5.2 Effectiveness of SAI

We conducted a performance comparison of DPSGD, DP-
SAT, and SAI-DPSGD as presented in Table 1. Overall, the
proposed SAI-DPSGD demonstrates superior performance
compared to DPSGD and DPSAT across all scenarios.

Take the most challenging scenario with a privacy bud-
get of (ε = 1, δ = 10−8) as an example. When using the CI-
FAR-10 dataset and the CNN-Tanh architecture, SAI-DPSGD
boosts accuracy to 49.52%. In contrast, DPSAT achieves only
41.30%, resulting in an accuracy improvement of 8.22% and
an ERR of 14%. Similarly, with the SVHN dataset and the
DPNASNet-CIFAR architecture, SAI-DPSGD increases ac-
curacy from 79.01% to 84.34%, marking an improvement of
5.33% and an ERR of 25.37%. Moreover, the performance
improvements are particularly pronounced in larger models,
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Figure 4: Difference of accuracy for SAI-DPSGD and DPSAT w.r.t DPSGD. ε = ∞ indicates non-DP settings.

Figure 5: The test accuracy of DPSGD, DPSAT, and DPSAT with Early Stopping (ES) by varying ε on CIFAR-10.

such as GNResNet-10. For the widely-used MNIST bench-
mark, SAI-DPSGD achieves an average ERR of 18.65%. No-
tably, when the privacy budget is set to (ε = 1, δ = 10−5),
SAI-DPSGD achieves an ERR of 32.25%. Large models with
complex architectures often face challenges in generalizing
well in DP settings due to their susceptibility to perturba-
tions [67]. The advanced flatness provided by SAI-DPSGD
proves notably advantageous in these cases. Furthermore,
it is important to note that GNResNet-10 leverages group
normalization [73], a widely used replacement for batch nor-
malization in DPML [8, 10, 19, 67, 71]. However, group nor-
malization cannot effectively address the divergence issue
of flatness, as evidenced by the significant gap between DP-
SAT and SAI-DPSGD despite the use of group normalization.
This demonstrates the irreplaceable value of the proposed
SAI-DPSGD strategy.

To visualize the differences between optimization meth-
ods, we plot the accuracy difference with respect to DPSGD
in Figure 4. We maintain δ = 10−5 and test various privacy
budgets, ε ∈ {0.5,1,2,3,5,8}, including the non-DP setting
(ε = ∞). Consistent with previous results, SAI-DPSGD shows
the best performance among the methods. Furthermore, as the
privacy budget ε increases, gradually approaching the non-DP
settings, the gap between the proposed SAI-DPSGD and DP-
SAT diminishes. This indicates that SAI-DPSGD primarily
leverages the positive effects of flatness in DP models rather
than in non-DP settings. Additionally, we observe that, in gen-
eral, the lower the privacy budget, the larger the gap between
SAI-DPSGD and DPSGD, even when the privacy budget is
reduced to extremely low values, such as ε = 0.5. However,
this trend is not observed with DPSAT. The peak gap between

DPSAT and DPSGD occurs around ε = 2.0, and as the pri-
vacy budget is further reduced, the gap between DPSAT and
DPSGD diminishes. This can be attributed to the divergence
issue in flatness, which leads to a sharper loss landscape in the
later stages of training. Recall that a sharper loss landscape
has been proven to increase the detrimental effects of noise
addition [56]. As a result, the lower the privacy budget ε (i.e.,
the larger the noise), the more pronounced these detrimental
effects become, ultimately resulting in worse performance. In
contrast, SAI-DPSGD avoids this issue by early stopping the
optimization of flatness, thereby achieving remarkably good
results even in cases with extremely low privacy budgets.

5.3 DPSAT Requires Early Stop

Setup. In this experiment, we investigate the impact of early
stopping when applying worst-case perturbations in DPSAT.
Specifically, we evaluate “DPSAT with early stopping”, a
simplified version that stops the sharpness-aware phase early
while using an even privacy budget throughout. In contrast,
SAI-DPSGD reallocates the privacy budget to allocate more
to the sharpness-aware phase.

We maintain δ= 10−5 and investigate three privacy budgets
ε ∈ {1,2,3}. The early stopping epoch is set to 15 for ε = 3,
and 10 for both ε = 2 and ε = 1. The total number of epochs
is fixed at 30. The dataset used is CIFAR-10, and the model
architecture is CNN-Tanh with SELU.
Observations. The results, shown in Figure 5, reveal the influ-
ence of early stopping on the effectiveness of DPSAT. Overall,
early stopping enhances test accuracy across all configura-
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Figure 6: The impact of Budget Allocation.

tions, demonstrating that SAI-DPSGD leverages the positive
effects of early stopping effectively. Consistent with the re-
sults from the previous section, we observe that the lower the
privacy budget, the larger the gap between DPSAT and DP-
SAT with early stopping. Notably, when the privacy budget
is set to ε = 1, although DPSAT achieves better optimal test
accuracy than DPSGD at an early stage, its performance is
worse than DPSGD if we consider the final epoch rather than
the best epoch. This could be due to the severe flatness diver-
gence in the later stage of training when the privacy budget
is extremely low. This also explains why DPSAT does not
achieve good results with extremely low privacy budgets, as
observed in the previous section.

5.4 Impact of Budget Allocation

Setup. Recall that in SAI-DPSGD, the allocation of the pri-
vacy budget to SAI is crucial for fully leveraging the opti-
mized flatness it provides. In this section, we investigate the
impact of the budget portion allocated to SAI on the perfor-
mance of SAI-DPSGD. We explore seven allocation strate-
gies, with portions allocated to SAI set at {65%, 70%, 75%,
80%, 85%, 90%, 95%}. The dataset used is CIFAR-10, and
the model architecture is CNN-Tanh with SELU. The total
number of epochs is fixed at 30, with early stopping set at
epoch 10. The total budget is set to (ε = 2, δ = 10−5).
Observations. Figure 6 illustrates the relationship among
the portion of the privacy budget allocated to SAI, the low-
est sharpness (highest flatness) achieved during the entire
training process (measured by ∥H∥2), and the performance of
SAI-DPSGD. We observe that, in general, the higher the por-
tion allocated to SAI, the greater the peak flatness achieved
during the SAI-DPSGD training process. This occurs because
increased DP noise has a more significant influence on the
convergence of flatness, a widely observed phenomenon in
DPML [9]. However, SAI-DPSGD reaches its peak perfor-
mance when 90% of the privacy budget is allocated to SAI.
This could be because, when the budget allocated to DPSGD
is extremely low, the DP noise becomes too high, and a much
flatter loss landscape no longer brings additional benefits to
DPSGD’s convergence.

Figure 7: Compatibility of SAI with MGC and Self-Aug.

Table 2: The impact of dataset and model architecture.

Model Datasets
Optimizers ERR

(%)DPSAT SAI-DPSAT

CrossViT_tiny_240

(#Params: 6.7M)

CIFAR-10 88.76±0.28 89.73±0.25 8.63%
CIFAR-100 59.75±0.40 60.48±0.21 1.81%

CrossViT_small_240

(#Params: 26.3M)

CIFAR-10 94.15±0.28 94.45±0.27 5.13%
CIFAR-100 71.38±0.23 71.77±0.19 1.36%

CrossViT_18_240

(#Params: 42.6M)

CIFAR-10 95.31±0.13 95.52±0.15 4.48%
CIFAR-100 74.52±0.19 74.88±0.20 1.41%

5.5 Compatibility with Other Enhancements

Setup. Recall that we have demonstrated the compatibility of
the proposed SAI-DPSGD with DP-friendly model architec-
tures [15] and activation functions [55] (Section 5.2), showing
that we can further improve test accuracy based on their imple-
mentations. In this experiment, we examine the compatibility
of SAI-DPSGD with advanced clipping strategies and self-
augmentation techniques. Specifically, for clipping, we adopt
mixed ghost clipping (MGC), a state-of-the-art enhancement
method introduced in recent work [8]. For self-augmenta-
tion, we follow De et al. [19], who demonstrated that simple
data augmentations—such as horizontal flips and random
cropping—can improve DP training performance. We denote
methods that incorporate these augmentations with the suffix
“-Aug”. In this experiment, we evaluate three privacy budgets
(ε ∈ {1,2,3}). The dataset used is CIFAR-10, and the model
architecture is CNN-Tanh with SELU. The total number of
epochs is fixed at 30, with early stopping set at epoch 10.

Observations. As shown in Figure 7, both MGC and self-
augmentation improve test accuracy compared to not using
these enhancements. When combined with the proposed SAI,
test accuracy improves further, demonstrating the strong com-
patibility of SAI-DPSGD with both techniques. Notably, at a
low privacy budget of ε = 1, SAI alone yields a significantly
greater improvement than either MGC or self-augmentation
alone. At higher budgets (ε = 2 and ε = 3), the performance
gains from all three methods become comparable.
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Table 3: Test accuracy of DPSGD, DPAdam, DPSAT, DPSAT (Adam), SAI-DPSGD and SAI-DPAdam on the MNIST, Fashion-
MNIST, and CIFAR-10 datasets.

Datasets Privacy budget ε

(δ = 10−5)
Optimizers

DPSGD DPAdam DPSAT DPSAT (Adam) SAI-DPSGD SAI-DPAdam

MNIST
ε = 1 97.77±0.13 97.94±0.15 97.96±0.08 98.29±0.20 98.39±0.02 98.34±0.08
ε = 2 98.60±0.06 98.51±0.11 98.71±0.09 98.72±0.11 98.78±0.13 98.80±0.08
ε = 3 98.70±0.12 98.69±0.03 98.93±0.02 98.83±0.09 98.96±0.06 98.93±0.06

FashionMNIST
ε = 1 84.62±0.19 84.92±0.14 85.92±0.35 85.51±0.30 86.36±0.16 85.70±0.12
ε = 2 86.99±0.57 87.09±0.55 87.75±0.24 87.40±0.26 88.40±0.13 87.67±0.31
ε = 3 87.97±0.17 87.94±0.22 88.60±0.04 88.25±0.27 89.05±0.03 88.43±0.22

CIFAR-10
ε = 1 59.42±0.38 62.01±0.59 60.13±0.34 62.56±0.34 62.76±0.40 63.34±0.14
ε = 2 66.30±0.27 66.50±0.33 67.23±0.12 66.56±0.14 67.91±0.17 68.12±0.11
ε = 3 68.43±0.43 68.75±0.20 69.86±0.49 69.23±0.33 70.19±0.14 70.73±0.16

5.6 Impact of Dataset and Model Architecture

Setup. In this experiment, we explore the adaptability of the
proposed SAI-DPSGD on Vision Transformers (ViTs) [21]
and more complex classification tasks such as CIFAR-100.
We evaluate three model architectures: CrossViT_tiny_240,
CrossViT_small_240, and CrossViT_18_240, using two
datasets: CIFAR-10 and CIFAR-100. The evaluation in this
section follows a fine-tuning (transfer learning) approach us-
ing the pre-trained models provided by PyTorch Image Mod-
els [72]. We use Adam as the base optimizer with a learning
rate of 0.002. The models are trained for 5 epochs with a
batch size of 1000 and a mini-batch size of 100. Early stop-
ping is set at epoch 2. The total privacy budget is set to (ε = 2,
δ = 10−5), with 90% allocated to SAI. The radius ρ is set to
0.002 for CIFAR-10 and 0.0005 for CIFAR-100.
Observations. We conducted a performance comparison
of DPSAT and SAI-DPSGD, as presented in Table 2. The
pre-trained ViT models, which have well-generalizing la-
tent spaces, show much higher fine-tuning accuracy than
other CNN models on CIFAR-10 as demonstrated in the
previous section. Generally, SAI-DPSGD achieves the high-
est accuracy across all configurations, showcasing its adapt-
ability. For instance, SAI-DPSGD boosts the accuracy of
CrossViT_tiny_240 on CIFAR-10 with an ERR of 8.63%
compared to DPSAT. It is important to note that the relatively
small gap between DPSAT and SAI-DPSGD in this experi-
ment could be due to the relatively short training period.

5.7 Impact of Base Optimizer

Setup. Recall that in our experiments, we utilize SGD as the
default base optimizer for all the DPML algorithms: DPSGD,
DPSAT, and SAI-DPSGD. In this experiment, we explore
the impact of different base optimizers on these DPML algo-
rithms. We investigate six DPML settings: DPSGD, DPAdam,
DPSAT, DPSAT(Adam), SAI-DPSGD, and SAI-DPAdam. A
recent study [66] shows that DP-Adam is essentially DP-SGD

with momentum unless bias correction is applied. Therefore,
we adopt DP-AdamBC (DPAdam with bias correction) [66]
for the DPAdam, DPSAT(Adam), and SAI-DPAdam settings.
In these settings, the learning rate is set to 0.002, while all
other hyperparameters follow those used in the SGD-based
configurations. In this experiment, we maintain δ = 10−5

and evaluate three privacy budgets (ε ∈ {1,2,3}) and three
datasets: MNIST, FashionMNIST, and CIFAR-10. The model
architecture used is DPNASNet-CIFAR for CIFAR-10 and
DPNASNet-MNIST for MNIST and FashionMNIST.

Observations. The results, as illustrated in Table 3, demon-
strate the influence of the base optimizer on different DPML
algorithms. We observe that the difference in performance
between SGD and Adam is marginal. In all cases, algorithms
incorporating SAI consistently achieve the highest accuracy,
regardless of the base optimizer used.

5.8 Impact of Hyper-parameter Selection

Setup. In previous sections, we used grid search to ensure a
fair comparison across all baselines. Here, we evaluate the
effectiveness of SAI-DPSGD when its hyperparameters are
selected using public datasets. We set the total privacy bud-
get to (ε = 1, δ = 10−5). For CIFAR-10 and SVHN, we use
DPNASNet-CIFAR, and for MNIST and FashionMNIST, we
use DPNASNet-MNIST.

Observations. The results in Table 4 highlight how the choice
of dataset for hyperparameter selection affects the perfor-
mance of different DPML algorithms. Each row corresponds
to the dataset used for grid search, while each column shows
the dataset on which the selected hyperparameters are applied.
Diagonal entries represent the ideal case—hyperparameters
selected and applied on the same dataset. Off-diagonal en-
tries reflect settings where public datasets are used for hyper-
parameter tuning. We observe that across all settings, SAI-
DPSGD consistently outperforms DPSGD and DPSAT. Even
when public datasets lead to suboptimal hyperparameters,
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Table 4: The impact of the dataset used for hyperparameter selection.

Public
Private MNIST FashionMNIST CIFAR-10 SVHN

MNIST
DPSGD 97.77±0.13 DPSGD 84.62±0.19 DPSGD 58.51±0.54 DPSGD 81.30±0.57
DPSAT 97.96±0.08 DPSAT 85.00±0.49 DPSAT 58.35±0.33 DPSAT 80.97±0.31

SAI-DPSGD 98.39±0.02 SAI-DPSGD 86.36±0.16 SAI-DPSGD 60.12±0.23 SAI-DPSGD 83.02±0.22

FashionMNIST
DPSGD 97.77±0.13 DPSGD 84.62±0.19 DPSGD 58.51±0.54 DPSGD 81.30±0.57
DPSAT 97.89±0.12 DPSAT 85.92±0.35 DPSAT 58.58±0.46 DPSAT 81.47±0.23

SAI-DPSGD 98.39±0.02 SAI-DPSGD 86.36±0.16 SAI-DPSGD 60.12±0.23 SAI-DPSGD 83.02±0.22

CIFAR-10
DPSGD 97.76±0.09 DPSGD 84.32±0.29 DPSGD 59.42±0.38 DPSGD 82.25±0.15
DPSAT 97.85±0.14 DPSAT 85.02±0.22 DPSAT 60.13±0.34 DPSAT 82.29±0.17

SAI-DPSGD 98.02±0.10 SAI-DPSGD 85.15±0.13 SAI-DPSGD 62.76±0.40 SAI-DPSGD 85.09±0.14

SVHN
DPSGD 97.76±0.09 DPSGD 84.32±0.29 DPSGD 59.42±0.38 DPSGD 82.25±0.15
DPSAT 97.89±0.10 DPSAT 85.09±0.15 DPSAT 59.88±0.23 DPSAT 83.09±0.54

SAI-DPSGD 98.08±0.19 SAI-DPSGD 85.19±0.15 SAI-DPSGD 60.84±0.18 SAI-DPSGD 86.27±0.12

SAI-DPSGD maintains strong and stable performance, show-
ing robustness to hyperparameter variation. We also observe
strong transferability between MNIST and FashionMNIST,
and between CIFAR-10 and SVHN—likely due to similari-
ties between the dataset pairs. This indicates that, in practice,
selecting hyperparameters using public data that closely re-
sembles private data can further improve performance.

6 Discussion

Moreover, while our discussion and implementation focus
on a single-party scenario, it is important to highlight that
our framework is adaptable to both single-party and multi-
party contexts. In a multi-party setting, multiple decentralized
devices or servers with local data samples can collaboratively
learn a model through federated learning [43]. DPSGD is
particularly effective in such cases, as it adds noise to the
gradients during training, ensuring that the contribution of any
single data point is not easily identifiable, thereby protecting
the privacy of individual data owners [1]. Consequently, the
proposed enhancements to DPSGD are well-suited for multi-
party scenarios as well.

Although SAM has proven very successful in practice in
DPML, there is a notable divide between the established mo-
tivation for SAM of finding a flat loss landscape and the em-
pirical gains achieved. Fundamentally, the work we present
here aims to justify the usage of SAM by appealing to a dif-
ferent set of principles than those originally used to derive the
algorithm. Specifically, we show that training with SAM and
incorporating early stopping can effectively resolve the diver-
gence issue of flatness. This provides a natural perspective to
better leverage the benefits brought by SAM in DPML. Our
results demonstrate that this approach leads to more robust
and reliable training outcomes, providing a more cohesive
theoretical foundation for the practical successes observed
with SAM in DPML.

7 Related Work

Sharpness Minimization Strategies. The notion that flat
minima can enhance generalization dates back to the work of
Hochreiter and Schmidhuber [33], inspiring numerous meth-
ods aimed at optimizing for more robust minima. These meth-
ods range from random perturbations such as dropout [65]
and Entropy-SGD [13] to worst-case perturbations such as
SAM [29] and its variations [22, 40, 82], which indicates that
SAM is particularly effective for vision transformers on large-
scale datasets like ImageNet, as standard transformers tend
to converge to very sharp minima. Parallel research on the
implicit bias of SGD suggests that it implicitly minimizes
certain hidden complexity measures related to the flatness
of minima [35, 36, 63, 76]. For example, Izmailov et al. [35]
propose averaging weights during SGD to enhance generaliza-
tion, motivated by a reduction in sharpness. Smith et al. [63]
derive an implicit regularization term for SGD based on the
gradient norm. Sharpness-related metrics based on the Hes-
sian have also been extensively studied. For instance, Cohen
et al. [16], Arora et al. [5], and Damian et al. [18] empirically
and theoretically examine the regime of full-batch gradient
descent, where the maximum eigenvalue of the Hessian is
inversely proportional to the learning rate. Blanc et al. [7], Li
et al. [45], and Damian et al. [17] find that label-noise SGD
implicitly minimizes the trace of the Hessian, serving as a
proxy for standard SGD.

Loss Landscape of DPML. Recent studies have investigated
the differences between the loss landscapes of DPSGD and
standard SGD. Bu et al. [9] analyzed the convergence of DP
training, focusing on different clipping methods and noise ad-
dition. Wang et al. [69] first highlighted the issue of DPSGD
getting stuck in local minima due to training instability. They
suggested that averaging the gradients of neighborhoods in
the parameter space can achieve a smoother loss landscape
and improved performance, but this approach incurs signifi-
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cant computational cost. Instead of averaging, Shamsabadi et
al. [61] proposed that using loss functions with smaller norms
can reduce the impact of clipping, thereby creating a smoother
loss function. Park et al. [56] proposed DPSAT, which incor-
porates a single-step SAM into DPSGD to reduce the negative
effects of per-example gradient clipping and noise addition.
This method is currently the state-of-the-art in this area.

Wang et al. [70] proposed DPAdapter, which applies SAM
on public data to improve parameter robustness and flatten
the loss landscape before fine-tuning on private data, thereby
mitigating the negative effects of DP noise addition. However,
this method can be computationally expensive, as it applies
SAM during the pre-training stage, where data volume is
typically much larger than in fine-tuning. Moreover, it em-
ploys a two-step SAM procedure, doubling the computational
cost compared to our single-step SAM approach. Addition-
ally, DPAdapter is tailored for transfer learning and relies
on the transferability of sharpness—a property influenced by
the similarity between upstream and downstream datasets—
which limits its effectiveness when such similarity is low. In
contrast, our method applies SAM directly on the same data,
thus avoiding this limitation.

8 Conclusion

In this work, we introduced sharpness-aware initialization
(SAI), a technique that achieves a flatter loss landscape and
addresses the challenges posed by Differential Privacy (DP)
noise in machine learning models. By adopting a two-phase
strategy—sharpness-aware initialization (SAI) followed by
standard DPSGD—SAI effectively reduces the adverse effects
of DP noise. Our extensive evaluations on MNIST, FashionM-
NIST, CIFAR-10/100, and SVHN demonstrate that SAI signif-
icantly enhances the accuracy of DPML algorithms across a
range of model architectures. These promising results suggest
that SAI can serve as an important tool for future develop-
ments in privacy-preserving machine learning.

Ethical Considerations

We adhered to recognized ethical guidelines and best practices
throughout this study. All evaluations took place in a local
environment using publicly available datasets. Because this
research solely relies on public data and does not involve
human participants, it was not classified as human subjects
research by our Institutional Review Board (IRB).
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The implementation of SAI-DPSGD is available at: https:
//zenodo.org/records/15490109.
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Table 5: Hyperparameters for training on MNIST, FashionMNIST, CIFAR-10, and SVHN.

Dataset MNIST FashionMNIST CIFAR-10 SVHN

Architecture GNResNet-10 DPNAS-MNIST GNResNet-10 DPNAS-MNIST CNN-Tanh with SELU DPNAS-CIFAR10 DPNAS-CIFAR10

Optimizer SGD SGD SGD SGD SGD SGD SGD
Total Epoch 40 40 40 40 30 30 30
Batch size 2048 2048 2048 2048 2048 2048 2048

Momentum 0.9 0.9 0.9 0.9 0.9 0.9 0.9
η1 2 2 2 2 2 2 2
η2 0.1 0.1 0.1 0.1 0.1 0.1 0.1
C2 0.1 0.1 0.1 0.1 0.1 0.1 0.1

C1

ε = 1 0.1 0.1 0.1 0.1 0.1 0.1 0.1
ε = 2 0.2 0.1 0.2 0.2 0.2 0.2 0.2
ε = 3 0.2 0.2 0.2 0.2 0.2 0.2 0.2

ε1

ε = 1 0.8 0.8 0.8 0.8 0.8 0.8 0.8
ε = 2 1.8 1.8 1.8 1.8 1.8 1.8 1.8
ε = 3 2.7 2.7 2.7 2.7 2.7 2.7 2.7

e1

ε = 1 15 15 15 15 10 10 10
ε = 2 15 15 15 15 10 10 10
ε = 3 20 20 20 20 15 15 15

ρ

ε = 1 0.05 0.05 0.03 0.05 0.3 0.1 0.05
ε = 2 0.05 0.05 0.03 0.05 0.05 0.05 0.05
ε = 3 0.03 0.05 0.03 0.03 0.05 0.05 0.05

A Hyperparameters

The clipping threshold C2 is fixed at 0.1. We adopt cross-
entropy as the loss function and utilize SGD as the base
optimizer with a momentum of 0.9. The batch size is set to
2048. The learning rate η1 is fixed at 2.0, while the learning
rate η2 is fixed at 0.1. The total number of epochs is set to 40
for MNIST and FashionMNIST, and to 30 for CIFAR-10 and
SVHN. We conducted a hyperparameter search on clipping
threshold C1 on {0.1, 0.2}, radius ρ = {0.03, 0.05, 0.1, 0.3},
epoch for SAI e1 = {10, 15, 20}, and the portion of budget
allocated for SAI on {0.8, 0.9}.

Note that the optimal clipping threshold C1, radius ρ, epoch
for SAI e1, and budget allocated for SAI can vary according
to the total privacy budget of DP training. For a detailed
explanation of DPNAS architectures as described in [15],
please refer to their paper for further details. For DPSAT and
DPSGD, we use the implementations provided by the authors
and the optimal hyperparameters identified in the DPSAT
paper for fair comparison [56].

B Proof of Theorem 1

This section establishes a formal proof of Theorem 1. We be-
gin with the assumptions for our analysis, present the theorem
in full detail, and then provide its proof.

Assumption 1 (Followed by [2]). There exists a constant
ξ > 0 such that within the ξ-neighborhood of the set of local
minima W ∗, the following properties hold:

1. ℓ is four-times continuously differentiable.

2. The limit map under gradient flow Φ (Definition 2)
is well-defined, is twice Lipschitz-differentiable, and
Φ(www) ∈ W ∗. Moreover, the gradient flow starting at www
remains in the ξ-neighborhood of W ∗.

3. A local Polyak-Łojasiewicz (PL) condition is satisfied:

ℓ(www)− ℓ
(
Φ(www)

)
≤ 1

2α

∥∥∇ℓ(www)
∥∥2
.

Theorem 1 (Formal). Let Assumption 1 hold, and sup-
pose each ℓi is four-times continuously differentiable with β-
Lipschitz gradients in the ξ-neighborhood of W ∗. Let ε > 0 be
sufficiently small and δ ∈ (0,1). Assume www0 is ξ-close to W ∗.
A sharpness-aware (SAM-like) method finds an

(
O(ε1.5),

√
ε
)
-

flat minimum with probability at least 1−O(δ) in T1 epochs.
From this point, a standard gradient descent method with step
size η=O(ε) reaches a

(
ε,
√

ε
)
-flat minimum in T2 additional

epochs. Then:

1
d ε log(1/ε)

≤ T1

T2
≤ δ

ε3 ν3 ,

where ν = min{d, ε−1/3} and d is the dimension of the
parameter space.

Proof. Outline. We analyze the iteration complexities T1 and
T2 for the two-phase procedure. The sharpness-aware phase
concludes within

T1 = O
(

d−1
ε
−2 max

{
1, 1

δ3 ε4

})
,
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while the subsequent gradient-descent phase requires

T2 = O
(
ε
−1 log 1

ε

)
to refine the flatness and loss further. We derive lower/up-
per bounds on each expression and then combine them to
establish the ratio T1

T2
.

Step 1: Bounds for T2. By definition,

T2 = O
(

ε
−1 log

( 1
ε

))
.

Hence, there is an upper bound

T2 ≤
log

( 1
ε

)
ε

.

On the other hand, standard arguments about local refinement
and curvature yield a lower bound of the form

T2 ≥ 1
d ε3 ν3 δ4 ,

where ν = min{d, ε−1/3} and d is the parameter dimension.
Combining these, we have:

1
d ε3 ν3 δ4 ≤ T2 ≤

log
( 1

ε

)
ε

.

Step 2: Bounds for T1. For the sharpness-aware phase,

T1 = O
(

d−1
ε
−2 max

{
1, 1

δ3 ε4

})
.

In the worst-case scenario, where δ3 ε4 < 1, we get:

T1 ≤ O
(

1
d δ3 ε6

)
,

while in the best-case scenario, where δ3 ε4 ≥ 1, it follows
that:

T1 ≥ O
(

1
d ε2

)
.

Step 3: Combining the bounds for T1
T2

. Consider

T1

T2
=

O
(
d−1 ε−2 max{1, 1

δ3 ε4 }
)

O
(
ε−1 log(1/ε)

) .

Using the upper bound for T1 and the lower bound for T2:

T1

T2
≤

1
d δ3 ε6

1
d ε3 ν3 δ4

=
δ

ε3 ν3 .

Using the lower bound for T1 and the upper bound for T2:

T1

T2
≥

1
d ε2

log(1/ε)
ε

=
1

d ε log(1/ε)
.

Hence,
1

d ε log(1/ε)
≤ T1

T2
≤ δ

ε3 ν3 .

These inequalities complete the derivation of the claimed
bounds on the ratio of the two phases, confirming that an ap-
propriate balance between the sharpness-aware stage and the
subsequent gradient-based refinement is crucial for achieving
a
(
ε,
√

ε
)
-flat minimum in both theory and practice.
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