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Abstract

While searchable symmetric encryption (SSE) offers efficient,
sublinear search over encrypted data, it remains susceptible
to leakage abuse attacks (LAAs), which can exploit access
and search patterns to compromise data privacy. Existing
methods for quantifying leakage typically require a compre-
hensive analysis of all queries, making them unsuitable for
real-time risk assessment. Since leakages in SSE are revealed
incrementally with each query, there is a pressing need for
risk assessments to be conducted on the fly, enabling prompt
alerts to clients about potential privacy threats. To address this
challenge, we propose ALERT, a machine learning-enhanced
framework for real-time risk assessment in searchable encryp-
tion. ALERT leverages sophisticated learning algorithms to
automatically identify keyword features from public auxil-
iary information, learning them as a classifier. When a query
is executed, ALERT efficiently predicts the associated key-
word and estimates the likelihood of leakage. Experimental
results show that ALERT can deliver predictions within sec-
onds, achieving a substantial speed-up of 31.1 x compared to
existing state-of-the-art methods.

1 Introduction

Searchable symmetric encryption, known as SSE, enabling
sublinear complexity search over encrypted data, has been rec-
ognized as the most promising approach to serving encrypted
databases. Significant progress has been made in SSE to en-
hance its expressiveness, efficiency, and security to meet the
various demands of real-world applications [14, 15, 21-23, 35,
51, 52,55-58, 66, 72,75, 97, 100]. Parallel to these works, in-
dustries like MongoDB [6] and AWS [1] are actively working
on deploying SSE to leverage its capability in practice.
Despite substantial academic success and wide adoption,
concerns about SSE security persist. Several works, known as
leakage abuse attacks (LAAs) [37, 43-46, 63-65, 74, 77, 81—
83, 105], have shown that structural-equivalent leakages, such

* The first two authors contributed equally to this work.

as access and search patterns, can be exploited by real-world
adversaries to recover queries or reconstruct data. To better
understand the impact of leakages in searchable encryption,
studies have been initiated to quantify these leakages [13, 54,
62], aiming to provide clear insights into the privacy vulnera-
bilities of databases using SSE for search services.

However, a significant limitation of existing approaches to
quantifying leakage in searchable encryption is their inability
to provide timely and effective alerts. Such alerts are essential
for notifying users when an adversary might infer sensitive
information from their queries, helping them understand the
potential risk of exposure. This point is widely recognized in
other domains. For instance, in the context of safe browsing,
systems monitor and promptly alert users about potentially
malicious websites [3, 5], and operating systems warn users
of security risks when opening executables from unauthorized
developers [4, 7]. Regulatory frameworks like HIPAA [78]
and NIST-SP-800-30 [79] further highlight the necessity of
proactive notifications to mitigate security risks. Additionally,
some works have proposed mitigating leakage by periodically
rebuilding the encrypted dataset or index to reset the system’s
vulnerabilities [32, 40], real-time alerts can offer valuable
guidance on when such rebuilding should occur to balance
security and system performance.

In light of these observations, this paper aims to develop a
real-time risk assessment framework that quantifies leakage
in encrypted databases built on SSE. This framework operates
on the fly, providing clients with prompt alerts about potential
privacy threats as they arise.

1.1 Overview of the Contributions

We conduct a feasibility study proposing ALERT (illus-
trated in Figure 1) as the first attempt to develop a machine
learning-enhanced framework for real-time risk assessment
in databases supporting encrypted queries. ALERT automati-
cally learns and memorizes features of plaintext queries and
their clear responses as a classifier, enabling efficient moni-
toring and risk assessment in subsequent operations.
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Figure 1: An overview of ALERT operation pipeline.

When an encrypted query is received, the classifier can
swiftly extract relevant features, identify the potential cor-
responding keywords, and estimate their likelihoods. This
process provides clients with valuable privacy insight by in-
dicating which queries can be revealed by the newly pro-
posed query if an adversary with background knowledge of
the database were to monitor the query transcripts. Our evalua-
tions demonstrate that ALERT can provide estimation results
within seconds. Below, we briefly introduce the technique
roadmap of developing the classifier and explain how it is
employed to perform real-time risk estimation.

Learning-based Privacy Risk Estimator. To achieve the
goal outlined above, the first step is to build an estimator for
ALERT. However, this is not easy as the responses for the
query responses are encrypted which makes it challenging to
extract its features for prediction. We observe that a similar
issue arises in the domain of encrypted traffic data analysis [8,
10, 18, 28, 29, 38, 49, 70, 73, 89-92, 99, 103]. These works
propose identifying encrypted streams using invariant fea-
tures, like volume, captured and learned by a classifier trained
on client request features [87]. Encrypted streams with dis-
tinct features can then be directly identified. Inspired above,
we also aim to train such a classifier for the SSE scheme by
treating keywords as labels, and SSE, fortunately, has similar
features termed structurally equivalent leakages. However,
this does not mean their solution can be directly applied to
SSE, as SSE presents additional challenges. In SSE, most
structural leakages are query-dependent, often spanning multi-
ple queries, which complicates the alignment between leaked
information and the data used for training. Moreover, volume

leakage in SSE is typically subtle and not significantly dis-
tinct from each other, as demonstrated by [12, 106], making
it difficult to distinguish individual query responses.

To address these gaps, we introduce several data preprocess-
ing measures. First, we apply vector reordering to align the
training data for ALERT with the observed leakages, ensuring
consistency across training and testing data. Second, we use
repeated random sampling (RRS) to mitigate the distribution
instability in dynamic databases [106].

Dynamic Keyword Clustering. Our initial empirical results
demonstrate the effectiveness of machine learning-enhanced
risk assessment. However, this approach is suboptimal due to
the large number of classes, which resulted in an excessive
number of model parameters, leading to increased latency and
a lower recovery rate (as shown in Table 1). To avoid the sheer
quantity of classes, ALERT employs a top-down hierarchical
classification strategy - DCM. Similar strategies have been
widely deployed in other scenarios where the label space is
very large, such as IoT device classification and gene interac-
tion [41, 80, 85, 101, 107]. DCM utilizes volume information
to dynamically cluster keywords into several groups. For each
cluster, DCM trains a dedicated model to identify the key-
words within that group, thereby reducing model complexity
and risk assessment latency.

Efficient Risk Assessment and Results Aggregation. Fol-
lowing the training phase, ALERT leverages the trained model
to perform risk assessments for each new proposed query.
This phase consists of two steps: processing to extract fea-
tures from query responses (leakages) and predicting risk with
the trained model. To facilitate process performance, ALERT
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introduces an update operation that dynamically renews leak-
age patterns associated with the updated query, eliminating
the need to rebuild them from scratch. This significantly ac-
celerates data processing, particularly for databases with large
keyword universes. During risk assessment, ALERT aggre-
gates the predicted probabilities of identical queries across
different timestamps in the dynamic encrypted database, mak-
ing risk assessment results more accurate.

To validate the effectiveness of ALERT against the adver-
sary who passively monitors the database query process, we
conduct a series of experiments on three commonly-used
datasets, Enron [2], NYTimes [96], and Wikipedia [102]. The
results demonstrate that ALERT achieves a 31.1x speedup
in database leakage assessment compared to existing SOTA
leakage analysis methods [31, 76, 82] while maintaining com-
parable query recovery accuracy. Moreover, under low-latency
scenarios, ALERT demonstrates a 24.4% higher median query
recovery rate and can continue to perform reliably even under
stricter time limits where other approaches struggle. Addition-
ally, ALERT also remains robust across varying datasets and
adversarial assumptions (Figure 4), different SSE schemes
(Figure 6), and against SSE countermeasures (Figure 10).

In summary, our contributions are the following:

* We propose a scenario that estimates risks caused by po-
tential query leakage in real-time from the user’s perspec-
tive, identifying new requirements for leakage analysis
in the SSE field.

* We develop a new ML-enhanced real-time risk assess-
ment system that incorporates a dynamic keyword clus-
tering mechanism to reduce assessment latency and
model complexity, along with an efficient update opera-
tion that selectively adjusts leakage patterns to expedite
data processing.

e We implement ALERT and conduct a series of experi-
mental evaluations, demonstrating its capability to sup-
port robust real-time risk assessment across various data
types and adversarial scenarios.

2 Preliminaries

2.1 Notations and Syntax of DSSE

Let W = {wj,w2,...,w,} denote a set of n keywords ar-
ranged in lexicographic order, and let ¥ = {fi, f2,..., fn}
represent a collection of m files, each containing one or more
keywords from W. Each file f; is associated with a unique
identifier id;. Correspondingly, let © = {q1,42,...,qn} repre-
sent the encrypted version of the keyword set WW. A database
DB = {(id;,W;)} is a collection of identifier/keyword-set
pairs, where W; denotes the set of keywords occurrences in
the file f;. For any given keyword w; € W, let DB(w;) = {id; :
wi € fj,1 < j < m} be the set of files containing. With those
notations, the following gives the syntax of DSSE.

Definition 1. A dynamic searchable symmetric encryption
(DSSE) scheme comprises an algorithm Setup and two proto-
cols, Search and Update, conducted between the client and
the server.

* (K,EDB)« Setup(k,DB) rakes as input a security pa-
rameter X and a plaintext database DB. It outputs the
client’s secret key K and an encrypted database EDB
for the server.

* R+ Search(K,w,EDB) allows the client, using K, to
search EDB, where w refers to the client’s query and R
is the set of files matching the query.

» EDB’ + Update(K,in,op,EDB) allows the client us-
ing K and in € {(w,id)}, and an update operation op €
{Add, Del}. The Update protocol adds (or deletes) the
document to (or from) EDB, resulting in an updated
encrypted database EDB’.

We say that a DSSE scheme is correct if the Search protocol
returns all matching files and the Update protocol consistently
reflects the changes made to the plaintext database in the
encrypted database.

2.2 Leakage Profiles

Based on the previously defined background of DSSE, we next
defined the associated leakage profile. The leakage refers to
the invariant features in the EDB before and after the SSE lin-
ear transformation. Depending on the database update opera-
tions and their corresponding timestamps, let EDB, denote the
dynamic encrypted database at timestamp u, where |EDB,|
represents the number of encrypted files at this timestamp.
Some types of database leakage can be defined as follows:
Result pattern M = {M;,M,,--- M, }. M, describes the
keyword search results for the submitted queries at times-
tamp u. Let M, [i, j] = 1 denote that the result set of query g;
contains the encrypted file id; at timestamp u. For query set
Q, the result pattern at u is defined as

MIJ(Q) c {O, 1}n><|EDBy\.

Volume pattern V = {V,V,,---,V;}. V, reports the num-
ber of returned files containing the submitted query at times-

tamp u. Let vl(“) =Y (M[i,j] =1),1 < j <|EDB,| denote

the volume pattern of query ¢; at timestamp u. For Q and
timestamp u, the query volume pattern is defined as:

Vu(Q) = (W W vy e rY,

Co-occurrence pattern COC = {CoC;,CoCy,---,CoC,}.
CoC, reports the number of files returned by two queries
at timestamp p1. Let co,[i, j] =< M[i,:], M,[/,:] > denote the
co-occurrence number of encrypted files returned by query
g; and g; at timestamp u. For Q and timestamp u, the query
co-occurrence pattern is defined as:

CoCu(Q) =M, M, € Z™".
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2.3 Gradient Boosting Decision Trees (GBDT)

Gradient Boosting Decision Trees (GBDT) and its variants
[27, 59, 84] are widely used tree-based machine learning al-
gorithms. These models have become a standard approach in
various industrial applications, including financial risk man-
agement [19, 60, 68] and online advertisement fraud detec-
tion [42, 69]. GBDT’s popularity is due to its ability to model
complex relationships and perform well on small datasets.
Given a training dataset D = (X,y), where X € R"*€ rep-
resents n model inputs, each with € dimensions, and y € R”
contains the corresponding n labels. GBDT aims to learn a se-
quence of decision trees Ty : R — R in an additive manner to
minimize a pre-defined loss function £, such as cross-entropy
for classification. At each iteration v, a new tree T, is con-
structed to fit the negative gradients of the loss with respect to
_ oLy Y)
ay(v—l) >
where §OV-1 = Y\~ Ti(X) is the prediction of the ensemble
up to the previous iteration. This gradient step allows the new
tree to correct the mistakes made by the existing ensemble.

the current ensemble predictions, i.e., Ty (X) ~

3 Problem Formulation

3.1 Participants and Assumptions

Figure 2 illustrates the system model in the context of query
risk assessment. Our system model consists of two parties: a
client and a server. The client possesses a privacy-sensitive
dataset that must be securely stored on an “honest but curi-
ous” server. To safeguard data privacy while retaining search
functionality, the client encrypts the dataset using searchable
symmetric encryption before outsourcing. When the client
wants to retrieve the files containing a specific keyword, they
generate a search token with the secret key and the keyword
and send it to the server. The server leverages the token to
identify the matching files and returns the files or correspond-
ing identifiers to the client.

As mentioned, the server is honest but curious. While the
server faithfully follows the protocol for storing and process-
ing encrypted data and queries, it is also interested in learning
as much as possible about the data and queries it handles. Ad-
ditionally, the server has access to auxiliary information that
has been well-motivated in many existing works, such as re-
sponse volume and co-occurrence frequency across keywords,
which it can learn from analyzing similar public datasets.

3.2 Formal Problem Description

To address the potential security concerns posed by the server,
it is essential to develop a systematic approach that enables
the client to identify these risks and assess the vulnerabilities
associated with the encrypted database in use. For clarity,
we refer to this approach as the “privacy controller”. Specifi-
cally, the privacy controller operates by analyzing the server’s

Client :
Allow/Deny Query (Still Pending Results) '

. . Risk Assessment
Monitor Queries . ..
R (in tens of minutes)

_ > ,Q

A

Risk Assessment !
Other LAAs in Progress

(a) Other LAAs in Risk Assessment '

.....................................................................

5 Client :
' Allow/Deny Query '

' Monitor Queries Real-time Risk Assessment

, Tl TR (in several seconds) «

W@ ,

Risk Assessment
Completed

A

ALERT

Server (b) ALERT in Risk Assessment

Figure 2: Usability comparisons between other LAAs and our
ALERT in query risk assessment.

responses to each search query. By doing so, it can predict
potential keywords that may be inferred from the query, along
with the associated likelihood of these inferences, from the
view of an adversary such as the server. The assessment op-
erations need to be efficient to avoid introducing significant
delays to the query process.

In the context of SSE, the potential keywords queried by
the client inherently belong to a predefined keyword space. By
treating these keywords as labels and considering the leakages
extracted from the server (detailed described in Section 2.2)
responses as attribute values, the problem can be reframed
as a multi-classification task, a well-established problem in
machine learning. Specifically, the client leverages a classifier
to label each server response based on the observed leakage
attributes. However, it is not easy, as the data observed by
the adversary are encrypted and cannot be directly used. Re-
garding this, our objective involves precisely mapping the
auxiliary information and observed leakages into a structured
format suitable for machine learning, followed by selecting
appropriate algorithms and training strategies to optimize the
classifier’s performance in predicting potential inferences.

Formally, let W = {w} be the label space and Aux rep-
resent the auxiliary information available to the adversary.
This auxiliary information could be a dataset that shares a
similar distribution with the target dataset or statistical infor-
mation that is publicly accessible. Accordingly, let Leak =
{(Q,M(Q),V(Q),...)} be leakages to the adversary which
can be observed through the query transcripts. Then, the task
of designing a privacy controller can be broken down into the
following three subtasks:

Data Preparation. We devise the data preparation algorithm,
DaTPre, to map Aux and Leak into a structured format suit-
able for machine learning. The dataset obtained from the
former one is namely the training dataset, and the latter one
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is the test dataset. For clarity, we denote them as
Dirain := {(xi,yi)} + DaTPre(Aux)

and
Diest := {ﬁ]} — DaTPre(Leak),

where X; denotes the feature of the i-th single data point with
label y; and X; is the feature of the j-th data point to be tested.
Classifier Training. We train a classifier with Dy, to learn
the complex relationships between structured leakage and its
associated keywords, with the objective of minimizing the
error between the predicted and actual labels. Mathematically,
the desired model can be formalized as

T* = argmin L(T; Dirain)-

Privacy Assessment. We update the test dataset with the up-
dated query-file set I/ and previous database state S. Here, U
represents the result pattern associated with the updated query
q extracted from the query-file set M across ¢ timestamps.
S includes the prior query-file set M and the co-occurrence
set COC constructed from earlier queries, which contains ma-
trixes across ¢ timestamps. Formally, the updating process can
be described as

Diest < DaTPre(Leak,S,U).

Then, predict the label of each data point £; € Dyes; via the
trained model 7*. The predicted result for the query,

{®), s pjktizi)} = T~ (Drest)

is a set of label-likelihood pairs, where y is the potential
label (i.e., keyword) and p; s := P(Jk|X;) is the corresponding
likelihood (represented by predicted probabilities).

4 Our ML-enhanced Query Risk Assessment

We now introduce our machine learning-enhanced privacy
assessment framework. We begin by outlining the pipeline,
which details the process of data preparation, classifier train-
ing, and real-time risk prediction for queries. Following this,
we present an enhanced version of the pipeline that improves
efficiency through the application of top-down principles.

4.1 Pipeline of Risk Assessment

Following the roadmap above, we start with mapping the aux-
iliary information and observed leakages into a structured for-
mat suitable for ALERT. Subsequently, we train a multi-class
classifier using the prepared data, which is then employed to
estimate potential leakages upon the arrival of a new query.
Algorithm | details the procedure for data initialization and
updating, with an update flag upd to distinguish between these

Algorithm 1: Data Preparation (DaTPre)

Input: Auxiliary(Observed) information Aux(Leak), time
intervals #,,;, data preparation parameters f3,9,1,
update flag upd, total number of keywords n; (if
upd = True: previous database status S, updated
query-file set U4.)

Qutput: Prepared dataset D, database status S

1 initialize query-file set M with Aux(Leak);

2 § + 0and add M into S;

3 D[]t |BXtori],0¢ [dx¢t],m <« [nxt];
4 foru=1totrdo

5 if upd = True then

CoC,  (Uy-MDT
6 CoC <—{ K !
R (VP VA VAR V)
7 else

8 L CoCy MN-MT ; // Initialization

9 add CoC, into S;

10 foreach vector co € CoC, do

1 pad co to length n;

12 €0, G¢o ¢ calculate mean and std of co;
13 cbe{(coéi;co)\cojéco};

14 co’ + sort ¢o in descending order ;

15 add co’ into COCL;

16 COC' + {CoCl,---,CoCi};

17 foreach QM = [co;{(l)7 . 7co;{(t)] €COC' do

18 initialize a random binary matrix A € {0,1}*M;
Dy < (QM; A)/8 and concatenate Dy into D;

20 D+ PCA(D);

21 return D, S;

two operations. Algorithm 2 outlines the workflow for classi-
fier training and risk assessment, focusing particularly on the
risk assessment process for updated queries.

Training Data Preparation. Let Aux = {W, Q, M} be aux-
iliary dataset available to the simulated adversary. We first
convert the query result set M into co-occurrence set COC
as described in Section 2.2. Over the entire time period, the
result set contains #,,; matrices. We select r = | X f,,; | times-
tamps, where § € (0, 1] is a parameter controlling the pro-
portion of data snapshots used in training the classifier. Sub-
sequently, the co-occurrence set consists of ¢ co-occurrence
matrices, denoted as COC = {CoCy,CoCy,---,CoC;}. The
co-occurrence matrix CoC,, at u contains 1 co-occurrence vec-

tors: CoC, = cog’l),cog‘), . ’coﬁ,")} , where co,((“ ) denotes the

co-occurrence vector for the k-th query at u.

Next, we normalize each co-occurrence vector cogy ) e

CoC,, with the Z-score technique to eliminate the differences

in magnitude across vectors at different timestamps. Specifi-
(u)

cally, we first calculate the mean co;” and standard deviation
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Algorithm 2: Classifier Training and Risk Prediction
Input: Auxiliary information Aux, observed information
Leak, updated query-file set U, keyword space W,
time intervals ¢,7, data preparation parameters

[57 [’37 87 S? n ) ﬁ
Output: Recovered queries RQ, risk map RM

1 n + get the total number of keywords in W;
2 Dtrainvstrain — DaTPre(Aux,L ﬁ7 87“7 Updl’l),
3 T* <= TRAINING(Drain);
4 Diest, Stest + DaTPre(Leak,7,B,8,7, upd,n);
/* Risk assessment phase */
Dlesh Stest <~ DaTPre(Leak, fv Bv 87ﬁ7 Upd,}’l, Slestvu)§
foreach sample X; € D;e5; do
pi < PREDICTION(T*,%;);
P; « %22:1 Pk» ¥ < argmax(P;);
9 return query risk map RM <« {P1,...,P,} and recovered
queries RQ < {91,...,9n};

(1)

GE” ) of co; . The normalization is then performed as follows:

cAoE”) = (coEf}) fc"ol(“)> /Gl(.m, col(f;») € col(“).
The sorted co-occurrence matrix CoCL is constructed
(1)

by resorting each vector co;”, it can be expressed as

(u)).

i

CoCj, = {coll(”),colz(“), . ,co:l(”)] , where co;(“) = sort(co
The “sort” function rearranges the elements within the vec-
tor in descending order. This step is designed to ignore the
co-occurrence between specific queries during the training
process, only focusing on the co-occurrence for each query
facing the whole data. Correspondingly, we obtain the sorted
co-occurrence set COC’ = {CoC},CoCl,---,CoC;}.

We now have the data in an available format for train-
ing. However, as mentioned by Xu et al. [106], the data dis-
tribution in a short time interval is often unstable. To ad-
dress this issue, we enhance model robustness by augmenting
the training data with repeated random sampling (RRS). We
augment data for each query-related co-occurrence matrix.
For query g, we extract its related vectors from the sorted
co-occurrence set COC’ and organize them into a matrix
QM; = {co;(l)7co;<(2)7 ... ,co;(t)} € R™_ For data augmenta-
tion, we define random sampling parameters 8 and 1, where &
determines the proportion of data selected per sample, leading
to the selection of [3 x ¢] vectors per sample. The augmenta-
tion factor 1 determines the number of augmented samples
generated per class. For each query gy, we generate [1 X ¢]
augmented query vectors. Next, we perform augmentation on
QM. We construct a binary matrix Ay € {0,1}* Mx1] \where
for each column, we randomly set [3 x 7] entries to one and
the remaining entries to zero, serving as the sampling matrix.
The augmentation procedure can be formulated as follows:

QM Ay

Di= 5o M

where RRS is applied to all n queries. D; aggregates co-
occurrence vectors across timestamps, capturing cumulative
co-occurrence information while preserving temporal context.
Finally, the resulting matrices {Dy} are concatenated to con-
struct the overall augmented data matrix D e R (< Mxt]),
After constructing D, we apply principal component analy-
sis (PCA) to further process the data Dig,in = PCA(D). PCA is
employed to reduce the dimensionality of the generated data
matrix D while retaining the most significant features that
capture the maximum variance, which helps reduce model
complexity and prevents overfitting.
Classifier Training. With the preprocessed training data
Dyrain, We proceed to train our multi-classification model to
serve as the risk estimator. To effectively train the model,
we incorporate the co-occurrence information between query
pairs using one of the most advanced GBDT models, Cat-
boost [84]. The model is optimized by minimizing the cate-
gorical cross-entropy loss function.
Real-time Risk Estimation. After obtaining the well-trained
model, ALERT utilizes it to predict the risk associated with
each new query proposed by the client in real-time. The risk
estimation process begins by preparing the test dataset, Diegt,
with the observed leakage Leak. This preparation follows the
same principles as in the training data preparation. However,
unlike during training, the system updates the co-occurrence
set, COC, more efficiently when a new query is proposed by
the client. Specifically, before the updated query g; and its cor-
responding query-response set & = {U;,U,,...,U,} arrive,
the system maintains a reserved database state, denoted as S.
At time y, the query-file vector is denoted as U,,. To update the
co-occurrence matrix, ALERT calculates the volume of the
updated query (represented by U, - UZ) and the co-occurrence
vector between U, and other queries. These updates are then
integrated into the new co-occurrence matrix. Formally, CoC,,
is expressed as:

- CoC,  (Uy-MI)T
CoC, = i N 2
# UM U,-U) @
This operation reduces the computational load in testing data
preparation. Following the update, we apply normalization
and augmentation techniques and then use the PCA model
derived from the training process to transform the testing data.
Once Dyt is obtained, the well-trained model is employed
for risk assessment. Notably, unlike typical machine learn-
ing tasks, our task benefits from prior knowledge of these
relationships. We are aware of which samples pertain to the
same class (i.e., keyword), providing a basis for result aggre-
gation. Moreover, the model often assigns high probabilities
to correct categories even with occasional misclassifications,
underpinning the effectiveness of result aggregation. Thus,
we aggregate the prediction results for each class. In the test-
ing phase, we sample [7] x ¢] samples of each class, denoted
as Xj = {X1,X2,"*X[fix/] }. For each sample x;, the predic-
tion probability is denoted as p;, which is a vector of size .
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Algorithm 3: Dynamic Keyword Clustering

Input: Volume information V), query set Q, predefined
threshold list y, time intervals ¢, scaling factor €
Output: Keyword clusters G
1 SV < sum volume V of entire time period;
2 Q' + resort @ with SV in descending order;
3 foreach ¢; € Q do
4 for u<~0Ototdo

5 L R,(f' ) get query ranks for gz with V,;;
6 ay, sy < calculate mean and std of Ry;

7 0 0,cnt <« 0;

8 while 6 0 and number of remaining queries > 0[last_idx]
do

9 for y;, € ydo

10 Qavg k <— average(dent,dent +1,° 7acnt+\|/k)§
1 Savg k < aVerage(Scnt,ScntH, ce 7Scnt+\yk)§
. Qave k — € Save k > CNt and
12 6; < min ‘ AVEs & ;
! {\Vk Qavg k€ Savg k < CNt+ Yy
13 cnt < cnt+ 6; and add 6; into 6;
14 O[last_idx] < O[last_idx] +n—cnt ; // Add

remaining queries to the last cluster

return G < split Q' into & groups with 6;

p—
wm

The aggregated predicted probability P; and corresponding
aggregated predicted query y; are defined as:

Pi= pi,¥j=argmax (P;).

™=

jl‘»—t

1

1

The overall risk assessment map RM and recovered queries
RQ for query space Q are denoted as RM = {P,P;,--- ,P,}
and RQ = {§1, 92, -+ , 9}, respectively.

Observe that the test data does include timestamps that are
present in the training dataset in our design. This overlap was
designed to reflect scenarios where models rely on historical
data to predict or analyze patterns for the same or overlapping
periods. Meanwhile, our approach assumes an adversary’s
auxiliary information is based on historical observations up to
the test timestamps. This setup reflects practical use cases and
does not involve using future data to make predictions, thereby
preserving the logical consistency of causality. Specifically,
the adversary can only observe the most recent database snap-
shot, ALERT processes these observations to align update
features with the training data using the temporal information
embedded in the encrypted files.

Remark. While the pipeline offers a way to assess the risk of
queries performed over encrypted databases, as demonstrated
later in Table 1, it requires approximately 100 seconds to
perform an overall risk assessment, hindering the achievement
of real-time risk assessment objectives. This is particularly
due to the sheer quantity of classes (i.e., keywords), which
significantly increases model complexity.

4.2 Facilitating Efficiency with Keyword Pre-
classification

To address the efficiency limitation above, we introduce
DCM, a dynamic keyword clustering mechanism for pre-
classification. Specifically, ALERT employs a top-down strat-
egy that first classifies the keywords into several clusters based
on volume information, and then further classifies them into
specific classes using more sophisticated leakage patterns.
We need to note that DCM is not always necessary in the risk
assessment process; it serves as an extension of ALERT, and
it is utilized when the target dataset contains a sheer quan-
tity of classes. The procedure of DCM is formally described
in Algorithm 3. Specifically, we analyze queries’ historical
volume rankings to determine clustering thresholds. By ex-
amining the temporal variations in these rankings, we identify
stability patterns across different queries. These stability pat-
terns, in turn, guide the dynamic establishment of clustering
boundaries, which reflect the stability variants of the queries.

Specifically, we utilize volume information V and query
space Q contained in Aux for pre-classification. Our first step
is to aggregate the volume information across the entire time
interval to obtain the overall volume information, denoted
as SV, where SV =Y, V; = {svi,sv2,...,5v, }, where sv;
represents the aggregated volume for the j-th query. Then, we
resort to the queries Q in descending order based on SV. The
reordered set of queries, @', is defined as:

Q" = {4r1):4n(2)>- -+ dnn) }

where 7 is defined such that svy(1) > svro) > -+ > V().

For query g, we log its ranking across ¢ timestamps in

the ranking vector Ry. Specifically, element R,(f' ) e R records

the rank of g at timestamp u based on volume descending
sorting order. We extract the rankings of each query across
all timestamps and store them as a set of ranking vectors R =

{R1,R2,..., R, }. Next, we compute the mean a; = + ¥'i_| R,E’)

and standard deviation s = \/ iyt (R,({l> — ay)? for each vec-
tor R, € R, which reflect the central tendency and variability
of volume ranking of g; over time. A larger standard deviation
indicates more variability in the data, suggesting the need for a
higher splitting threshold to ensure accurate pre-classification.

We then calculate the splitting threshold 6; based on the
mean and standard deviation values. Our goal is to minimize
0; while ensuring that the weighted average standard deviation
of the clustered queries remains within acceptable bounds.

Specifically, 6; is determined as follows:

0, =min ©
0
1 cnt+0 € cnt+6
s.t. 5 Z aj— 5 Z sj > cnt,
j=cnt j=cnt
cnt+6 € cnt+0
8 Z aﬂ—é Z sj <cnt+0.
j=cnt j=cnt
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where 6g = 0. Here, cnt = };10 0, representing the cumula-
tive sum of all queries in the previous clusters. € is a scaling
factor that controls the permissible deviation of accumulated
standard deviation values. A larger € tends to a larger 6, in-
cluding more keywords in each cluster. Considering the data
transfer time, we predefined a set W, which contains several
candidates’ values of 0. It avoids the redundant overhead
caused by iterating through all possible values. The mecha-
nism will loop until the number of remaining queries is less
than or equal to the value of the last 6, at which point the
remaining queries will be added to the final cluster.

Then, we proceed to partition the Q' into several clusters
with the splitting threshold set 6. Given a splitting threshold
set 0 ={6,0,,... 7Gg}, the cluster G; is defined as:

Gi = {qn(cnt+1)7qn(cnt+2)u ce- 7qn(cnt+6i)}7

fori=1,2,---,&, where cnt = Z;;lo 0. After forming the
query clusters G = {Gy,Ga,---,Gg}, we proceed to cluster
the columns of COC' based on G. Once clustered, we perform
RRS sampling in Equation | and later process the resulting
submatrices. This mechanism allows us to partition COC’ into
smaller, more manageable submatrices, each of which can be
used to train individual models.

5 Experimental Evaluation

To validate the proposed risk perception system, a compre-
hensive series of experimental evaluations is undertaken. Our
goals are twofold: (1) to assess the efficacy of the ALERT by
evaluating its accuracy and efficiency in predicting the queried
keywords, and (2) to present empirical findings illustrating
how risk levels change during database usage.'

5.1 Experiment Setup

We implement and evaluate ALERT on a server with two
Intel Xeon Platinum 8383C CPUs and eight Nvidia RTX
A6000 graphics cards running on Ubuntu 22.04. The detailed
experiment settings are described below.

Adversarial Assumption. To further understand the impact
of adversarial knowledge on risks, we explore two adversarial
scenarios in our experiments:

e Partially Known Dataset. The adversary has precise
knowledge of a subset of the database, with 'y represent-
ing the fraction of data known to them. The difficulty of
query recovery increases as this fraction decreases.

» Sampled Dataset. The dataset is split into two disjoint
sets, Aux and Leak, with o representing the proportion of
data assigned to Aux. The separation of data for training
and testing intensifies the difficulty of query recovery.

I'The code is publicly available at https://doi.org/10.5281/zenodo.
14726862.

Target Datasets. We use three widely adopted public datasets
from different domains: the Enron email dataset [2], the NY-
Times article dataset [96], and the Wikipedia encyclopedia
entries dataset [102]. Specifically, following the methodology
in [82], we extract a fixed number of the most popular key-
words from each dataset. For clarity, we denote the datasets
containing n selected keywords and their corresponding files
as En,, for Enron, Ny,, for NYTimes, and Wiki, for Wikipedia.
For Enron, we use approximately 5.03 x 10°> documents span-
ning from January 2000 to July 2007. For NYTimes, we use
3.00 x 10° documents. For Wikipedia, we utilize 1.01 x 100
entries. The NYTimes and Wikipedia datasets we utilize are
bag-of-words datasets that lack the inherent temporal informa-
tion required for dynamic SSE. To address this limitation, we
partition the NYTimes and Wikipedia data into 30 timestamps,
aligning them with the Enron dataset’s temporal distribution.
Similar simulation approaches for deriving dynamic flows
from static datasets have been adopted in prior works [61].
Exploited Leakages. Following previous work on encrypted
database leakage abuse attacks [31, 76, 82], we assume that
a passive attacker can observe certain leakage from queries
to the encrypted dynamic database. Here, we consider two
leakage patterns: volume pattern and co-occurrence pattern.
Metrics. In our evaluation, we use three metrics: Risk As-
sessment Latency (RAL), Clustering Success Rate (CSR),
and Query Recovery Rate (QRR). RAL measures the time
taken for the risk assessment system to update risk levels for
all queries when a new query is submitted. CSR tracks the
percentage of samples correctly assigned to their respective
clusters during pre-classification. Lastly, QRR measures the
proportion of test queries correctly classified as the target
class, providing insight into the risk assessment accuracy.
Parameter Settings for ALERT. Recall that the selections
of B,m, 9, can significantly influence ALERT’s performance
in terms of both QRR and RAL (see Appendix A for more de-
tails). We briefly introduce how we selected these parameters.

* B controls the selection of a portion of database snap-
shots, 7, from the dynamic database and ranges from 0 to
1. A smaller B reduces computational overhead during
test data preparation, lowering RAL, while a larger
provides richer database information. We set 3 to 1.0
during model training and 0.4 during testing by default.

d regulates the stability of each augmented data sample,
with a recommended range of 0.2 to 0.6. A larger 0 is
preferable when the data contains many outliers, and a
smaller & works better with more stable data. We set the
default value of 8 to 0.1 for training and 0.4 for testing.

1 controls the redundancy of augmented data. A higher
1 improves system performance but also increases the
number of samples to be predicted, leading to higher
RAL. 1 is set to 2.0 for both training and testing to
maintain a balance between performance and efficiency.
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Figure 3: An example of a risk assessment map for 10 easily obfuscated keywords with varying conditions of y. The x-axis
represents the predicted labels, and the y-axis represents the ground truth (original) labels. For instance, (g1, ¢3) indicates the

probability that the original label g3 is predicted as g .

Besides these parameters, we set € = 5 in DCM that balances
between achieving sufficient clustering while preventing sig-
nificant QRR reduction in datasets with diverse distributions.
Learning Algorithms. We selected Catboost [84], one of the
most advanced GBDT models, as our base model. Further
training parameters are provided in Appendix B.

5.2 Efficacy Analysis of ALERT

In this section, we demonstrate the overall effectiveness of
ALERT. We begin by analyzing its single-query risk percep-
tion capability through an examination of prediction probabil-
ities for selected queries. Then, we evaluate ALERT across
various scenarios and configurations.

5.2.1 An Example of Recovery Map of ALERT

In this section, we present an example from the risk assess-
ment map generated by ALERT, illustrating its ability to visu-
alize and assess potential risks in the query process. The ex-
periment is conducted in the partially known dataset scenario.
We assess privacy risks across varying levels of database
leakage by testing Ny with 10 easily obfuscated keywords. ~
To simulate varying levels of leakage severity, we adjust the
fraction of known data rates, ¥ € {3%, 5%, 10%,20%}. Fig-
ure 3 reports the accessed risks for the selected queries. As
expected, higher leakage levels (higher ¥) lead to increased
privacy risks. For example, for Y= 3%, only four keywords
show a risk probability greater than 0.4, whereas for Y= 20%,
all 10 keywords exhibit significantly elevated risk levels.
Interestingly, an increase in leakage does not always cor-
respond to a higher risk. When 7 increases from 3% to 5%,
the probability of accurately recovering the query g3 and g7
decreases. This intriguing result suggests that while higher
leakage levels generally expose more information, they may
also introduce noise that obscures distinct patterns, making
certain keywords harder to recover. Besides, the recovery map
highlights ALERT’s ability to identify queries with potential

2The 10 keywords are “lefthand”, “setback”, “runaround”, “toler”, “be-
liev”, “problema”, “americana”, “continu”, “number”, and “bigami.”

risks, even without exact keyword recovery. For g9 under
Y= 5%, it shows a relatively high prediction probability de-
spite not being recovered, indicating a potential risk.

5.2.2 Results on Partially Known Dataset Scenario

We present our evaluation of ALERT in the partially known
dataset scenario. In this experiment, fixed portions of files
are extracted from the dataset to form Aux, while the en-
tire database is used to construct Leak. We simulate dif-
ferent levels of adversaries’ knowledge by adjusting y €
{10%,20%, . ..,90%}. To assess the effectiveness of ALERT
in recovering various keywords, we vary the number of tar-
geted keywords O € {100,200, ...,3000}.

The results presented in Figure 4a, 4b, and 4c demonstrate
the overall effectiveness of ALERT. In general, ALERT ac-
curately reflects the leakage risk across varying adversarial
capacities. For y = 30%, the QRR is 96.1% for En3zggp and
84.3% for Nysqgg, while Wikizggp achieves 95.9%, similar
to En3goo. Even for y = 10%, En3zggp and Wikizpgo maintain
QRRs of 69.8% and 88.1% respectively. This shows ALERT’s
robustness across different y. Additionally, keywords with
lower popularity are harder to recover due to data distribution
instability from having few related documents. For Y= 10%,
the QRR for Ny (g is 91.0%, but drops to 40.3% for Ny;q.
It underscores the fact that query recovery relies on a stable
distribution formed by a large number of auxiliary documents.

5.2.3 Results on Sampled Dataset Scenario

The sampled dataset scenario presents a greater challenge
compared to the partially known dataset scenario, as Aux and
Leak contain entirely distinct subsets of files. We divided the
files of the dynamic database into two parts under different
sampling rates o € {5%,10%,...,50%}.

The detailed results are shown in Figures 4d, 4e, and 4f. For
popular keywords, ALERT maintains a high QRR even with a
small portion of the data sampled - achieves a QRR of 99.0%
with just & = 5% in Enjgg. However, the overall recovery
performance requires more auxiliary documents to achieve
stable results. For En3pgp and Nysqg, reducing the sampling
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Figure 4: Query recovery results on efficacy analysis over the partial known dataset and sampled dataset scenario with different
data partial known rate y and sampling data rate o, where Y= 20% indicates that 80% files are randomly selected from the
dataset as Aux, all files are utilized as Leak. oo = 30% means 30% files serves as the Aux and the rest 70% serves as the Leak.

rate from ot = 10% to o = 5% results in sharp QRR drops of
21.5% and 19.7%, respectively. Relatively, Wikisgpo demon-
strates greater robustness at lower o values due to its larger
document numbers. The QRR remains stable from 90.7% to
86.2% even as o decreases from 15% to 10%, showing no sig-
nificant accuracy degradation. Nonetheless, when o > 20%,
all datasets show relatively stable QRR performance, demon-
strating ALERT’s ability to recover effectively from a stable
distribution under the sampled dataset scenario.

5.3 Efficacy Analysis of Keyword Clustering

One of the key designs of ALERT is the utilization of DCM,
which employs volumetric information for keyword clustering.
We analyze its performance from two perspectives: (1) the
efficacy of keyword clustering with fixed parameters and (2)
the efficacy of the dynamic clustering mechanism.
Keyword Clustering Results with Fixed Parameters. The
purpose of this experiment is to evaluate the effectiveness of
keyword clustering using volume information. We consider
three key parameters: number of targeted keywords U, file
sampling rate o, and keyword clustering threshold 6. Our
evaluation encompasses the datasets Ensggg and Ny3ggy. We
evaluate the results based on the CSR.

The results in Figure 5a show that the CSR initially re-
mains stable as the keyword space increases, but then begins
to decline for larger targeted keyword space. Specifically, the
CSR for Ensgy and Nys,, remains relatively stable, while it
drops significantly from 96.4% to 63.6% for Enzgpgp and from
92.8% to 60.7% for Nys(o. The reason for this decline is that
as the keyword space expands, the disparity in query volume
information for each keyword diminishes, making it harder to
distinguish. Setting o from 5% to 50%, DCM exhibits robust
CSR performance across both datasets (Figure 5b), demon-
strating the effectiveness of keyword clustering under varying
sampling rates. Figure 5c shows that the CSR improves as the
splitting threshold 0 increases, but these gains diminish after
a certain point. For Ny, CSR rises from 28.5% to 93.2%
when 6 increases from 5 to 100, whereas further increasing
0 to 500 yields only an additional 6.2% improvement. These
results indicate that careful splitting threshold calibration is
key for optimal CSR performance.

Keyword Clustering Results with Dynamic Thresholds.
Previous experiments prove the effectiveness of keyword

clustering with volume information. Building on the re-
sults, we set the predefined clustering threshold as y €
{50,100,200,500}. We then conducted a comparative ex-
periment to evaluate the impact of DCM by comparing QRR
and RAL between systems using DCM versus not using it.
Table | presents the results. Even without the dynamic clus-
tering mechanism, ALERT achieves a high QRR of 93.8%
under o = 50%, while maintaining a RAL of 101.6s, which
is already faster than other LAA methods. This validates the
effectiveness of ALERT in accurately assessing query risk.
When the DCM mechanism is applied, the QRR decreases
by only 0.4%, but the RAL decreases significantly by ap-
proximately 65.2%, from 101.6s to 35.4s. This substantial
reduction in latency highlights the advantages of using DCM
in latency-sensitive scenarios. Further analysis in more chal-
lenging scenarios showed that DCM can improve QRR, partic-
ularly for larger keyword spaces. This phenomenon highlights
the benefits of reducing model complexity through DCM. In
summary, while ALERT functions effectively without DCM,
the inclusion of the DCM is essential for latency-sensitive
applications and scenarios with large keyword spaces.

5.4 Performance across FP/BP-DSSE

Besides generic DSSE schemes, database owners often utilize
forward and backward privacy constructions to improve secu-
rity guarantees for DSSE systems, so we accordingly discuss
the ALERT’s robustness facing FP/BP-DSSE [17, 24, 48, 95].

Forward privacy ensures that newly added file/keyword
pairs cannot be linked by previous query tokens, preventing
query tokens from being used to search the newly added
entries. Since in ALERT’s simulation, the adversary only
accesses the most recent database state, our evaluation setting
is naturally compatible with forward privacy requirements.

For backward privacy, which protects the privacy of deleted
documents, we follow Bost et al.’s [17] classification of three
security levels, providing different security and efficiency
trade-offs. As illustrated by Xu et al. [106], volume and co-
occurrence leakage patterns remain consistent across these
levels. Thus, we consider the most challenging backward pri-
vacy level in the experiment, where file information deleted
prior to the accessed snapshot is completely hidden. To evalu-
ate this setting, we simulate FP/BP-DSSE behavior by varying
deletion rates (A) from 0% to 50% in Leak.
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Figure 5: Keyword clustering results with different parameters. We use CSR to represent the ratio of classifying
the keywords into the correct clusters. The experiment is conducted under the sampled dataset scenario. Let ¥ €
{100,200, 300,500, 1000,2000,3000} be the range of keywords need to be recovered, o € {5%,10%,20%,30%,50%} be
the file sampling rates, and 6 € {5, 10,20,50, 100,200,500} be the splitting thresholds in the experiment. In each experiment,
we fix two parameters while varying the third to isolate and show the effect of a single parameter on the results.

Table 1: Performance comparisons of the basic and improved
ALERT running over Enzggp and Ny;q datasets. Here o de-
notes the sampling rates. To maximize the difference between
the difference in QRR and RAL, let B =1

Dataset En3o00
a 50% 30% 10%
DCM X v X v X v
QRR (%) 93.8 934 868 899 60.1 66.7
RAL (s) 101.6 354 111.0 34.1 1419 372
Dataset Ny3000
o 50% 30% 10%
DCM X v X v X v
QRR (%) 83.7 825 683 714 233 364
RAL (s) 126.0 335 1279 36.6 121.8 40.1

We conduct an experiment under sample setting (ot = 50%)
on Enzooo and Nyspgo and demonstrate the results in Figure 6.
As A increases from 0% to 50%, the QRR on Enzggg drops
from 93.1% to 85.3%. And for Ny;py, the QRR reduces
from 78.9% to 67.7%. The results show that while increased
deletion rates do reduce access pattern leakage, the leakage
persists. This shows that even with forward and backward
privacy guarantees, DSSE may remain vulnerable to volume
(co-occurrence)-based attacks in practical deployments.

5.5 Comparisons with Prior Alternatives

To demonstrate the effectiveness of ALERT, we compare it
with three existing methods that, similar to our ALERT, pri-
marily exploit access pattern leakage and achieve state-of-the-
art performance: the IHOP attack [82], the Jigsaw attack [76],
and the RSA attack [31]. The comparison is performed in
the sampled dataset scenario, aligned with the evaluation sce-
narios described in the original works [31, 76, 82]. Unlike
previous LAAs, which primarily focus on query recovery
rate, our risk assessment system prioritizes query risk assess-

L L
1 Enron mNYTimes

Query Recovery Rate

A: 0%
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Figure 6: Query recovery results of ALERT with different
data deletion rates (A). Let A € {0%,5%,---,50%}, where
A = 20% indicates that 20% files are deleted from Leak.

ment latency while maintaining competitive accuracy in query
recovery. To comprehensively evaluate these aspects, we con-
duct four experiments: (1) restricting the algorithm runtime
for each LAA method to compare the performance under
low-latency scenarios; (2) comparing the performance with-
out runtime constraints to evaluate the query risk assessment
capabilities of each method; (3) evaluating ALERT against
Jigsaw with larger keyword universe sizes dataset under sim-
ilar runtime constraints to evaluate ALERT’s scalability on
larger datasets; (4) comparing the performance of different
methods against SSE countermeasures to evaluate the robust-
ness of each method.

Parameter Settings for Other LAAs. We configure the pa-
rameters for the baseline methods following the default set-
tings provided in their respective papers [31, 76, 82]. For
the Jigsaw attack, we set oo = 0.3 and p = 0.9, with BaseRec
and ConfRec set to 45 and 35, respectively. To control the
algorithm runtime, Jigsaw utilizes the Refspeed parameter,
which we set to 15 in our experiments. In the IHOP attack,
Wwe assign prr. to 0.25 and njser to 500. For the RSA attack,
we set refinespeed to 15 to control the converge runtime and
randomly select 5 queries as the ground truth. To ensure a
fair comparison, we establish three principles. (1) We disable
the frequency information used in both Jigsaw and IHOP, so
that all methods access the same auxiliary information under
the same leakage conditions. (2) Both ALERT and baseline
approaches implement the optimized update strategy defined
in Equation 2 to ensure fairness in data preprocessing. (3)
All baseline methods are evaluated using only the most in-
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Figure 7: Comparison experiment for Enzogp and Ny, un-
der low-latency scenario. Specifically, three desired RAL val-
ues are set to {5s, 10s, 15s} for both datasets. To make the
RAL of each method close to the desired RALs, we adjust
the parameter that controls the convergence speed for each
method while keeping other parameters as default. We set
Jigsaw’s RefSpeed to {2100, 1800, 1500}, RSA’s RefSpeed to
{2150,2070,2000}, THOP’S njseps to {2,3,5}. The stars indi-
cate the average RAL achieved by each method.

. | |
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Desired Risk Assessment Latency

formative database snapshot (most recent), as while temporal
changes could be utilized by executing static LAAs at differ-
ent timestamps, existing static methods lack a well-defined
methodology for aggregating recovery results across multiple
timestamps. Further, such an approach would significantly
increase computational overhead, compromising real-time
assessment objectives.

5.5.1 Comparisons Under Low-latency Scenario

In this experiment, we compare the QRR of different methods
under the low-latency scenario to assess their ability for real-
time query risk assessment. We set various RAL expectations
and adjust the RALSs of each method to achieve similar run-
time by tuning specific parameters that influence algorithm
runtime while keeping other parameters at their default set-
tings. For Jigsaw and RSA, we adjust RefSpeed, while for
IHOP, we adjust n.s. This adjustment is necessary because,
under their default settings, these SOTA LAA methods are
unable to meet the real-time risk assessment objectives. Fig-
ure 7 demonstrates the results, where the boxplots represent
the distribution of QRR over 30 runs for each method, and
the stars indicate the actual average RAL.

Our findings reveal that under the low-latency scenario,
only our proposed method, ALERT, consistently achieves a
high QRR with stable convergence. This is attributed to the
system’s design, by learning features from database leakage
during this offline training phase, ALERT is equipped to di-
rectly predict the risk for each sample during online testing.
It mitigates the variability and randomness compared with
statistical-based methods in query recovery. Specifically, for
En3zgoo, ALERT attains a median QRR of 86.3% with a narrow
interquartile range of just 1.5% at a RAL of 5.4s, demonstrat-
ing both effectiveness and reliability. In contrast, while Jigsaw
does reach a maximum QRR of 91.2% in one instance, its
overall median QRR is at 61.9%, and it exhibits a substantial
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Figure 8: Comparison experiment for Ensoop and Ny, with-
out runtime constraints. Let o be 50%, all other parameters
of other LAAs are set as default. Specifically, we set ﬁ =1to
achieve the maximum query recovery rate of ALERT.

interquartile range of 28.9%. This variability is likely due
to the randomness introduced by its iterative recovery step,
which causes inconsistent performance across runs. Further,
when tested on the more challenging Ny;qqq scenario, ALERT
continues to show robust performance, achieving a median
QRR of 77.2% at an average RAL of 5.5s. In contrast, Jig-
saw’s performance deteriorates sharply in this scenario. This
decline is due to Jigsaw’s reliance on its volume-based initial-
ization for rapid convergence, which becomes less effective
in the scenario where query volumes show higher similar-
ity. While RSA has shown consistent performance in both
datasets, it achieves both lower QRR and stability compared
to ALERT. IHOP performs poorly in the comparison experi-
ments compared to other methods, likely due to the additional
iterations required for convergence caused by its reliance on a
random keyword fixing strategy. Moreover, when we further
reduced the time limit, ALERT still maintains a 66.8% QRR
with a RAL of 1.8s on Enjzggg, whereas all other methods are
hard to converge stably under this setting.

5.5.2 Comparisons without Time Constraints

Figure 8 presents the risk assessment results without runtime
constraints, demonstrating that ALERT achieves competitive
query recovery performance compared to other LAA meth-
ods. When compared to Jigsaw, the baseline method achiev-
ing the optimal balance between QRR and runtime, ALERT
demonstrates a 7.3% higher median QRR on Nyj3q while
achieving a 5.2% lower median QRR on Enzgpg9. More impor-
tantly, ALERT exhibits better stability in QRR compared to
Jigsaw, which is crucial for a reliable risk estimator. In terms
of risk assessment runtime, Jigsaw requires 513.6 seconds
to assess the risk of an updated query under the default set-
ting on Enzggg, which is significantly slower than ALERT’s
35.4 seconds, demonstrating a 14.5x speed-up. Furthermore,
ALERT achieves a 31.1x speedup with only a 2.0% accu-
racy loss under the default setting (B = 0.4). While RSA and
IHOP eventually attain high QRR, they require substantially
longer runtime to achieve stable convergence - over 1100 and
1400 seconds on Enzggg. Additionally, RSA operates under a
stronger adversarial assumption by requiring known queries
for its analysis.
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Figure 9: Comparison experiment between ALERT and Jig-
saw on the Wikipedia dataset under similar time constraints.
The x-axis shows different keyword universe sizes. We set
Jigsaw’s Re fSpeed to {2500,4500,6500} for keyword sizes
of {3000,5000,7000}, respectively.

5.5.3 Comparisons in Large Keyword Universe Sizes
under Similar Time Constraints

Based on previous experimental results, Jigsaw shows the
best performance among LAA methods under real-time risk
analysis scenarios besides ALERT. To further validate the
robustness of ALERT across different scenarios, we compare
its performance against Jigsaw under similar risk assessment
latencies for new incoming queries. Based on the stable data
distribution of the Wikipedia dataset, we set ALERT with
ﬁ =0.2,6=0.2, Tl = 1 to provide a faster risk assessment, and
accordingly adjust Jigsaw’s Re f'Speed parameter to achieve
similar runtimes between the two systems. As shown in Fig-
ure 9, when scaling the keyword universe from 3000 to 7000,
ALERT maintains consistent performance in both efficiency
and effectiveness. In contrast, Jigsaw fails to maintain com-
parable runtime performance even with Re fSpeed adjusted
to near-keyword-size values, preventing further scaling ex-
periments. Moreover, while Jigsaw’s median QRR decreases
roughly from 87.5% to 68.9% as the keyword universe ex-
pands, ALERT demonstrates superior stability, maintaining
median QRR between 94.5% and 83.9%, outperforming Jig-
saw by roughly 7-15%.

5.5.4 Comparisons Against Countermeasures

We evaluate ALERT and other LAAs against three access-
pattern countermeasures: clustering-based padding [98], lin-
ear padding [20], and SEAL [33]. Specifically, SEAL is only
considered as a padding strategy in our comparison rather than
the complete SEAL strategy based on padding and ORAM.
Padding countermeasures [20, 33, 98] inject fake documents
to increase the query volume according to different strate-
gies. Clustering-based padding [98] specifies o as one cluster
unit, and pads all query volumes within the same cluster unit
to match the maximum query volume in the cluster. Linear
padding [20] injects fake documents to increase the query
volume to the nearest multiple of k. SEAL [33] employs a
different approach by padding the volume of keywords to the
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Figure 10: Comparison experiment for En3zpop and Ny;qg
against padding countermeasures under similar time con-
straints. Specifically, to make the RAL of each method close,
we adjust the parameter that controls the convergence speed
for each method while keeping other parameters as default.
We set Jigsaw’s RefSpeed to 1800, RSA’s RefSpeed to 2070,
THOP’S njt,rs to 3.
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nearest power of an integer x. We conduct experiments on both
Enzpoo and Ny3q00 on sample settings (o0 = 50%). Similar to
the experiment in Section 5.5.1, we set Jigsaw’s Re fSpeed
to 1800, RSA’s RefSpeed to 2070, and THOP’s njseps to 3,
testing the real-time recovery capacities of different methods
against countermeasures.

Figure 10 shows the QRR of different methods against
three padding countermeasures: linear padding (k = 500),
cluster-based padding (o0 = 8), and SEAL padding (x = 2).
For cluster-based padding, ALERT achieves a median QRR
of 83.3% and 77.0% for Enzooo and Nysqg, significantly
outperforming other methods. This superior performance
stems from its analysis of co-occurrence distribution rather
than relying on high-volume queries as initial results. While
cluster-based padding effectively hides access patterns of
high-volume queries within clusters, the relatively consistent
volumes of low-volume queries make them more susceptible
to co-occurrence analysis. For linear padding [20], ALERT
demonstrates consistent performance across both datasets,
achieving median QRR of 20.8% and 27.3% on En3poo and
Ny3000 respectively. In comparison, Jigsaw shows more vari-
ation between datasets - while achieving a median QRR of
32.5% on En3gyp, its performance decreases to 1.2% median
QRR on Nyj3qg, suggesting that ALERT may offer more sta-
ble performance across different data distributions. For SEAL
padding [33], ALERT achieves a modest median QRR of
10.5% on En3zggp, while other methods show median recovery
rates below 5%. The performance gap narrows on Nys,
where all methods, including ALERT, achieve median QRR
around or below 1%, highlighting SEAL’s effectiveness in
protecting access patterns. This can be attributed to SEAL’s
padding strategy that extensively pads both high-volume and
low-volume queries, though this strong protection comes at
the cost of significantly higher storage and communication
overhead compared to other countermeasures [76]. It should
be noted that our experimental results focus on non-adaptive
scenarios, where attackers lack prior knowledge of the ap-
plied countermeasures. These results provide a foundation
for assessing baseline attack performance. Moreover, prior
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works [76, 82] have demonstrated that adaptive attacks, which
utilize auxiliary databases processed with countermeasures,
can significantly enhance effectiveness. Similarly, ALERT
could be improved by retraining on data processed with coun-
termeasures. We acknowledge that evaluation results may
vary under adaptive attacks and leave this investigation for
future work.

6 Discussion on Future Directions

The above evaluation demonstrates ALERT’s ability to pro-
vide a reliable real-time risk assessment. ALERT primarily
leverages volumetric leakage, such as response sizes and
co-occurrence counts of point (aka single keyword-based)
queries, to estimate the likelihood of the keyword underlying
a query on datasets with keyword-based inverted index. This
characteristic makes ALERT applicable for end-to-end en-
crypted systems (e.g. SSE) that preserve volume information
after encryption. However, it would make random guesses
among all candidates for systems if all such features are hid-
den (e.g., volume-hiding ORAM).

Leakage Analysis with Alternative Warning Models. We
acknowledge that there are other types of queries and corre-
sponding leakages in the realm of SSE. For example, conjunc-
tive and boolean queries also reveal query-specific leakage.
While our current model focuses on point queries, it is extensi-
ble to these query types, as they similarly expose volumetric or
co-occurrence-based leakage. Meanwhile, we note that most
current encrypted search algorithms reveal query equality,
which denotes whether two queries are for the same keyword.
By treating this leakage as features analogous to response
size or co-occurrence, our framework can be generalized to
support a broader range of scenarios.

Additionally, SSE schemes that extend beyond inverted
index-based datasets, such as order-revealing encryption
(ORE) applied to non-indexed datasets, introduce distinct leak-
age patterns. For instance, ORE-based schemes may leak in-
formation about the relative order of encrypted values, which
can be exploited by adversaries to infer plaintext relationships.
While our model could theoretically adapt to these scenar-
ios by treating order properties as features, how to effectively
model and represent these properties as input features remains
unclear and requires further exploration. We leave this as an
open problem for future research.

Leakage Analysis with Different Data Sensitivity. In this
paper, we treat all keywords as having equal importance in
our analysis like other LAAs. In practice, different keywords
carry varying levels of data criticality. Some keywords may
be associated with highly sensitive information (e.g., finan-
cial data, personal identifiers), while others might represent
less critical keywords. Future research should systematically
incorporate these varying sensitivity levels of keywords into
the risk assessment framework.

Leakage Analysis with Different Auxiliary Assumptions.

This paper follows the common assumption in SSE that the ad-
versary possesses a similar plaintext dataset (auxiliary dataset)
to the target dataset. In fact, the auxiliary dataset itself may be
sensitive and subject to strict access restrictions. The limited
query access may lead to large inconsistency between aux-
iliary and target query space, affecting the reliability of risk
assessment results. Future research should focus on analyzing
the impact caused by different auxiliary dataset assumptions
and how to mitigate this impact.

Leakage Analysis with Other Models. In this work, we as-
sess query leakage using GBDT models. Extending our anal-
ysis to other advanced models could yield further insights.
For example, language models are able to provide semantic
explanations for specific query leakages, offering deeper un-
derstanding and enabling more targeted client interactions.
Another potential direction is the adaptation of our system to
different data representations. For instance, databases formu-
lated as graphs [12] might benefit from the applications of
graph neural networks (GNNs) [86] for leakage analysis.

7 Related Works

Dynamic Searchable Symmetric Encryption. SSE is pro-
posed for secure and efficient query searching in encrypted
databases. The SSE for basic query is proposed by Song et
al. [93] and Curtmola et al. [30]. Then, some SSE schemes
are proposed for range query [14, 23, 35], boolean query [22,
52] and specific query type [51, 55, 66]. To support dynamic
databases, a series of studies have focused on dynamic search-
able symmetric encryption (DSSE), particularly on higher
efficiency [15, 56, 57, 72] , stronger security [58, 75, 97, 97,
100] and specific structure [35, 39, 40, 66].

Leakage Analysis on SSE. Though SSE schemes provide
efficient solutions for encrypted search, they are proven to
be vulnerable to leakage-abuse attacks (LAAs). A series of
LAAs [20, 37, 43-46, 50, 63-65, 74, 77, 81-83, 105] have
been developed against different adversarial assumptions and
SSE schemes. Being aware of these attacks, recent works aim
to theoretically analyze the impact of revealing these leakages
in reality. Kornaropoulos et al. [62] introduced leakage inver-
sion, using the entropy of the reconstruction space to provide
insights into the security of SSE schemes. Moreover, Kamara
et al. [54] employed Bayesian networks to demonstrate the
persistence of leakage in SSE schemes and established generic
bounds for both target and auxiliary databases. Boldyreva et
al. [13] analyzed the SSE scheme’s security by quantifying ad-
versarial success, and they offered diverse functions to express
more fine-grained goals on designing SSE schemes.
Countermeasures Against LAAs in SSE. Several works
have been proposed to thwart LAAs by suppressing leakage,
focusing on protecting specific subsets of leakage patterns,
such as volume and co-occurrence patterns. A series of stud-
ies [9, 16, 20, 53] has concentrated on concealing the volume
pattern in encrypted databases. Additionally, some works
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focus on protecting the co-occurrence leakage pattern [26,
40, 88, 104] by inserting virtual documents in database con-
struction or querying process. Beyond these countermeasures,
some works have introduced oblivious RAM (ORAM) [11,
25, 34, 36,47, 55, 67, 71, 94], which can fully hide the query
access patterns. While given significant computation and com-
munication overhead, recent hardware-supported implementa-
tions [36, 47] have achieved relatively acceptable performance
while maintaining strong security guarantees, making them
a viable option for security-critical scenarios. In contrast to
defense approaches, ALERT operates as an opt-in plugin that,
without modifying SSE schemes, analyzes leakage and alerts
clients to potential vulnerabilities in real-time.

Machine Learning-Enhanced Encrypted Flow Analysis.
Encrypted traffic pattern analysis aims to construct finger-
prints for clients from encrypted traffic signals. Currently,
there has been a long series of works [8, 10, 18, 28, 29, 38,
49, 70, 73, 89-92, 99, 103] in many scenarios. Schuster et
al. [87] accurately fingerprint the encrypted video stream-
ings on video sites under an open-world assumption. ALERT
reveals that auxiliary information in encrypted database query-
ing can be modeled as fingerprints, leading us to introduce
flow analysis methods for query risk assessment.

8 Conclusion

We propose ALERT, a real-time risk assessment system for
SSE schemes that clusters keywords into several groups and
generates risk assessment maps for queries within each clus-
ter. By formulating risk assessment as a multi-classification
problem and leveraging a novel machine learning-enhanced
pipeline, ALERT delivers accurate risk evaluations in real-
time, assessing potential leakage in seconds, thereby enhanc-
ing the feasibility of integrating leakage analysis tolls into
the practical use of SSE schemes. Our experimental results
demonstrate ALERT’s robust performance across various
datasets and adversary assumptions. Under the low-latency
scenario, ALERT consistently outperforms existing leakage
analysis approaches [31, 76, 82]. Even with a stringent time
limitation of 1.8 seconds, ALERT maintains a recovery rate
of 66.8%, showcasing its efficiency. Moreover, ALERT’s per-
formance advantage persists even when facing various coun-
termeasures, particularly with cluster-based padding, where
it shows only a 6.8% decrease in median recovery rate com-
pared to scenarios without countermeasures.

Acknowledgement

The authors sincerely thank the reviewers for their invalu-
able feedback. This work was supported in part by the Na-
tional Natural Science Foundation of China under Grant
No0.62202228, by the Youth Science and Technology Tal-
ents Lifting Project of Jiangsu Association of Science and

Technology JSTJ-2024-163, by the Fundamental Research
Funds for the Central Universities N0.30923011023, by the
Research Grants Council of Hong Kong under Grants CityU
11218322, 11219524, R6021-20F, R1012-21, RES2122-1S04,
C2004-21G, C1029-22G, C6015-23G, and N_CityU139/21
and in part by the Innovation and Technology Commission of
Hong Kong (ITC) under Mainland-Hong Kong Joint Funding
Scheme (MHKIFS) under Grant MHP/135/23. This work was
also supported by the InnoHK initiative, the Government of
the HKSAR, and the Laboratory for AI-Powered Financial
Technologies (AIFT). Cong Wang is the corresponding author
of this paper.

Ethics Considerations

Throughout our study, we have conducted a thorough ethi-
cal assessment of our research methodology and potential
impacts. Our investigation does not involve human partic-
ipants, personal information, or any sensitive data. The re-
search relies exclusively on three publicly available datasets
for experimental evaluation, neither of which contains any
personally identifiable information. Therefore, there are no
ethical concerns in this paper.

Open Science Statement

As part of our commitment to open science, we have released
our code and materials for artifact evaluation. Our materials
include:

* Full source code of ALERT, covering data preprocessing,
training, and risk assessment modules. The “src” folder
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vide all needed dataset files about three datasets (Enron,
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ensuring full functionality of our main findings. The
README.md can be found in the project root directory.

* Analysis scripts for the complete pipeline: preprocess-
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A Parameter Analysis

To validate the optimality of our configurations, we con-
ducted a comprehensive analysis of the parameters of ALERT.
Specifically, we focused on three parameters in our risk assess-
ment process: the proportion of selected database snapshots
(B), the proportion of data selected for each sample in aug-
mentation (3), and the augmentation factor representing the
total number of augmented samples generated for each class
(M). For the experiment, we adjust the parameters in the risk
assessment process while keeping the parameters as default
in the classifier training. We repeat each experiment 30 times
and take the average as the final result.

A.1 Proportion of Selected Database Snap-
shots 3

The selected portion of database snapshots can affect the rep-
resentativeness of the raw data used for risk assessment. If
the B value is set too low, ALERT may produce inaccurate
risk assessments because the raw data distribution may not
accurately reflect the actual database distribution. Conversely,
a high B value increases risk assessment latency, negatively
impacting the real-time performance of the risk assessment.
To evaluate the influence of § on RAL and average QRR, we
experimented with various portion values. Specifically, we let
B€{0.1,0.2,...,1.0}. Figure | 1a shows the results. We can
find that B and RAL increase approximately linearly because
it affects both the time of data preparation and classifier pre-
diction. Our experiments identified that a B value between 0.3
and 0.5 provides an optimal balance between QRR and RAL,
leading us to select 0.4 as the default setting.
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Figure 11: Results on different parameter (3, 3,1M) settings under sampled dataset scenario (o0 = 50%) on Enszggo.

A.2 Proportion of Data Selected for Each
Sample in Augmentation o

The proportion of data selected plays a crucial role in mitigat-
ing the impact of noisy data. Due to the inherent volatility of
keyword distribution over different timestamps, the absence
of appropriate sampling techniques may lead to degraded
model performance due to the influence of noisy data. To
comprehensively elucidate the effect of the selected propor-
tion, we systematically varied & across a range of percent-
ages. We empirically evaluated several predefined values of
8=1{0.1,0.2,...,1.0} and present the results in Figure 1 1b.
Our findings indicate that an excessively low value of J fails
to effectively filter noisy data, while an excessively high &
unnecessarily prolongs data preprocessing time. We observed
that setting & between 0.2 and 0.6 yielded optimal perfor-
mance in our experimental context. Consequently, we set  at
0.4 in our large-scale experiments.

A.3 Augmentation Factor: Number of Sam-
ples Generated Per Class 1

In the Random Repeated Sampling (RRS) process, 1 is a
critical parameter that determines the extent of data aug-
mentation. Specifically, it represents the augmentation fac-
tor, indicating the multiple of augmented data generated
relative to the original raw data. In our experiment, we
systematically vary m across a range of predefined values
M € {0.2,0.4,0.6,0.8,1.0,2.0,3.0} and present the results in
Figure 11c. Our analysis reveals that larger eta leads to stable
QRR improvement but also increases the classifier prediction
time. Therefore, we set M to 2, which can stabilize the con-
vergence to optimal effect under a low latency scenario. If
the latency requirements are more stringent, the client may
choose to reduce the value of 1 accordingly.

B Machine Learning Model Training

In this paper, we train multiple classifiers to serve as risk
estimators. Here, we detail the specific training parameters
employed. Our classifier is configured with 1 x 103 iterations,

a learning rate of 0.1, and a tree depth of 6 to balance perfor-
mance and model complexity. Regularization is applied using
L2 leaf regulation with a parameter value of 3, and numerical
features are discretized into 128 bins for more efficient pro-
cessing. We introduce randomness into the training process
with a random strength of 1 and control the bagging intensity
with a temperature of 0.8. To ensure that each leaf has suffi-
cient data, a minimum of 5 samples per leaf is enforced. For
each classifier, we randomly shuffle the training samples and
apply a 75%-25% train-validation split. We utilize the early
stop strategy to stop training if the validation loss does not
decrease after 5 epochs. Additionally, we accelerate training
using GPU resources and employ a softmax cross-entropy
loss function.

USENIX Association

34th USENIX Security Symposium 7641



	Introduction
	Overview of the Contributions

	Preliminaries
	Notations and Syntax of DSSE
	Leakage Profiles
	Gradient Boosting Decision Trees (GBDT)

	Problem Formulation
	Participants and Assumptions
	Formal Problem Description

	Our ML-enhanced Query Risk Assessment
	Pipeline of Risk Assessment
	Facilitating Efficiency with Keyword Pre-classification

	Experimental Evaluation
	Experiment Setup
	Efficacy Analysis of ALERT
	An Example of Recovery Map of ALERT
	Results on Partially Known Dataset Scenario
	Results on Sampled Dataset Scenario

	Efficacy Analysis of Keyword Clustering
	Performance across FP/BP-DSSE
	Comparisons with Prior Alternatives
	Comparisons Under Low-latency Scenario
	Comparisons without Time Constraints
	Comparisons in Large Keyword Universe Sizes under Similar Time Constraints
	Comparisons Against Countermeasures


	Discussion on Future Directions
	Related Works
	Conclusion
	Parameter Analysis
	Proportion of Selected Database Snapshots 
	Proportion of Data Selected for Each Sample in Augmentation 
	Augmentation Factor: Number of Samples Generated Per Class 

	Machine Learning Model Training

