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Abstract
Homomorphic encryption enables secure outsourced com-
putation, in which computations on sensitive data can be
confidentially outsourced to another party. Homomorphic en-
cryption cryptographically guarantees confidentiality while
allowing an evaluator to manipulate the encrypted data using
additions and multiplications. However, a remaining chal-
lenge is to translate complex computations into efficient cir-
cuits consisting of only additions and multiplications. We
refer to this problem as arithmetization. The objective in
arithmetization has typically been to minimize the number
of multiplications (multiplicative size), as multiplications in
most secure computation techniques are significantly more
expensive than additions. However, the multiplicative depth
of a circuit arguably plays an even more important role in de-
ciding the computational cost: For homomorphic encryption
schemes like BFV and BGV, it determines the choice of cryp-
tographic parameters that allow evaluating the circuit without
requiring expensive bootstrapping operations. We argue that
arithmetization should be treated as a multi-objective mini-
mization problem, in which a trade-off can be made between
a circuit’s multiplicative size and depth. We present efficient
depth-aware arithmetization methods for many primitive op-
erations such as exponentiation, univariate functions, equality
checks, comparisons, and ANDs and ORs, which further take
into account that squaring can be cheaper than multiplying,
and we study how to compose these operations. We show
that our circuits can outperform more recent homomorphic
encryption schemes like TFHE, which can perform signifi-
cantly faster homomorphic operations but only on one input
at a time by batching several inputs into one ciphertext.

1 Introduction

Since the advent of cloud computing, outsourced computation
has become a ubiquitous tool for organizations to fulfill their
computational tasks without operating and maintaining a large
computational infrastructure. However, classical outsourced

computation does not provide any cryptographic guarantees
to the confidentiality of data sent to the cloud. As a result,
the sensitive nature of some of these data hinder outsourcing
computations on them. Secure outsourced computation of-
fers the benefits of outsourced computation while providing
exactly those cryptographic guarantees.

Homomorphic encryption schemes like BFV [8, 17] and
BGV [9] allow us to encrypt elements in Fpd and perform
non-interactive secure outsourced computation because they
allow an evaluator to manipulate the encrypted data using ad-
ditions and multiplications. However, a remaining challenge
is to translate complex computations into efficient circuits
comprised of only additions and multiplications. We refer to
this sub-problem as arithmetization. In this paper, we show
how to do so for BFV and BGV, by introducing a concept
called depth-aware arithmetization. As shown in Figure 1,
these techniques can be used to speed up secure outsourced
computation of medical data.

One approach to arithmetization is to consider only
Boolean circuits, so p = 2. This approach allows the use
of existing Boolean circuit synthesis techniques, but it may
result in circuits with a large number of multiplications. For
example, an equality check between two 256-bit inputs re-
quires just 8 squarings in F257 (see Sec. 5), but it takes 255
multiplications in F2.

Other works do consider arithmetization in circuits with
p > 3, but these works either focus on minimizing the number
of multiplications, known as the multiplicative size [14], or
the multiplicative depth [18], which is the largest number of
multiplications in any path through the circuit. Minimizing
the multiplicative size stands to reason because multiplica-
tions are significantly more expensive to compute than ad-
ditions in all of the techniques mentioned above. However,
the multiplicative depth cannot be completely ignored, be-
cause it determines the size of the cryptographic parameters
of the evaluated circuit: BFV and BGV ciphertexts contain
noise that grows linearly during homomorphic additions and
exponentially during multiplications, and for successful de-
cryption, this noise must stay under some bound. Parameters
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(a) Two-party computation techniques do
not outsource the computation and they re-
quire multiple interactions.

(b) TFHE allows one medical file to be
processed in 1 second after sharing a boot-
strapping key.

(c) Our work using BGV allows 128 medi-
cal files to be processed in 44 seconds after
sharing a key-switching key.

Figure 1: Secure outsourced computation of medical analyses. Our work allows batching files so they are processed more quickly.

for these schemes are therefore chosen to be large enough so
that the noise has enough room to grow, remaining under the
noise limit with high probability. Large parameters negatively
impact the efficiency of each homomorphic multiplication.

Inspired by the depth-size trade-off in permutation circuits
proposed by Halevi & Shoup [20], we propose a new type
of arithmetization called depth-aware arithmetization, which
considers both a circuit’s multiplicative size and multiplica-
tive depth in the arithmetization of every high-level operation.
In doing so, depth-aware arithmetization allows one to reduce
the size of the parameters needed in BFV and BGV, result-
ing in a lower computational cost. Specifically, we study the
arithmetization of deterministic high-level functions while
minimizing both the multiplicative size and depth of the gen-
erated circuit. We restrict these circuits to be deterministic (so
constants are truly constant) and do not allow intermediate
revealing of values. We also restrict the algebraic structure to
a prime field Fp, in which any function can be expressed as
an arithmetic circuit.

As a second consideration, we take into account that squar-
ing is typically a more efficient operation than performing
arbitrary multiplications since some of the intermediate terms
can be reused. We do so by defining a metric called the multi-
plicative cost, which is the number of multiplications between
distinct non-constant inputs plus the total squaring cost, which
is the number of squarings multiplied by 0.5≤ σ≤ 1.0.

Our work is not the first to reduce the depth of arithmetic
circuits. Some works [4,10,25,35] take in arbitrary arithmetic
circuits and reduce their depth while increasing their size.
We do not consider these generic depth reduction methods
in this work for two reasons. Firstly, these methods ignore
the function that is being computed, but since we have this
knowledge, we exploit it. Secondly, these methods reduce the
depth by distributing products of sums, while increasing the
multiplicative size. However, opportunities for distributing
products of sums do not arise in the circuits generated in this
paper (this is more common in Boolean circuits).

The rationale behind our work is to propose algorithms for
generating efficient circuits for several common primitives.
These primitives can be composed into more complex cir-
cuits. In each section, we first discuss how to obtain anchor

points: the points that minimize the multiplicative cost (with
the multiplicative depth as a secondary objective) or the mul-
tiplicative depth (with the multiplicative cost as a secondary
objective). After that, we discuss how to obtain the other so-
lutions in the depth-cost front. At the end of each section,
we perform a case study, where we use the primitive for a
common practical use case.

BFV and BGV offer performance gains because they allow
packing multiple inputs into a single ciphertext, enabling com-
putations on a single thread to implicitly parallelize across all
inputs. An alternative that does not allow parallelization but al-
lows for faster individual computations comes from schemes
like TFHE [12]. However, BFV and BGV offer performance
gains when amortized. For example, Iliashenko & Zucca [24]
already showed that comparison circuits for BFV/BGV can
outperform CKKS and TFHE when amortized. We show that
the same holds for even more complex circuits, comparing
to TFHE with optimized parameters. One might think that
another alternative is the use of two-party computation, but
this requires both parties to perform a significant amount
of computations, so it does not successfully outsource the
computation. We summarize this in Figure 1.

We note that our techniques may also be of use in other
domains. For example, in some arithmetic garbling schemes,
the multiplicative depth also plays an important role in the ef-
ficiency of a circuit [2]. Arithmetization is also a fundamental
problems in these protocols.

Concretely, our contributions are as follows. We propose:

• A linear-time algorithm for optimal depth-aware arith-
metization of products of independent inputs.

• Efficient generation of Pareto-optimal exponentiation
circuits via multiple MaxSAT calls.

• A new univariate polynomial evaluation technique that
achieves lower-depth circuits.

• An algorithm for hybrid circuits for ANDs/ORs trading
off depth and cost, outperforming non-hybrid circuits.

• Depth-aware arithmetization for high-level circuits com-
posed of multiple primitives.

We also propose two incremental contributions:
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• A translation from MILP to a more efficiently solvable
MaxSAT formulation for depth-constrained minimal-
cost exponentiation circuits.

• The observation that varying k, the amount of precom-
putations, in existing polynomial evaluation techniques,
enables a depth-cost tradeoff.

Together, the primitives we discuss in this paper are suffi-
cient to describe any circuit (using equality checks and lookup
tables), and they can be used to implement high-level number
representations. Other operations like if-statements are easy
to arithmetize. We do not consider bivariate polynomial eval-
uation because univariate evaluation is sufficient for many
operations, including comparisons and constant-division.

The structure of our paper is as follows. In Section 2, we
describe our notation. In Section 3, we briefly review related
work. In Section 4, we discuss the depth-aware arithmetiza-
tion of sums and products. After that, in Section 5, we provide
a MaxSAT formulation for generating exponentiation circuits.
We use the exponentiation circuits to arithmetize the equality
operator. In Section 6, we vary the number of precomputations
k in two existing techniques to generate circuits for univariate
polynomial evaluation. We use these circuits for arithmetizat-
ing the comparison operator. We present the last primitive in
Section 7, where we generate circuits for AND and OR opera-
tions. We study veto voting circuits, which are essentially OR
operations. In Section 8 & 9, we compose these primitives
into larger circuits. We conclude in Section 10.

2 Notation and conventions

In this work, we typically denote circuits by upper-case letters
and symbolic variables by lower-case letters. Since multiplica-
tions with constants are much cheaper to compute than other
multiplications, we denote the former as e.g. 3C or 3 ·5, while
we denote the latter using a × operator.

An arithmetic circuit C = (V,E) is a directed acyclic graph
consisting of variable & constant nodes, which form the leaves
of the graph, and arithmetic operations. The roots of the graph
are the outputs of the circuit. In this work, we consider only
addition and multiplication operations, but we note that arith-
metic circuits are used in various different contexts, which
may allow for a larger set of arithmetic operations such as
subtraction.

In many cases, we will write e.g. C = X +Y when we know
that C only has a single root, and it is an addition node. In
this work, we do not work with the set of edges E, so we
use X ∈C to actually denote X ∈V . In other words, we only
consider C’s nodes. Putting these two shorthands together, we
write [X×Y ∈C] = {Z ∈C | Z = X×Y} to denote the set of
all multiplications in C.

We define several metrics for arithmetic circuits below.
These metrics only consider multiplications. For this reason,

arithmetic circuits that also allow subtraction do not affect the
results in this work.

Definition 2.1 (Multiplicative size). The multiplicative size
of a circuit or several subcircuits is the number of multiplica-
tions in these potentially-overlapping (sub)circuits:

size(C1, . . . ,Cn) = |[X×Y ∈C1]∪·· ·∪ [X×Y ∈Cn]| .

Definition 2.2 (Multiplicative cost). The multiplicative cost
of a circuit is a weighted sum of the cost of all multiplications
in a circuit. We consider that the cost of squaring relates to
that of arbitary multiplications as the ratio σ : 1, which yields:

cost(C1, . . . ,Cn) = σ|[X×X ∈C1]∪·· ·∪ [X×X ∈Cn]|
+ |[X×Y ∈C1 | X ̸= Y ] ∪ . . . ∪ [X×Y ∈Cn | X ̸= Y ]| .

Definition 2.3 (Multiplicative depth). The multiplicative
depth of a circuit C is the largest number of multiplications in
any path through the circuit:

depth(C)=


0 IfC is a leaf
max(depth(X),depth(Y )) IfC=X+Y
1+max(depth(X),depth(Y )) IfC=X×Y

For any circuit C, there exist an infinite number of different
circuits C′ that perform the same computation. We denote
such an equivalence as C = C′. An interesting question to
answer is for some circuit C, what is an equivalent circuit C′

that minimizes some metric (such as the ones defined above).
We denote the minimal multiplicative size, cost, or depth, that
can be achieved by any equivalent circuit to some circuit C as
size∗(C), cost∗(C), and depth∗(C), respectively.

3 Related work

We briefly go over previous works in the same order as this
work, and describe their relation.

3.1 Arithmetization of Sums & Products
Products can be trivially expressed in an arithmetic circuit.
While the multiplicative size of a product cannot be reduced,
depth-aware arithmetization may rebalance a multiplication
tree to reduce the multiplicative depth. This has been studied
before, such as in the EVA and Ramparts compilers [3, 13].
However, these compilers rebalance multiplication trees with-
out regard for the multiplicative depths of the operands, so
the result is suboptimal. We provide a simple algorithm for
optimally rebalancing multiplication trees and a closed-form
expression for the resulting multiplicative depth. There are
also works [4, 10, 25, 35] that show how to reduce the mul-
tiplicative depth of a circuit beyond multiplication trees by
distributing products. We note that these techniques are less
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powerful than depth-aware arithmetization, as they do not
alter what is computed, but only how. For example, given an
arithmetized equality check, they cannot generate all other
circuits that optimally trade off depth and size, as there are
no products to distribute. The same holds for the polynomial
evaluation circuits and the ORs & ANDs we propose in this
work. These techniques are more powerful when applied to
Boolean circuits, in which doubling and squaring are no-ops.
On the other hand, in Section 7, we show that our arithmetic
circuits require fewer multiplications than Boolean circuits
do for large ORs & ANDs.

3.2 Arithmetization of Exponentiations
The problem of arithmetizing exponentiations (repeated mul-
tiplication) is equivalent to the problem of arithmetization
of repeated additions. In cryptography, exponentiation cir-
cuits have been studied extensively. As a result, methods
like square & multiply (also known as double & add) [21],
window methods [21], and ones based on heuristics [6] are
widely deployed. While these methods are highly efficient in
generating circuits, they only optimize for the multiplicative
size, meaning that the circuits themselves are not necessarily
efficient. Besides that, these methods do not consider that
squaring can be cheaper than arbitrary multiplications, and
they ignore the cyclic nature of Fp. For example, in the BFV &
BGV cryptosystems, a multiplication requires a tensor prod-
uct involving four distinct multiplication terms, whereas a
squaring operation contains only three distinct terms.

Abbas & Gustafsson [1] propose a depth-aware arithmeti-
zation method for exponentiations based on a mixed-integer
linear program (MILP) formulation. They also show how to
adapt the formulation to consider that squaring is cheaper
than arbitrary multiplications. The formulation finds optimal
arithmetic circuits, but it is slow (see Table 1). In Section 5,
we translate this MILP to a MaxSAT formulation that is sig-
nificantly faster to solve, along with several optimizations.

3.3 Arithmetization of Polynomial Evaluation
The arithmetization of polynomial evaluation has been studied
in many previous works, but the work by Paterson & Stock-
meyer [29] is of particular interest because it specifically con-
siders minimizing the number of non-scalar multiplications
(i.e. the multiplicative size). Paterson & Stockmeyer provide
two methods, which we discuss in detail in Section 6, and we
show how to tweak them to obtain a depth-size trade-off.

Iliashenko et al. [23, 24] show that for many common in-
teger functions, it is possible to choose a convenient p such
that the polynomial is efficiently computable. The key idea is
that the polynomial has a sparse structure of equally-spaced
monomials apart from the leading term. This choice of p is
quite restrictive. For example, for some of the functions, p
must be a Mersenne prime. We allow a broader choice of p.

Comparisons between two elements in Fp have also been
studied in other works. Let us focus on x < y, from which the
other comparisons follow easily. The approach taken by the
T2 compiler [18] performs an equality check for each positive
case of the comparison. In other words, ∑

p−1
x′=0 ∑

p−1
y′=x′+1(x= x′ ·

y = y′), which has optimal depth but requires a large amount
on non-scalar multiplications. Iliashenko & Zucca [24] show
how to generate efficient circuits that only work for half of
the elements in Fp. These circuits have significantly lower
multiplicative size, but a higher depth. In this work, we show
how to trade off multiplicative cost and depth. We also use
our formulation for finding efficient exponentiation circuits
to reuse the powers that must be precomputed for polynomial
evaluation, which allows us to find slightly smaller circuits.

3.4 ORs & ANDs
ANDs are typically arithmetized using a product x1 ∧ x2 ∧
·· ·∧ xk = x1× x2×·· ·× xk, which leads to a circuit of depth
⌈log2 k⌉. The OR operation allows using DeMorgan’s law,
which does not introduce further non-scalar multiplications.
An alternative arithmetization [7] uses a summation and an
IsNonZero check to compute such operations on many inputs.
It turns out that by combining both arithmetizations in F5,
one can find circuits on the depth-size front. The resulting
circuits can outperform equivalent Boolean circuits, requiring
fewer non-scalar multiplications.

4 Arithmetization of Sums & Products

Let us consider the class of arithmetic circuits consisting of
only multiplications. In such a circuit, one can only reduce the
number of multiplications by eliminating common subexpres-
sions, possibly introducing a trade-off between the circuit’s
multiplicative depth and size. When such an arithmetic circuit
does not contain common subexpressions, we cannot reduce
its multiplicative size, but we may still reduce its multiplica-
tive depth. An example can be seen in Figure 2. The left
subfigure shows a depth-3 product, whereas the right subfig-
ure shows a rearranged product of depth 2. This is the minimal
depth that such a circuit can achieve, because a binary tree
of depth d can only contain 2d −1 operations, so a product
of n = 4 distinct inputs requiring n−1 = 3 binary multiplica-
tions requires d ≥ log2 n = 2. This simple optimization called
rebalancing has been implemented in multiple homomorphic
encryption compilers [3, 13].

General arithmetic circuits which also contain additions are
harder to analyze. In those cases, reducing the depth beyond
rebalancing requires distributing multiplications of sums. It is
still possible to determine the minimal depth of such a circuit
by relating it to the number of multiplicands. For this reason,
we define the multiplicative breadth:

Definition 4.1 (Multiplicative breadth). The multiplicative
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x1 × × ×
x2

x3

x4

x1 × ×
x2

x3 ×
x4

Figure 2: Two circuits that compute x1× x2× x3× x4. Left,
an inefficient circuit of depth 3. Right, an optimal circuit that
uses a binary tree to compute the product in depth 2.

breadth of a node in an arithmetic circuit is the largest number
of multiplicands in any path of the circuit up to that node. The
breadth of a node is given by:

breadth(C)=


1 If C is a leaf
max(breadth(X),breadth(Y )) If C=X+Y
breadth(X)+breadth(Y ) If C=X×Y

The breadth of an arithmetic circuit does not change when
the circuit is rebalanced, therefore it relates to the circuit’s
minimal multiplicative depth. Since each multiplication can
only take two operands, we have that:

depth∗(C) = ⌈log2 breadth(C)⌉ . (1)

Conversely, it always holds that breadth(C)≤ 2depth(C).
In our work we do not consider depth reduction of general

arithmetic circuits, but we rather study how to arithmetize
several high-level operations. For this reason, we do not con-
sider distributing multiplications of sums. As such, we can
consider additions as ‘optimization fences’ beyond which we
do not change the circuit. Even in this limited model, we
show that the rebalancing operation described above can be
improved by taking into account the depth of the operands.
Algorithm 1 shows how to perform depth-aware rebalanc-
ing, effectively answering the question of how to optimally
perform depth-aware products of distinct multiplicands.

Algorithm 1 Depth-aware product of distinct multiplicands

1: procedure PRODUCT(C1, . . . ,Cn)
2: Let Q be an empty priority queue
3: for i = 1, . . . ,n do
4: Insert Ci into Q with priority depth(Ci)
5: while |Q| ≥ 2 do
6: Pop X and Y from Q ▷ Returns lowest depth
7: d← 1+max(depth(X),depth(Y ))
8: Insert X×Y into Q with priority d
9: Pop C from Q ▷ There is only one C in Q

10: return C

We can now derive a closed-form expression for the depth
of the circuit resulting from depth-aware arithmetization of a
product. Since we do not modify the subcircuits, we model

them as having maximal breadth for their depth, yielding:

depth(PRODUCT(C1, . . . ,Cn)) =

⌈
log2

n

∑
i=1

2depth(Ci)

⌉
. (2)

Since the multiplicative size (and the cost) of such a product
is n−1, there is no depth-cost trade-off.

5 Arithmetization of Exponentiations

Exponentiations are a crucial primitive in many high-level
operations. In this section, we show how to perform optimal
depth-aware arithmetization of the map xt , for a constant
exponent t. Our main tool is a MaxSAT solver [28], which
we use to solve a reformulation of the mixed-integer linear
programming (MILP) formulation by Abas & Gustafsson [1].
Such a solver attempts to find a variable assignment that
satisfies a set of clauses called hard clauses, and as many
additional clauses as possible from a set of soft clauses. More
precisely, the solver maximizes the total weight of satisfied
soft clauses.

We first describe how to generate a minimum-cost circuit,
after which we use an adapted formulation to find a minimum-
depth anchor point. Having this anchor point and a lower
bound on the cost of the exponentiation circuit allows us to
efficiently generate the entire front. We conclude by applying
our exponentiation circuits for performing equality checks.

5.1 Finding a Minimum-Cost Circuit
Finding minimum-cost exponentiation circuits has been stud-
ied under the name of ‘addition chains’ (as multiplication
chains are effectively addition chains in the exponent). The
aim is typically to find minimum-length chains, which cor-
respond to minimizing the multiplicative size of exponenti-
ation circuits, but some works also consider the multiplica-
tive cost [1, 26]. Much theoretical work has been done [30]
and many heuristics have been proposed [6, 26]. Variants
of the problem have also been studied, such as addition
sequences [16], which compute multiple exponentiations,
reusing intermediate computations. Because exponentiations
are so crucial in determining the efficiency of other high-level
operations, we are looking for optimal solutions. We propose
a MaxSAT formulation that is amenable to computing addi-
tion sequences and to consider precomputations provided by
other computations (see Section 6.2).

We adapt the MILP formulation by Abbas & Gustafsson [1]
into a MaxSAT formulation that is significantly more efficient
to solve in practice. Let Boolean variables xi represent that
number i is covered in the addition chain, and let yi, j represent
that the chain computes i+ j. Abbas & Gustafsson define the
following constraints for a target exponent t:

1. If yi, j = 1, then xi = 1, x j = 1, and xi+ j = 1.
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2. Cutting away: For k ∈ [2, t], x⌈ k
2 ⌉
∨·· ·∨ xk−1 = 1.

To minimize the size of the addition chain, we want to max-
imize the number of xi that are 0. I.e. we want to maximize∧

i∈I¬xi. The authors also suggest replacing this objective
with an objective that maximizes the number of yi, j that are
0, which takes into account that squaring is cheaper than
multiplying. In other words, it allows us to minimize the mul-
tiplicative cost.

We define P = {(i, j) ∈ [1, t]2 : i≤min( j, t− j)}, which is
the set of all ordered pairs (i, j) such that i+ j ≤ t. Our basic
MaxSAT formulation is as follows:
Hard clauses:

(xt),

(¬yi, j ∨ xi), ∀(i, j) ∈ P

(¬yi, j ∨ x j), ∀(i, j) ∈ P¬xk ∨
∨

(i, j)∈P:i+ j=k

yi, j

, ∀k ∈ [2, t]

Soft clauses:

weight 1 (¬yi, j), ∀(i, j) ∈ P : i ̸= j

weight σ (¬yi, j). ∀(i, j) ∈ P : i = j

We can add several cuts to this formulation to reduce the
search space. We add three kinds of cuts:

• Bounds from original [1]

• The bounds derived by Thurber & Clift [32]. Given an
upper bound on the cost of the chain, we can use these
to find lower bounds for the ith element in the chain.
For our MaxSAT formulation, let Tt(cmax) return a set
of pairs (l,u) such that the ith element is bounded from
below by l and from above by u for a chain with cost at
most cmax. We also have that cmax ≥ σsmin.

• Knowing a lower bound smin on the size of the chain, we
can add a cardinality constraint that ∑

t
i=2 xi ≥ smin. This

constraint can be turned into a set of clauses using mul-
tiple different techniques. We find a sequential counter
approach [31] to work well in practice.1

We can add these cuts using the following hard clauses: k∨
m=⌈ k

2 ⌉

xm

, ∀k ∈ [2, t]

(
u∨

m=l

xm

)
, ∀(l,u) ∈ Tt(c)(

t

∑
i=2

xi ≥ smin

)
, encoded with [31]

1Our implementation supports the choices offered by PySAT [22].

To determine smin we combine three lower bounds reported
by Schönhage [30], where ν(t) is the Hamming weight of t:

smin(t)≥ ⌈log2(t)⌉ , (3)
smin(t)≥ ⌈log2(t)+ log2(ν(t))−2.13⌉ , (4)
smin(t)≥ ⌈log2(t)+ log3(ν(t))−1⌉ . (5)

Finally, in Fp, we must take into account its cyclic nature
(or the resulting exponentiation circuit cannot be considered
optimal). For example, x62 ≡ x128 (mod 67), but the shortest
addition chain for 62 has 8 multiplications, while 128 requires
7 multiplications. We address this by generating an exponenti-
ation circuit for several t ′ = t + iφ(p), where φ() is the totient
function, with i = 1,2, . . . , and selecting the most efficient t ′.

The challenge in the solution provided above is in determin-
ing when to stop increasing i. To do so, we use monotonically
growing lower bound cmono on the multiplicative cost of the
exponentiation circuit:

cmono(t ′) = σ⌈log2 t ′⌉ . (6)

If cmono(t ′) is greater or equal to the current best cost, we can
terminate the search. Next to that, when we find a circuit with
a lower multiplicative cost than before, we can lower cmax(t ′),
making the formulation faster to solve and allowing us to skip
targets t ′ for which σsmin(t)≥ cmax(t ′).

5.2 Finding a Minimum-Depth Anchor Point
One very common method for arithmetizing exponentiations
is the square & multiply method, which produces a circuit as
shown in Figure 3. As seen in the figure, this method actually
produces minimum-depth circuits, seeing as a multiplication
can at most double the exponent in either of its inputs, so:

depth∗
(
X t)= ⌈log2 t⌉ . (7)

x · · ·
. . .

. . .

· · ·. . .

Figure 3: Square & multiply method for computing xt .

While square & multiply produces a minimum-depth cir-
cuit, it does not necessarily produce a minimum-depth anchor
point (i.e. a circuit that is minimal in depth and secondar-
ily minimal in cost). To find such an anchor point, we make
another call to the MaxSAT formulation, but this time we
provide the following constraints:

• The maximum depth is ⌈log2 t⌉.

• The maximum cost is cmax = σ⌊log2 t⌋+ν(t)−1, corre-
sponding to the cost of square & multiply.
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Table 1: Solver time in seconds and standard deviations on
an Apple M1 CPU averaged over 10 runs. MILP w/ cuts re-
ports Abbas & Gustafsson’s [1] with our additional cuts. The
MILP formulations were solved by the commercial Gurobi
solver [19] on 8 threads whereas the MaxSAT formulations
used the open-source single-threaded Pysat RC2 solver with
the Glucose 4.2.1 SAT solver [5]. The MaxSAT formulation
is at least an order of magnitude faster with only one thread.

Exp.
No depth constraint Minimum depth

MILP MILP
w/ cuts MaxSAT MILP MILP

w/ cuts MaxSAT

31 0.02 0.02 0.00 0.06 0.06 0.00
±0.01 ±0.00 ±0.00 ±0.01 ±0.01 ±0.00

71 0.88 0.89 0.01 1.97 1.83 0.01
±0.07 ±0.02 ±0.02 ±0.26 ±0.05 ±0.03

111 2.19 2.18 0.01 5.07 5.03 0.62
±0.13 ±0.07 ±0.02 ±0.12 ±0.09 ±1.96

151 7.48 7.74 0.07 15.83 16.06 0.25
±0.27 ±0.46 ±0.23 ±0.22 ±0.14 ±0.78

191 140.70 141.02 0.94 113.75 112.00 2.24
±3.70 ±3.57 ±2.97 ±3.59 ±4.60 ±7.07

231 4.92 5.04 0.24 205.17 212.01 4.02
±0.11 ±0.19 ±0.75 ±4.45 ±7.68 ±12.73

What remains, is to modify the MaxSAT formulation to
incorporate a bound on the depth dmax of the exponentiation
circuit. We introduce the following sets of hard clauses:

(dk,m+1∨¬di,m∨¬yi, j), ∀(i, j) ∈ P, ∀m ∈ [0,dmax]

(dk,m+1∨¬d j,m∨¬yi, j), ∀(i, j) ∈ P, ∀m ∈ [0,dmax]

(¬dk,dmax+1), ∀k ∈ [2, t]
(d1,0).

These clauses encode the depth of an exponent as a Boolean
vector, such that the highest-index Boolean that is true rep-
resents the depth of that exponent. By forcing the dmax +1th
Boolean to be false, we ensure that the depth limit is not
exceeded. This is a different encoding than the one used by
Abbas & Gustafsson [1], which uses integers to encode depth.

It is tough to say with certainty why the MaxSAT formu-
lation outperforms the MILP, and if this remains the case
for large exponents. Of course, the approach taken by these
solvers differs significantly. A MILP formulation may be
easily solvable when the linear programming relaxation is a
(close) solution to the MILP. We conjecture that this is not
the case for this formulation, where almost all variables are
Boolean. Moreover, it is not easy to go from a suboptimal
solution to an optimal one. The MaxSAT solver takes a rad-
ically different approach; simplifying clauses and guessing
variables. The solver tries to find chains that are increasingly
more costly, until it finds one. Many of these iterations can be
trivially skipped due to the cuts we add to the formulation.

5.3 Finding Circuits on the Depth-Cost Front
We can generate circuits on the depth-cost front using the
same method that we described for finding an anchor point
given a minimal-depth circuit with suboptimal cost. We do
so by incrementally going through all such circuits, from
least to highest depth. For the the maximum cost, we can
use the current best cost. We present our approach in Al-
gorithm 2, in which we call our MaxSAT formulation as
ADDCHAIN(t,dmax,cmax,σ,smin), which returns a circuit sat-
isfying the constraints or ⊥ if no circuit could be found.

Algorithm 2 Depth-aware product of distinct multiplicands

1: procedure GENEXPFRONT(C)
2: Find and yield C such that cost(C) = cost∗(C)
3: d← ⌈log2 t⌉
4: c← σ⌊log2 t⌋+ν(t)−1
5: while c < cost∗(C) and d < depth(C) do
6: Use largest smin that satisfies (3), (4), and (5)
7: C′← ADDCHAIN(t,d,c,σ,smin)
8: if C′ ̸=⊥
9: yield C′

10: c← cost(C′)
11: d← d +1

5.4 Case Study: Equality Checks
As explained by Iliashenko & Zucca [24], equality checks
can be arithmetized as [x = y] = 1− (x− y)p−1. The cost of
such an operation is almost exclusively determined by the
exponentiation circuit, as it is the only operation requiring
multiplications. In Figure 4, we plot the multiplicative cost
of the optimal exponentiation circuits we found using our
MaxSAT formulation for different prime moduli p and for
fixed σ = 0.75. We also show how long it took to generate
these circuits, with and without consideration of the cyclic
nature of Fp. For the moduli in Figure 4, the circuits generated
by ignoring or considering the modulus are the same, but it is
significantly more efficient to ignore the modulus. One can
interpret the ‘considering modulus’ generation time, which is
when we consider the cyclic nature of Fp, as the time it takes
to prove optimality.

6 Arithmetization of Polynomial Evaluation

For many high-level operations there is not a straightforward
arithmetization. For example, checking if a field element is
within a given range can be expressed as a large number of
equality operations but this is inefficient. In these situations,
it is typical to interpolate a polynomial and to find an efficient
circuit to evaluate it. In this section, we show how to per-
form depth-aware arithmetization for univariate polynomial
evaluation. These cover many common operations including
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Figure 4: Equality circuits generated using square & multiply and our MaxSAT formulation, where σ = 1.0. Square & multiply
is only optimal when p is of the form 2k +1. When we find a depth-cost trade-off, we denote the depth in the markers. The run
time of our algorithm is hard to predict, but it increases with the modulus p. In some cases, ignoring the modulus makes a large
difference in generation time, but the result is not guaranteed to be optimal.

comparisons, which we highlight in our case study at the end
of this section.

When it comes to the multiplicative cost of polynomial
evaluation circuits, we know that the multiplicative cost of
a degree-d polynomial is at least as high as that of an ex-
ponentiation circuit with target t. Next to that, Paterson &
Stockmeyer [29] provide an asymptotic bound:

cost∗
(

xd
)
≤ cost∗

(
d

∑
i=0

cixi

)
≤ O(

√
d) . (8)

In fact, Paterson & Stockmeyer already provide two algo-
rithms that generate circuits with the same asymptotic com-
plexity. We discuss these two algorithms later on.

The multiplicative depth of polynomial evaluation circuits
can also be bounded. To achieve the minimal depth, we can
simply compute all monomials and evaluate the polynomial
using a linear combination. So:

depth∗
(

d

∑
i=0

cixi

)
= ⌈log2(d)⌉ . (9)

This is an equality because we cannot evaluate xd with fewer
multiplications. In Paterson & Stockmeyers’s methods, this
is equivalent to choosing k = d. Our key idea for generating
circuits that trade off multiplicative depth and cost is to vary
this parameter k.

6.1 Baby-Step Giant-Step
The baby-step giant-step method was one of the two algorithm
proposed by Paterson & Stockmeyer [29], but we refer to it
with this name because it is colloquially known as such in the

cryptography community. It is also known as the two-level
evaluation method [15].

The algorithm, parameterized by an integer 1≤ k≤ d, starts
by precomputing the monomials X2,X3, . . . ,Xk. It will later
use these precomputed powers to evaluate a k− 1-degree
polynomial without performing any more multiplications.
In this work, we also want to minimize the multiplicative
depth, so we do not use sequential multiplications to com-
pute these powers. Instead, we start by computing X2 and
use it to compute X3 and X4. We then use X4 to compute
X ×X4 = X5,X2×X4 = X6, . . . ,X4×X4 = X8, etc. Given
these precomputed powers, the key idea behind this algorithm
is the following identity:[

d

∑
i=0

ciX i

]
← Xk

[
d−k

∑
i=0

qiX i

]
+

[
k−1

∑
i=0

riX i

]
, (10)

where the rightmost polynomial can be evaluated using only
additions and constant multiplications. In other words, the
polynomial can be evaluated by taking approximately d

k giant
steps after computing k baby steps. Paterson & Stockmeyer
show that this method requires approximately 2

√
d multipli-

cations for the right choice of k. This makes it asymptotically
optimal in terms of the multiplicative cost and size. Due to
its sequential nature, the circuits generated by this method
are typically larger in depth than the circuits generated by the
other two methods that we discuss.

6.2 Paterson & Stockmeyer’s method
Paterson & Stockmeyer also propose a method that evalu-
ates polynomials of a specific degree in

√
2d +O(logd) non-

constant multiplications for the right choice of k. This method
is defined for monic polynomials (i.e. the leading coefficient
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is 1) of degree d = (2n−1)k, but it can be adapted to evaluate
any polynomial by extending it to the next monic polyno-
mial of the correct degree (or using a constant multiplication
if it is a non-monic polynomial of the correct degree). We
can then remove this added monomial from the final result by
computing it and subtracting it or by adapting the coefficients.

Paterson & Stockmeyer’s method [29] works by reducing
the evaluation of a degree-(2n−1)k monic polynomial to the
evaluation of two monic polynomials of degree (2n−1−1)k
and a polynomial of degree k−1 using the following identity:

[
X (2n−1)k +

(2n−1)k−1

∑
i=0

ciX i

]
←

(
X2n−1k +

[
k−1

∑
i=0

c′iX
i

])X (2n−1−1)k +
(2n−1−1)k−1

∑
i=0

qiX i


+

X (2n−1−1)k +
(2n−1−1)k−1

∑
i=0

riX i

 , (11)

where the square brackets group together the terms of a poly-
nomial. The coefficients of these smaller polynomials can be
obtained using a Euclidean division. Note that the polyno-
mial of degree k−1 can be computed using the precomputed
powers without any multiplications. Note that where the previ-
ous method only precomputes monomials X2,X3, . . . ,Xk, this
method must also precompute monomials X2k,X4k,X2n−1k,
which requires n−1 squarings.

As described previously, the method can be extended to
any polynomial of degree-d by padding it with a monomial
(2n−1)k ≥ d, which is of the correct degree. However, we
must compensate for this added monomial in the final result.
If it holds that i = (2n − 1)k mod φ(p) ≤ d, then we can
easily compensate for it by decrementing the i-th coefficient.
Otherwise, we must compute the monomial separately and
subtract it at the end.

For the case that we must compute the padding monomial
separately, we slightly modify the MaxSAT formulation de-
scribed in Section 5 to take into account that the polynomial
evaluation circuit already precomputes a large number of
monomials. We ensure that these monomials count for free
towards the cost of the addition chain, while still considering
their depth. We do so by adding new variables zk that represent
using previously-computed power Xk. When they are enabled,
they incorporate the fixed depth of the precomputed power.
Given precomputed powers t1, . . . , tn with depths d1, . . . ,dn,
we add the following hard clauses:

(dti,di ,¬zti), ∀i ∈ [1,n]

Next to that, we adapt the following hard clause in the original

formulation to allow xk to be true when zk is:¬xk ∨ zk ∨
∨

(i, j)∈P:i+ j=k

yi, j

. ∀k ∈ {t1, . . . , tn}

We also have to remove the cuts described in Sec-
tion 5.1 from the formulation, as they do not apply to depth-
constrained circuits.

6.3 Our work: Divide & conquer
We propose a new method for evaluating univariate polyno-
mials of any degree inspired by Paterson & Stockmeyer’s
method. While our method does not achieve as small of a
multiplicative cost, it achieves a low multiplicative depth. It
is essentially a simplified version of Paterson & Stockmeyer’s
method that retains the divide & conquer strategy. The key
idea is to split evaluation of a degree-2nk polynomial into the
evaluation of two degree-2n−1k polynomials:[

d

∑
i=0

ciX i

]
←X2n−1k

d−(2n−1k−1)

∑
i=0

qiX i

+[2n−1k−1

∑
i=0

riX i

]
, (12)

where d ≤ 2nk. This method requires the same precomputa-
tions as Paterson & Stockmeyer’s method.

We briefly analyze the cost and depth of the circuits gener-
ated by our method. Let N(d) denote the cost of computing a
degree-d polynomial using our method when we have already
computed the precomputations. We have:

N(2nk)≤

{
0 If n = 0
1+2N(2n−1k) If n > 0

, (13)

≤ 1+2(1+2N(2n−2k)) , (14)

= 3+4N(2n−2k) , (15)

≤ 2i−1+2iN(2n−ik) , (16)
≤ 2n−1+2n0 , (17)
= 2n−1 . (18)

If it takes k− 1 multiplications to compute X2, . . . ,Xk and
n−1 squarings to compute X2k,X4k, . . . ,X2n−1k, then the total
cost of our circuit C is:

cost(C)≤ k+n+2n−3≤ k+ log2

(⌈
d
k

⌉)
+

⌈
d
k

⌉
. (19)

The depths of precomputations X i for i = 2, . . . ,k are ⌈log2 i⌉,
and the depths of X2ik for i = 1, . . . ,n−1 are ⌈log2 k⌉+ i. As
a result, the depth of the circuit is:

depth(C)≤ ⌈log2 k⌉+n≤ ⌈log2 k⌉+
⌈

d
k

⌉
. (20)

From this analysis it is clear that choosing a large value of k
reduces the depth significantly.
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Figure 5: Polynomial evaluation circuits for computing
x (mod 7) in F127. This is a degree-126 polynomial, so Pa-
terson & Stockmeyer’s parameter for minimizing multiplica-
tive size is k =

√
0.5 ·126≈ 8. However, the optimum occurs

when k = 9. Divide & conquer leads to a lower depth.

6.4 Finding Circuits on the Depth-Cost Front

The three methods described above all achieve a different
depth-cost trade-off when varying k. It turns out that, while
it is possible to compute the optimal k for reducing the multi-
plicative cost, there are cases where other values of k achieve
a lower cost. In Figure 5 we highlight such a situation. In this
figure, we show all circuits computing x (mod 7) in F127 that
we can generate by varying k. While Paterson & Stockmeyer
show that k = 8 minimizes the multiplicative cost, it turns
out that we can achieve a significantly better circuit using
k = 9. Instead of searching the entire range of k ∈ [1,d], we
use the theoretical optimum for the minimum cost circuit k∗ to
limit the search to k ∈ [1,2k∗]. For Paterson & Stockmeyer’s
method, k∗ ≈

√
2d, whereas k∗ ≈

√
d for the other two meth-

ods. Moreover, we use the estimated costs and depths (e.g.
from (19) and (20)) to prevent generating circuits that cannot
be in the Pareto front.

6.5 Case Study: Comparisons

We show that our depth-aware arithmetization method allows
to generate a front of circuits that trade off multiplicative
depth and cost, even for complex operations such as com-
parisons. We use the technique proposed by Iliashenko &
Zucca [24] for performing comparisons between half of the
elements in the field Fp using a univariate polynomial eval-

uation. By computing the leading term of the polynomial
separately, the remainder of the polynomial can be decom-
posed so that its degree is only p−1

2 .
Another method for generating such circuit is implemented

in the T2 compiler [18], in which the comparison is imple-
mented as a number of equality checks:

[X < Y ] =
p

∑
a= p+1

2

[(X−Y ) = a] =
p

∑
a= p+1

2

1− (X−Y −a)p−1 .

(21)
We provide an optimistic implementation of this technique
in which we use the minimal-cost exponentiation circuit to
implement the equality checks.

We also provide an optimistic implementation of the work
by Iliashenko & Zucca [24], in which we only use the Paterson
& Stockmeyer method with their choice of k with the intent of
minimizing the multiplicative cost. One problem is that their
proposed way to compute the final term requires a certain
polynomial degree, but it is not possible for all p to find a
certain k. Instead, we use our method for finding the optimal
addition chain given precomputed powers to compute the
leading term of the univariate polynomial.

In Table 2 we provide an overview of different methods
for generating comparison circuits. We find that our work
consistently finds circuits in the depth-size front, but the other
methods do so too. We mark values on the front in bold. For
example, while the T2 compiler finds circuits with large size,
their depth is minimal. We find that the method by Iliashenko
& Zucca does not outperform ours, unless we apply common
subexpression elimination (CSE). In some cases, this allows
the method to find circuits on the front. We evaluate the run
time of these circuits using fhegen [27] to generate parame-
ters and execute the circuits using HElib on a Threadripper
7970X CPU, using only one thread to compile and evaluate
the circuits. The machine has 4x64GB DDR5 RAM, but only
a fraction was used.

7 Arithmetization of ANDs and ORs

Finally, we study the depth-aware arithmetization of AND
and OR operations. The typical arithmetization of an AND
operation is to treat it as a product:

X1∧·· ·∧Xk = X1×·· ·×Xk . (22)

As shown in Section 4, there is a single optimal circuit C1 to
compute this product. It has the following properties:

cost(C1) = k−1+ cost(X1, . . . ,Xk) , (23)

depth(C1) =

⌈
log2

k

∑
i=1

2depth(Xi)

⌉
. (24)

OR operations are sometimes arithmetized as follows:

X1∨·· ·∨Xk = (X1 + · · ·+Xk)
p−1 , (25)
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Table 2: Comparison circuits for different moduli p with squaring cost σ = 1.0. Run times were averaged over 10 iterations. Our
circuits often outperform previous techniques. For T2 & IZ21, we also report results after common subexpression elimination.

Method p = 29 p = 43 p = 61 p = 101 p = 131
Depth Size Run time (s) Depth Size Run time (s) Depth Size Run time (s) Depth Size Run time (s) Depth Size Run time (s)

T2 [18] + CSE 5 84 1.16 6 147 4.86 7 210 6.79 7 400 11.71 8 520 17.24

IZ21 [24] 7 12 0.44 8 18 0.68 9 14 0.55 8 16 0.60 9 30 1.22
IZ21 [24] + CSE 7 12 0.44 8 16 0.59 9 13 0.52 8 16 0.63 9 23 0.97

Our work 6 11 0.41 7 12 0.44 7 15 0.59 8 16 0.62 8 20 0.86
7 10 0.38 8 14 0.51

where xp−1 maps 0 7→ 0 and {1, . . . , p− 1} 7→ 1. Note that
this arithmetization is only guaranteed to work when k < p,
otherwise the result of the summation might wrap around the
modulus. Let circuit C2 be a circuit that evaluates this arithme-
tization, which first sums the operands and then uses another
circuit Cexp for exponentiation by p−1. Then, C2(Cexp) has
the following properties:

cost(C2(Cexp)) = cost(Cexp)+ cost(X1, . . . ,Xk) , (26)
depth(C2(Cexp)) = depth(Cexp)+ max

i=1,...,k
depth(Xi) . (27)

While this method allows varying the depth and size using
different circuits for Cexp, this only provides minimal variance.

DeMorgan’s law provides a bidirectional transformation
between AND and OR circuits that does not increase the size
or depth because it only requires negation, which does not
require non-scalar multiplications:

X1∧·· ·∧Xk = X1∨·· ·∨Xk . (28)

So, either of the two arithmetizations above can be used for
AND and OR operations at the same depth and size cost. In
fact, they can be composed to achieve a hybrid arithmetization.
This allows one to trade off depth and size. It also allows
reaching smaller sizes than what could be reached by a non-
hybrid arithmetization.

We cannot prove that minimizing the depth and size of the
hybrid arithmetization described above coincides with mini-
mizing the depth and size of all potential arithmetic circuits
for ANDs and ORs. That said, we argue that our method is a
useful heuristic.

7.1 Finding a Minimum-Cost Circuit
It is easy to see that if k < p, then cost(C2(Cexp)) <
cost(C1) ⇐⇒ cost(Cexp) < k−1. So in this case, it is easy
to decide the minimum-cost circuit. Let N(k) represent the
minimal multiplicative cost of a circuit for the hybrid arith-
metization of an AND or OR operation with k operands, and
let c denote the multiplicative cost of Cexp. We have:

N(k) = min(c,k−1) if k ≤ p−1 . (29)

When k ≥ p, we must consider a hybrid arithmetization.
Notice that the cost of the smallest hybrid circuit C3(Cexp)
grows monotonically with k. So, if it holds that cost(Cexp)≤
p− 1, we can perform C2(Cexp) on p− 1 operands (e.g.
X1, . . . ,Xp−1) to obtain a new problem with k − (p− 1)
operands. It turns out that cost∗

(
Cexp

)
≤ p−1 always holds.

Using the strategy described above, we get that:

N (k) = c+N (k− (p−1)+1) , (30)
= 2c+N (k− p− (p−1)+1) , (31)
... (32)
= rc+N (k− r(p−1)+ r) , (33)
= rc+N (k+ r(2− p)) . (34)

We reach the base case when k+ r(2− p)≤ p−1. This hap-
pens when r = ⌈ p−1−k

2−p ⌉, so we have:

cost∗
(
C3(Cexp)

)
=N(k)=

⌊
k
p

⌋
c+min

(
c,k−

⌊
k
p

⌋
p−1

)
(35)

Notice that increasing c always increases the total multiplica-
tive cost, apart from the case where k < p and c ≥ k−1, in
which case c does not influence the result. We conclude that
to minimize N(k), c needs to be minimal.

7.2 Finding Circuits on the Depth-Cost Front
In minimizing the multiplicative depth of the circuit, we define
a useful metric called fullness. This metric captures both the
depth of the circuit and how many multiplications can still be
absorbed by the multiplication tree in the outer layer of the
circuit without increasing the circuit’s depth.

Definition 7.1 (Fullness). The fullness is defined as:

fuln(X +Y ) = 2max(depth(X),depth(Y ))

fuln(X×Y ) = fuln(X)+ fuln(Y )
fuln(v) = 1

Notice that:

depth(C) = ⌈log2 fuln(C)⌉ .

USENIX Association 34th USENIX Security Symposium    8395



To find a minimum-depth anchor point, we put forward
a recursive algorithm that finds a circuit for performing an
AND operation while satisfying the constraint that the fullness
is at most f , and the cost is less than c. We present it in
Algorithm 3 (see Appendix A), in which cost(C) ignores the
cost of subcircuits X1, . . . ,Xk. The algorithm also inputs E,
which is a collection of exponentiation circuits that are on the
Pareto front, and p, the order of the prime field.

Our recursive algorithm is essentially a bounded search.
We use the bounds derived above to decide whether certain
branches are not worth exploring. By starting with f = 2d for
d = ⌈log2 fuln(X1)⌉, where X1 is the operand with the highest
fullness, we can iteratively increment d until the algorithm
finds a circuit. This first circuit is a minimum-depth anchor
point because the algorithm outputs the minimal cost circuit
for this fullness bound f .

We can keep going in the fashion described above, incre-
menting d, to generate the entire depth-cost front. Since it is
easy to compute cost∗

(
C3(Cexp)

)
, we know when to stop the

search. Note that while we describe the algorithm to compute
a circuit for an AND operation, the algorithm for OR opera-
tions follows almost identically: For OR operations, one must
apply DeMorgan’s law.

7.3 Case Study: Veto Voting

We study the problem of veto voting, where multiple parties
submit a Boolean value, indicating whether they veto or not.
If no one vetoes, the result should be false. If anyone vetoes,
the result should be true. This is exactly an OR operation. We
consider the setting where we do not know a bound on the
possible number of vetoes.

In Figure 6, we demonstrate the circuits that our algorithm
generates for two values of p when the number of operands
grows. It is clear that for almost every number of operands,
there exists a cost-depth trade-off. What is more, there is also a
trade-off between different values of p. Whereas a larger value
of p allows one to find circuits with fewer multiplications
when the number of operands grows, there are still cases
where one might favor a smaller p as it provides a better depth-
cost trade-off. For example, when there are 13 operands, p= 7
permits a depth-4 circuit at 10 multiplications, while p = 13
requires 12 multiplications. Finally, notice that there are only
a few cases where computing an OR operation using a C1
circuit is necessary to achieve a minimum depth. In many
other cases, we can achieve the same minimum depth with
far fewer multiplications.

8 Depth-Aware Composition

In the previous sections, we put forward methods for depth-
aware arithmetization of several common primitives, but many
interesting circuits emerge as the composition of these primi-
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Figure 6: Circuits computing an OR operation with σ = 1.0,
for a growing number of operands. The number of ticks on a
marker indicates the depth of the circuit. Depending on the
depth that one wants to achieve and the number of operands,
it is better to choose p = 7 or p = 13.

tives. In this section, we discuss depth-aware arithmetization
of high-level circuits that compose multiple primitives.

Suppose we have a circuit X31 < Y 31. We can generate a
front for the exponentiation circuits of X31 and Y 31, but at
that point we are stuck, because our method for arithmetizing
comparisons inputs subcircuits rather than two fronts of cir-
cuits. For composition, we propose the following heuristic:
we generate a new Pareto front in which we try all possible
combinations of input arithmetizations. This is a heuristic
because we do not change the arithmetizations of the inputs,
even when this could lead to a lower cost or depth. In short, we
apply depth-aware arithmetization to all operands and extract
the Pareto front from the resulting set of all combinations:

Arith(C(C1, . . . ,Cℓ)) = {Arith(C1)×·· ·×Arith(Cℓ)}. (36)

Because of this heuristic, composing two optimal sub-
circuits does not necessarily lead to an optimal composition.
For example, the condition X10 = 0 is equivalent to X = 0,
meaning that straightforward composition leads to a circuit
that is unnecessarily large. On the other hand, it often infeasi-
ble to arithmetize a complex high-level circuit to optimality
because its search space is astronomical.

While the method described above offers a generic solution
of dealing with composition, it can be inefficient. For example,
when we want to arithmetize X31 +Y 31, we know that it is
never better to choose a subcircuit for X31 with a lower depth
as the subcircuit for Y 31 and vice versa. In those cases, we do
not exhaustively try all combinations, but we iteratively incre-
ment a depth limit and choose the lowest-cost subcircuits that
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Table 3: Fronts generated by our methods for the cardio and
cardio-elevated circuits, displaying the cost-depth trade-off.

Cardio risk assessment Cardio elevated risk
Depth σ=1.0 σ=0.75 σ=0.5 Depth σ=1.0 σ=0.75 σ=0.5

Gen.(s) 54 55 55 56 56 55

11 419.0 389.0 359.0 14 428.0 396.0 364.0
12 384.0 349.0 15 · 389.0 350.0
13 374.0 329.0 16 · 383.0 338.0

· · · ·
19 427.0 · ·
· · ·

21 380.0 333.0

still satisfy the depth limit. Consider the following example.
If arithmetization of C1 produces a front with circuits with
depths {2,3,6} and C2 produces depths {3,5}, we do not have
to consider the product of these sets to arithmetize C1 +C2.
Instead, we only need to consider {(3,3),(3,5),(6,5)}. After
all, when the depth of C2 is at least 3, it is always better to
choose C1 with depth 3 as opposed to depth 2.

Finally, one might consider heuristics that cut away even
more solutions. For example, increasing a circuit’s depth by
one layer while saving one multiplication may not be worth it
in practice. We do not implement such a heuristic.

To highlight the effectiveness of our methods, we apply
them to a practical example that composes all primitives
described in this work: We evaluate them on the cardio circuit
as proposed by Carpov et al. [11] and used as a benchmark in
other works [33]. The circuit computes predicates relating to
a person’s cardiac health and returns how many evaluate to
true. These predicates involve comparisons, such as checking
whether a person’s weight is smaller than its height - 90.
We also consider a variant of this circuit that we call cardio-
elevated, which only returns if any of the risk factors were true.
In other words, we compute an OR over all the predicates.

In Table 3 we present the results of our methods applied
to the cardio and cardio-elevated circuits for a fixed value
p = 257, since all values fit under this modulus. We report
the fronts that our methods generated for different costs of
squaring σ (which is an estimate used to prioritize squaring
over generic multiplication), and how long these fronts took to
generate (after implementing several run time optimizations).
We do not take the cyclic nature of Fp into account for the
exponentiations in padding the polynomials to make it run
in reasonable time, and since these are unlikely to produce
significantly better results for p = 257. We show that the
cardio circuit can be evaluated in 419 multiplications.

Notice that if we solely optimize multiplicative cost/size,
the resulting circuits may be wasteful in terms of the mul-
tiplicative depth. A good example is in the cardio-elevated
circuit when σ = 1.0: If we would only focus on multiplica-
tive cost, we would save 1 multiplication at the cost of 5 layers

Table 4: Run times averaged over 10 iterations; σ = 0.75. Our
circuits outperform TFHE when the run time is amortized.

Work Circuit Slots Time (s) Amortized (s)

Cardio risk assessment

Ours
Depth-11 128 43.98 0.34
Depth-12 128 50.14 0.39
Depth-13 128 50.87 0.40

Previous - 128 50.71 0.40
TFHE - 1 0.97 0.97

Cardio elevated risk

Ours

Depth-14 128 57.26 0.45
Depth-15 128 57.56 0.45
Depth-16 128 56.53 0.44
Depth-21 128 73.78 0.58

Previous - 128 156.65 1.22
TFHE - 1 0.49 0.49

of depth. Moreover, optimizing both multiplicative cost and
depth allows one to save multiplicative cost on branches of
the circuit that do not contribute to the multiplicative depth,
unlike what happens when optimizing for depth in isolation.

Finally, we measure the run times of our circuits using the
same machine described in Section 6, and compare these to
the equivalent circuits when generated using naive arithmeti-
zation or when implemented in TFHE-rs2 in Table 4. We use
unsigned 256-bit high-level integers to generate these circuits
in TFHE. For the Previous arithmetization, we use products
for ANDs, IZ21 for comparisons, and square & multiply for
exponentiation. We conclude that the lower-cost circuits are
not always better, and the trade-off between cost and depth
allows for more efficient circuits in practice.

9 Results

We apply depth-aritmetization to two practical applications in
the context of secure medical data processing to demonstrate
the improvements over previous methods. Specifically, we use
the BGV cryptosystem to analyze an imaginary medical sur-
vey and to perform machine learning-based inference on the
Diagnostic Wisconsin Breast Cancer Database [34]. We first
show how to confidentially compute the mean and variance,
which can be used to perform simple statistical analyses, e.g.
for processing medical surveys. Next, we show how to confi-
dentially perform inference using a previously-trained logistic
regression model. For our experiments, we used p = 6,143
for which we can choose ring dimension m = 216 to allow
for a large enough ciphertext modulus to perform polyno-
mial evaluation. With these parameters, we can perform the
computations on 1024 slots in parallel.

2We used version 0.11: https://docs.zama.ai/tfhe-rs
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Table 5: Average run time of 10 executions in seconds and
amortized (across 1,024 slots) in ms for computing the mean,
variance, and logistic regression inference. Our most shallow
circuits consistently outperform IZ21.

IZ21 [24] Ours (σ = 1)

Depth Size Time Amort. Depth Size Time Amort.

Mean 17 126 25.6 25 ms 14 126 21.5 21 ms
Variance 18 633 92.2 90 ms 15 638 81.1 79 ms

Inference 18 253 53.2 52 ms 15 253 45.9 45 ms

9.1 Mean and variance estimation
The challenging part in computing the mean and variance is
computing the (integer) division. A division by some divisor d
in Fp is not as simple as a multiplication by d−1, because this
is only correct when d divides the canonical representative of
the input. Instead, we express the operation as:

⌊ x
d

⌉
=

⌊
x+
⌊ d

2

⌋
d

⌋
= d−1

(
x+
⌊

d
2

⌋
−Modd

(
x+
⌊

d
2

⌋))
.

(37)
Iliashenko et al. [23] have previously shown that the (univari-
ate) polynomial for the Modd function is convenient for cer-
tain choices of divisor d. Specifically, when p=−1 (mod d),
the polynomial is sparse; it contains only non-zero coefficients
for odd monomials (reminiscent of the polynomial used for
computing comparisons). We use our polynomial evaluation
techniques from Section 6 to perform this computation. A
suitable divisor for our choice of p is d = 512.3

To evaluate the efficiency of our approach, we generate
random responses R1, . . . ,R512 to the survey. Note that the
actual responses do not influence the run time of the circuit
(as these are encrypted). The survey might ask the number of
recovery days, which may be some number in the range [0,10].
Given that the mean R̄ may be made public, we first compute
the mean, and then use it to estimate the variance. We present
the results in Table 5, in which we compare our results to the
result obtained by evaluating the modular reduction using the
ideas from IZ21 applied to the modular reduction polynomial
instead of the comparison polynomial.

9.2 Logistic regression inference
To perform logistic regression in Fp, we map the continuous
inputs to a subset of discrete elements. We normalize the in-
puts to [−1,1] and map them (with rounding) to the discrete
range [−10,10] ∈ F6143. The weights and intercept must also
be discretized. For this reason, we used the Gurobi solver [19]
for training, optimizing a mixed integer non-linear program

3We note that it is also possible to approximate other divisors by compen-
sating the numerator with an additional factor.

representing logistic regression on 100 training samples, ap-
proximating the loss function. We constrain the weights to
the range [−100,100] ∈ F6143, ensuring that the operations
behave well modulo p. This model takes seconds to train and
achieves 85% accuracy on the remaining 469 samples. Infer-
ence requires determining if the dot product of the features
with the weights exceeds the intercept, for which we use a
comparison, allowing us to perform a similar experiment as
above, comparing against IZ21, as shown in Table 5.

10 Conclusion

In this work, we introduced the concept of depth-aware arith-
metization, in which we generate arithmetic circuits for high-
level operations while considering the trade-off between mul-
tiplicative depth and multiplicative cost. We proposed meth-
ods for the depth-aware arithmetization of exponentiations,
polynomial evaluation, and AND/OR operations. In turn,
these primitives allow one to perform equality checks, com-
parisons, and perform operations such as veto voting. They
may also be composed into larger circuits.

Our methods have limitations. For example, they can take
minutes to arithmetize circuits with only a handful of com-
parisons. Moreover, they are not necessarily optimal: we only
provide optimal methods for exponentiation circuits.

There is still room for future work. One may look for:

• Faster methods for generating optimal addition chains
with depth constraints and/or precomputed values.

• An optimal method for polynomial evaluation, although
this may be as hard as solving a system of multivariate
polynomials.

• Other polynomial evaluation methods, e.g. mixing or
generalizing the methods that we use in this work.

• An optimal method for AND/OR operations, or a proof
that our current approach is optimal.

• Efficient ways of composing arithmetized primitives.

• Methods for arithmetizing multiple polynomial evalu-
ations at once, reusing the precomputed powers across
evaluations.

• Experimenting with different plaintext moduli p, which
allows for a trade-off between the number of slots and
the size of the generated circuits.

Our work paves the way to make several secure computa-
tion tasks more efficient and more user-friendly. For example,
these algorithms can be used to automatically generate effi-
cient arithmetic circuits for high-level circuits in the context
of homomorphic encryption, where this is currently ineffi-
cient, or left as an exercise for the protocol designer. These
techniques can also be used in the context of other secure
computation techniques, such as arithmetic garbling.
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11 Ethics considerations

Our work considers the protection of private data using es-
tablished cryptographic primitives, so it extends (rather than
reduces) the capabilities of secure computation. In fact, the
techniques in this paper are general enough to compute any
circuit securely. At first sight, this may seem to imply that
there are no ethics considerations since we do not decrease
confidentiality. However, we argue that one needs to place
our work in a real-world context to analyze its ethical consid-
erations.

The stakeholders of our work may be classified as re-
searchers and developers who create tools for homomorphic
encryption, organizations that use our techniques to deploy
secure computation tasks, and end users whose personal data
may be computed on. We briefly discuss ethical concerns
towards each group of stakeholders.

One aspect that affects all stakeholders is the correctness
of our work, because if the circuits generated using the tech-
niques in this paper are not correct, they may inadvertently
leak auxiliary information about the inputs. This may lead
to privacy leakage in the real world, system outages, or even
security incidents. For example, if the circuit is used to judge
whether a financial transaction is fraudulent, an incorrect re-
sult may lead to benign transactions to be halted whereas
malicious transactions may be missed. Moreover, the output
may reveal personal information about the sender or receiver.
To ensure correctness, we described the mathematical foun-
dations of our circuit generation algorithms in full detail and
we ran tests to ensure the circuits generated by our implemen-
tation are indeed computing what they are meant to.

For researchers and developers who create homomorphic
encryption tools, it is important that our techniques are de-
scribed in detail, that their limitations are clear, and that they
are reproducible. We took great care in writing this paper
and in listing limitations in future work in full detail in the
conclusion. For reproducibility, we also refer the reader to the
open science section below.

Most importantly, we ask that organizations take care when
deploying these techniques to perform secure computation in
the real world, considering whether what is being computed
does not lead to loss of privacy or other negative consequences
to end users. For example, a machine learning model trained
using homomorphic encryption on private data may still re-
veal private information about the input data, even though
all computations were performed ‘securely’. In short: con-
fidentiality does not equal privacy. While our work helps to
securely compute high-level circuits, one must take responsi-
bility to analyze the real-world consquences of what is being
computed.

12 Open science

We pledge to open source our implementation to ease repro-
ducing our work and improving on it in the future. All our
experiments can be reproduced using this open source reposi-
tory.4 It will feature an MIT license. We note that we did not
use any data sets, so our artifacts only include code. The list
of artifacts is as follows:

• Code for generating the circuits: we will open source all
our implementations of the arithmetization algorithms
described in this paper.

• Code for generating circuits pertaining to previous work:
we also open source our implementations of arithmetic
circuits for comparisons as generated by the T2 compiler
and as proposed by Iliashenko and Zucca.

• Code for running experiments and plotting the graphs.

• Code for generating the content of the tables, but not the
latex code itself as this was written by hand.

Our implementation is written entirely in Python and its de-
pendencies are already available open source, so one can run
our experiments without the use of proprietary or paid soft-
ware. One exception is the Rust code we used to execute the
cardio circuits using TFHE. This code will also be available
under the same license.
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A Depth-aware arithmetization of ANDs

Algorithm 3 Finds AND circuit with fullness ≤ f & cost < c.

1: procedure AND(X1, . . . ,Xk, f ,c,E, p)
2: Ensure that fuln(X1)≥ ·· · ≥ fuln(Xk)
3: if k = 1 ▷ Base cases
4: if fuln(X1)≤ f and c > 0
5: return X1
6: return ⊥
7: if f < 1 or c≤ 0
8: return ⊥
9: if cost∗(X1∧·· ·∧Xk)≥ c

10: return ⊥
11: Cout =⊥
12: for Cexp ∈ E do
13: C = X1×·· ·×Xk ▷ C1 circuit
14: if ∑

k
i=1 fuln(Xi)≤ f and cost(C)< c

15: Cout←C, c← cost(C)
16: fexp← 2⌈log2 f ⌉−depth(Cexp) ▷ Max fuln for C2
17: if k < p
18: C←Cexp(X1 + · · ·+Xk) ▷ C2 circuit
19: if

∧k
i=1 fuln(Xi)≤ fexp and cost(C)< c

20: Cout←C,c← cost(C)
21: continue
22: if

∧k
i=1 fuln(Xi)≤ fexp ▷ C2 works for all Xi

23: if cost(Cexp)≥ c
24: continue
25: cache←{}
26: for i = 1, . . . ,k−1 do
27: C′←Cexp(Xi + · · ·+Xi+p−2)
28: X←C′,X1, . . . ,Xi−1,Xi+p−1, . . . ,Xk
29: if {fuln(x) | x ∈ X} ∈ cache
30: continue
31: Add {fuln(x) | x ∈ X} to cache
32: C← AND(X , f ,c− cost(Cexp),E, p)
33: if C ̸=⊥
34: Cout←C,c← cost(C)
35: else ▷ We can isolate Xi that must use C1
36: Find t s.t. fuln(Xt)> fexp, fuln(Xt+1)≤ fexp
37: if t = 0 or t ≥ c
38: continue
39: fnew← f −∑

t
i=1 fuln(Xi)

40: C′← AND(Xt+1, . . . ,Xk, fnew,c− t,E, p)
41: if C′ ̸=⊥
42: C←C′×X1×·· ·×Xt
43: Cout←C,c← cost(C)
44: return Cout
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