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Abstract
In this paper, we propose GNSS-WASP, a novel wide-area
spoofing attack carried by a constellation of strategically-
located synchronized transmitters. Unlike known attacks,
which are constrained by the attacker’s ability to track victim
receivers, GNSS-WASP manipulates the positions measured by
all the receivers in a target area without knowing the victim’s
positions. This allows GNSS-WASP to spoof a swarm of vic-
tims to another location while preserving their true formation
(i.e., their relative distances). This opens the possibility of ad-
vanced attacks that divert entire fleets of vehicles and drones
in a large area without the need to track specific victims. As
such, GNSS-WASP bypasses state-of-the-art spoofing counter-
measures that rely on constellations of receivers with known
distances and those that rely on sudden, unpredictable move-
ments for spoofing detection. While previous works discuss
the stringent requirements for perfect spoofing of multiple
receivers at known fixed locations, GNSS-WASP demonstrates
how to spoof any number of moving receivers at unknown
positions in a large area with an error that can remain hidden
behind the legitimate noise. In addition to extensive simula-
tions, we implement a prototype of GNSS-WASP with off-the-
shelf software-defined radios and evaluate it on real GNSS
receivers. Despite the error introduced by the proposed at-
tack, GNSS-WASP can successfully spoof two receivers while
maintaining their relative distance with an average error of
0.97 m for locations 1000 m away from the reference position.
Finally, we also highlight possible countermeasures.

1 Introduction

Global Navigation Satellite Systems (GNSS) provide world-
wide geo-localization and time-synchronization services in
real time. Multiple constellations and services such as GPS,
Galileo, GLONASS, and BeiDou have been developed by dif-
ferent countries, providing excellent coverage and accuracy.

A major threat to the security of applications using GNSS
is the feasibility of spoofing attacks, capable of altering the
position of a victim receiver.

In its simplest form, a spoofing attack consists of a trans-
mitter broadcasting the combined satellite signals visible at a
desired location, making any receiver in range of the attack
believe it is situated at this location [32]. In recent years, re-
ports of these attacks in the wild have increased, such as in
the world of aviation, where aircraft pilots have reported an
increasing number of suspected GPS spoofing incidents in
various areas of the world [27, 45] posing a real threat to the
safety and security of travelers.

Multiple countermeasures aiming at detecting spoofing
attacks have been proposed [50, 55] but no fundamental so-
lution to the problem exists. Since the position is calculated
from the arrival time of the signals broadcast by the satellites,
cryptographic authentication of the navigation messages is
generally insufficient to protect against spoofing. For exam-
ple, Montallebighomi et al. [41] have recently shown how
to bypass Galileo Open Service Navigation Message Au-
thenication (OSNMA) by selectively delaying satellite sig-
nals. However, some scenarios exist in which spoofing attacks
are particularly challenging and prone to detection.

The first such scenario involves spoofing a group of mul-
tiple receivers simultaneously while preserving the relative
distances of a set of receivers. Tippenhauer et al. [62] show
that this group spoofing problem severely constrains the at-
tacker in terms of number of transmitters required and/or
places at which they should be located. The complexity of
the attack exponentially increases as the number of receivers
increases. To further increase the complexity, such an attack
is specific to a set of fixed victims. Hence, checking the con-
sistency of the relative positions between multiple receivers
has been proposed as an effective countermeasure [34, 59].

The second challenging scenario involves spoofing a mov-
ing receiver. The attacker has to track the victim and con-
stantly update the spoofing signal. Sathaye et al. [52] propose
to detect spoofing by checking the consistency between GNSS
and inertial sensors while performing a sudden, unpredictable
movement. Tippenhauer et al. [62] observe that movements
are also a challenge for the group spoofing problem, as they
change the constraints on the attacker positions.
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Figure 1: GNSS-WASP vs. existing attack strategies - see Table 1 for details.
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Target Victim(s) in range Individual victims Individual victims 2D area above 3D area

Transmitters 1 One per victim One per sat. (>= 4) Array size One per sat. (>= 4)

Antenna type Omnidirectional Directional Directional Antenna array Omnidirectional

Synchronization n.a. Good Tight Tight Tight

Attacker
Placement

Any position
in range

Close to each
individual victim

Constrained by
victims positions

Ground below
attack surface

In line with
satellites

C
ap

ab
ili

tie
s Spoofed positions Same for all One per victim One per victim One per victim One per victim

Position updates By attacker By attacker By attacker By attacker/victim By attacker/victim

Relative distances Violated Preserved for target Preserved for target ≈ Preserved in area ≈ Preserved in area

Movements Preserved w/ update Preserved w/ update Preserved w/ update ≈ Preserved in area ≈ Preserved in area

C
ou

nt
er

m
ea

su
re

s Multiple Rx [34] High detection Low detection Low detection Low detection Low detection

Sensor
fusion [52]

Bypassed
w/ position update

Bypassed
w/ position update

Bypassed
w/ position update

Low detection Low detection

Exit area n.a. n.a. n.a. Bypassed w/ update Bypassed w/ update

Approximation
error in area

n.a. n.a. n.a. Low detection
High latency

Low detection
High latency

Su
m

m
ar

y

Main strength Simple design Flexible Scalable 2D area wide 3D area, scalable

Main limitation Inconsistent
positions

One antenna
per victim

Constrained by
victim positions

Wrong angle, 2D
Antenna array

Approximation
error

Implementation Many
E.g., [24, 32, 53]

Would use
multiple (a)

Math model at
fixed position

Mathematical
model only

Hardware prototype
Numerical model

Table 1: Attack strategies. Two defenses significantly increase spoofing complexity: (i) checking the consistency of the positions
of multiple receivers placed at known distances [34], and (ii) verifying the consistency of position and inertial sensors during
(unpredictable) movements [52]. The first constrains the number (b) or position (c) of the attack transmitters [62]. The second
forces the attacker to update its signal and (constrained) locations based on fine-grained tracking of the victims. To relax these
constraints, (d) [20] approximates the legitimate signal on a 2D surface using an antenna array on the ground and a Wiener filter,
but it has limited coverage and transmits from an easily-detectable angle. An ideal attacker would use the same locations as
the legitimate satellites. GNSS-WASP (e) places its transmitters in line with the satellites at lower altitudes. By construction, this
creates a 3D area where the ideal attack is approximated with a small error, and any victim is spoofed consistently. The higher the
attackers, the larger the 3D area. Outside the area, (e) converges to (a). A victim can detect (d, e) by exiting the area unless the
attacker updates its coverage. Distinguishing the approximation error of (d, e) from noise requires many measurements and high
latency. Of the advanced strategies, only (e) has a prototype and was tested on both software-defined and commercial receivers
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If these countermeasures are in place, simply impersonat-
ing the entire constellation with a single transmitter would
not be sufficient. Successful spoofing would require either
attacking each victim individually with directional transmit-
ters, which is not practical, or placing the attacker in a very
constrained set of locations [62], which would have to be
re-calculated and updated following the victim’s movements.
To relax these constraints and make the spoofing of drone
swarms more practical, Ceccato et al. [20] propose to approx-
imate the spoofing signal for all locations on a 2D surface,
using an antenna array placed on the ground and a Wiener
filter. However, coverage is limited to a plane and requires
many antennas to reduce the error. Moreover, the incorrect
angle (signal originating from the ground) is detectable. None
of these advanced strategies [20, 62] have been demonstrated
beyond a mathematical model.

In this paper, we present GNSS-WASP, a novel GNSS spoof-
ing attack that consistently manipulates the position of any
group of receivers in a target area. The consistency of relative
positions and movements of the receivers is preserved, albeit
with a minimal error hidden in natural noise. GNSS-WASP can
thus bypass state-of-the-art countermeasures [34,52]. A small
fixed number of attack devices (at least four) strategically
placed above the target area can spoof an arbitrary number of
victims. The attack assumes that the victims are within the
target area and does not require prior knowledge of the pre-
cise location of the victims or adjustments based on tracking
their movements within this space. Depending on the attack
scenario, an attacker can still move the effective attack area
to ensure victims stay inside its bounds, making GNSS-WASP
even more effective.

Successful group spoofing can be achieved by relaxing the
idealized constraints set by Tippenhauer et al. [62]. Instead of
analyzing how perfect GNSS receivers limit the positioning
of attacking transmitters we identify a transmitter geometry
which minimizes errors over a wide area. Figure 1 and Ta-
ble 1 compare GNSS-WASP with existing attack strategies and
requirements [20, 62].

We investigate possible GNSS-WASP-aware countermea-
sures and show that, although this attack successfully thwarts
detection strategies based on relative distances or movement
of victims, GNSS-WASP can be detected by a dedicated receiver
array that continuously collects error statistics. The trade-off
for these countermeasures is their increased complexity and
time requirement. Thus higher latency and cost is incurred in
detecting and validating the measured position.

We provide a theoretical model that explains the work-
ing principle of GNSS-WASP and analyze the errors within a
given target area. We extensively simulate different attack
scenarios on the open-source GNSS-SDR receiver and eval-
uate them against state-of-the-art countermeasures. Finally,
we implement a prototype of GNSS-WASP with off-the-shelf
software-defined radios and perform tests using commercial
GPS receivers. We show that GNSS-WASP can achieve an

average accuracy of up to 10.52 m in the derived position
of a single receiver against the ground-truth for locations up
to 750 m from the reference position. Even though the error
to the ground-truth increases as the receivers move further
away from the reference position, the relative distance be-
tween multiple nearby receivers stays close to the ground
truth. GNSS-WASP can spoof two receivers located at approxi-
mately 10 m distance from each other, while maintaining their
relative distance with an average error of 0.97 m for locations
1000 m away from the reference position. In short, we make
the following contributions:

• We propose GNSS-WASP, a novel wide-area GNSS spoof-
ing attack, capable of consistently manipulating the po-
sition of an arbitrary number of victim receivers in a tar-
get area using a limited number of transmitters, without
knowing the victims’ precise locations and movements.

• We develop GNSS-WASP with a novel approach to group
spoofing. Instead of studying the requirements for spoof-
ing a specific group of receivers at known locations, we
analyze how a limited number of strategically placed
attack transmitters affect the error observed by receivers
within a targeted area.

• We implement GNSS-WASP in simulation and with a
prototype based on off-the-shelf software-defined ra-
dios synchronized with GPS Disciplined Oscillators
(GPSDOs). We extensively evaluate GNSS-WASP in mul-
tiple scenarios and against existing countermeasures.
For instance, GNSS-WASP can successfully spoof two re-
ceivers while maintaining their relative distance with an
average error of 0.97 m for locations 1000 m away from
the reference position. Additionally, through extensive
simulations, we show that GNSS-WASP can successfully
spoof a group of four receivers arranged in a square
formation in a 1 km2 area without being detected.

• We discuss possible mitigation strategies that can effec-
tively detect the attack based on the error introduced by
GNSS-WASP. Strategies such as measurements over a 1 s
rolling window and cumulative sum (CUSUM), along
with widely spaced receiver arrays, significantly improve
detection rates.

2 Background

Satellite Navigation Overview

GNSS signals use the Direct Sequence Spread Spectrum
(DSSS) technique as a multiple access scheme. Each satellite
vehicle is assigned a number to generate a pseudorandom
noise (PRN) sequence of 1s and 0s. The satellite uses this
sequence to spread and transmit data that enables the receiver
on the ground to i) obtain the current time and ii) calculate the
satellite’s position at the time of transmission of a particular
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message. It is important to note that the algorithm to generate
the PRN sequence has been made publicly available. These
messages are transmitted on frequencies within the L-band
(1 GHz to 2 GHz); for example, GPS uses L1, L2, and L5
frequencies. In this work, we primarily focus on civilian GPS
signal transmitted on L1 frequency.1 Upon start-up, a receiver
performs a 2D search of a particular PRN sequence in the
time and frequency domain. Next, the receiver tracks the car-
rier using the time delay and Doppler estimated in the earlier
step and calculates the pseudo-range between itself and the
satellites. Finally, the receiver calculates its own location once
it successfully estimates ranges to at least four satellites.

GNSS Attacks Overview

Satellite navigation systems are open systems by design; their
modulation schemes, spreading sequences, and signal process-
ing are public knowledge. This enables attackers to generate
fake signals to disrupt legitimate GNSS signals. Broadly, there
are two types of attacks on GNSS: 1) Jamming attacks, where
an adversary transmits high-power noise to jam or block le-
gitimate signals and deny GNSS services, and 2) Spoofing
attacks, where an adversary transmits pre-crafted signals and
forces all the receivers in its vicinity to calculate a location
of its choosing. Since GNSS signal construction is public
knowledge, there are several commercial systems that are
capable of generating signals from different satellite naviga-
tion systems [3, 7, 9]. Moreover, open-source software like
GPS-SDR-SIM [24] and Galileo-SDR-SIM [53] and inexpen-
sive Software Defined Radio (SDR) [1, 4, 26] allow users to
generate and transmit fake GNSS signals to deceive receivers
at a very low cost.

The receiver uses the common reception time or the com-
mon transmission time techniques [39] for pseudorange cal-
culation; a receiver can be deceived even by attackers with
a single antenna. Thus, most of the attacks described in the
literature so far consider an attacker with a single antenna.
In this attack type, the attacker generates signals from all
the visible satellites, adjusts their relative offsets, and trans-
mits a combined signal. However, such attacks can be easily
detected by leveraging spatially diverse observations of the
received signal. Receivers capable of motion can also use
sensor fusion techniques [22, 38, 61] to detect spoofing at-
tacks, as an attacker is required to constantly track the victim
receiver to generate an appropriate spoofing signal. Works
by Tippenhauer et al. [62] and Jansen et al. [34] introduce a
countermeasure where they use multiple co-located receivers
to detect a single antenna attacker. In theory [62] introduces
an attacker model that is capable of spoofing multiple co-
located receivers. However, such an attacker is heavily de-
pendent on the location of the victims, and the complexity
further increases if the victims move. An improved attack that
approximates the spoofing signal for all locations on a 2D

1L1 = 1.57542 GHz

surface was proposed in [20], but it requires an antenna array
on the ground. Refer to Figure 1 and Table 1 for a detailed
comparison of different attacker strategies and GNSS-WASP.
Furthermore jamming can be employed in combination with
spoofing, to avoid sudden jumps in receiver position as well as
to prevent re-acquisition of authentic signals during an attack.
The weak authentic signal is hereby overshadowed by the
combination of the attacker’s stronger signal and noise [32].

3 GNSS-WASP

GNSS-WASP is a novel spoofing attack strategy that manipu-
lates the position of any number of receivers in a target area,
preserving their relative distances and movements at the net of
a small error hidden in the noise. In this section, we highlight
the threat model, explain the attack strategy, and provide a nu-
merical model describing the intuition of our attack strategy.

3.1 Threat model

Contrary to prior works focusing on an attacker equipped
with a single transmitter, GNSS-WASP uses strategically
placed synchronized transmitters that transmit a generic non-
personalized spoofing signal. Unlike single-antenna attack-
ers, GNSS-WASP does not rely on prefabricated temporal align-
ment of the attack signal; instead, it leverages the spatial di-
versity of its victims to set the appropriate temporal alignment
of the arriving signal, just like a legitimate satellite navigation
system does. This requires the attacker to be able to place
at least four transmitters in specific locations. For this task,
we propose using drones equipped with RTK GPS for ac-
curate, centimeter-level positioning [8, 23, 28]. We assume
that the attack starts with a cold start or a smooth takeover,
and that the attack signal overshadows the legitimate trans-
missions, burying the signals from all legitimate satellites in
noise. Moreover, just like the legitimate GNSS constellation,
our attacker must also be able to synchronize the clocks on its
transmitters at the nanosecond level, which is possible using
GPS Disciplined Oscillators [10].

Since GNSS-WASP leverages the channel for temporal align-
ment of the spoofing signal, an attacker can affect a wide area
without knowing the precise location of its victims. However,
it still needs to know the approximate location of its target.
This is vital in ensuring proper coverage of the target area.
Next, we assume that the attacker has access to legitimate
satellites’ orbital information, as GNSS-WASP needs to closely
follow the trajectory of the satellite that it is impersonating.
We do not require the attacker to precisely track satellite tra-
jectories since satellite trajectories are known and ephemeris
data are publicly available [44]. In addition, since attackers
impersonate the satellites from a much lower altitude close to
the Earth, their position has to be updated at a very low speed
that drones can easily achieve.
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3.2 Attack Scenarios
The proposed attack is most effective when the attacker needs
to spoof multiple receivers simultaneously without personal-
ized spoofing signals and spoof receivers that are in motion
without having to track them precisely. Following are some
use-cases where GNSS-WASP is effective:

Co-located Receivers: In [62] authors give an example of
a ship with multiple receivers placed such that the distance
between each other is greater than the inherent noise of GPS
receivers. In the case of a single antenna attacker, to success-
fully spoof such a vessel, the attacker will have to individually
spoof each receiver. This is necessary to ensure the receivers
maintain their relative positions and preserve the constella-
tion’s geometry, even after spoofing. Here, GNSS-WASP can
effectively spoof without precisely tracking the vessel and
without individually spoofing each receiver.

Swarm of Autonomous Vehicles: Works like [31, 47, 54, 56]
have shown the ability to hijack a single UAV by attacking
their GPS receivers. However, these works focus on attack-
ing a single UAV. The popularity of UAV swarms is rising,
especially in surveying and search and rescue operations [12].
Moreover, works like [42] use UAV swarms to detect spoofing
collectively. Since GNSS-WASP leverages the channel and spa-
tial diversity, the swarm will maintain its formation, allowing
an attacker to gain complete control of the swarm without
knowing the precise location of each UAV. In this case, an at-
tacker will need to know the general area of the target swarm
and place its transmission antennas at a suitable distance.

INS/GNSS Spoofing Detection: Inertial Navigation Sys-
temss (INSs) based on inertial sensors such as accelerometers
and gyroscopes play a vital role in maintaining stability in
modern vehicles. However, they are highly accurate but per-
form poorly to provide long-term stability. Thus, they are
fused with GNSS measurements to get a more robust posi-
tion estimate. Strategies outlined in [22, 38, 52, 61] compare
inertial measurements and GNSS measurements to detect
GNSS spoofing attacks. Such techniques are very effective
in detecting attacks. When a receiver receives signals from
GNSS-WASP, the computed location is governed by the re-
ceiver’s motion and there-by with the changing channel be-
tween the transmitter and the receiver. This ensures that the
computed locations automatically align with the inertial mea-
surements, thus defeating any security checks as long as the
victims remain within the target area. Should the victim head
outside the area, the attacker could coarsely update the posi-
tion of the target area to ensure they stay inside.

Hidden Receivers: It is a common practice to install multiple
continuously operating ground reference stations to moni-
tor the integrity of GNSS signals within large facilities like
airports or industrial complexes. These receivers can detect

naive spoofing attacks provided there is sufficient spatial sepa-
ration between these receivers [34]. To execute an undetected
spoofing attack, an attacker will have to spoof each reference
station individually, requiring the attacker to know the ex-
act location of each receiver. In such a scenario, GNSS-WASP
can spoof these receivers without knowing their individual
locations while still maintaining their relative distances.

3.3 Attack Overview
GNSS-WASP leverages a multi-transmitter setup to spoof re-
ceivers distributed in a wide area. Refer to Figure 2 for a
graphical overview of the attack. Unlike previous spoofing
approaches that involve fabricating temporal alignment of
satellite signals, GNSS-WASP uses the channel to achieve tem-
poral diversity as legitimate satellites. GNSS-WASP uses a con-
stellation of flying drones equipped with transmitters. These
transmitters are synchronized to ensure phase and frequency
alignment. Each drone ‘shadows’ a satellite, i.e., it closely
follows the satellite’s orbit it is spoofing, thus replicating an
actual GNSS satellite constellation. The drones are positioned
along the axis that runs through the ideal satellite position
and a reference location R as depicted in Figure 2. Next, it
generates and transmits a signal such that the pseudorange
calculated at the drone’s location is y (See Figure 3). Since
signals from all attacker transmitters are synchronized, all
receivers located within the radio range of the attacker trans-
mitters can calculate a unique PVT solution depending on
their location relative to the attacker, just as they would with
legitimate GNSS satellites.

Ideally, the attacker should launch at least four transmitters
since that is the minimum number of satellites required to
estimate the position. An attacker can create a more realistic
illusion by increasing the number of transmitters and thus the
number of shadowed satellites. An attacker may even spoof
satellites from multiple constellations. The main limiting fac-
tor is the ability to deploy and coordinate many drones. When
receivers are located at the attack’s reference location, the sig-
nal generated by the attackers will be indistinguishable from
an actual signal. However, if the receiver is not present on the
axis of the attacker transmitter and the satellite, it experiences
a small systematic error, explained further in Section 3.4. As
receivers move further from the center of the attack, the mag-
nitude of these systematic errors increases in the observed
position. By moving transmitters further away from the ref-
erence position, an attacker can expand the area where the
magnitude of the systematic error stays small, making detect-
ing the attack more difficult.

3.4 Numerical Model
We provide a simple mathematical model to explain the work-
ing principle of GNSS-WASP and study the approximation er-
rors it introduces.
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Figure 2: Overview of GNSS-WASP. The goal is to convince
all receivers near the reference position R that they are instead
near the target location L while preserving the consistency
of their relative positions and movements. An ideal attacker
would replicate over R the legitimate constellation visible over
L. GNSS-WASP replicates the legitimate constellation approxi-
mately by placing the transmitters Ai at a constant distance
dAi

R on the line between R and the ideal attacker. Intuitively,
with this geometry, the errors caused by the approximation
are zero at R and small in the area nearby.

Receiver. The receiver estimates its unknown position P
and clock bias δt by solving a system of at least four equations
of the form:

ρ j = ||P−S j||+ c ·δt (1)

Where ρ j is the distance between the receiver and the satellite
measured from the time of arrival of the signal, S j is the
satellite’s position, and c is the speed of light. In practice,
the receiver does not look at absolute values of ρ j, but at the
difference in arrival time across different satellites.

Single satellite. GNSS-WASP uses multiple transmitters,
each impersonating one satellite. For simplicity, we first an-
alyze the behavior of a single transmitter/satellite pair and
then expand the results. Figure 5 depicts the attack geometry
and timings. The goal of the attacker is to convince receivers
near a reference position R that they are receiving signals
from a satellite at position S1 in the sky.2 Ideally, any vic-
tim receiver Vi should receive the spoofing signal at a time
proportional to its distance x from S1. To approximate this
behavior, the attacker places its transmitter at position A1 on
the line between the reference R and the satellite S1, but at a
lower altitude. The attacker delays its transmission time such
that its signal arrives in R precisely at the same time it would
arrive and was sent by S1. In particular, the attacker transmits
at ts + y/c, where ts is the transmission time that S1 would
use, y is the distance between A1 and S1, and c is the speed of
light. The attacker signal arrives at R at ts +y/c+w/c, where
w is the remaining distance between A1 and R, exactly like

2The actual satellite 1 is either not visible at position R, or the attacker
overpowers it. Only the spoofing signal from A1 is taken by the receiver.

Figure 3: Timing analysis for one satellite. The attacker
Ai impersonates satellite Si in an area near the reference lo-
cation R. For any victim Vi, the arrival time of the spoofing
signal should be proportional to its distance x from Si. To
achieve this, Ai stays on the line between R and Si, delaying
its transmission proportionally to its distance y from Si. R
receives the signal exactly at the expected time. Vi receives
it according to its position but with a small error caused by
the imperfect geometry (y+ z ≈ x). The closer Vi is to R, the
smaller the error. The closer A1 is to S1, the larger the area
where the error is small. The overall positioning error depends
on all the spoofed satellites the receiver uses.

the signal from S1 would. At a generic victim location Vi,
the behavior is slightly different. While the signal from S1
would start at ts and travel through a distance x between Si
and Vi, the attack signal starts at ts +y/c and travels through a
distance z between A1 and Vi. On the positive side, the arrival
time at Vi depends on its position as expected. On the negative
side, the attack causes a timing error of ∆t = y/c+ z/c− x/c,
corresponding to a distance error of:

∆d = y+ z− x (2)

The closer Vi to R and/or the closer A1 to S1, the smaller the
geometrical and timing errors ∆d and δt.

Overall solution and error regions. During the attack,
each range ρi estimated by the receiver is affected by an ad-
ditional error term ∆di per satellite S1 caused by GNSS-WASP,
calculated in eq 2. However, since the receiver uses a numeri-
cal solver, finding an analytical expression for the error on the
position is not trivial. A better approach consists of running a
numerical evaluation with and without attack. Figure 4 shows
an example of such analysis on a 20 by 20 grid of receivers
with 500 m spacing and attackers at 300m from the reference.
We set the clock bias to zero for simplicity and focus on the
position error. We observe that the error does not grow uni-
formly, creating three main regions. The error is small near
the reference location, and the consistency of absolute posi-
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Figure 4: Error analysis in a target area. The attacker is
placed at 300 m from the reference point (green triangle) at
the center of the figure. Each of the dots represents the po-
sition reported by a receiver belonging to a 20 by 20 square
grid over an area of 500 m by 500 m. The hue represents the
magnitude of the error (including the error in altitude), while
the grey lines connect the real position to the reported po-
sition (projected on the 2D map). The error is minimal in a
large area but increases towards the edges. The relative error
between any two points remains moderate.

tions and relative distances is well preserved. Further away,
the absolute position error proliferates, but relative distances
are still preserved well. Far from the reference, the satellites
appear similar to a single source. As long as they are in range,
victims believe to be located at the edge of the border area,
and consistency is not preserved. Figure 5 shows the mag-
nitude of the position error over different attacker distances
from a given reference location and time.

These results also apply to real receivers and generalize
to different locations, times, and attacker distances, as we
discuss in detail in Sections 4 and 5. In particular, in Section 5,
we study the error introduced by GNSS-WASP compared to
legitimate noise and discuss possible countermeasures.

In Appendix A (Figure 15) we evaluate synchronization
and positioning errors, and in Appendix B (Figure 16) we
show trajectories of moving receivers on the error map.

3.5 GNSS-WASP Prototype

To demonstrate the feasibility GNSS-WASP and to evaluate
its performance, we implement a prototype using commer-
cially available off-the-shelf hardware based on the attack
overview and the numerical model discussed in Section 3.3
and Section 3.4 respectively. Figure 6 presents a schematic
representation of GNSS-WASP prototype. Two main compo-
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Figure 6: Design Schematic A WASP controller performs
satellite allotment and sends a common transmission to WASP
units. Each WASP unit is responsible for shadowing and im-
personating a single satellite.

nents of GNSS-WASP are: i) the WASP Controller and ii) the
WASPs. The WASP controller is responsible for satellite allo-
cation and WASP synchronization. It also transforms satellite
orbits into a flight path that a WASP can follow to shadow the
assigned satellite (Refer to Figure 2). Each WASP is equipped
with a signal generator that generates a signal as seen by the
transmitter at its current location for the allocated satellite. It
then interfaces with an RF frontend to transmit the generated
samples precisely at the assigned time.

The success of GNSS-WASP depends on its ability to trans-
mit satellite signals synchronously to avoid any inconsisten-
cies in the pseudoranges derived by the receiver and to min-
imize the error explained in Section 3.4. Given the spatial
diversity of WASPs, the accuracy requirements of satellite
navigation, and the ease of availability and implementation,
we use GPSDOs in GNSS-WASP for over-the-air clock synchro-
nization. It combines a GPS receiver and a stable oscillator
that uses a broadcast GPS signal as the timing source to dis-
cipline the oscillator and generate a stable 10 MHz signal,
which an SDR can use to discipline its clock. The broadcast
nature and wide-area coverage of GPS enable multiple SDRs
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(b)
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(d)

(e)

(a)

Figure 7: GNSS-WASP Evaluation Setup (actual). A photo
of the actual prototype and the evaluation setup. Six USRP
B210s equipped with GPSDOs (a) are controlled by four
Raspberry Pis (b) and two consumer laptops (e). A co-
ordinator (e) interfaces with all the controllers over a local
area network. It provides instructions on internal clock syn-
chronization, spoofing signal generation, and transmission.
These signals are combined by a splitter (c) and received by
uBlox M9N receivers (d) for further offline evaluation.

to synchronize and have a common time and clock reference.
As per the specifications, with a proper GPS lock, Commer-

cially available off-the-shelf (COTS) devices like USRP B210
using a GPSDO can achieve clock stability up to ±1 ppb [10].
Each WASP runs a real-time GPS signal generator derived
from popular signal generation software GPS-SDR-SIM [24].
The signal generator interacts with the USRP through C UHD
API [11] calls and configures the board to use GPSDO as a
time and clock source. Next, we use the has_time_spec flag to
set a common transmission time derived from GPS. It is im-
portant to note that GNSS-WASP is designed to be implemented
with readily available hardware and software components.

4 Evaluation

This section presents a performance and security evaluation
of GNSS-WASP. Specifically, we evaluate the stability and ac-
curacy of the PVT solution estimated by hardware receivers
manufactured by uBlox and a software receiver. Our primary
performance evaluation metric is the error in the position esti-
mated by the receiver and the target position represented in
the form of distance.

4.1 Evaluation Setup

To validate the feasibility of our attack, we use COTS hard-
ware and software for GNSS-WASP implementation. Our eval-
uation setup uses a consumer-grade laptop as the WASP con-
troller. This controller connects to six WASPs over a local area
network. We use USRP B210 software-defined radios [26],
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Figure 8: GNSS-WASP Location Spoofing Accuracy A com-
parison of location spoofing accuracy of the prototype.

each equipped with a GPSDO module to have a stable clock
source and synchronize transmission time between all radios.
Each USRP is connected to a Raspberry Pi 5 and is responsi-
ble for spoofing a single satellite.

Since we perform all our evaluations using a wired setup,
we had to implement a simple channel model that adds appro-
priate signal delay and phase distortion as experienced by a
receiver at a certain location. It is important to note that this
is required because of the ethical, safety, and legal issues as-
sociated with over-the-air transmission of GNSS signals. We
ensure that there is no signal leakage. This channel model is
not required in a real attack scenario since the actual channel
between the WASP and the receiver will add these. Finally, the
transmitted signals are combined using Mini-Circuits ZB8PD-
2-S+ splitter/combiner [5] and passed on to a GNSS receiver.
We evaluate our attacks on two different receiver models,
uBlox XPLR M9 and uBlox MAX M8Q. Figure 7 shows an
image of the actual evaluation setup.

4.2 Location Accuracy and Stability

As described earlier in Section 3.4, the victim receiver will
experience a numerical error the farther it is from the refer-
ence position. We used our prototype to evaluate how a real
receiver processes the spoofed signal generated by USRPs
synchronized with GPSDOs. In this test, we select a reference
position in Paris and generate eleven scenarios where the
spoofed location is at a specific distance from the reference
position. Since we are limited to wired transmissions, this
approach helps to evaluate the performance of GNSS-WASP
at different locations. It is important to note that we must
simulate the channel in our evaluation setup since we are
not transmitting the generated signal over the air; however,
this step is not required in real life. The test sequence is as
follows: first, we use the WASP controller to set a common
transmission time once all the USRPs are locked to the GPS
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Figure 9: Four receivers with known separation. We place
four receivers at known distances and collect legitimate po-
sition data overnight. Then, we connect them to GNSS-WASP
and test four spoofing scenarios at different distances from the
reference position. Both the average positions (black dots and
colored markers) and the distribution of single measurements
(shadowed dots) are visible. The figure intuitively shows that
i) even legitimate measurements are affected by noise, ii) the
absolute position error (which cannot be calculated by a vic-
tim in lack of ground truth) increases with the distance from
the reference, but iii) within the uncertainty caused by noise
the relative distances across receivers remain consistent, pre-
venting detection with classic multi-receiver countermeasures
that would expect all positions to collapse in one point under
a single-antenna attack. Detailed numerical data are shown in
Table 2 and an evaluation of GNSS-WASP-aware countermea-
sures is presented in Figure 13.

signal. Second, we configure the channel model to simulate
the channel experienced at the target location when a WASP
is 5 km from the reference position. Third, we start the uBlox
receiver and dump geo-coordinates. We repeat this for every
target location. Figure 8 shows the results of this experiment,
where we plot the error in the received and target locations.
Along with data gathered from real receivers, we also include
data from an offline simulation that uses GNSS-SDR and
the values from the numerical model for comparison. Here,
we can observe that a real receiver follows the error estima-
tion obtained through numerical modeling from Section 3.4.
However, the two traces contain some irregularities, as the
real receivers are black boxes, which are generally considered
non-deterministic. Moreover, during each run, GPSDOs may
drift depending on environmental conditions.

Figure 8 shows the results of this experiment, where we
plot the error in the received and target locations. Along with
data gathered from real receivers, we also include data from
an offline simulation that uses GNSS-SDR and the values
from the numerical model for comparison. Here, we can ob-
serve that a real receiver follows the error estimation obtained

through numerical modeling from Section 3.4. However, the
two traces contain some irregularities as the real receivers are
black boxes and are generally considered non-deterministic.
Moreover, during each run, GPSDOs may drift depending on
environmental conditions.

4.3 Attack on Multi-receiver Setup
One of the main benefits of GNSS-WASP over conventional
spoofing techniques is that GNSS-WASP is agnostic of receiver
location, and it can spoof multiple receivers without experienc-
ing the group-spoofing problem described in [62]. Assuming
a conventional single antenna attacker model, several works
like [34,68] have proposed countermeasures that use multiple
receivers to identify a spoofing attack. To show resilience to
such a strategy, we performed an experiment comparing the
error distribution of a formation of four hardware receivers
processing legitimate signals and processing signals gener-
ated by GNSS-WASP. A formation of four receivers was also
used in [34] to successfully evaluation of the multi-receiver
countermeasure against spoofing attacks. For this test, we
first set up four Raspberry PIs with a Uputronics Raspberry
Pi+ GPS Expansion Board running a Ublox MAX-M8Q GPS
chip on the rooftop of our building. We let them gather data
overnight. Next, we create four attack scenarios where we
set the reference point at a distance of 10 m, 250 m, 500 m,
and 1000 m. The position of our attack transmitters is de-
cided only by the position of the reference and not by the
individual positions of the receivers under attack. We follow
the same methodology as Section 4.2 to gather data. In total,
we ran sixteen scenarios (four for each receiver) and evalu-
ated the error distribution over a 5-minute trace. Results are
shown in Figure 9 and Table 2. In Section 5.4 we will evaluate
GNSS-WASP-aware countermeasures on these data.

5 WASP-Aware Countermeasures

Countermeasures based on multiple receivers [34] and sensor-
fusion [52] work under the assumption that practical attacks
(e.g., single transmitter) cause large inconsistencies and ad-
vanced strategies (e.g., multiple transmitters) are impracti-
cal. In their original form, they are ineffective at detecting
GNSS-WASP within the 3D area where consistency is pre-
served. In this section, we study to which extent GNSS-WASP
can be identified from the approximation error it introduces,
and we discuss strategies to improve detection.

5.1 Detection Game
In line with previous work on countermeasures, through a
potential victim’s perspective, we informally define a secu-
rity game involving the legitimate constellation, the attacker
who wants to impersonate it, and a defender with grids of
moving receivers placed in known formations. The goal of
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the defender is to reliably distinguish whether its position
was derived from the legitimate satellites or from the attacker
impersonating them. More formally, the defender attempts to
distinguish the following two hypotheses:

• H0: The receivers are not under spoofing and are comput-
ing their position using legitimate signals from legitimate
satellites.

• H1: The receivers are under spoofing of a GNSS-WASP at-
tacker and are computing their position from the signals
transmitted by the attacker.

In practice, neither the attacker nor the defender always
win. On the one hand, the test occurs under noisy conditions,
and the defender has some probability of making wrong deci-
sions. On the other hand, GNSS-WASP introduces a small but
deterministic position error that helps detection. The defender
is characterized by the tradeoff between False Acceptance
Rate (FAR) and False Rejection Rate (FRR):

• FAR = P(Decision = H0 | H1): the probability of accept-
ing spoofed measurements as legitimate.

• FRR = P(Decision = H1 | H0): the probability of reject-
ing legitimate measurements as spoofed.

As GNSS is typically used in real-time applications such
as for the navigation of moving vehicles, having low decision
latency and low false rejection rates is generally important.

5.2 Legitimate-vs-Attacker Error Modeling
We model the position estimation with and without spoofing
in place. In both cases, the receiver finds its position P and
clock error δt by solving a system of equations of the form:

ρi = ||P−Si||+ c ·δt (3)

where the pseudorange ρi is the noisy estimate of the dis-
tance between satellite and receiver obtained from the arrival
time, Si is the position of the legitimate satellite, ||P−Si|| is
their geometrical distance, and c is the speed of light. In the
legitimate case, the pseudorange can be written as:

H0 : ρ
H0
i = ||P−Si||+ c ·δt + δd︸︷︷︸

noise

(4)

where c ·δt is the error caused by the receiver’s clock being
less accurate than the satellite’s one, and δd is the measure-
ment error due to other factors such as the receiver’s noise,
multipath, and ionospheric and tropospheric delays. Previous
work has shown that the variance of this error can amount to
several meters [2]. Like the position P, also the clock error δt
is an unknown that the receiver estimates by solving at least
four equations. Under a GNSS-WASP attack, the pseudorange
is:

H1 : ρ
H1
i = ||P−Si||+ c ·δt + δd︸︷︷︸

noise

+ ∆di︸︷︷︸
attack bias

(5)

where the additional term ∆di is the deterministic error intro-
duced by the GNSS-WASP attack geometry. This error can be
calculated from the positions of the attacker, satellite to im-
personate, victim and reference, as we explained in Section 3
and Figure 3. The attacker advertises its position as that of the
satellite to impersonate, hence the term Si remains the same
even if the attacker is located at much lower altitude.

The main advantage for the defender, and problem for the
attacker, is that the geometry of the GNSS-WASP attack intro-
duces a deterministic bias ∆di on the pseudorange estimates.
Even if it is minimal within the 3D area, it can eventually be
detected by a motivated defender either with a sufficient num-
ber of measurements or by exiting the area. For simplicity, we
assume that the noise δd affects both legitimate satellites and
attacker transmitters in a similar way. This is because receiver
noise affects the reception of both, and other effects can be
generally predicted and simulated by the attacker.

As explained in Section 3, legitimate noise and attacker
bias propagate to the position estimate through the numerical
solution of the system of equations performed by the receiver,
and can be evaluated numerically. The positions become:

H0 : PH0 = P+ δP︸︷︷︸
noise

(6)

H1 : PH1 = P+ δP︸︷︷︸
noise

+ ∆P︸︷︷︸
attack bias

(7)

where δP is the legitimate noise caused by δdi and ∆P is the
bias caused by ∆di of each satellite. Figure 5 and Figure 4
in Section 3 present examples of numerical evaluation of ∆P.
The error might change over time as the constellation moves.
A defender knowing the distance between two receivers can
try to distinguish the following two hypothesis:

H0 : dH0 = ||PA −PB +δPA −δPB︸ ︷︷ ︸
noise

|| (8)

H1 : dH1 = ||PA −PB +δPA −δPB︸ ︷︷ ︸
noise

+∆PA −∆PB︸ ︷︷ ︸
attack bias

|| (9)

where ∆PA−∆PB is the combined effect of the bias at A and B.
This case also covers a defender with one receiver that moves
from A to B and knows the distance it traveled (e.g., using
inertial sensors). As the errors in nearby locations have similar
directions and magnitudes, the error on the relative distance
is often small even if the absolute error on the individual
positions is large, increasing the attack area.

The defender uses a statistical test to decide whether a given
position is legitimate (H0) or spoofed (H1). For simplicity, we
use a similar approach as [34], but adapted to our specific
models for H0 and H1, as follows. The defender estimates the
distribution of distances for H0 under legitimate conditions,
and chooses a threshold γ to detect outliers. The threshold
can be tuned to obtain different tradeoffs between FAR and
FRR. When evaluating grids with more than 2 receivers, we
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measure all possible distance pairs and declare spoofing if one
of them is an outlier. Indeed, the direction of the attacker bias
changes with the receiver location (see Figure 4 in Section 3)
and might match one of the pairs but not the others.

Difference with prior work. Consider two receivers at po-
sitions PA and PB, with distance ||PA −PB||= 50m, and 5m
of legitimate error on each. In the legitimate scenario the
distance is dH0 = (50±10)m, whereas under an attack with
single transmitter both receivers compute the same position
and the distance is dH1 = (0±10)m. The defender can easily
distinguish the two cases [34]. Alternatively, assume that the
two positions are within the area of a GNSS-WASP attack, and
that the bias is ∆PA = 2m and ∆PA =−2m. The distance un-
der attack becomes dH1 = (54±10)m, and cannot be easily
distinguished from the legitimate dH0 anymore. GNSS-WASP
might either increase or decrease the distance. Hence outliers
can be either larger or smaller than the legitimate distribution.

Advantages and Limitations of Repeated Measurements.
A countermeasure could leverage multiple independent mea-
surements to distinguish the attack bias from Gaussian noise.
We test two different methods: aggregating measurements
over a sliding window and CUSUM [30, Section 6.3.2.3].
While aggregating measurements improves detection, it also
has limitations. First, it increases the detection latency, which
might be problematic for vehicles traveling at high speed.
Second, the bias is deterministic for a given time and loca-
tion but varies over time with satellites’ movement and across
positions with victims’ movement. Hence, its effect across
multiple measurements does not necessarily always add-up as
it can also decrease (e.g., see experimental data in Figure 17 in
Appendix B). Finally, biases in legitimate measurements (e.g.,
due to multi-path in urban areas) can cause false positives.

Generality. Our model describes the attack bias on abso-
lute and relative positions, and hence the fundamental reason
why detection is possible regardless of the method applied.
Only relative errors are useful, as the defender does not know
its absolute position, but can compare differential measure-
ments (e.g., distances, acceleration). In Section 7 we provide
a broader overview of existing countermeasures.

5.3 Numerical Evaluation
To evaluate the countermeasures, we use the mathematical
model that we have presented in Section 3, to which we add
the capability of adding noise on the pseudoranges. In favor of
the defender, we consider only the noise caused by the receiver
(accounting for around 0.3 m to 1 meter of deviation) [2]. We
exclude other sources of error, such as ionospheric delay and
multi-path (accounting for several meters of error) whose
effect can be observed in Figure 9. Typical consumer receivers
estimate their position at 10 Hz
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(a) σ = 1m, 2x2 defender grid with 100 m spacing.
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(b) σ = 0.3m, 2x2 defender grid with 100 m spacing.

Figure 10: False acceptance rate. The maps show the FAR
for GNSS-WASP in a 10.24 km2 area around the reference (red
marker). The defender has a grid made of 4 receivers spaced
by 100 m and the attackers are at 5 km from the reference.
The FRR is 2−9. We vary the level of receiver noise between
1m (a) and 0.3m (b) and we neglect other sources of legiti-
mate errors such as multi-path that would favor the attacker.
Despite the favorable conditions for the defender, GNSS-WASP
is successful in a large area (yellow) in both cases: more than
1 km2 for (a) and approximately 0.25 km2 for (b).

Moving Receiver Grids. We investigate the effectiveness
of receiver grids to detect GNSS-WASP with 8 attackers placed
at 5 km from the reference. The receivers are placed at known
relative distances from each other (e.g., on a large vehicle or
on the members of a swarm). Since the grids move over time,
the ground truth position is assumed to be unknown.

We consider a large 2 by 2 grid made of 4 receivers with a
spacing of 100 m. The grid measures the known distances on
each of the 6 non-directed edges between nodes. Given the
large spacing and multiple edges in different directions, this
scenario favors the defender. It would be practical for large ve-
hicles (e.g., boats) but not for smaller ones (e.g., cars, drones)
unless they travel in a formation. For the evaluation, we con-
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Figure 11: False acceptance rate with aggregation. Aggre-
gating measurements over a 1 s rolling window reduces the
FAR compared to Figure 10a. However, such latency might
be already unacceptable at high speeds.

sider a grid of regularly spaced locations in a 10.24 km2 area
around a given reference.

We first estimate the legitimate noise by collecting 10000
measurements at each of 100 locations randomly selected in
the area. We compute the distances between the defender’s
nodes using all three dimensions (longitude, latitude, and
altitude). We normalize the distance measured on each edge
by subtracting its known length. Based on these data, we
select a threshold such that the False Rejection Rate is 2−9.
Such large FRR favors the defender, as smaller values would
require more generous thresholds and increase the attacks’
success rate. We do not assume a specific data distribution
and simply run the countermeasure for multiple threshold
values until the correct one is found.

We test our countermeasure on a different day, collecting
10,000 ideal measurements and 10,000 measurements with
GNSS-WASP for each possible defender’s grid location. Set
#1 corresponds to the case when the receivers are receiving
their signals from the legitimate satellites (H0). In contrast,
set #2 corresponds to the receivers being under spoofing from
the GNSS-WASP transmitters. We then estimate the False Ac-
ceptance Rate as the number of measurements for which the
grid does not detect the attack over the total number of mea-
surements in the attack scenario and the FRR as the number
of false alarms over the total number of measurements in
the legitimate scenario, assuming that the defender uses the
threshold identified in the previous phase.

We repeat the experiments for two different levels of re-
ceiver noise on the pseudoranges: standard deviation σ =
0.3m and σ = 1m. Recall that these cases favor the defender.
We also conduct a similar evaluation in Section 5.4, compar-
ing the attack performance with data collected in the field.

Results are shown in Figure 10. On the one hand, they
demonstrate that GNSS-WASP is successful on large areas de-
spite the countermeasure. On the other hand, they highlight

−1500−1000 −500 0 500 1000 1500
Horizontal distance from reference (m)

−1500

−1000

−500

0

500

1000

1500

Ve
rt

ic
al

 d
is

ta
nc

e 
fr

om
 r

ef
er

en
ce

 (m
)

0.0

0.2

0.4

0.6

0.8

1.0

Fa
ls

e 
Ac

ce
pt

an
ce

 R
at

e 
@

FR
R

<
2−

9

Figure 12: False acceptance rate with CUSUM. Detection
is even more effective than with a sliding window.
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Figure 13: Countermeasure on real hardware. FAR-FRR
curve for different distances from the reference. The FAR is
high for small FRR, and lower for larger distance. CUSUM
is generally better.

that the approximation error introduced by GNSS-WASP can
eventually be detected by a grid moving away from the refer-
ence (unless the attacker updates the reference).

Evaluating repeated measurements. We evaluate two de-
tection strategies; i) moving average of 10 samples, and ii)
CUSUM, with a detection sigma of 1. In both cases, we train
the thresholds and test the detector on the same datasets as
before. Results are shown in Figures 11 and 12.

5.4 Evaluation with Real Hardware
We also analyze the countermeasure for the attack on a multi-
receiver setup that we have presented in Section 4, shown
in Figure 9. We use one set of real measurements taken from
the two commercial receivers to estimate the threshold that
gives a desired FRR. Then we test the FRR using our pro-
totype (connected via cable). Figure 13 shows the FRR as a
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function of the desired FAR, for the attack at three different
distances from the reference. For low FRR the FAR is high.

6 Discussion

Limitations: The most influential factor that ensures the suc-
cess of GNSS-WASP is precise time synchronization between
all the radios. Satellite navigation heavily depends on pre-
cise clocks and is extremely sensitive to clock drifts, and
thus, GNSS-WASP can easily break if the clocks are not syn-
chronized. The GPSDOs we use in our prototype guarantee
synchronization errors of ±50 ns with clock stability up to
±1 ppb. The ideal operating temperature is 25°C. During
our experimental evaluation, we observed that factors like
ambient temperature and uniformity in GPSDO antenna ca-
ble lengths significantly impact the stability of the clocks,
thus causing the USRPs to be out of sync. As seen in Fig-
ure 14, these effects directly impact the position calculated
by the receiver. Thus, we encountered difficulties in properly
evaluating GNSS-WASP on a warm summer day. However, an
attacker can send over-the-air clock corrections to WASPs
like the real GNSS by setting up monitoring stations at known
locations. Our attack strategy involves high-flying drones that
shadow real satellites. In practice, it is possible that these
drones do not track the satellite’s trajectory perfectly. Even
though drones capable of achieving centimeter precision with
RTK-GPS are available nowadays [6, 8], they are still sensi-
tive to wind, thus introducing another source of error. Since
the coverage of GNSS-WASP is limited, a swarm of dedicated
receivers can move around strategically to detect the attack
and even find a path out of the spoofing region. However,
extensive work is being done on identifying and tracking
drones and other vehicles through audio localization [16, 67],
RF localization [18, 60], and even optical and thermal sen-
sors [21, 58]. Integration of these technologies will enable
GNSS-WASP to roughly follow the swarm’s movement to keep
it inside the target area. Unlike legitimate satellite navigation
systems with global coverage, GNSS-WASP and other spoofing
attacks have limited coverage. Any target transitioning be-
tween the affected and non-affected areas experiences a jump
in its position. Its magnitude depends on several factors like
location offset introduced by GNSS-WASP and the direction
in which a target enters the spoofing region. Depending on
the magnitude of this jump, a receiver may raise an alarm by
detecting high variance in the PVT solution or inconsistency
in INS/GNSS fusion. Notably, this jump will be an isolated
incident because it will occur only when the target transitions;
once the target has acquired the signal from GNSS-WASP, the
receiver will not experience these jumps. Moreover, given
the inherent noise in GNSS, most countermeasures observe a
window of several measurements to avoid false positives.

Gap to Real-World Demonstration: We have demonstrated
the feasibility of GNSS-WASP with a mathematical model and
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Figure 14: Effect of GPSDO alignment. Synchronization
amongst transmitters depends on the stability of GPSDO.
When clocks are synchronized (orange trace), the spoofed
location is very close to the target location with an average
error of only 2.0768 m. In contrast, unsynchronized clocks
(blue trace) result in a larger average error of 48.9977 m.

a proof-of-concept implementation with real hardware over
a wired connection. A full demo would require over-the-air
transmission of real GPS signals, which would violate reg-
ulations and might cause harm. It would also require addi-
tional engineering efforts to deploy the RF equipment on the
drones, and design appropriate flight control systems. The
altitudes, speeds, and transmission powers required are within
reasonable values for the capabilities of existing technology.
Executing the attack may involve additional techniques often
combined with spoofing, such as jamming receivers to force
a cold start or gradually overtaking victims by smoothly ad-
justing power and position. The attack performance would
depend on the quality of the drones, and external weather
conditions such as wind speed and temperature, and would
require an extensive field evaluation in different conditions.

Extending Selective Delay Attacks: Owing to the broadcast
nature of GNSS signals, it is possible to launch relay/replay
attacks where an attacker records GNSS signals in one place
and then either relays the signals near the target or replays
the signal on a later date. These practical attacks have been
demonstrated in works like [41] and [36]. The main advan-
tage of these attacks is that they are effective even against
cryptographic countermeasures, such as the recently launched
OSNMA. GNSS-WASP can be extended to support a selective
delay attack using directional antennas and relaying satellite
signals with a slight delay. This approach is inspired by Mo-
tallebighomi et al. [41]. However, it will relay the original
signal with an added delay instead of re-generating it.

Minimizing The Effect of Bias: The bias introduced by
GNSS-WASP can be reduced by increasing the altitude of the
transmitters, but cannot be eliminated unless they are placed
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in orbit. As the error is smaller close to the reference, the
attacker can also coarsely update the reference to keep it close
to the group of receivers it wants to target, still without having
to finely track and spoof each individual receiver.

7 Related Work

Satellite navigation plays a crucial role in modern systems. It
serves as a source of accurate position information and precise
timing information. The importance of satellite navigation
systems in safety—and security-critical applications and their
fundamentally insecure design have piqued the interest of
authorities, academicians, and some antisocial elements. The
earliest accounts of the susceptibility of GPS to spoofing and
jamming date back to 1992 [64]; since then, our understand-
ing of GNSS threats and spoofing capabilities has come a long
way. The comprehensive analysis presented by Tippenhauer
et al [62] enhanced the understanding of GPS spoofing. They
state the requirements for a successful GPS spoofing attack
and present countermeasures that leverage the spatial limita-
tions of a single antenna attacker. Since then, several works
have been published that focus on demonstrating the impact
of GNSS spoofing and jamming [40]. These include power
grids [57], road navigation systems [19, 43, 69], autonomous
vehicles [35,47,54] and yachts [63]. The scientific community
is also engaged in active research on countermeasures. On a
high level, they can be classified as follows: 1. Physical layer
anomaly detection techniques that monitor various parame-
ters like noise level, clock errors, the angle-of-arrival of the
signal, and cross-ambiguity function. For instance, in [51,66],
authors present a strategy to detect auxiliary peaks to iden-
tify malicious signals. In [17, 37] authors provide a spoofing
detection mechanism based on identifying errors in angle-
of-arrival and direction of arrival of satellite signals. These
methods generally apply to any attack including GNSS-WASP,
though GNSS-WASP has an advantage: the physical-layer char-
acteristics of GNSS-WASP’s signals (e.g., delay, power, angle
of arrival) naturally change in different areas of the target area,
consistently with the distance and angle from each individual
transmitter (and thus with the satellite that it impersonates).
2. Cryptographic countermeasures, this category of counter-
measure focuses on providing authenticity and confidentiality
of navigation messages through using cryptographic primi-
tives. Since GNSS is designed to be a free and open-to-all
system, keeping the spreading codes secret is not feasible.
Broadly, there are two strategies for verifying the authen-
ticity of received signals: i) navigation message authentica-
tion (NMA) [29, 65] or ii) spreading code authentication
(SCA) [13]. As discussed in Section 6, authentication would
complicate the attack implementation (e.g., requiring a relay)
without fundamentally preventing it. 3. PVT Consistency,
these countermeasures focus on spotting inconsistencies in
the derived PVT solution across multiple systems, including
other satellite navigation systems [46], crowd-sourcing [33],

and correlation between civilian and military signals [49].
As long as a victim can obtain another trusted positioning
source with sufficient accuracy, even an ideal attack imper-
sonating the full constellation would be detected from the in-
consistent spoofed position. 4. Sensor-fusion, several works
like [22,38,52,61] leverage the short term accuracy of inertial
sensors to detect errors in GPS measurements through sensor-
fusion algorithms. These works leverage the sensitivity of
sensor-fusion algorithms to inconsistencies in the measure-
ments. Similar observations as for countermeasures based on
multiple receivers apply. Assuming that a receiver starts a
trajectory from within the target area, its measured position
would change consistently with its movements, and thus with
other sensors like INS. Only the attack bias as discussed in
Section 5 could eventually reveal the attack. However, while
the uncertainty on the fixed position between two receivers
can be very low, the output of INS might experience signifi-
cant drift over time and needs to be corrected with GPS itself.

Despite the development of effective countermeasures, in-
cluding cryptographic countermeasures and robust receivers,
GNSS technology still remains vulnerable to physical layer
relay/replay attacks as shown in [36,41] and forward-error es-
timation attack demonstrated in [48]. Even countermeasures
that rely on combining authenticated and non-authenticated
signals can be defeated, as demonstrated in [14]. Moreover,
most of these works, including both attacks and counter-
measures, focus on the naive single-antenna attacker and
fail to consider a more complex multi-antenna attacker
like GNSS-WASP.

8 Conclusion

Global Navigation Satellite Systems provide accurate posi-
tioning for millions of users and many sensitive applications.
In this paper, we have proposed GNSS-WASP, a novel spoofing
attack that can simultaneously and consistently manipulate
the position of many victim receivers in a target area without
any prior knowledge or tracking of their position. This enables
novel attack scenarios such as diverting entire swarms of mov-
ing vehicles with minimal effort. The error introduced by the
attack is minimal and it is hidden in the natural noise and inac-
curacy of the measurements. We have evaluated GNSS-WASP
by means of extensive modeling, simulation, and testing on
real GPS receivers with a prototype implementation based on
off-the-shelf software-defined radios. GNSS-WASP can spoof
two receivers while maintaining their relative distance with
an average error of 0.97 m for locations 1000 m away from
the reference position. We have shown that current state-of-
the-art countermeasures based on checking the consistency of
positioning across multiple receivers or sudden movements
can be bypassed with high success rate by GNSS-WASP, and
we have proposed improved detection methods.
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10 Ethics Considerations and Compliance
With the Open Science Policy

The study presented in this paper did not involve any hu-
man subjects. Following the best practices in this domain, the
experiments involving transmission of GNSS signals were
carried over wired connections and at low power in a con-
trolled environment, ensuring the absence of any leak to the
wireless spectrum and preventing any interference with the
real system. After presenting a novel spoofing attack, we thor-
oughly developed and evaluated better defense strategies to
mitigate the risk.

To facilitate the replication of our findings and in accor-
dance with the open science policy, we published the Python
code and configurations that we used to model the effects of
GNSS-WASP on receivers and submit it for artifact evaluation.
More specifically, we included all Python scripts required for:
(a) data generation and visualization for error magnitude on a
map in Figures 4, 16, (b) evaluation of error magnitude over
distance from reference/distance of attacker in Figure 5, (c)
modeling of attack detection for multiple receivers over time,
with noise on pseudo-ranges in Figures 10, 11, 12, (d) model-
ing of position and synchronization errors in implementing
the attack in Figure 15. We also released the datasets and anal-
ysis code required to generate: (e) the experimental spoofing
accuracy in Figure 8, (f) the experiment with a 4-by-4 receiver
grid in Figures 9, 13, 17, and Table 2, (g) the experimental
synchronization error in Figure 14.

The export of dual-use technology is strictly regulated by
export control laws worldwide. This is receiving increasing
attention, including at our institution [25], and requires careful
assessment. Even though some of the components of our
prototype are open-source [24] and implement known attacks,
our work presents a new attack with stronger capabilities. Due
to potential dual use and export control considerations, and
after consulting with the export control team at our institution,
we decided not to release the code used to setup and run the
attack on physical hardware (shown in Figures 6 and 7), used
to generate the datasets for Figures 8, 9, 13, 14, and Table 2.

Artifacts available at https://zenodo.org/records/
14734238.
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A Tracking and Synchronization Errors

Spoofing accuracy depends on the positioning of the drones
carrying the transmitters, and their clock synchronization. We
assume centimeter-level accuracy in drone placement using
Real-Time Kinematic GPS [15, 23, 28], and synchronization
in the order of ±50 ns using a GPSDOs [10]. We also as-
sume that any systematic error can be easily corrected (e.g.,
through calibration) and that only Gaussian noise is left. We
quantitatively evaluated the impact of these two problems in
simulation (with an area of 10.24 km2, attackers at 5000 m
distance, 1000 measurements per location, 1 m standard de-
viation on the position of the transmitters, and 15 m standard
deviation on the pseudo-ranges, corresponding to ≈ 50ns on
the synchronization). Results are shown in Figure 15.

B Additional Experimental and Simulation
Data

Table 2 shows the results from our experiment with real hard-
ware described in Section 4 and Figure 9 in tabular form for
improved readability.

Figure 17 plots the cumulative error of CUSUM for the
above data, showing that it does not always grow as the bias
changes over time.

Figure 16 plots the trajectories measured by moving re-
ceivers on an error map like Figure 4, showing that they re-
main consistent.
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(a) Absolute position error for ideal implementation.
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(b) Relative position error for ideal implementation.
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(c) Absolute position error with tracking error.
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(d) Relative position error with tracking error.
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(e) Absolute position error with synchronization error.
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(f) Relative position error with synchronization error.

Figure 15: Synchronization and Position Errors. Absolute (a,c,e) and relative (b,d,f) position error as a function of the distance
from the reference. The absolute error is the magnitude of the difference between measured position and ground truth. The
relative error is computed along 6 different directions of a 100 m by 100 m square formation, and represents the measured
distance minus the ground truth. In an ideal implementation (a,b) there is no additional error apart from the bias introduced by
GNSS-WASP. The spread in the curves is due to the bias being different along different directions. In the second case (c,d) we
simulate an error of 1m standard deviation in the position of the attackers tracking the satellites, without significant impact. In
the third case (e,f) we simulate an error of 50ns standard deviation in the synchronization (i.e., 15 meter in the pseudo-ranges).
For each case we show the mean µ and the interval µ±σ where σ is the standard deviation. The errors caused by synchronization
are larger, but still relatively small compared to the 100 m edges of the receiver constellation, and the typical uncertainty in
GPS measurements. Better GPSDO models could achieve lower jitter, and in our experimental results in Table 2 we generally
have lower uncertainty than in this simulated model. At the same time, we also observed de-synchronization issues at high
temperatures, which we reported in Figure 14 and discussed as limitation in Section 6.
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Ground
Truth (m) No Spoofing

Distance of Constellation from Reference (m)

10 250 500 1000
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ec
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Pa
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s

1 - 2 11.02 11.23 ± 6.59 11.43 ± 5.66 11.19 ± 4.83 10.64 ± 4.32 11.67 ± 23.76

1 - 3 17.02 17.21 ± 7.74 16.83 ± 6.12 16.46 ± 2.66 15.67 ± 2.99 15.71 ± 5.03

1 - 4 14.56 14.49 ± 4.32 11.12 ± 8.70 12.94 ± 3.19 14.17 ± 1.33 17.93 ± 20.56

2 - 3 11.62 11.44 ± 8.69 9.87 ± 6.06 11.58 ± 1.91 9.77 ± 5.43 13.01 ± 24.15

2 - 4 21.53 21.32 ± 4.60 15.94 ± 17.52 21.55 ± 2.23 18.01 ± 5.53 25.63 ± 35.56

3 - 4 18.52 18.24 ± 4.33 15.40 ± 16.11 19.57 ± 4.50 13.88 ± 2.01 19.26 ± 9.03

Table 2: Distance between receiver pairs compared to ground truth in a no-spoofing scenario and under attack. Measure-
ments for no-spoofing scenarios are gathered from real receivers. Represented values are mean and confidence interval (µ±3σ).
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Ground Truth receiver trajectory
Spoofed trajectory single receiver
Spoofed trajectory RX pair

Figure 16: Trajectories. Under spoofing, trajectories closely
match the ground truth. The attack bias does not significantly
distort the acceleration/direction, like for relative distances.
Hence, GPS data would be consistent with noisy INS data.
Spoofing signal change naturally with the victim’s position
relative to the transmitters, without attacker’s intervention.

0 500 1000 1500 2000
Examined samples

−1000

0

1000

2000

3000

C
um

ul
at

iv
e 

C
U

SU
M

 e
rr

or

Receiver at 10m from Ref.
Receiver at 250m from Ref.
Receiver at 500m from Ref.
Receiver at 1000m from Ref.

Figure 17: CUSUM cumulative error over time. Growth of
the cumulative CUSUM error for the experiment with four
receivers. FRR and FAR for different thresholds are given
in Figure 13. Here we show that (i) it takes time before the
error grows beyond a certain level increasing the latency of
detection, and (ii) the error does not always diverge from
zero (e.g., red line) reducing the detection capabilities of
the method. This is because the bias induced by GNSS-WASP
actually changes over time as satellites move.
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