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Abstract
We present Treebeard - the first scalable and fault tolerant
Oblivious RAM (ORAM) based datastore designed to pro-
tect applications from access pattern attacks. Current ORAM
systems face challenges in practical adoption due to their
limited ability to handle concurrent workloads, scale effec-
tively, and ensure fault tolerance. We address all three limita-
tions in Treebeard by utilizing a multi-layer architecture that
scales horizontally, handling thousands of requests in parallel,
while replicating the data to prevent data loss upon failures.
Experimental evaluation demonstrates Treebeard’s ability to
scale linearly, achieving a throughput of 160k ops/sec with 16
machines; this behavior is similar to the enclave-based state-
of-the-art, Snoopy. Being fault-tolerant, Treebeard recovers
from failures with close to zero downtime and achieves 13.8x
the throughput of QuORAM, the latest fault tolerant ORAM
system, even without scaling.

1 Introduction

Cloud-based storage services offer high availability, perfor-
mance, and scalability in a cost-effective manner. However,
privacy concerns limit many applications from migrating to
cloud storage: even completely encrypting an application’s
data falls short of protecting its privacy effectively. Access
pattern attacks [7,15,19–21,24–27,44,45,51,69] observe the
access frequency of each encrypted data block and leverage
the learned frequency distribution to uncover plaintext data.
For example, a recent attack [26] reconstructed the plaintext
values of an encrypted database with relative errors as low as
0.003%−2.9%.

Oblivious RAM or ORAM [17] is a cryptographic prim-
itive that mitigates access pattern attacks by guaranteeing
workload independence: the adversary-observable data ac-
cess patterns remain independent of input workload. ORAM
schemes protect data from semi-honest active adversaries
who attempt to learn any non-trivial information about the
data. The adversary can control the storage (e.g., observe

the access frequency of each data block) and network chan-
nels (e.g., view or delay encrypted messages). Many storage
systems have integrated ORAM to prevent access pattern
attacks [8, 13, 14, 35, 55, 60, 62]. These systems obfuscate
access patterns by transforming each logical data access to a
sequence of random physical block accesses.

Most existing oblivious data stores rely on a centralized,
stateful, trusted proxy to maintain encryption key and coor-
dinate accesses between clients and the server [5, 13, 35,
54, 55, 60, 62]. Proxy-based ORAM systems offer an effec-
tive solution to serve concurrent requests in a multi-user set-
ting [5, 13, 35, 55, 60]. However, a single proxy coordinating
many concurrent requests quickly becomes a bottleneck and
is a single point of failure. Plaintext databases shard the data
across multiple machines for scalability and replicate stateful
entities for fault tolerance. However, incorporating scalability
and fault tolerance in ORAM poses non-trivial challenges.
1. ORAM systems scale poorly or suffer from security issues
without careful design considerations: Naively partitioning
the data into different shards can lead to non-uniform server
accesses because a shard with hotkeys will receive many more
requests than the other shards. The adversary can infer infor-
mation about data locality by observing the access imbalance.

Oblivistore [60] and CURIOUS [5] attempt to scale by
sharding proxy state across different machines (i.e., subO-
RAMs). But they route client requests to appropriate shards
via a single load balancing process, which becomes a scalabil-
ity bottleneck. Moreover, Oblivistore’s sharding mechanism
has security vulnerabilities [5, 55]. Snoopy [14], a recent scal-
able ORAM solution, leverages trusted hardware enclaves
to scale horizontally and perform order of magnitude higher
than state-of-the-art baselines. However, it requires special-
ized hardware to offer obliviousness, which is not offered by
all cloud providers.
2. Achieving fault tolerance and ensuring high availability in
ORAM systems pose significant challenges: Apart from data
loss and application downtime upon proxy failures, retrying
failed requests may break security if multiple logical requests
access the same physical location at failure boundaries.
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QuORAM [35] solves the fault-tolerance problem securely
by replicating the server-proxy pairs and ensures high avail-
ability even while faults occur. However, its throughput drops
significantly even if one replica fails and replica recovery
poses significant delays to the system.

In summary, although these works partially mitigate ei-
ther the scalability or the fault tolerance challenges, none of
them address both challenges simultaneously. Incorporating
scalability and fault tolerance into an ORAM scheme, while
handling multi-user requests in parallel, introduces significant
security challenges (§3).

Our contributions: We propose Treebeard, the first ORAM-
based storage system to achieve both scalability and fault
tolerance. Treebeard utilizes a tree-based RingORAM [54]-
like design with a trusted proxy architecture as its building
block. Tree-based schemes structure the outsourced data as
a tree and ensure obliviousness by accessing a seemingly
random path from the server when processing client requests.
Unlike existing ORAM schemes that handle concurrent client
requests [5,13,35,55,60], Treebeard eliminates any scalability
or fault tolerance bottlenecks introduced by a proxy.

First, Treebeard proposes a novel multi-layer architecture
that dissects the state and functionality managed by a proxy
and distributes them across multiple layers. The first layer
batches client requests and routes them to the subsequent
layer. The second layer maintains data-dependent informa-
tion (including stash, a cache-like data structure) and decides
which tree paths to retrieve from the server. The third layer
communicates with the external storage to access these paths.
This multi-layer design empowers Treebeard to scale horizon-
tally and serve over 160k operations in parallel.

Second, each layer in Treebeard meticulously optimizes
and parallelizes requests to maximize throughput. In addition
to its multi-layer architecture, Treebeard’s performance advan-
tage stems from a multi-path reading technique: it aggregates
a set of paths to be read from the server, ensuring that over-
lapping nodes across these paths are retrieved only once. Al-
though this optimization temporarily increases storage at the
proxy (i.e., stash size), it significantly reduces both the com-
munication and computation bandwidths, enabling Treebeard
to serve thousands of requests even without scaling. This is
an independent contribution that can be integrated with other
non-scalable tree-based ORAM schemes such as [54, 55, 62].

Lastly, to guarantee fault tolerance and high availability
(under a bounded number of failures), Treebeard replicates
processes in each layer using Raft [43]. Implementing and
evaluating Treebeard demonstrates its ability to scale the
throughput linearly with the number of machines, similar to
Snoopy [14], which requires specialized hardware enclaves
for security. Although the two systems vary in their threat
model, our experiments under comparable scale factors indi-
cate that Treebeard achieves 160 Kops/sec using 16 machines,
which is 1.7x the throughput of Snoopy. Being fault-tolerant,
Treebeard recovers from failures with close to zero down-

time and exhibits no performance degradation, unlike QuO-
RAM [35]. It achieves 13.8x of QuORAM’s throughput even
without scaling.

Motivating applications: Treebeard is well suited for orga-
nizations with sensitive data, such as government agencies or
healthcare providers. Consider a newly established clinic that
collects and stores medical data, including genomic profiles
and IoT-generated measurements like heart rate or glucose lev-
els. Medical data can require large storage (e.g., gigabytes per
genomic profile). To handle storage demands without over-
provisioning local infrastructure, the clinic can offload data to
the cloud while using Treebeard to securely access it. Initially,
the clinic may operate with only a few on-premises machines,
and even in this unscaled setup, Treebeard outperforms exist-
ing baselines executing thousands of operations per second.
As the clinic grows and the volume of concurrent IoT data
accesses increases, Treebeard can be redeployed at a larger
scale to accommodate the demand. Furthermore, Treebeard
allows organizations to distribute their outsourced data across
multiple cloud providers while maintaining a single, trusted
proxy layer on-premises. This design reduces dependence on
a single provider and enhances privacy, benefiting sensitive
domains like healthcare and government.

2 Background

While a variety of ORAM schemes exist [1, 3, 6, 9–11, 42, 47,
49], tree-based ORAMs such as Path ORAM [62] have gained
substantial popularity due to their low bandwidth overhead
and simple design. Treebeard utilizes a Ring ORAM [54]-like
design, a variant of Path ORAM, as its basis. This section
provides a primer into both Path ORAM and Ring ORAM.

Path ORAM stores the data on an untrusted cloud storage
in a binary tree format. Each node in the tree, called a bucket,
stores exactly Z data blocks. Clients may request any data
block residing on the tree. To hide the physical location of
a client requested block, Path ORAM reads the entire path
on which the block resides. However, repeated reads to the
same tree path to serve repeated requests to a given block
will generate non-uniform accesses on the server. Thus, Path
ORAM maintains a random path invariant, which dictates
that the mapping from a requested block to its tree path should
be random and change after every access to that block. This
ensures that the server always observes a random path being
accessed, independent of the blocks requested by clients.

Path ORAM employs a single trusted proxy between the
clients and the untrusted storage to maintain the random path
invariant. Upon receiving a read or a write request: (1) The
proxy reads the requested block’s tree path ID p from a local
data structure, position map, which maintains a mapping of
each data block to its tree path ID. (2) It reads the entire path
p from the storage server. (3) It assigns the requested block to
a random path p′ and updates the position map. This step is
crucial to maintain the random path invariant as it randomizes
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Figure 1: Overview of Ring ORAM.

the mappings from blocks to their tree paths. (4) The proxy
updates the requested block’s value (for write requests) and
stores it locally in a cache-like data structure called the stash.
(5) Finally, it evicts the path: simply storing the blocks of a
path in the stash will cause its size to grow indefinitely. Thus,
Path ORAM evicts the read path p by pushing each stash-
block to the lowest non-full bucket intersecting with p and p′,
a block’s newly assigned path. If no such bucket exists, the
blocks continue to remain in the stash.

Ring ORAM: For each client request, Path ORAM reads
Z ∗ logN blocks, where logN is the tree height; Ring
ORAM [54] optimizes Path ORAM to reduce the blocks
read per request to logN. Figure 1 shows an overview of
Ring ORAM’s design. The main difference between the two
schemes stems from their bucket structures: each Ring ORAM
bucket contains exactly Z+S slots, where at most Z slots store
encrypted real blocks, and the other slots store encrypted
dummy blocks. Ring ORAM operates similar to Path ORAM
except for steps 2 and 5:

Step 2: Rather than retrieving Z blocks at each level of a
path as in Path ORAM, Ring ORAM reads a single block
from each bucket in the path. If a bucket contains the client
requested block, it reads that block, and otherwise reads a
dummy block, thus reducing the blocks read per request to
logN. Ring ORAM stores additional metadata (stored at and
retrieved obliviously from the server) for each bucket to effi-
ciently identify whether a requested block exists in a given
bucket or not. Since only one of the logN blocks retrieved is
real, Ring ORAM adds only that block to the stash.

Step 5: Path ORAM reads and evicts one path for each
request; Ring ORAM decouples the two phases such that
a single path is evicted after reading A paths, where A is a
configurable parameter. It chooses the path to evict in a deter-
minist order (i.e., in reverse-lexicographic order) independent
of the paths read.

Ring ORAM maintains two additional invariants:
◦ permuted buckets invariant: Ring ORAM randomizes the
location of the Z +S blocks in a bucket by randomly permut-
ing them before pushing them back to the storage. Failing to
do so will allow the adversary to distinguish between real and
dummy blocks.
◦ single access invariant: Similar to Path ORAM, Ring
ORAM reassigns every requested block to a randomly chosen
path, which ensures that real blocks in a bucket are accessed

at most once. Thus, Ring ORAM must also access dummy
blocks in a bucket at most once to hide real blocks from
dummy ones in a bucket. Ring ORAM achieves this by in-
validating all accessed blocks—real or dummy—in a bucket
by relying on additional metadata to store this. Additionally,
to ensure that buckets have sufficient valid dummy blocks to
read, the proxy permutes all buckets in a path that have been
accessed S times immediately after reading that path. Ring
ORAM calls this early reshuffle.

Intuitively, Ring ORAM’s security stems from its ability to
maintain the three invariants: i) request to any block retrieves
a random path from the server; ii) each bucket stores real
and dummy blocks in randomly permuted slots; and iii) each
block - real or dummy - in a bucket is read at most once in
between bucket permutations. Moreover, evictions also ensure
workload independence by evicting a deterministically chosen
path after every A read paths.

Why Treebeard uses Ring ORAM instead of Path ORAM?
Path ORAM retrieves Z ∗ logN blocks for each request and

temporarily stores all these blocks in the stash until the evic-
tion phase. In contrast, Ring ORAM stores only one block
per client request in the stash, as each request retrieves just
one real block from a path. To improve throughput, Treebeard
adopts batching (§5). Intuitively, if Treebeard batches B re-
quests, a Path ORAM-like approach would cause the stash
size to grow to B∗Z ∗ logN, whereas a Ring ORAM-like ap-
proach would result in the stash growing to only B, which
is why Treebeard uses Ring ORAM. §7.3 experimentally
measures the stash size for both approaches and Appendix C
provides a detailed analysis of the two alternates.

3 Challenges and approach

Although supporting parallelism, scalability, and fault-
tolerance in plaintext databases are well-studied problems,
these techniques cannot be trivially translated to oblivious
databases, as we discuss in this section with Ring ORAM as
the basis. We note that these challenges apply to other ORAM
schemes as well.
1. Parallelism Challenges: Serving requests from multiple
users in parallel requires synchronization at the proxy. This
is necessary to avoid retrieving the same path twice for two
concurrent requests accessing the same block. Existing con-
current ORAM schemes [5, 13, 35, 55] track concurrent and
conflicting1 requests and only issue a real read path request
for the initial request. Subsequent concurrent requests to the
same block initiate fake read path operations to random paths
in the storage tree. Upon receiving the response from the real
read path, the proxy responds to all waiting requests. Whether
real or fake, each read path request reads only one path from

1Conflict here implies concurrent requests to the same object. Even two
concurrent read requests are considered conflicting since they conflict on the
path being fetched.
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the server. Since in a tree, any two paths have at least one, but
likely more, overlapping nodes, existing schemes waste sig-
nificant WAN bandwidth2 because each request redundantly
fetches the overlapping buckets.
Approach: Treebeard amortizes the proxy-server WAN com-
munication cost by securely batching read path requests in
fixed time epochs and retrieves the overlapping buckets across
these paths only once.
2. Scalability Challenges: Ring ORAM consists of a single
proxy and a single storage server (i.e., one tree). Scaling the
server by creating multiple trees, perhaps stored on different
machines, can boost system performance by allowing concur-
rent accesses to different trees. However, sharding the data
blocks and statically assigning each shard to different trees
breaks workload independence because a tree with popular
blocks will receive substantially more accesses than the other
trees. Thus, a scalable ORAM scheme should maintain a new
invariant to prevent such leakage: random tree invariant,
which dictates that the mapping of a requested block to its
tree should be random and change after every access.

Scaling the server in Ring ORAM, while helpful, fails to
scale the system indefinitely due to the single proxy. We can-
not simply scale the number of proxies such that each proxy
can read or evict paths to any storage tree because two proxies
may end up reading the same block in a bucket. Mitigating
such behaviors will require meticulous coordination between
the proxies. On the other hand, forcing each proxy to read
or evict blocks to a single storage tree will break the random
tree invariant. These challenges present three seemingly con-
tradictory requirements: 1) only one proxy should read/evict
data to a specific tree at any given time. 2) data blocks should
be randomly mapped to storage trees. 3) the proxies should
avoid inter-shard coordination.
Approach: Treebeard meets all three requirements by divid-
ing the proxy functionality into two layers: the Stash layer
and the ORAM layer. To avoid meticulous inter-shard coor-
dination, each Stash layer process maintains data-dependent
state related to a fixed and disjoint set of blocks. To enable
a single proxy shard to read/evict data to a specific tree, the
ORAM layer stores tree-dependent data such that each storage
tree communicates with only one ORAM layer process. For
the random tree invariant, Stash processes randomly reassign
blocks to trees and evict the blocks to the storage trees via the
respective ORAM process. Although not strictly necessary,
Treebeard additionally adds a third Router layer to collect and
batch requests.
3. Fault-Tolerance Challenges: Ring ORAM lacks mecha-
nisms for handling failures. Addressing failures even with a
single proxy, let alone a distributed proxy design, presents
challenges. Since Ring ORAM proxy stores critical states
such as the encryption key, stash, and position map, losing its
state renders the outsourced data inaccessible. Systems like

2The proxy resides on the application’s trusted domain and communicates
with the cloud server over WAN.

Obladi [13] back-up the proxy state on the server and retrieve
the backup information upon proxy failure. However, this
backup approach introduces significant periods of unavailabil-
ity post failure, as clients must wait for the reinitialization
process, prolonged by WAN communication delays.

More importantly, retrying client requests after a failure
leads to security issues. Recall that while reading a path, Ring
ORAM reads the real block from one bucket and dummy
blocks from all the other buckets. Consider a scenario where
the proxy crashes after partially reading a path (i.e., accessing
a few buckets), and the client retries the request. Before the
failure, the proxy may have already accessed the real block
along with several dummy blocks. Upon retrying the request
after the failure, the same real block but different dummy
blocks will be accessed, which violates the single access in-
variant of Ring ORAM.
Approach: We resolve these issues by introducing fault toler-
ance into the design of the Stash and ORAM layers. Treebeard
leverages a consensus protocol to replicate important states
such as the stash and position map. While replicating stateful
data structures is straightforward, replication alone does not
resolve the security vulnerability discussed above. To address
this, we devise carefully crafted mechanisms to manage failed
and retried requests, ensuring that Treebeard upholds all four
invariants independent of and across failure boundaries.

4 System and Threat Model

System Model: Treebeard adapts the standard proxy archi-
tecture used in academic [5, 13, 35, 55, 60, 62] and production
systems [4, 32, 40, 48, 58] wherein an application outsources
its storage to the cloud, and relies on a trusted proxy to route
client requests. We model Treebeard as an encrypted key-
value store that supports single object Get and Put requests.
We leave extending the system to support more complex forms
of data for future work.

Treebeard partitions the state and functionality of a cen-
tralized proxy and distributes them across multiple machines.
The application only needs a small number of servers in its
trusted domain to collectively act as the proxy. Figure 2 shows
the high-level overview of the system. The trusted domain
consists of three layers: the Router, Stash, and ORAM lay-
ers. We note that Treebeard can collocate multiple processes
across layers on a single machine, as we describe in our ex-
perimental setup. Recent private data systems utilize similar
multi-layer architectures for scalability [5, 14, 60, 63]. Since
Treebeard has no central coordination point, the application
can horizontally scale each layer for increased performance.

Components within the trusted domain can crash without
prior notice. Crashed components become unresponsive and
may eventually rejoin after recovering. Treebeard employs
Raft [43] consensus algorithm to replicate data, although any
consensus algorithm can be deployed for replication. In Raft,
a designated leader replica handles requests and propagates
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Figure 2: Treebeard System Architecture

any state changes to other replicas. The Raft protocol, and con-
sequently Treebeard, can tolerate up to f out of 2 f +1 failing
components. On the server side, we assume the cloud ensures
high availability of data, which we deem to be realistic.

Threat Model: Treebeard protects data from an honest-but-
curious adversary who can observe accesses to the storage
trees over time. This threat model is stronger than snapshot
adversaries who can only take snapshots of the data stor-
age [29,46,50,52] without observing the access patterns. The
adversary can mount access pattern attacks using techniques
such as frequency analysis and lp-optimization [28, 30, 41]
to learn any non-public information about the data. The ad-
versary can also view all network communications outside
the trusted domain and can arbitrarily delay these (encrypted)
messages. The adversary cannot control the trusted domain
including observing or controlling timing of messages be-
tween the clients and the proxy. It also cannot induce machine
failures. However, it learns of any failures within the trusted
domain. We consider attacks performed by malicious adver-
saries or timing attacks based on response times to clients [55]
or application query workload to be out of scope.

5 Treebeard Design

Overview: We first provide a high-level overview of the sys-
tem before explaining each layer in detail. Figures 3 and 4
outline how Treebeard reads and writes (i.e., evicts) data to
the server, respectively. Clients send their Get or Put request
to an arbitrarily chosen Router.

1. Each Router process collects requests for a fixed time,
called an epoch, and forwards each request to the Stash
process in charge of the requested block by determinis-
tically hashing the requested block’s id. In Figure 3, the
router sends blocks {a, b} to Stash 1 and {c, d} to Stash 2.

2. Treebeard statically but randomly partitions data blocks
across Stash layer processes. Each Stash process stores
data-dependent state such as the stash and position map for
a subset of the blocks. Upon receiving a batch of requests
from a Router, a Stash process checks its position map to

Figure 3: Overview of a Read Operation in Treebeard.

determine the paths (on different trees) to be read from the
server. It then batches and forwards all the requests access-
ing the same tree to the corresponding ORAM process.
Importantly, it reassigns the requested blocks to randomly
chosen paths and trees.

3. The ORAM layer maintains tree-dependent state such as
the eviction order and access counts per tree. Each ORAM
process manages one or more storage trees, but each tree
maps to only one ORAM process. Upon receiving a batch
of read path requests from a Stash process, an ORAM pro-
cess retrieves those paths from the storage tree in parallel.
Notably, it reads any overlapping buckets across paths only
once, significantly reducing the bandwidth. In the figure,
each of ORAM 1 and ORAM 2 retrieves two paths from a
different storage tree.

4. The responses travel downstream from ORAM to Router
processes, who then respond to the clients.

Figure 4 depicts the multi-path eviction process to highlight
how Treebeard writes data back to the server. The ORAM
processes oversee the evictions but are ignorant of the blocks
in the stashes. Consequently, they collect these blocks from
Stash processes during evictions as explained below:

1. Each ORAM process monitors the number of read-path
operations for its trees and initiates a new eviction every
A reads per tree. It then selects k paths to evict using the
reverse-lexicographic order of path ids.

2. An ORAM process then requests blocks belonging to the
evicting tree from the Stash processes. In Figure 4, the
ORAM process requests blocks that were randomly as-
signed to tree s1 from the Stash processes.

3. Based on the position map, each Stash process sends those
blocks from its stash that belong to the tree being evicted.
In the figure, Stash 1, lacking any blocks in its stash for
tree s1, sends no response, whereas Stash 2 sends blocks
{c, d} to the ORAM process.

4. The ORAM process then evicts the k selected paths similar
to Ring ORAM’s eviction mechanism.
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Figure 4: Overview of an Evict Operation in Treebeard.

The subsequent sections delve into the detailed design of
each layer. Due to space constraints, the Appendix presents
detailed algorithms for each layer.

5.1 Router Layer

The Router processes play a crucial role in improving Tree-
beard’s throughput by batching and forwarding client requests
to the Stash processes, as we discuss in this section.

5.1.1 Router Forwarding

Upon receiving client requests, a Router enqueues them and
forwards them to Stash processes at the end of an epoch.
We employ a straightforward hash-based routing strategy to
statically map plaintext keys to Stash processes. This fixed
mapping ensures that the Stash process that receives the client
request will have the necessary position map and stash infor-
mation for that block. Because Router processes are stateless,
Treebeard does not replicate them. A crashed router can sim-
ply restart after recovery and start processing requests. We
discuss the implications of failed requests in §5.1.2.

Epochs: Epochs are commonly used strategies to imple-
ment batching [13, 14]. Treebeard defines epochs as fixed-
time consecutive intervals that are non-overlapping. Router
processes collect all the epoch requests and transmit them
collectively to the Stash processes. Once the higher layers
process the requests and send the response to Router pro-
cesses, they collectively forward all responses in an epoch to
the respective clients.

Note that Treebeard makes no assumptions about synchro-
nizing epochs across Routers and hence, multiple Routers can
be in different epochs. This is crucial since our Router pro-
cesses are distributed and time drifts are common. Moreover,
restarting of a failed Router also causes its epoch boundaries
to diverge from other routers.

While the Router layer is not strictly required for scaling or
fault tolerance in Treebeard, its absence would force clients to
handle key hashing, batch requests per epoch, and route them
directly to the appropriate Stash processes. We introduce a

Figure 5: Timeline of a Router with a failure in epoch 3.

stateless Router layer to offload this complexity and simplify
client logic.

5.1.2 Router Failures

A Router failure should ensure protection against two poten-
tial issues: losing data consistency and breaking the invariants.

Let’s analyze a Router process failure as depicted in Fig-
ure 5. At any given time, a client request can be in one of
three stages at a Router: (i) it belongs to an ongoing epoch
(e.g., epoch e3). (ii) it belongs to an epoch that has finished
collecting requests but hasn’t yet sent responses (e.g., epoch
e2). (iii) it belongs to a successfully completed epoch with
responses issued to clients (e.g., epoch e1). Without loss of
generality, let’s consider the scenario in Figure 5, where a
Router successfully responds only to requests from epoch e1
before it fails. We assume that the clients will retry all other re-
quests belonging to epochs e2 and e3. Retrying requests in e3
is trivial since none of the above layers have seen requests in
e3. However, the higher layers will have received requests in
e2 and will continue to process them. Retrying these requests
has no impact on database correctness or security because the
Stash layer recognizes any retried requests and does not apply
the operation again (§5.2). From an adversary’s perspective,
we assume it learns of any failures in the Router layer, and
hence all requests that must be retried (e.g., requests in epochs
e2 and e3). However, this leaks no non-trivial access behavior
at the storage trees.

5.2 Stash Layer
Processes in the Stash layer maintain data-dependent informa-
tion. In particular, each Stash process stores stash and position
map for a subset of blocks, with blocks statically but randomly
distributed across Stash processes. This section explains the
role of the Stash layer in the read and evict phases.

5.2.1 Read phase

Figure 6 depicts how a Stash process handles a batch of re-
quests received from a Router process. 1 For each block bi
in the batch, the Stash process determines whether to send
a real or fake request to the ORAM process. This decision
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Figure 6: Read Phase Overview at a Stash process S1. 1
S1 gets a batch of seven requests from the Router. It finds
the position for blocks a (path 1 and storage 2) and b (path
2 and storage 1). It then creates two real and five fake read
path requests. 2 S1 sends each set of requests to the ORAM
responsible for that storage. 3 S1 stores the received blocks
in the stash and responds to the Routers.

depends on whether another concurrent request has already
initiated a read-path for bi; if yes, the Stash process issues a
fake read to a random path in a random tree 3 and otherwise a
real request for bi based on the position map. A fake read path
reads only dummy blocks from all buckets. The Stash process
next assigns a new random path and tree for bi to maintain
the random path and random tree invariants, and updates the
position map. 2 Stash processes then batch all read-path re-
quests belonging to an ORAM process based on the trees and
forward each batch to the respective ORAM processes. 3
Finally, upon receiving responses from the ORAM processes,
they cache the real values in the stash and forward responses
of all pending requests to Router processes.

5.2.2 Eviction phase

Stash processes in Treebeard remain ignorant of how or when
eviction happens; they merely store blocks in the stash and
maintain the block’s position. An ORAM process, upon de-
ciding to evict paths from a tree, requests a fixed number
of blocks from the Stash layer to move the stashed blocks
to the server. Stash processes in response simply identify
stash blocks belonging to the tree being evicted, based on the
position map, and relay those blocks to the ORAM process.

Stash processes should consider two subtle cases when
dealing with blocks sent for eviction. (1) A Stash process can-
not simply delete a block from the stash after sending it to an
ORAM process because the paths being evicted may lack the
space to accommodate all the received blocks. Hence, Stash
processes wait to receive an ack or a nack from the ORAM
layer and can delete only those blocks with an ack. (2) How-
ever, not all blocks that receive an ack can be deleted because

3Sending fake read paths is crucial to maintain indistinguishability be-
tween workloads that have skewed accesses vs. uniform accesses (§6)

of possible block updates by concurrent requests triggered
after eviction began. Otherwise, client updates can be perma-
nently lost. Stash processes track such updates to the stash
blocks using logical timestamps, i.e., counters. Each block
in the stash initializes its counter to zero when an eviction
starts. If a new request accesses a data block from the stash,
the process increments the block’s counter. Stash processes
only remove those blocks that both receive an ack from the
ORAM layer and have a zero counter value. Note that we
allow each block to participate in one eviction at a time to
avoid consistency issues.

5.2.3 Linearizability

A major benefit of Treebeard’s modular design is that each
data block belongs to a single Stash process and all requests to
that block must proceed through the designated Stash process,
which helps maintain linearizability. For each ongoing request,
Stash processes assign a unique timestamp and adds it to a
request log. The process executes its requests in the timestamp
order such that for every request r1 that arrives before r2, r2
sees the effect of r1. Even when clients issue concurrent
requests to a block, Treebeard guarantees a linearization order
based on the unique (and sequential) timestamps assigned by
a Stash process responsible for that data block.

5.2.4 Handling Failures

Since Stash processes store critical data, Treebeard must en-
sure their fault tolerance to avoid data loss by replicating
important states using Raft [43] in the Stash layer. Each shard
in the Stash layer has a leader node and a set of replicas
that maintain data-dependent states: stash and position map,
which capture the allocation of data blocks a shard is respon-
sible for. Treebeard synchronously replicates any changes
to the position map and stash occurring during the read or
eviction phases. Because (a majority of) the replicas maintain
consistent view of these states (i.e., accurate path information
for blocks and identical stash blocks), when a shard leader
fails, a replica detecting the failure becomes the new leader
by running Raft’s leader election [43] algorithm and starts
processing new requests. While stash and position map are
obvious choices to replicate, Treebeard also replicates the
request log to ensure that a Stash process does not re-apply
a client operation multiple times (due to clients re-issuing
requests)4. From the adversary’s view, when a leader (or a
replica) in the Stash layer fails, it learns of the failure and no
other information.

5.3 ORAM Layer
The ORAM layer maintains tree-dependent data including the
deterministic eviction order and access counts per tree. Tree-

4Most Raft libraries support auto-compaction of the replication log to
avoid indefinitely growing logs.
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Figure 7: A batch of requests {c:path-3 and a:path-4} reads
real blocks a and c and reads one dummy block from the
overlapped buckets. It results in four read blocks instead of
six blocks in Ring ORAM’s read-path operation.

beard assigns each ORAM process a disjoint set of storage
trees, and each process communicates with its storage trees
to read and evict paths.

5.3.1 Multi-Path Reads

Treebeard introduces a multi-path read optimization to reduce
the number of buckets retrieved for a batch of read-path re-
quests. Existing tree-based ORAM schemes [8, 13, 55, 62],
including Ring ORAM, retrieve an entire path, consisting of
logN buckets, for each client request. However, we observe
that many buckets overlap in a batch of read-path requests, es-
pecially at the higher levels of a tree. Leveraging this insight,
our multi-path retrieval technique avoids redundant accesses
to overlapping buckets by identifying and tracking all such
buckets based on a set of path ids, reading them only once
(illustrated in Figure 7). Importantly, this optimization pre-
serves the security guarantees of sequential Ring ORAM,
as the paths requested by Treebeard adhere to the protocol
dictated by Ring ORAM; Treebeard simply executes these
requests in parallel. Our experimental analysis indicates that
this optimization reduces the bandwidth consumption up to
51% (§7.4).

However, naively reading multiple paths at once introduces
security issues depending on the number of blocks accessed
from each bucket. For example, if two (or more) real client-
requested blocks reside in the same bucket and our approach
reads two blocks from this bucket but a single dummy block
from the other buckets, the adversary can distinguish between
real and fake blocks. We may not be able to read two (or
more) blocks from every bucket because some buckets may
have less than two valid dummy blocks to read.

We can mitigate this issue with two approaches: (1) Cre-
ate a maximum batch of S (the number of dummy blocks
per bucket) requests such that buckets that do not contain
any client-requested blocks will have enough dummy blocks
to read. Systems like CURIOUS [5] and ConcurORAM [8]
adapt this strategy of limiting the amount of concurrency. (2)
Store a single real block in each bucket such that an ORAM
process always reads one block from each bucket (real or
dummy). Although the latter approach results in larger trees,
it benefits from higher performance due to unrestricted batch-

ing. Since our goal in designing Treebeard is to push the
boundaries of achievable throughput in ORAM systems, Tree-
beard’s implementation chooses the second approach (§7).
At first glance, setting Z = 1 might appear to undermine the
advantages of Ring ORAM compared to Path ORAM. How-
ever, Ring ORAM retains its benefits over Path ORAM both
in terms of stash sizes (experimentally shown in §7.3) and
bandwidth (detailed analysis described in Appendix C).

5.3.2 Multi-Path Evictions

Similar to multi-path reads, Treebeard evicts multiple paths
at once to keep the stash sizes small at the Stash processes.
This is crucial since Treebeard’s optimization reads batches of
paths at once. Hence, each ORAM process deterministically
chooses k paths to evict after every A batched-reads per tree.
Similar to Ring ORAM’s eviction, an ORAM process first
reads all real blocks per bucket in the k paths, while gathering
stash blocks from Stash processes in parallel. The ORAM
process then fills every invalid real block in a path with a stash
block and retains the valid real blocks in their buckets. It fills
the buckets with enough dummy blocks so that all buckets
have Z+S blocks. Finally, it permutes each bucket and writes
them back to the server. The frequency of eviction, A, plays a
vital role in the trade-off between stash sizes and performance;
we experimentally analyze this trade-off in §7.4.

5.3.3 Handling Failures

Since ORAM processes maintain stateful information includ-
ing the order of paths evicted and the counter that triggers
eviction after A accesses to a tree, each shard leader in the
ORAM layer replicates this state synchronously whenever
these states are updated. This replication ensures that, in the
event of a shard leader failure, Raft [43] can elect a new leader
from among the replicas without violating the eviction order
or frequency. However, simply replicating the above states
does not address subtle challenges that arise when a leader
ORAM process crashes either in the read or eviction phases.

Failure while reading a path: The main risk of a failure
while reading a path is breaking the single access invariant.
Consider a scenario where for a given client request, a leader
reads offset i corresponding to a dummy block from bucket
B1 and offset j of a real requested block from bucket B2. If the
leader fails and Raft elects a new leader, the new leader may
decide to read a different dummy block at offset i′ from B1
but the same offset j for the real block from B2. This breaks
the single access invariant and leaks the location of the real
block requested by the client. This problem may also occur
when clients retry requests independent of a leader failure.
To mitigate this leakage, Treebeard first identifies all offsets
to be read per bucket for a given request and replicates this
data before reading the path. This way, Treebeard ensures that
any retries of a read-path request will fetch the same slots
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from each bucket in the path as the previous leader. Since the
adversary knows about a leader failure (or retried requests),
it only learns of the failure and that the repeated read-path
request will read the same path and offsets again, which does
not leak any non-trivial information.

Failure while evicting: A leader failure during the eviction
phase can lead to data loss if not handled correctly. Eviction
reads all the real blocks in a path, and shuffles and merges
them with the stash blocks received from the Stash layer. It
then writes the path back starting from the leaf bucket to the
root. Consider a case where an unaccessed real block bi was
initially stored at the leaf bucket of a path being evicted. After
shuffling in the eviction phase, say another block b j replaced
bi in the leaf node, which was written back to the server. If
the leader process fails before writing back the other buckets,
blocks such as bi will be permanently lost.

Treebeard can trivially mitigate this data loss by replicating
all the collected blocks (from the Stash layer and the tree
paths). But this can overwhelm the bandwidth because the
collected blocks can be many. Treebeard employs a more
efficient approach wherein if a bucket has a real block with a
valid offset (i.e., unaccessed), its position in the bucket will be
shuffled but it will remain in the same bucket; this prevents the
above problem. We need to carefully ensure that the offsets
of a bucket reflect the change (i.e., the new offset of the real
block) and that this change is made persistent at the same time
we write the bucket back. Treebeard ensures this by issuing
an atomic transaction to the server (exposed by most cloud
storage engines) such that the server updates both the bucket
and its metadata atomically. Therefore, the above approach
guarantees that failures during eviction causes no data loss.
Note that this technique does not impact the number of blocks
evicted from the stashes; it merely restricts what buckets they
can be evicted to.

6 Security Overview

We model Treebeard’s security with the standard ORAM
security model, which must hide any non-public information
from an honest-but-curious adversary who can observe events
such as storage accesses, encrypted network communications
with the storage, and process failures.

Security Definition: Consider a sequence of accesses

seq = [(bid1,r1, t1),(bid2,r2, t2), · · · ,(bidm,rm, tm)]

where bidi is the requested block, ri is the router receiv-
ing the request, and ti is the time at which router ri receives
the request. We prove Treebeard’s security using an indis-
tinguishability game. Given two sequences of accesses seq0
and seq1 with identical router and timing information but dif-
ferent blocks, the game picks a uniformly random challenge
bit b and executes seqb. The adversary observes the result-
ing events and outputs its guess b′ of the challenge bit. We

say Treebeard is secure if any polynomial-time adversary can
guess the challenge bit with a probability negligibly higher
than half.

Theorem 1. Assuming the underlying encryption scheme is
IND-CPA, Treebeard is oblivious.

Proof Sketch: Due to space constraints, the complete security
proof utilizing simulators is described in the Appendix B.

Treebeard’s security (including all its optimizations) hinges
on its ability to read and evict the same paths identified by ex-
ecuting sequential Ring ORAM [54]. Given a sequence of m
accesses, the leaf-ids (i.e., path-ids) accessed across storage
trees in Treebeard’s multi-path read phases are identical to
the m leaf-ids prescribed by Ring ORAM; Treebeard merely
accesses paths in parallel. The fact that Treebeard retrieves
the overlapping buckets once in a batch of read-path requests
also leaks no additional information since the adversary can
trivially derive this information given a set of leaf-ids. More-
over, Treebeard’s replication ensures that despite failures, the
system always accesses m paths from the server. For eviction,
Treebeard evicts k deterministically chosen paths after every
A accesses to a tree. The eviction order and the reshuffled
buckets are identical to Ring ORAM’s protocol. Hence, Tree-
beard’s visible behavior remains identical to Ring ORAM’s
despite scaling, parallelizing, and replicating the scheme.

7 Evaluation

Our evaluation answers the following central questions:

• How does Treebeard scale compared to the existing base-
lines? What is the effect of scaling each layer? (§7.1)

• How does Treebeard compare to fault tolerant baselines?
How does it behave under failures? (§7.2)

• How does Treebeard’s optimizations affect its stash? (§7.3)
• How does epoch duration affect Treebeard’s performance?

Is Treebeard workload-independent? Can it accommodate
growing database sizes?(§7.4)

Implementation: We implemented Treebeard in Go, consist-
ing of approximately 8000 lines of code: https://doi.org/
10.6084/m9.figshare.29230676.v1. Treebeard’s imple-
mentation uses Hashicorp’s Raft [23] wherein we customize
the protocol by aggregating replication operations to improve
replication efficiency. The implementation utilizes the Ms-
gpack binary encoder to serialize and deserialize messages
between Raft replicas.

We use a Yahoo! Cloud Serving Benchmark (YCSB)-
like [12] client that utilizes YCSB-generated traces to send
GET/PUT requests to Treebeard. YCSB ensures that the
workload generated reflects real-world workloads. The experi-
ments use Redis [53], an in-memory database, as the untrusted
cloud storage, with its pipelining capabilities to efficiently
process the read path and evict operations.
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(a) Scaling Throughput (b) Impact of Block Size (c) Impact of Scaling Each Layer

Figure 8: Various aspects of scaling Treebeard and comparison to baselines.

Experimental Setup: The experimental setup deploys Tree-
beard and its baselines (except Snoopy) on Standard D8s v3
instances (8 vCPUs, 32GB RAM) on Azure [38]. The setup
utilizes a more powerful machine (Standard F32s v2 with 32
vCPUs and 64GB RAM) for a multi-threaded client to simu-
late a large number of clients concurrently issuing Get/Put
requests. To emulate machines within an application’s trusted
domain performing the proxy functionality, the setup deploys
the client and proxy machines in a separate region from the
storage servers, with ∼10 ms round-trip latency. This configu-
ration reflects a realistic deployment scenario for applications
outsourcing their storage to the cloud and communicating
over WAN.

Each experiment consists of a database with 2M key-value
pairs. Unless otherwise noted, the block size is 1kB and client
queries are drawn from a highly skewed distribution (Zipf
0.99). Each reported data point is an average of 3 runs to
account for the performance fluctuation in the cloud. The
experiments use a default of S = 6, A = 100, and k = 200 (the
values reflect Ring ORAM’s recommendation as discussed in
Appendix C) and set epoch time per Router to 1ms. Treebeard
replicates Stash and ORAM layer processes 3 ways by placing
the replicas across multiple availability zones on Azure.
Baselines: We evaluate Treebeard with three baselines, each
providing a central feature offered by Treebeard (scalability,
fault-tolerance, and concurrency).
1. Snoopy [14] is a scalable baseline that achieves signifi-
cantly higher throughput compared to previous ORAM sys-
tems. It utilizes trusted hardware execution environments
(TEEs) to hide access patterns. Snoopy deploys all its com-
ponents, Load Balancers and Sub ORAMs, in the cloud to
remove the centralized proxy. The clients first send their
requests to a Load Balancer, which batches requests in an
epoch and forwards them to Sub ORAMs. For each batch
and for each Load Balancer, Snoopy linearly scans the en-
tire database. Although Snoopy requires lower storage than
Treebeard (due to S dummy blocks per bucket), scanning, de-
crypting, and encrypting the entire database per batch incurs
higher compute overhead, which has higher dollar cost than
storage [39]. TEE enabled machines also cost at least 3×

higher than a regular machine on Azure presently. Moreover,
Snoopy does not guarantee fault tolerance. Snoopy, however,
is more suitable for use cases where the on-premise resources
are scarce and the application needs to deploy the entire sys-
tem in the cloud and the added cost is acceptable.
2. QuORAM [35] is a replicated highly available ORAM
system. We deploy it with its default replica count of 3. QuO-
RAM is not scalable, but it handles crash failures similar to
Treebeard. It replicates proxy-server pairs and allows clients
to read and write data to a quorum of replicas. Unlike Raft,
QuORAM’s replication is decentralized, with clients com-
municating with replicas rather than replicas communicating
with each other.
3. TaoStore [55] is a tree-based concurrent ORAM solution
that relies on a single proxy. It is neither scalable nor fault-
tolerant.

7.1 Scalability Analysis

The first set of experiments measure Treebeard’s scaling ca-
pability and compares it with Snoopy. In line with Snoopy’s
default block size [14], these experiments uses blocks of size
160B for both systems. We also used the best parameters
provided by Snoopy scripts to run its experiments. Snoopy
fixes a latency upper bound for its experiments and reports the
highest throughput achieved. It achieves the highest through-
put with max 1s latency, which is what we report here, while
reporting Treebeard’s throughput with similar latency bound.

Figure 8a shows the throughput results of Treebeard com-
pared with Snoopy and TaoStore, with TaoStore acting as a
non-scalable but concurrent baseline. The experiment scales
both Treebeard and Snoopy from 2 machines up to 16 ma-
chines (Snoopy starts with 4). At 16 machines, Treebeard
consists of 8 server-side storage machines and 8 machines in
the trusted domain executing various collocated proxy layer
processes (and their replicas). Whereas for Snoopy, all 16
machines reside on the server. We acknowledge that there
exists a fundamental difference in the system model of Tree-
beard and Snoopy. Our experimental setup takes a best-effort
approach in a fair comparison of the two systems.
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(a) A Stash leader failure (b) An ORAM leader failure

Figure 9: (a, b) A Stash and ORAM leader failure has no noticeable effect on the throughput.

Comparing the results, unsurprisingly, TaoStore performs
poorly compared to the other two systems because of a lack
of scalability and read-path optimization, achieving ∼500
ops/sec. Meanwhile, both Snoopy and Treebeard scale lin-
early, with their throughput increasing steadily with each ad-
ditional machine. However, the results indicate that Treebeard
outperforms Snoopy by 1.7x on average.
Effect of Block Size: This experiment evaluates Treebeard
and Snoopy with increasing block sizes to measure the im-
pact of block sizes on performance, if and when applications
manage data blocks larger than 160B, with results depicted in
Figure 8b. The experiment loosens the one second latency up-
per bound since Snoopy’s throughput dropped to 0 with 1kB
blocks. As the block sizes grow, Snoopy’s performance de-
grades drastically, with its throughput dropping to 10 Kops/sec
even with its highest scaling factor. In contrast, although Tree-
beard’s throughput drops with higher block sizes, the reduc-
tion is only 12.07% compared to Snoopy’s 92.80% drop. We
attribute Snoopy’s performance drop to the size of the enclave
page cache (EPC). Until recently, SGX set its EPC to 128MB.
Since Snoopy scans the entire database per batch, fitting 1kB
blocks into the EPC likely triggered many paging in and out,
causing the performance drop. Although SGX has expanded
its EPC memory to gigabytes, we were unable to run Snoopy
on a newer SGX machine but we expect its drop to be less
drastic if a larger EPC can be utilized.
Per Layer Scaling: This experiment measures the perfor-
mance impact of scaling each layer in Treebeard, with fixing
the storage instances to 6. The experiment scales one layer at
a time starting from 1 to 3 processes, while keeping the other
two layers with 3 processes. Hence, the end point for each
experiment reaches the same maximum of 3 processes per
layer. Figure 8c demonstrates the result of scaling each layer.
The maximum throughput Treebeard achieves is 55 Kops/s
with a scale factor of 3 per layer.

This experiment indicates the Stash layer to have the most
prominent impact on performance, with the throughput being
the lowest at Stash scale factor of 1. This is because a sin-
gle Stash process (replicated three ways) will be inundated
with the request from all three routers, overwhelming it. The
ORAM layer also plays a critical role in Treebeard with a sin-
gle ORAM process dropping the max throughput by 41.79%.

Figure 10: Treebeard and QuORAM throughput

A single ORAM will be overwhelmed by its interactions with
6 storage servers, limiting the system throughput. We antici-
pated Router layer to have negligible impact on performance
because of its simplistic functionalities. However, as seen in
Figure 8c, although this layer has the lowest impact compared
to the other layers, a scale factor of 1 drops the max system
performance by 38.35%. This experiment underscores the
impact of a multi-layer architecture in building a scalable
oblivious data system.

7.2 Fault-tolerance Analysis
The next set of experiments analyze Treebeard’s ability to han-
dle failures. We compare Treebeard with QuORAM [35], a
state-of-the-art fault-tolerant and highly available ORAM sys-
tem, with results in Figure 10. Similar to [35], this experiment
measures throughput and latency for both systems while in-
creasing client concurrency. Since QuORAM is non-scalable,
this experiment deploys Treebeard with a scale factor of 1.

Treebeard consistently outperforms QuORAM in terms of
throughput across all levels of concurrent clients, with the dif-
ference increasing as the concurrency increases. QuORAM’s
throughput saturates at ∼1000 ops/sec, similar to the results
reported in [35], but Treebeard continues to achieve higher
throughput. At 5000 concurrent clients, Treebeard executes 15
Kops/sec, whereas QuORAM only manages 949.44 ops/sec.
The reason for QuORAM’s saturation is because, similar to
Ring and Path ORAM, it retrieves paths individually for each
client request. Whereas, Treebeard batches a set of read-path

USENIX Association 34th USENIX Security Symposium    7593



(a) Treebeard with Path ORAM vs. Ring
ORAM stash size

(b) Impact of A & k on Treebeard’s stash size (c) Impact of varying workload on Treebeard’s
stash size

Figure 11: Stash experiments of Treebeard.

operations and retrieves the overlapping buckets only once.
Hence, as the concurrency increases, Treebeard batches more
read-path requests, avoiding redundant bucket reads along
with amortizing the cost of communicating to the cloud. This
increased throughput however comes at the cost of higher la-
tency, with the latency spiking after 1000 concurrent clients.

Impact of Leader Failure: Figure 9 shows the effect of
leader failures in both the Stash and ORAM layers (note
that replica failure has no effect on system performance).
This experiment consists of three processes in each layer with
the Stash and ORAM processes replicated three ways (thus,
f = 1). Upon a leader failure, Raft elects a new leader, who
then continues to process requests. To analyze Treebeard’s be-
havior upon leader failures, this experiment introduces leader
failures at the 10th second. Figure 9a and 9b depict the sys-
tem performance when a Stash and an ORAM leader fail,
respectively. The results indicate that Treebeard observes no
performance drop upon a leader failure in either of the stateful
layers. This experimentally underscores the fault tolerance
and high availability aspect of Treebeard and how a new leader
helps to recover from failures.

7.3 Stash Experiments

As noted in §5.3, Treebeard’s design fixes real blocks per
bucket, Z, to one. This, along with Treebeard’s optimization
to read multiple paths at once, impacts its stash size by poten-
tially limiting the number of blocks it can evict from stashes.
Despite Treebeard compensating for this by executing multi-
path evictions instead of Ring ORAM’s single path eviction, a
natural question that arises is: would Path ORAM with Z > 1
be a better choice for Treebeard?
Path ORAM vs. Ring ORAM: We created a Path ORAM
version of Treebeard to verify the benefits of Ring ORAM
over Path ORAM when Ring ORAM’s Z = 1. This experi-
ment also highlights the modular design of Treebeard since
we only had to change the ORAM layer to accommodate
Path ORAM’s scheme. In this version, Treebeard continues to
execute multi-path reads and stores all retrieved blocks (i.e.,

Z ∗ logN blocks per path) in their respective stashes. In the
subsequent eviction phase, triggered immediately after the
read phase, Treebeard evicts k paths. This version sets Z = 4
because Path ORAM has optimal stash size with Z = 4 [62].

To ensure a fair comparison, we set the rate of eviction
A = 1 in Ring ORAM to match Path ORAM’s eviction rate
and used k = 2000 for both implementations because Tree-
beard on average read 2000 paths in one batch. Figure 11a
compares the stash size of Treebeard built with Path ORAM
versus Ring ORAM measured at one second intervals with
a moving average of a window size of ten. The results show
that Treebeard built with Ring ORAM maintains a relatively
small stash size and peaks at 347 blocks. However, with Path
ORAM, the stash size peaks at 5,306 blocks, which is 15x the
stash size use of Ring ORAM. This underscores Treebeard’s
choice to use Ring ORAM despite setting Z = 1.

Impact of A and k on Treebeard: This experiment mea-
sures the impact of eviction rate on Treebeard’s stash size
and performance, with Figure 11b showing the results.

We expected both A, the frequency with which Treebeard
evicts the path, and k, the number of paths evicted in paral-
lel, to play an equally critical role in bounding the stash size.
However, the experiment with A = 1 and k = 200 vs k = 5000
indicates that k’s role is less prominent in bounding the stash
size. In contrast, A = 1 consumes 21.43% lower stash size
than A = 100, indicating a more prominent role. This is be-
cause A = 1 is the most aggressive eviction policy with an
ORAM process triggering eviction after each multi-path read
operation. A also impacts performance: the throughput at
A = 100 is 32 Kops/sec compared to 27 Kops/sec at A = 1
– an 18.5% reduction. With A = 100 and k = 200 (default
values for other experiments), the stash size is at most 350
KB per Stash process. Although this stash size is larger than
a sequential ORAM scheme, the system batches and serves
thousands of requests in parallel. We believe that 350 KB
stash size to achieve 32 Kops/sec is a reasonable trade-off.
Importantly, Treebeard can always achieve stash sizes equiv-
alent to Ring ORAM by imposing a batch size of one at the
cost of significantly reducing its throughput.
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(a) Impact of Epoch Size on performance (b) Workload Independence in Treebeard (c) Increasing database size in Treebeard

Figure 12: Internal experiments of Treebeard.

Impact of varying workload on stash size: The stash ex-
periments thus far use a highly skewed input distribution
(Zipf=0.99). Under such skew, requested objects often already
reside in the stash, reducing the number of real read-path
requests and helping keep the stash size small. In contrast,
uniform or round robin access patterns lead to more real read-
path requests, potentially increasing stash size. To evaluate
this, clients in this experiment generate round robin accesses,
with the results shown in Figure 11c. This experiment uses the
values of A=100 and k=200 (default values used in other ex-
periments). As illustrated, the maximum stash size in a shard
increases from 350 blocks under skewed access to 580 blocks
with round robin accesses. Nonetheless, this accounts for only
∼0.028% of the database size, which we consider a reason-
able trade-off for enabling concurrency and scalability. To
understand whether this low percentage holds even when the
database size increases, we measured the stash size when the
database size increases from 2GB (i.e., 2M key-values with
1kB values) to 256GB. For the 256GB database size, the max-
imum stash size was 40k blocks for skewed and 41k blocks
for round robin accesses, both accounting for ∼0.015% of
the database size, indicating that the stash size remains small
relative to the database size.

7.4 Treebeard Internal Experiments

The final set of experiments evaluate the effectiveness and
observable security of Treebeard.
Bandwidth Analysis: In this experiment, we simulated Tree-
beard and Ring ORAM’s read path protocols to illustrate the
benefits of our multi-path read optimization for a database
with 2M entries on a tree of 1M paths (tree height of 21). Ta-
ble 1 provides simulation results of average number of blocks
retrieved per client request for 10,000 requests per run. With
a batch of size 2000, which is the average batching size ob-
served in our experiments with an epoch of 1ms, Treebeard’s
multi-path eviction reduces bandwidth by 51% compared to
Ring ORAM. We also note that this relative bandwidth im-
provement will hold for other tree-based ORAM schemes.
Epoch Analysis: This experiment investigates the influence
of epoch sizes on system performance. Epoch size refers to

Ring
ORAM

Trb.
(B=5)

Trb.
(B=100)

Trb.
(B=500)

Trb.
(B=2000)

Buckets 21.00 15.46 14.46 12.14 10.14

Table 1: Comparison on number of buckets retrieved by Ring
ORAM and Treebeard (Trb.) with different batch sizes (B).

the duration that a Router waits to collect the requests before
relaying them to the the Stash layer. To remove client concur-
rency as the bottleneck in measuring the full potential of an
epoch size, we increase the client concurrency as the epoch
size increases. With a scale factor of 3, the results shown in
Figure 12a indicate that the throughput improves with the
increase in epoch sizes, reaching a peak of 52 Kops/sec at
10 ms epoch. Beyond this, the throughput decreases due to
increased concurrency, which overloads the system. The in-
crease in throughput, however, comes at the cost of increased
latency. This indicates a throughput vs. latency trade-off of
Treebeard: higher epoch sizes enable more batching, which
increases the throughput, but require client requests to wait in
Router queues for larger durations.
Workload Independence: Figure 12b shows Treebeard’s
throughput for different skewness – from uniform to 0.99
Zipfian – in the client workload. The results show negligible
impact on system performance for different types of work-
loads. We attribute the small difference in throughput for
different Zipf configurations to the experimental noise in-
troduced by multi-tenancy in the cloud. This highlights the
experimental aspect of the workload independence guarantees
provided by Treebeard despite its distributed design. It also
provides an experimental evidence that Treebeard is secure
from attacks utilizing workload patterns [5, 55] that Oblivis-
tore [60] is vulnerable to.
Increasing Database Size: This experiment measures Tree-
beard’s throughput as the size of the database increases start-
ing from 8GB to 256GB5 as shown in Figure 12c. By default,
this experiment uses a scale factor of 3 at the proxy, while

5We note that the experiments cannot simulate extremely large databases
by mocking the storage functionalities because the correctness of RingO-
RAM, and hence Treebeard, requires reading and writing correct metadata.
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varying the number of cloud database instances from 5 to
10, increasing the tree node count eightfold as the database
size grows. As seen in the figure, the throughput remains
roughly the same (standard deviation of 2333.78 ops/sec) un-
til the database size reaches 128GB. For 128GB and 256GB
database sizes, the throughput starts to reduce despite provi-
sioning additional storage servers, indicating that Treebeard
is bottlenecked at the ORAM layer. We test this hypothesis by
increasing the number of ORAM processes from 3 to 5 and 8
for 128GB and 256GB respectively. Additional resources at
the proxy enables Treebeard to bridge the performance gap
(as shown in the stacked bars in Figure 12c). This experiment
highlights that Treebeard can scale to retain similar through-
put as the database size increases to hundreds of gigabytes.

8 Related Work

The literature on ORAM schemes is extensive (e.g., [1,
54, 57, 62, 64]) so we mainly discuss ORAM systems that
achieve: parallelism, scalability, or fault-tolerance. Addition-
ally, this section does not discuss oblivious data systems un-
der threat models weaker than ORAM’s (Pancake [18], Waf-
fle [36], and Shortstack [63]). We also do not discuss complex
query processing systems on outsourced information, such as
Opaque [70], Panda [37], ObliDB [16], and Obscure [22].

Parallel ORAM: While many theoretical constructions of
parallel ORAM exist [2, 6, 10, 11, 42], the discussion is lim-
ited to practical ORAM schemes. Shroud [33] is an ORAM
scheme that enables parallelism by reading multiple buck-
ets in a single path at once. However, it processes client re-
quests sequentially. PrivateFS [65] and ConcurORAM [8]
serve client requests in parallel in a proxy-less setting. The
client directly communicates with the cloud to synchronize
concurrent requests, which differs from Treebeard. This in-
curs increased WAN communication overheads, negatively
impacting system performance. Oblivistore [60] and TaoS-
tore [55] process concurrent requests under asynchronous
networks. But both schemes issue one read-path operation
per client request, without batching them.

Meanwhile, Obi [66] retrieves a fixed number of paths in a
batch but it does not deduplicate overlapping buckets, while
Fork Path [68] deduplicates overlapping buckets but processes
requests sequentially. Treebeard differs from these works in
batching a dynamic number of concurrent read path requests
and deduplicating the overlapping buckets, both choices con-
tributing to its increased performance as discussed in §7.4.

Obladi [13] is the most optimized concurrent scheme and
compares closely with Treebeard. It employs an epoch-based
logic to batch a set of requests and amortize the cost of execut-
ing ORAM. Given a set of read-path operations, Obladi tracks
the dependencies between operations to serialize them based
on conflicts and executes non-conflicting operations in paral-
lel. This mechanism introduces higher complexity compared

to Treebeard’s approach of reading multiple paths’ buckets in
a batch and reducing redundancy. Moreover, Obladi relies on
a single proxy that cannot be scaled.

Scalable ORAM: Many ORAM schemes [31,34,59,61,67]
consider multi-server ORAM where they scale the storage.
However, the proxy remains the main bottleneck in these sys-
tems. Oblivistore [60], CURIOUS [5] and Snoopy [14] are
the only current schemes to scale the ORAM processing units.
Since §7 discusses Snoopy in detail, we focus the discussion
on Oblivistore and CURIOUS. Both systems achieve scalabil-
ity by distributing the data across multiple ORAM proxies (or
sub-ORAMs), each responsible for one shard of data. How-
ever, for security they rely on a single oblivious load balancing
unit to communicate with the ORAM nodes, which becomes a
scalability bottleneck. Moreover, Oblivistore has proven secu-
rity vulnerabilities [5,55] that reveal the amount of contention
in client workloads. SEAL [15] is a recent ORAM system that
can distribute ORAM processing across different processes
but it leaks information on the request distribution across dif-
ferent ORAM processes to achieve parallelism. Moreover,
none of the these works [5, 14, 15, 60] ensure fault tolerance
(although some discuss possible extensions).

Fault-tolerant ORAM: Only two existing ORAM data
stores, Obladi [13] and QuORAM [35], incorporate fault tol-
erance in their design. Obladi assumes that cloud storage is
persistent and handles crash faults in the proxy layer. Obladi
pushes its states to the cloud storage at epoch boundaries and
retrieves them upon failures. However, the system becomes
unavailable until the proxy recovers and reinitializes its state.
QuORAM [35] mitigates Obladi’s unavailability problem by
replicating the server-proxy pairs and ensures high availabil-
ity even when faults occur. Although QuORAM’s replication
handles failures well, the system cannot scale.

9 Conclusion

We introduce Treebeard - a high throughput ORAM system
that scales linearly with the number of machines while ensur-
ing fault tolerance. Treebeard utilizes a novel multi-layer de-
sign that disaggregates the functionality and state maintained
by a single ORAM proxy across processes in multiple lay-
ers. Importantly, it ensures that no layer introduces scalability
bottlenecks. Treebeard meticulously addresses information
leakage introduced by each of its core features - parallelism,
scalability, and fault tolerance. Primarily, it employs a multi-
path read mechanism to read a set of paths from the server in
a batch and avoids redundant fetching of overlapping buckets
across those paths. It outperforms state-of-the-art scalable and
fault-tolerant baselines and executes 160k ops/sec with 16 ma-
chines. As future work, Treebeard can be extended to provide
transactional guarantees and support complex relational and
analytical queries.
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world systems. Our evaluations were performed on Microsoft
Azure but since the experiments utilized synthetic data, this
did not reveal any sensitive information to Azure.

The techniques described in this paper enhance data secu-
rity and privacy by addressing challenges in scalability and
fault tolerance for ORAM-based systems. However, we rec-
ognize the potential risks of dual use, where malicious actors
could exploit insights from Treebeard ’s architecture to protect
their data from other actors. We acknowledge this risk, but
the benefits that the community gains from this system in ad-
vancing secure and privacy-preserving technologies outweigh
the potential risks.

Beyond technological advancements and economic consid-
erations, existing research recognizes the social implications
of privacy breaches, particularly for marginalized communi-
ties. Sensitive and identifiable information collected by busi-
nesses in sectors such as banking and healthcare is often at
risk. By devising a secure data management system, Tree-
beard aims to safeguard individual user data from intentional
or unintentional misuse.

We have thoroughly analyzed the ethical considerations
and ensured alignment with the principles outlined by the
USENIX Security 2025 guidelines. Our methodology priori-
tizes the advancement of security and privacy while responsi-
bly addressing potential risks.
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———–

A Security Definition

We adapt the standard ORAM definition, which informally
states that a secure ORAM hides the following from an ad-
versary: i) the exact data accessed by a user, ii) timing in-
formation on when an object was last accessed, iii) whether
clients are accessing the same object or different objects, iv)
the access pattern such as skewed vs. uniform, and v) whether
a client requests a read or write operation.

We leverage the indistinguishability game to formally de-
fine Treebeard’s obliviousness guarantees. But first, we for-
mally define an ORAM scheme. An ORAM scheme consists
of two modules ORAM = {Encode, OClient}. Encode shuffles
and encrypts a given database D to produce Denc along with
the secret key K. An external server stores Denc and a state-
ful module OClient stores K. In Treebeard, multiple storage
servers store different partitions of Denc, whereas the proxy
unit (consisting of processes across three layera) retains the
secret key K.

OClient answers all the read/write requests sent by clients
after communicating with the storage server. Since Tree-
beard’s OClient is distributed across multiple processes, and
the system consists of multiple routers that receive data access
requests, we define a sequence of accesses as:

seq = [(bid1,r1),(bid2,r2), · · · ,(bidm,rm)]

where bidi indicates the block requested in the ith access and
ri indicates the Router process that receives the request. Note
that since ORAM schemes behave identically for both read
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and write requests, seq only lists the block ids without indi-
cating the type of operation or operation values.

Security definition: Consider two different access sequences
seq0 and seq1 with the same length and access timings:

seq0 = [(bid1,r1, t1),(bid2,r2, t2), · · · ,(bidm,rm, tm)]

seq1 = [(bid′1,r1, t1),(bid′2,r2, t2), · · · ,(bid′m,rm, tm)]

where ti indicates the time at which router ri received the re-
quest. Informally, an ORAM scheme is secure if a polynomial
time adversary cannot distinguish between seq0 and seq1 by
observing the accesses to the server. We define this formally
with an indistinguishability game G with the following steps:

1. The game begins by sampling a uniformly random bit
b ∈ {0,1}, called the challenge bit.

2. The game then issues seqb to OClient, who then executes
the ORAM scheme and accesses data on the storage.

3. The adversary observes the resulting events and outputs
its guess b′ of the challenge bit. The game returns true if
the guess is correct and otherwise false.

We say that an ORAM scheme is oblivious if

Pr[GORAM ⇒ true]− 1
2
= negl(λ) (1)

where λ is the security parameter. In other words, an ORAM
scheme is secure if any polynomial-time adversary A can
guess the challenge bit with probability negligibly higher than
half. This implies that an ORAM scheme is secure if any two
sequences of requests are indistinguishable to the attacker.

B Security Proof

Ring ORAM upholds obliviousness by indiscriminately ex-
ecuting the following steps for any input workload: every
client request reads a random path from the server, every S
accesses to a bucket leads to its (early) reshuffling, and every
A read paths causes the eviction of a deterministically chosen
path. Proving the security of Treebeard hinges on arguing that
scaling, replicating, and parallelizing Ring ORAM continues
to uphold the above access behavior.

Treebeard uses an indistinguishability based security game
defined in Appendix A. Our proof builds on the following
central properties of Treebeard.

• At initialization, Treebeard uniformly and randomly par-
titions the data and stores each partition on a storage
tree.

• The adversary observes that for m accesses, m′ random
paths, indicated by leaf-ids, are read across all storage
trees. Treebeard’s security builds on the fact that the
m′ leaf-ids it reads correspond to the same m′ leaf-ids
prescribed by sequential Ring ORAM.

• The adversary also learns that every A accesses to a
storage tree triggers the eviction (reading and writing)
of k deterministically chosen paths. Additionally, it also
learns the reshuffled buckets that have been accessed S
times.

In the game G , the adversary’s goal is to correctly derive
the challenge bit b by observing any and all information vis-
ible to the adversary. For Treebeard to be secure, we need
to show that the adversary has a negligible advantage over
randomly guessing the challenge bit. We achieve this by con-
structing a simulator that only has access to publicly available
information of the system. This implies that the simulator
initializes the database with encryptions of dummy values
(e.g., zero value) and replaces block values in each request
also with dummy values. Due to the IND-CPA security of
the underlying encryption scheme, the adversary cannot learn
whether the encrypted blocks correspond to real values or
dummy values. Note that since Treebeard reveals the request
load and the proxy unit configuration (i.e., number of Router,
Stash, and ORAM layer processes), the simulator must also
simulate the same configuration to ensure security.

At a high level, the simulator simulates the following:

i) A router simulator collects requests in epochs and for-
wards the requests to a Stash simulator. The Stash simulator
picks a random path from a random tree to fetch for each
request in the batch, and forwards the read-path requests to
an ORAM simulator. ii) The ORAM simulator reads the ran-
domly chosen paths from the randomly chosen trees such
that the overlapping buckets across the paths are retrieved
only once. iii) It also simulates eviction phase (i.e., reading
Z blocks per bucket and writing the path back) by evicting k
deterministically chosen paths after A accesses to a storage
tree. Note that none of these steps depend on the blocks (or
their values) requested by clients. Additionally, the simulator
adds delays equivalent to the communication delays incurred
for replication or communication between layers.

The simulator is a theoretical ideal that is stateful and does
not fail. Note that since Treebeard builds on top of Ring
ORAM, our proof assumes that all steps executed using Ring
ORAM are secure and that Ring ORAM provides both real
and simulated functions to initialize a (sub-)tree, shuffle a
bucket, access a path, and evict a path. Since Treebeard as-
sumes that the response times to clients are hidden from
the adversary, the attack presented in [55] does not apply to
Treebeard; protecting against such an attack utilizing client
response times requires a centralized request sequencer [55],
which becomes a scalability bottleneck. Furthermore, Tree-
beard’s security and database correctness guarantees are only
upheld when at most f out of 2 f +1 replicas of an Stash or
ORAM process fails (as is the case with plaintext databases).
The functionality of Treebeard’s various layers and the simu-
lator’s design in detail is discussed in the extended report [56].
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C Ring ORAM vs Path ORAM in Treebeard

Recall that Treebeard’s implementation sets Z = 1 for the
underlying Ring ORAM protocol. A natural question that
arises is: for Treebeard, would Ring ORAM continue to hold
the benefits over Path ORAM if Z = 1? We answer this in the
affirmative for two reasons.

1) Effect on stash size: Treebeard’s multi-path read opti-
mization retrieves multiple paths from the server. Suppose
this value is B, i.e., Treebeard retrieves B paths from the server.
With Ring ORAM like designs, this equates to B real blocks
being read and added to the stash. Whereas, with Path ORAM,
this will be Z ∗ logN potential blocks added to the stash. For
equivalence, even setting Z = 1 in Path ORAM incurs a logN
factor overhead in the stash size. We experimentally evaluated
this by replacing Ring ORAM with Path ORAM in Treebeard
and the results in §7.3 indicate a significantly higher stash for
Path ORAM compared to Ring ORAM (with logN=21).

2) Impact on bandwidth: One might argue that setting Z = 1
will cause Ring ORAM’s overall bandwidth usage to be much
higher than Path ORAM’s. The answer to this depends on
the parameters (A,S) set for Ring ORAM. Assuming Z = 1
for both Path and Ring ORAMs, evicting a path back in Path
ORAM incurs logN bandwidth whereas Ring ORAM incurs a
higher bandwidth of logN +(1+S)logN (the first logN is to
first read the real blocks in the path being evicted). However,
Path ORAM evicts one path for every path read whereas base
Ring ORAM evicts one path every A paths read.

In Treebeard, this translates to: every A ∗B paths read, k
paths are evicted where B is the number of paths read in
a batch. Therefore the eviction bandwidth for B requests
for Path ORAM is B ∗ logN whereas for Ring ORAM it is
(2+ S)logN ∗ k/(A ∗B). Note that Ring ORAM, and hence
Treebeard, also performs early reshuffle wherein each bucket
in a path that was read will be permuted after accessing
that bucket S times. Ring ORAM indicates their overall
bandwidth use to be (L+ 1)+ (L+ 1) ∗ (2 ∗Z + S)/A ∗ (1+
poisson.cd f (S,A)), where L is the height of the tree [54]. In
Treebeard, A = A ∗B/k because in each read access to the
server, Treebeard reads some B paths but instead of evicting
one path, the system evicts k paths. In our experiments, the av-
erage batch size observed was B = 2000, and we set A = 100,
k = 200, and S = 6. We have N = 2M, giving a tree height of
(logN =) 21. Plugging in these values in Ring ORAM’s band-
width calculation, the overall bandwidth overhead (for both
read and evict phases) per client request is 23x, with a tree of
height 21. Whereas for Path ORAM, the bandwidth overhead
per request is 2logN, which is 42x for a tree of height 21. This
indicates that even with Z = 1, choosing Ring ORAM helps
reduce the bandwidth overhead for the parameters values our
experiments used.
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