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Abstract
Zero-knowledge succinct non-interactive arguments (zk-
SNARKs) are notorious for their large prover space require-
ments, which almost prohibits their use for really large in-
stances. Space-efficient zkSNARKs aim to address this by
limiting the prover space usage, without critical sacrifices to
its runtime. In this work, we introduce HOBBIT, the only exist-
ing space-efficient zkSNARK that achieves optimal prover time
O(|C |) for an arithmetic circuit C . At the same time, HOBBIT
is the first transparent and plausibly post-quantum secure con-
struction of its kind. Moreover, our experimental evaluation
shows that HOBBIT outperforms all prior general-purpose
space-efficient zkSNARKs in the literature across four dif-
ferent applications (arbitrary arithmetic circuits, inference
of pruned Multi-Layer Perceptron, batch AES128 evaluation,
and select-and-aggregate SQL query) by ×8-×56 in terms or
prover time while requiring up to ×23 less total space.

At a technical level, we introduce two new building blocks
that may be of independent interest: (i) the first sumcheck
protocol for products of polynomials with optimal prover time
in the streaming setting, and (ii) a novel multi-linear plausibly
post-quantum polynomial commitment that outperforms all
prior works in prover time (and can be tuned to work in a
space-efficient manner). We build HOBBIT by combining the
above with a modified version of HyperPlonk, providing an
explicit routine to stream access to the circuit evaluation.

1 Introduction

A Zero-Knowledge Succinct Non-Interactive Argument of
Knowledge (zkSNARK) [1, 2] is a cryptographic protocol
that enables a prover to convince a verifier about the valid-
ity of an NP statement, by producing a small and easy-to-
verify proof that reveals nothing else other than the correct-
ness of the statement. Nowadays, zkSNARKs have become
integral components of securing many applications such as
anonymizing cryptocurrencies [3], ensuring integrity of ML
models [4, 5, 6], and verifying network traffic policies [7]. Al-
though the main focus of zkSNARKs was initially to reduce

the verification time and proof size, the cost of generating
a proof has now become the main challenge. Over the past
years, a substantial amount of progress has been made to
reduce that cost resulting in constructions with concretely
efficient and optimal prover times [8, 9, 10, 11, 12, 13, 14].
Despite these advancements, zkSNARKs still hardly scale for
large instances due to excessive prover space utilization. In
other words, the space used to prove a computation is multiple
times larger than the one needed to natively evaluate it. For
instance, to prove the correct hash computation for 214 ele-
ments using the SHA256 function takes 8GB on Groth16 [8]
and 32GB on Plonk [9]. At the same time, the space needed
for the actual evaluation is no more than 40Kb.

Space-efficient zkSNARKs. Motivated by the above, an im-
portant research goal is constructing zkSNARKs that maintain
low prover space. One way to achieve this is by developing
space-efficient zkSNARKs which allow the prover to use
space proportional to what is needed for the actual computa-
tion without sacrificing its runtime. At a very high level, all
such zkSNARKs base their construction on the “polynomial
interactive oracle proof (PIOP) + polynomial commitment
scheme (PCS)” paradigm [15, 16] but adapt their prover to
work in the streaming setting. In this setting, which was first
formalized by Block et. al. [17] and adopted by all subsequent
space-efficient arguments [5, 18, 19, 20, 21] the prover only
has streaming access to the proving data, such as interme-
diate steps of the computation and public parameters (e.g.,
by generating them on the fly) and computes the proof us-
ing only a small working buffer space. Ideally, the total time
and space of the prover (measured as the space needed to
instantiate streaming access to the proving data plus its buffer
space) should be proportional to the time and space needed
for the computation, up to constant factors. Unfortunately,
prior related work does not achieve this goal.

In particular, the first such zkSNARK was introduced by
Block et al. [18] and incurred only a polylogarithmic blow-up
in space and time compared to performing the computation.
However, it suffers from very large concrete overheads for
the prover’s runtime, hence serving mostly as a theoretical
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solution. Furthermore, it focuses on proving computations in
the RAM model, which inherently introduces some additional
bottlenecks to the prover time. Moving to the more efficient
arithmetic circuit model, a very recent work, Sparrow [5],
introduced a novel space-efficient PIOP based on the GKR
protocol with O(|C | log log |C |) prover time and space com-
plexity of O(Seval +

√
|C |), where Seval is the space needed

to evaluate the circuit. Unfortunately, while Sparrow achieves
an almost optimal prover time, it is restricted to proving the
correctness of data-parallel arithmetic circuits.

To the best of our knowledge, the only space-efficient zk-
SNARKs that focus on general arithmetic circuits are Gem-
ini [19] and Epistle [20]. In more detail, Gemini introduced
a space-efficient PIOP for the R1CS system [11] along with
a space-efficient variant of the univariate KZG PCS [22].
Likewise, Epistle constructed space-efficient variants of the
HyperPlonk PIOP [13] and multi-variate KZG PCS [23].
Both schemes achieve a minimal working buffer space of
O(log |C |). In addition, they are elastic, which enables the
prover to increase the working buffer space to O(B) (where
B ≥ log |C |) with the benefit of concretely improving the
prover time. However, both schemes consider a more “re-
laxed” streaming setting, leading to issues when it comes
to measuring the total space complexity. In particular and
contrary to all prior works [5, 17, 18, 21], they do not pro-
vide explicit constructions on how to instantiate streaming
access to the proving data. Even worse, as we argue in Sec-
tion 5, it is unclear how to achieve this without using O(|C |)
space specifically for the constructions of [19, 20]. In addition,
both schemes inherently suffer from Θ(|C |) space complexity,
due to the KZG PCS that requires public parameters of size
Θ(|C |). This is in contrast to the total space needed to evaluate
a circuit, that may be asymptotically smaller for some circuits
(e.g., log-space uniform [24] or data-parallel circuits [5]).

It is also worth mentioning that another approach of con-
structing zkSNARKs that maintain low prover space uti-
lization is by “breaking-down” the computation in multiple
smaller steps and recursively proving each one of them using
recursive proof composition [25, 26]. However, compared
to space-efficient zkSNARKs, this approach has two main
disadvantages. First, they introduce additional overheads to
the prover since they require recursively proving ”SNARK-
unfriendly” operations, such as hash functions, as part of prov-
ing the verifier logic. Second, efficient recursive proof com-
position approaches [6, 26, 27, 28, 29, 30, 31, 32] require the
prover to make non-black use of random oracles, and hence,
security cannot be formally argued, not even in the random
oracle model (ROM). A recent line of works that try to over-
come this issue [33, 34, 35], proposing analyses on novel (and
not well-studied, for the time being) idealized models, such
as AROM [33], but these results remain rather impractical.

Based on the above, and as Table 3 shows, we can make the
following observations: (1) Unlike “standard” zkSNARKs,
there is no existing space-efficient zkSNARK with optimal

prover time. In fact, this is even true for space-efficient ar-
guments that are non-succinct [21, 36]. (2) Existing space-
efficient zkSNARKs in the arithmetic circuit model either
require Θ(|C |) space (independently of Seval) or are restricted
to specific circuit families. (3) No existing space-efficient zk-
SNARK is post-quantum secure, as all these schemes use PCS
whose security is based on hardness problems over elliptic
curve groups that are easy to solve by quantum adversaries.
Our work. Here, we introduce HOBBIT, the first space-
efficient zkSNARK that overcomes all the above limitations.
Our overall contributions can be summarized as follows:

1. We construct the first optimal-time space-efficient sum-
check for products of polynomials. For instances of size
N, our scheme achieves O(N) prover, working buffer
space of O(B), and O(N/B+ logN) proof size and veri-
fication time for B ∈ [

√
N,N] (Section 3).

2. We introduce a novel plausibly post-quantum secure,
transparent, and linear time PCS with poly-logarithmic
proof size, which outperforms all existing PC schemes
with the same properties. We next adapt it in the stream-
ing setting where we achieve O(N) prover time, O(B)
working buffer space and O(N/B+ log2 N) proof size
and verification time for B ∈ [

√
N,N/ logN] (Section 4).

3. We combine the above to build HOBBIT, the first space-
efficient zkSNARK with optimal prover time. It is also
the first scheme that has transparent setup and is plau-
sibly post-quantum secure. Compared to other space-
efficient zkSNARKs, it supports lookup arguments, sig-
nificantly improving its performance (Section 5).

4. We implemented and experimentally evaluated our con-
structions. Using only a single thread, HOBBIT can prove
a circuit of size 228, in 1.1hrs using a total space of
4.2GB, which is only ×1.3 larger than the space needed
to evaluate the circuit. It also outperforms all existing
space-efficient zkSNARKs [5, 19, 20] in both prover
time and space. Our implementation is available at [37].

Furthermore, HOBBIT is flexible, i.e., it allows a trade-off be-
tween buffer space and proof size. Namely, one can increase
B to reduce the proof size (or vice-versa, when working on re-
stricted space settings). This is similar to elasticity, but trades
off proof size rather than the prover time. In the full version,
we also provide detailed proofs of security for all our construc-
tions, following similar strategies as recent works [38, 39].
That is, we first prove their security in the interactive set-
ting and then show that they satisfy round-by-round sound-
ness [40, 41], a strengthening of the regular soundness that
ensures the soundness of their non-interactive versions when
applying the Fiat-Shamir transformation [40, 42, 43].
Technical Highlights. Next, we highlight some of the tech-
niques that we developed towards our results.
Optimal-time & space-efficient sumcheck. The main building
block of our PIOP is a sumcheck protocol which, given stream-
ing access to the coefficients of the multi-linear polynomi-
als f ,g : FlogN → F, generates a proof for the instance: K =
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Table 1: Asymptotic comparison of works on space-efficient arguments. For RAM programs, T is the number of execution steps,
and S is the memory size. For an arithmetic circuit C , Seval denotes the space needed to evaluate it. x is the statement being
proven by the argument. Finally, B is a threshold instance bounded between

√
|C | and |C |/ log |C |

Scheme Model Trans-
parent

Plaus. Post
Quantum Prove Verify |π| Total Space

Block et al. [17] RAM ✔ ✗ T · polylogT T logT logT S· polylogT
Block et al. [18] RAM ✔ ✗ T · polylogT |x|· polylogT logT S· polylogT
Ligetron [21] WASM ✔ ✔ T logT T

√
T

√
T +S

Gemini [19] Arithm. Circ. ✗ ✗ |C | log2 |C | |x|+ log |C | log |C | |C |
Epistle [20] Arithm. Circ. ✗ ✗ |C | log |C | |x|+ log |C | log |C | |C |
Sparrow [5] LDP Arithm. Circ. ✔ ✗ |C | log log |C | |x|+ log |C | log |C |

√
|C |+Seval

Our zkSNARK Arithm. Circ. ✔ ✔ |C | |x|+ |C |B + log2 B |C |
B + log2 B B+Seval

∑x∈{0,1}logN f (x)g(x). Note that space-efficient sumcheck pro-
tocols already exist [5, 44] but either achieve O(N logN)
prover time for O(logN) buffer space [44] or O(N log logN)
for O(

√
N) buffer space [5] or achieve linear prover time

but are restricted to a sumcheck instance including a single
polynomial [45], which is insufficient for constructing PI-
OPs. Instead, our protocol has optimal prover time. The main
idea of achieving this is to partition the original sumcheck
instance into N/B instances of size B and “aggregate” them
in a streaming fashion (using a folding scheme for sumcheck
instances) until reaching a single one where the prover has
enough space to prove it using the “standard” sumcheck.

Although this idea looks simple, there are two subtle se-
curity concerns when trying to turn it into a zkSNARK: (1)
Naively folding the sumchecks as done in [46]—by commit-
ting to each instance independently and then folding these
commitments—would make the extractor for the original poly-
nomials f and g grow exponentially with N, due to recursive
extraction. We address this by directly committing to the orig-
inal polynomials at the beginning (using our space-efficient
PCS which we discuss next) and performing an additional
streaming pass over f ,g to reduce the evaluation claims of the
folded polynomials to claims over f ,g the validity of which
is proven by directly opening the PCS. (2) When making our
protocol non-interactive in the ROM via Fiat-Shamir, generic
analysis [40, 41, 42] results in a “loose” bound and non-
negligible error probability due to the large number of rounds.
To mitigate this, we explicitly prove in our full version [37]
that our protocol is round-by-round sound [40, 41], achieving
a tighter bound that allows us to establish the soundness of
its non-interactive variant in the ROM.
Optimal-time & space-efficient PCS. First, we propose a
(space-inefficient) linear-time, plausibly post-quantum and
transparent PCS with poly-logarithmic proof size and verifi-
cation time. Although such schemes already exist, they either
have impractically large proofs [12], slow provers [47], or are
restricted to binary fields [38]. Even worse, it is unclear how
to efficiently make some of them space-efficient [12].

In this work, we build upon the “Brakedown PCS [48] +
Proof Composition” approach first appeared in [13] and sub-
sequently improved by BrakingBase [47]. Unfortunately both

schemes have prohibitively large prover times. This stems
from the fact that when composing the proof, the prover has
to run the encoding algorithm of a linear code for a long mes-
sage. This leads to significant overheads because the only
practical linear-time code to date is the Spielman code [49],
which has a “SNARK-unfriendly” encoding algorithm.

Our main idea to solve this issue is that, instead of directly
using a Spielman code as the underlying code, we can use a
tensor code composed by a Spielman code and a “SNARK-
friendly” code (e.g., an RS code [50]) configured in such
way so that it has linear encoding time [51]. That allows us
to reduce the cost of proof composition by exploiting the
structure of the tensor code. Namely, the prover only has to
“partially” compute the codeword using the SNARK-friendly
linear code and then, by leveraging its linear property, invoke
the Spielman encoding algorithm only once for a significantly
smaller message size. Using this, we build our PCS and also
show how to make it space-efficient.
Constructing HOBBIT. Armed with our space-efficient sum-
check and PCS, we can now build HOBBIT. To achieve this,
we need to resolve two main challenges: (1) Construct a rou-
tine that computes all proving data on the fly using space
O(Seval) and (2) Develop a zkSNARK based on the data pro-
vided by this routine. For (1), we observe that an evaluation
algorithm of C can be seen as a streaming algorithm where,
in each computing step, either it deletes an existing gate or
computes a new one. Based on this, we construct a routine
that uses the evaluation algorithm to produce on the fly its
execution trace, i.e., a record of the sequence of operations it
performs. Given this routine, we build HOBBIT by adapting
the PIOP of HyperPlonk [13] to work in our setting. The main
challenge that arises is to prove consistency among wires in
the circuit. In HyperPlonk, this is done using a permutation
polynomial [9]. As we further elaborate in Section 5, however,
it is unclear how to compute the coefficients of this polyno-
mial on the fly using the data provided by our routine. Instead,
we transform the problem of checking wiring consistency into
proving the correctness of accesses from a memory that stores
all gate values. Based on this, we adapt the memory checking
technique of [11] to work in the streaming setting.
Implementation & Experimental Evaluation. We imple-
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mented HOBBIT in C++ and evaluated its performance in four
applications focused on proving the correct computation of:
(a) arbitrary arithmetic circuits, (b) the inference of a pruned
Multi-Layer Perceptron (MLP), (c) multiple AES128 block
ciphers, and (d) SQL queries. To prove a circuit of size 228,
HOBBIT takes 1.1hours (in a single thread) and utilizes a total
space of 4.2GB. Note that the space needed to natively evalu-
ate that circuit is 3.1GB. In other words, proving the correct
computation of that circuit takes only ×1.3 more space than
what is required to evaluate it in the first place!

Compared to other space-efficient zkSNARKs for arith-
metic circuits, HOBBIT is ×8.4-×32 and ×54.32-×56.8
faster than Gemini and Epistle and uses×1.01-×23 and×1.1-
×23.4 less space. Even when we compare HOBBIT with the
highly efficient Sparrow [5] on the applications corresponding
to data-parallel circuits, we have ×1.5-×5 faster prover and
comparable space utilization. That is because, compared to
Sparrow, our construction supports lookup arguments which
can significantly reduce the size of the arithmetic circuit. The
only drawback of HOBBIT is its larger proof size compared
to other works, e.g., 6MB when proving 215 AES128 block
ciphers. That is expected as all existing schemes use ellip-
tic curve-based PC schemes which offer significantly smaller
proof sizes, with the cost of not being plausibly post-quantum.

Finally, we also compare the performance of our PCS, with
existing plausibly post-quantum, transparent, and linear-time
PC schemes. Overall, our PCS is ×3.1-×4.5 and ×3.16-
×3.6 faster than BrakingBase and Orion respectively. Fur-
thermore, our PCS offers smaller proof sizes and verification
time. In addition, when compared to Brakedown [48] which
has sub-linear proof size but an extremely fast prover, our
PCS achieves ×1.03-×8.26 smaller proofs and ×8.7-×29.7
faster verifier with the cost of only ×2.6 slower prover!

Other Related Works. Here we review other related works.
Other Space-Efficient Arguments. Block et al. [17] intro-
duced a space-efficient argument of knowledge based on
the PIOP of [44] which, although transparent, its PCS re-
lies on Bulletproofs [52] and hence it has quasi-linear veri-
fier. Based on [53, 54], Wang et al. [21] proposed Ligetron
a space-efficient argument in the WASM model. While their
construction is plausibly post-quantum and transparent, it has
linear verification time and thus it is not succinct.
Disk-Based zkSNARKs. Recently, Baweja et al. [55] intro-
duced Scribe, a disk-based zkSNARK. The main idea of
Scribe is to reduce RAM utilization by storing and access-
ing all proving data or intermediate information produced
by the prover throughout proof generation in a disk. Based
on this, authors of Scribe show how to efficiently adapt Hy-
perplonk [13] in this setting. Note that Scribe is not space
efficient as it inherently requires O(|C |) space—e.g., to store
all proving data. Simply put, Scribe does not directly resolve
the issue of excessive space utilization, but only mitigates it
by moving the bulk of storage requirements to a “cheaper”
(but potentially slower) storage medium.

2 Preliminaries

We denote [n] = {1, ...,n} and F a field of prime order p. We
use x = (x1, ...,xn) ∈ Fn to represent a vector and x[i] its i-th
element. Furthermore, for a matrix A ∈ Fn×m, we denote with
A[i :] and A[: i] is i-th row and column respectively. Finally,
for an index i, j we use i, j to denote its bit-decomposition.

Multi-Linear Extensions. A multi-linear extension of a
vector x : {0,1}logn → F is a multi-linear polynomial
fx : Flogn → F, such that fx(z) = ∑i∈{0,1}logn β(z, i)x[i],
where β(z, i) is the identity polynomial defined as
∏k∈[logn] (i[k]z[k]+ (1− z[k])(1− i[k])).

For all cryptographic components we describe next, we
give formal definitions in the full version [37].

2.1 Polynomial Commitment Schemes
A polynomial commitment scheme (PCS) [22, 23] is a tuple
of algorithms (Gen,Commit,Open,Eval,Verify) that enable a
prover to commit to an n-variate polynomial of individual
degree d (e.g., each variable has degree at most d), and later
generate a proof showing that it correctly evaluated that poly-
nomial at any random point. A PCS is knowledge sound if for
any probabilistic polynomial time (PPT) adversary APC who
generates an accepting proof that f (x) = y, there exists an
extractor EPC that extracts the committed polynomial f , such
that the probability that f (x) ̸= y is negligible. Finally, a PC
scheme is zero-knowledge if a verifier learns nothing more
other than the correctness of the evaluation. In this work, we
will construct a PCS for multi-linear polynomials (i.e., when
d = 1) that is transparent, plausibly post-quantum and has
optimal prover time. One common way to construct such PCS
is to utilize linear codes [12, 47, 48].

Linear Codes. A linear error correction code is a linear
subspace C ∈ Fn of dimension k. Every linear code has an
injective mapping Enc : Fk → C (called the encoding algo-
rithm) that is given a message of size k and outputs a code-
word in C. Furthermore, we denote with ρ = k/n the rate
of the code and δ the minumum relative distance defined as
minc1,c2{∆(c1,c2)/n}, for all c1,c2 ∈C such that c1 ̸= c2 and
∆(c1,c2) their Hamming distance.

Brakedown PCS [48]. A PCS that leverages a linear code
with linear encoding time [49] to achieve our desired proper-
ties is Brakedown. At a high level, it works as follows:
Commitment Algorithm. To commit f : FlogN→ F, the prover

first arranges its coefficients into a matrix A f ∈ F
√

N×
√

N .
Then, computes the encoded matrix A′f ∈ F

√
N×(
√

N/ρ), using
the underlying encoding scheme for each row of A f . Finally,
it commits to the columns of A′f using a Merkle Tree.
Evaluation Algorithm. The evaluation algorithm consists of
two phases: (a) proximity testing where the verifier ensures
that the rows of the encoded matrix are close to valid code-
words, and (b) consistency checking in which it validates
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that y = f (r) where r = (r1,r2) ∈ F(logN)/2×F(logN)/2. For
the proximity testing, the verifier samples a random vector
a ∈ F

√
N , sends it to the prover which replies with an aggre-

gated vector F1 = ∑i∈[
√

N] a[i]A f [i :]. Then, the verifier com-
putes E1, the codeword of F1, samples a column index set
I = {i1, . . . , il} ∈ [k

√
N]l and sends it to the prover. Finally,

it receives R
√

N×l consisting of the columns of A′f at I along
with their opening proofs. Upon validating their membership,
it checks whether E1[i j] = ∑k∈[

√
N] a[k]R j[k], ∀i j ∈ I .

The consistency checking phase is almost identical to
the proximity one but with the difference that the prover
sends an aggregated vector F2 = ∑i∈[

√
N] β(i,r1)A f [i :] and

in the final verification step, the verifier also checks if y =

∑i∈[
√

N] β(i,r2)F2[i]. Finally, we note that both phases can run
in parallel, using the same set I . The resulting PCS is trans-
parent, plausibly post-quantum, and has optimal prover time.
Unfortunately, its proof size and verification time are O(

√
N).

Looking ahead, in Section 4 we show how to modify it to
achieve poly-logarithmic proof size and verification time.

2.2 Interactive Proofs and PIOPs

An Interactive Proof (IP) is a protocol between a prover and
verifier where both parties share an instance x and language
L and the prover tries to convince the verifier that x ∈ L . We
say that an interactive proof is sound if the verifier rejects
with high probability when x /∈ L and complete if the verifier
accepts whenever x ∈ L . A Polynomial Interactive Oracle
Proof (PIOP) is an interactive proof with the additional prop-
erty that the prover can reply with polynomial oracles. When
receiving such an oracle, the verifier does not have to read its
underlying polynomial entirely but only query their oracles
at random points. Throughout the paper, we will make use of
the following IP and PIOP protocols:

Sumcheck Protocol. Initially introduced by Lund et al. [56],
the sumcheck protocol is an interactive proof in which both
parties share a n-variate polynomial f : Fn→ F of individual
degree d, and the prover wishes to convince the verifier that
K = ∑x∈{0,1}n f (x). The sumcheck protocol is perfectly com-
plete, has a soundness error of at most dn/|F|, O(2n) prover
time and O(n) communication complexity.

HyperPlonk Protocol. Proposed by Chen et al. [34], Hy-
perPlonk is a PIOP for proving the correct execution of an
arithmetic circuit C . To encode a fan-in-2 circuit with addi-
tion and multiplication gates, HyperPlonk relies on the Plonk-
ish arithmetization [9] that represents an arithmetic circuit
via (1) selector functions and (2) a permutation function. At
a high level, the selector functions which we denote with
add,mul : [s+N]→ {0,1}, represent the type of each gate
of C , where s is the I/O size and N the number of gates.
In particular, if the i-th gate of C is an addition gate then
add[i] = 1, mul[i] = 0 and vice versa. We also assume that
add[i] = mul[i] = 0 for all i≤ s. Next, the permutation func-

tion σ : [3(N + s)]→ [3(N + s)] describes the wiring of C . In
more detail, let J ∈ [3N]k be a set of indexes of wires that
originate from the same gate and J′ a permutation of J. Then
σ is defined as σ[J[i]] = J′[i] ∀i ∈ [k], and for every set J. To
ensure the correct computation of C , the prover interacts with
the verifier to prove the that (1) each gate of C has been com-
puted correctly (known as gate consistency check), and (2)
every wire with the same fan-out gate has the same value
(known as wiring consistency check). Both (1) and (2) are
proven using the sumcheck protocol. Due to space limitations,
we provide more details in the full version [37].

2.3 Zero-knowledge Arguments of Knowledge
Argument systems [1] are similar to interactive proofs but
focus on bounded adversaries. More precisely, an argument
system for an NP language L enables a PPT prover holding
an instance x and its corresponding witness w to convince
a verifier that x ∈ L . We say that an argument system is an
argument of knowledge if for every PPT adversary A who
generates a convincing proof, there exists a PPT extractor E
with access to the internal state of A and extracts a witness
w such that (x,w) ∈ RL with overwhelming probability. An
argument system is zero-knowledge if the verifier learns noth-
ing else, other than the fact that x ∈ L . Furthermore, if the
scheme requires only one round of interaction, then we say
that the argument system is a non-interactive argument. In ad-
dition, when the proof size and verification time are sub-linear
to the size of the witness, then the argument system is suc-
cinct. If all properties hold simultaneously, then the argument
system is a zero-knowledge succinct non-interactive argument
of knowledge (zkSNARK) [1]. Finally, if both the time and
space complexities of the prover are preserved with respect
to natively certifying RL , then the underlying zkSNARK is
space-efficient. In our work, we adapt the definition of space-
efficient zkSNARKs from [57] for arithmetic circuits. In par-
ticular, for a given arithmetic circuit C :

Definition 1 (Space-Efficient zkSNARKs). A zkSNARK for
the relation RC = {(x;w) : C (x,w) = 1} is space-efficient
if it satisfies the following performance requirements: (1)
The prover runs in time Õ(|C |). (2) The prover uses space
O(Seval · poly log |C|+ |C |ε), where Seval is the optimal space
needed to evaluate C and ε < 1 a small positive constant.

Streaming Setting [17]. Space-efficient zkSNARKs are con-
structed similarly to “standard” zkSNARKs but the prover
works in the streaming setting. In particular, the prover only
has (read-only) streaming access to the data needed to gen-
erate the proof via streaming oracles and utilizes only small
working buffer space (typically sub-linear to the |C |) to pro-
duce a proof. The vast majority of works on space-efficient
arguments1, including ours, treat streaming oracles as routines

1To the best of our knowledge, only [19, 20] consider a slightly different
streaming setting as discussed previously.
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that internally maintain a state and, upon invocation by the
prover, use it to compute the next element of the stream. Nat-
urally, in this setting, the total space complexity of the prover
consists of the total space needed to run the streaming oracles
and the working buffer space used to produce the proof.

Constructing zkSNARKs. Using a PCS, we can construct a
zkSNARK from HyperPlonk by replacing the polynomial or-
acles with commitments [10, 12, 23]. Assuming a linear-time
PC scheme with poly-logarithmic proof size and verification
time, then the resulting zkSNARK has O(N + s) prover time,
O(s+ poly logN) verification time, and O(poly logN) proof
size. Unfortunately, this zkSNARK is not space-efficient since
its space complexity is O(N+s). Looking ahead, in Section 5
we show how to modify it in order to make it space-efficient.

3 Space-Efficient Sumcheck with Optimal
Prover Time

In this section, we show how to construct a space-efficient
sumcheck protocol that achieves O(N) prover time, uses O(B)
working buffer space and has proof size and verification
time of O(N/B + logN), where B ∈ [

√
N,N]. In more de-

tail, we will construct a protocol for proving the instance
K = ∑x∈{0,1}n f (x)g(x), where N = 2n and f ,g : Fn→ F, are
the multi-linear extensions of the vectors A f ,Ag ∈ FN . Our
sumcheck works in the streaming setting [17, 19]. Namely,
the prover only has streaming access to A f ,Ag and maintains
a (small) working buffer space used to generate the proof.
To ease presentation, we implicitly assume the existence of
streaming oracles S(A f ),S(Ag) providing access to the co-
efficients A f and Ag. Looking ahead, in Section 5 we will
show how to construct them in practice. Furthermore, we will
present our protocol as a PIOP, namely, we assume that the
verifier has access to the polynomial oracles of f ,g. Later,
these oracles will be replaced with our space-efficient PCS.

High-Level Idea of our Protocol. As a starting point, a seem-
ingly straightforward solution, would be to partition f ,g in
N/B polynomials (with B coefficients each) fi,gi : FlogB→ F,
such that f (x1,x2) = ∑i∈{0,1}logN/B β(i,x1) fi(x2) (likewise we
define g(x1,x2)). Then, generate N/B sumcheck proofs for
Ki = ∑x∈{0,1}logB fi(x)gi(x). The verifier will check if K =

∑i∈[N/B] Ki and validate the correctness of the proofs. Unfor-
tunately, this protocol does not fit our requirements for two
reasons. First, because we prove every sumcheck instance
independently, the verifier will receive claimed evaluations of
partial polynomials on different evaluation points, whereas,
we wish to end up with evaluation claims of f ,g at the same
evaluation point. Although we can solve this issue by using an
aggregation scheme for sumcheck instances [13, 58], known
protocols require the prover to invoke the sumcheck protocol
for instances that involve f and g, leading to the same prob-
lem we try to solve. Furthermore, the verification time and
proof size are O(N logB/B) and not O(N/B).

Instead, our prover sequentially accumulates the N/B sum-
checks, using the sumcheck folding scheme till it reaches a sin-
gle one of size B for which it generates a standard sumcheck
proof. Finally, the verifier ends up with evaluation claims of
the folded polynomials f̃ , g̃ at a random point v. Unfortu-
nately, it can not validate their correctness, since it only has
oracle access to f ,g. Instead, it reduces these claims into eval-
uation claims of f ,g. To achieve this, the prover first sends the
evaluation claims of the partial polynomials at the same point
{ fi(v),gi(v)}i∈[N/B]. Then, the verifier uses them to validate
the correctness of f̃ (v), g̃(v). Next, it produces the evaluation
claims of f ,g by picking a random point u ∈ Flog(N/B) and
computing f (u,v) = ∑i∈{0,1}log(N/B) β(i,u) fi(v) (and likewise
g(u,v)). We further reduce the verification time and proof
size by delegating this computation to the prover via another
sumcheck. Due to space limitations, we provide a detailed
description of the interactive version of our protocol in the
full version along with a formal theorem. Furthermore, we
also prove that it satisfies round-by-round soundness [40],
which, as shown in [40, 41] maintains the soundness of its
non-interactive version, when using Fiat-Shamir in the ROM.

4 A Concretely Efficient Linear-Time PCS

In this section, we present our transparent polynomial commit-
ment scheme with optimal prover time and poly-logarithmic
verification time and proof size. Compared to existing poly-
nomial commitment schemes with similar characteristics [12,
47], our PCS is concretely faster and generates a smaller proof
size. Furthermore, it has the following extra property: Given
streaming access to an N-sized polynomial and a threshold in-
stance size B, it can commit and generate an evaluation proof
in time O(N) using only O(B) working buffer space where
B ∈ [
√

N,N/ logN], and at the same time, the proof size and
verification time are O(N/B+ log2 N). Here, we will present
the interactive variant of our PCS in the “standard” setting,
i.e., when B = N. In the full version we show how to adapt
our PCS in the streaming setting and provide formal proofs.

At a high level, our PCS is based on the same framework
used to instantiate all other PC schemes with similar char-
acteristics. Namely, we first use a PC scheme with optimal
prover time but proof complexity sub-linear to the polynomial
size. Then, we reduce the latter to poly-logarithmic via proof
composition. We follow the same approach as Orion+ [13]
and BrakingBase [47], which use the Brakedown PC [48] (see
Section 2.1 for more details) modified as follows.

First, to commit a N-sized polynomial, the prover orga-
nizes its coefficients in a matrix with logN rows and N/ logN
columns. Subsequently, it encodes each row using a linear
code with linear-time encoding and computes the Merkle root
of the “encoded” matrix. By doing this, in the evaluation
phase, the prover has to send the aggregated vectors F1,F2, of
size N/ logN and l columns of size logN with their opening
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proofs—where l a constant depending on the code distance.
Initially, this modification seems detrimental because we in-

creased the proof size from O(
√

N) to O(N/ logN). However,
that increase solely stems from the fact that the prover has
to send the vectors F1,F2 whereas the rest of the proof size
is poly-logarithmic to N. Furthermore, the verifier only uses
these aggregated vectors to perform lookups at l positions
of their encodings. Hence, these checks can be delegated to
the prover by having it commit to the aggregated rows and
prove the correctness of the lookups via a succinct argument
of knowledge.

More generally, given a linear code Enc : FK → FδK , and a
K-sized vector m, the prover needs to generate a proof for the
relationship: R ′= {(Cm,y,I ;m,w) : Cm =Commit(m)∧y=
C ′d(m,I ,w)}. In our case, m is F1 or F2, K = N/ logN, and
I = {i1, . . . , il} ∈ [δK]l is the set of column indexes. Finally,
C ′d is an arithmetic circuit that takes input m,I and auxil-
iary information w and outputs the lookups the verifier must
make on the encoding of the message m. More formaly, C ′d
computes and outputs a vector y ∈ Fl , such that y[ j] = E[i j],
∀ j ∈ [l], where E = Enc(m).

As mentioned in the introduction, while this approach gen-
erates significantly smaller proof sizes compared to the other
PC schemes with the same properties [12], its proof composi-
tion step, i.e., generating a proof for R ′, leads to prohibitively
slow proving times. That is because, to achieve optimal com-
mitment and evaluation complexity, the prover has to use a
linear code with a linear-time encoding that works over any
field. However, the only practical code with these properties
is the Spielman code [48, 49] whose encoding algorithm is
SNARK “unfriendly”. That is, the circuit representing the
encoding algorithm has “arbitrary” structure, and must take
as input the expander graph of the Spielman code, which is
much larger than the message size. Unfortunately, to output y
when using a Spielman code, C ′d must first evaluate E. Hence,
it inherits this overhead, especially considering the “large”
message size K (= N/ logN). In fact, this exact approach is
used in the concurrent work of Nair et al., [47]) which also
builds a linear-time PC with polylogaritmic proofs but the
resulting prover time is ×8 slower than that of Brakedown.

Based on the above, our main focus becomes minimizing
this specific overhead, as we describe next.

4.1 Efficient Composition via Tensor Codes

Following the above discussion, it becomes apparent that
to have any hope of efficiently proving R ′, we must avoid
evaluating a Spielman code for large messages inside C ′d .
Our key idea is to replace the underlying linear code with
a tensor code. In particular, our tensor code uses two linear
codes Enc1 : Fk1 → Fn1 and Enc2 : Fk2 → Fn2 and encodes m
as follows. First, it parses m as a matrix M ∈ Fk2×k1 , where
k1k2 = K and then computes M′ ∈ Fk2×n1 by encoding each
row of M using Enc1. Finally, it computes E ∈ Fn2×n1 , by

encoding each column of M′ using Enc2.
Initially, the decision to replace a linear code with a tensor

code looks somewhat arbitrary. However, this will enable us
to significantly reduce the size of C ′d by “exploiting” the struc-
ture of our tensor code. More precisely, observe that using a
tensor code, C ′d does not have to compute the entire codeword
E to output y. Instead, it only needs to evaluate M′ and then
only those columns that contain an index in I to evaluate y. In
the worst case, this requires l invocations of Enc2 inside C ′d ,
one for each such column. Looking ahead, we will show how
to further reduce the number of invocations to only one via
batching. What remains is to show how to efficiently evaluate
M′ inside C ′d . For this, observe that we do not have to use
the “expensive” Spielman code to encode each row of M but
choose Enc1 to be the Reed-Solomon (RS) code, which is
“SNARK-friendly”. In fact, proving its correct encoding is
asymptotically faster than evaluating it, using the techniques
of [4]. Since the RS code does not have a linear-time encoding
algorithm, we set k1 to be constant (independent of K). In this
way, our tensor code maintains linear-time encoding as long
as Enc2 has a linear-time encoding algorithm.

We are now ready to formally describe our protocol for
proving R ′. For our tensor code, let Enc1 : Fk→ F2k be a RS
code, for a constant k, and Enc2 : FK/k→ F2N/k a Spielman
code. First, we describe the structure of the circuit C ′d . Then,
we show how to efficiently prove R ′.

Description of our C ′d . To begin with, our circuit takes as
input the message m encoded as a matrix M ∈ FK/k×k, and
a “sub-matrix” of its tensor code denoted with Ẽ ∈ FΩ(l)×2k,
which consists of the rows of E ∈ F2K/k×2k, that contain at
least one index in I . Then, we partition C ′d in two sub-circuits
C ′(1)d and C ′(2)d . The first sub-circuit C ′(1)d takes as input M and
outputs M′ by performing an FFT on each row of M. Next,
C (2)

d takes as input M′ and outputs y. Naively, this can be

done by having C ′(2)d select the columns of M that contain at
least one index in I , compute their Spielman codewords and
output their values at the corresponding index. This requires
computing at most l Spielman codewords.

We observe that it is possible to further reduce the num-
ber of encodings to only one via batching, by modifying
C ′(2)d as follows. First, C ′(2)d takes as additional input a ran-
dom point r ∈ F provided by the verifier and uses it to aggre-
gate the columns of M′ by computing m′ = ∑i∈[2k] riM′[: i].
Then, it computes the Spielman codeword of m′, denoted with
e′ ∈ F2N/k. At this point, it is impossible to compute y from e′.
Thankfully, the matrix Ẽ contains y but C ′(2)d can not use it di-
rectly to output y since it has no clue that Ẽ is “well-formed”,
namely, whether it is the sub-matrix of the tensor code of M.
To ensure its well-formedness, C ′(2)d checks if the aggregation
of each row of Ẽ (with respect to r), is equal to the correspond-
ing index in e′. This is done, by first parsing each index i j ∈ I ,
as a pair (i j,1, i j,2) ∈ N×N such that i j = 2ki j,1 + i j,2, and
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checking if e′[i j,1] = ∑n∈[2k] rnẼ[i j,1,n]. Having established

the correctness of Ẽ, C ′(2)d outputs Ẽ[i j,1, i j,2] for all j ∈ [l].

Proving R ′. What remains is to show how to generate a proof
for R ′. To achieve this, we use the argument of knowledge
proposed in [59], which combines specialized sumcheck pro-
tocols with a PCS for multi-linear polynomials. In our case,
this PCS must be plausibly post-quantum, transparent, and
have poly-logarithmic proof size and verification complex-
ity. However, it does not need to have optimal prover time.
PC schemes with these characteristics already exist [14, 60],
and for our construction, we will use the recently proposed
WHIR [60] due to its concretely small proof size and verifica-
tion time. With that in mind, the prover computes Ẽ, commits
its multi-linear extension using that PCS, and sends it to the
verifier. Then, it receives the random point r ∈ F from the ver-
ifier and uses the PCS to commit some auxiliary information
w, which will be needed to prove the correct computation of
e′. Next, both parties interact to prove the correct computation
of C ′d . This is done by translating each sub-circuit of C ′d into
a sumcheck instance and proving it using the sumcheck2.

First, to prove C ′(1)d , we use the specialized sumcheck pro-

tocol for batch-proving FFT computations of [4]. As for C ′(2)d ,
observe that all of its checks can be naturally translated into
sumcheck instances except that of computing e′. For this,
instead of proving the correct computation of the Spielman
encoding algorithm, C ′(2)d takes as input the parity matrix of
the Spielman code H ∈ F2K/k×2K/k and e′ and certifies the
correctness of the codeword by showing that H · e′ = 0. We
can prove the latter using a specialized sumcheck protocol for
matrix-to-vector multiplication [63]. To maintain a succinct
verification time, the prover has to commit and generate an
evaluation proof for the multi-linear extension of H. Since it
is a sparse matrix with O(K/k) non-zero elements, we use the
protocol for sparse polynomial evaluation as presented in [11].
Because the prover can compute the commitment of H in a
pre-processing phase, w will only consist of the data needed
to generate the evaluation proof of H and e′ (excluding the
first N/k elements which are m′).3 Eventually, all parties end
up with random evaluations at the multi-linear extensions of
m, Ẽ and w that can be validated with PC proofs.

4.2 Our PC scheme
Now, we have everything we need to present our PCS (Con-
struction 2). The generation algorithm takes as input the size
of the polynomial N and a constant k and (1) generates the

2This can be viewed as a specialized variant of the GKR protocol [61]
where we use specific customized sumchecks for the computation of each
circuit layer. We note these computations are represented by circuits with reg-
ular and well-known structures. Thus, the recent GKR vulnerability proposed
by Khovratovich et al. [62] does not seem to apply in our case (see [62],
Remark 3).

3We note that this technique for proving the correctness of a Spielman
code is also discussed in concurrent, independent work [47].

public parameters of the PC scheme used for the proof com-
position step by invoking pppc← PC.Gen(N/ logN), and (2)
computes the expander graph of the Spielman code for a
message of size N/(k logN) and CH, the commitment to its
parity matrix using the PC scheme and the techniques of [11].
Finally, it outputs vk = {vkpc,CH} and pk = {pkpc,H}.

Given the public parameters, the prover commits to the
multi-linear polynomial f : FlogN → F by first organizing
its coefficients in a matrix A f with logN rows and N/ logN
columns and computing the encoded matrix A′f by encoding
every row of A f using the tensor code described above. Next,
it hashes each column of A′f and sets C, the commitment of
f , to be the root of the Merkle tree of column hashes.

Subsequently, to prove that y = f (r) the prover works
in the following way. First, it receives a random vector
a ∈ FlogN from the verifier needed for proximity testing and
computes the aggregated vectors F1 = ∑i∈[logN] β(i,r1)A f [i :],
where r1 consists of the first log logN variables of r and
F2 = ∑i∈[logN] a[i]A f [i :]. Next, it commits to the multi-linear
extension of the concatenation of F1,F2 using the underlying
PC scheme and sends its commitment, denoted with C f , to
the verifier. The latter samples the set of column indexes I
and sends it to the prover, which replies with the matrix R
containing the columns of A′f in I and their opening proofs.

After validating the column membership the verifier has to
check that (1) y = fF1(r1), where fF1 the multi-linear exten-
sion of F1 and r2 the last logN/ logN values of r and (2) the
restriction of the codewords of F1 and F2 at I , agree with the
inner products of the rows of R at (β(1,r1), . . . ,β(logN,r1)
and a, respectively. For (1), the prover generates an evaluation
proof for C f at the point (0,r2). Note that (2) corresponds
to the generation of two proofs for R ′ using F1 and F2, re-
spectively. As an optimization, we batch these two tasks into
one by having the verifier sample a random point b ∈ F and
send it to the prover. Then, the prover generates a single
proof for R ′ over the aggregated message F1 + bF2 (note
that we slightly modify C ′d to first compute the aggregated
message). Upon receiving that proof, the verifier validates its
correctness, and checks if for the output y of C ′d holds that
y[ j] = ∑ j∈[logN](β(j,r1)+a jb)R[i, j].

Recall that in the full version we prove knowledge sound-
ness of the interactive version of our PCS. Furthermore, using
the same strategy with related work [39, 60, 64] we also show
that our PCS satisfies round-by-round soundness.

5 HOBBIT: Space-efficient zkSNARK with Op-
timal Prover Time

In this section, we will design a space-efficient zkSNARK
for any arithmetic circuit C , which given an evalua-
tion algorithm that optimally computes C in space Seval ,
achieves prover space complexity of O(B + Seval), where
B ∈ [

√
|C |, |C |/ log |C |] the threshold instance. First, recall
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Construction 2. Let Enc(·) : Fn→ Fkn be a linear error-correction code where k ∈ N, PC = (Gen,Commit,Eval) be a PC
scheme, λ the security parameter and H (·) : F∗→ F a random oracle. We construct our PC scheme as follows:

• pk,vk←Gen(N,λ): Set l← µ(λ), k← κ(λ) and ppPC← PC.Gen(λ,kN/ logN). Return pp← (l,k,ppPC).
• C← Commit(pk, f ): Output the commitment C of the multi-linear polynomial f : FlogN → F.

1. Arrange the coefficients of f in a matrix A f ∈ FlogN×(N/ logN) and compute the encoded matrix A′f ∈ FlogN×(kN/ logN)

such that A′f [i :] = Enc(A f [i :]), for each i ∈ [logN].
2. Let h ∈ FkN/ logN be a vector such that h[i] = H (A′f [: i]). Set C←MT.Commit(h).

•
〈

Eval(pk, f ),Veri f y(vk,C)
〉
(y,r): Prove that f (r) = y where r = (r1,r2) ∈ Flog logN×Flog(N/ logN).

1. V : Select a random vector a ∈ FlogN and send it to P .
2. P : Compute the aggregated rows F1←∑i∈[logN] β(i,r1)A f [i :] and F2←∑i∈[logN] a[i]A f [i :]. Send C f , the PC commitment

of the multi-linear extension of their concatenation.
3. V : Samples a random point b ∈ F and the column indexes I = {i1, . . . , il} ∈ [kN/ logN]l . Sends b, I to P .
4. P : Send columns R ∈ Fl×logN such that R[ j :] = A′f [: i j], for all i j ∈ I and an opening proof π j for each selected column.
5. V : Compute the vectors y,h′ ∈ Fl such that y[i] = ∑ j∈[N/B](β(j,r1)+a[ j]b)R[i, j] and h′[i] = H (R[i,0], . . . ,R[i,N/B])

for all i ∈ [l]. For each j ∈ [l] check if 1 = MT.Veri f y(π j,h′[ j], i j).
6. P -V : Interact following the proof composition protocol as described in Section 4.1 to prove R ′ (using the modified C ′d).
7. P -V : Interact following the evaluation algorithm of PC to “open” C f at (0,r2) showing that y = fF1(r2).

that in order to access all proving data, previous works on
space-efficient zkSNARKs either implicitly assumed the exis-
tence of streaming oracles establishing access to all necessary
data [19, 20] or focused on specific families of circuits [5].
Instead, our goal is to design a zkSNARK for any arithmetic
circuit, where the prover accesses all proving data in a stream-
ing fashion by computing them on the fly. This introduces two
main challenges: (1) Develop a routine that provides stream-
ing access to the proving data. Crucially, in order to achieve
our desired asymptotics, we require this routine to use space
proportional Seval and (2) Design a zkSNARK that produces
a proof given the information provided by this routine.

Addressing the First Challenge. To begin with, let EvalC be
the evaluation algorithm that computes C in optimal time, i.e.,
it computes every gate once. Note that every circuit has such
an algorithm which at a high level works as follows. First,
throughout the computation EvalC maintains a set of “active”
gates for which not all of their parent gates are computed yet.
Next, in every step it either (1) computes and inserts to that
set a new gate for which all its children are active gates or (2)
removes a gate from that set. The order in which the algorithm
inserts or removes gates depends on an evaluation strategy
hardcoded in EvalC . Assuming that the algorithm halts when-
ever all gates are removed from the set, it is not hard to see
that EvalC will run for 2N + s steps where N is the number
of gates and s the circuit’s I/O. Note that Seval is the space
needed to store the evaluation algorithm plus the maximum
number of active gates throughout its computation4.

Now, to address the first challenge, we construct our routine
such that it provides streaming access to its execution trace of
EvalC , i.e., a record of the sequence of operations it performs.

4In practice, depending on the circuit structure and evaluation strategy,
Seval can be sub-linear to N or even constant [5].

The main reason behind this decision stems from the follow-
ing observations. First, and as we will show later, an execution
trace encompasses all the data the prover needs to generate
the proof. Second, and most importantly, we can construct our
routine by solely relying on the evaluation algorithm allowing
it to use space proportional to Seval .

Before describing our routine, we formally define the execu-
tion trace tr, which is a (2N + s)-sized vector of tuples where
tr[i] stores some information for the i-th computing step.
More precisely, if at that step EvalC computes a new gate then
we set tr[i] to be (op, {(vL, idxL), (vR, idxR), (vO, idxO)}),
where op is the type of the gate (e.g., addition or multiplica-
tion gate), idxL,idxR,idxO the labels of the left, right and out-
put gate and vL, vR and vO their values. Otherwise, if EvalC

removes a gate at the i-th step then we set tr[i] as (v, idx),
where idx is the label of the gate being deleted and v its value.

What remains is to show how to instantiate streaming ac-
cess to tr. For this, we construct a routine, denoted with S(tr),
which upon invocation computes “on-the-fly” and outputs
the next tuple in tr. In particular, S(tr) works almost iden-
tically to EvalC but with the following difference. First, it
maintains a counter ct initially set to zero and stores the in-
put of EvalC (e.g., the input values of the circuit or auxiliary
information needed to generate them). Next, on each invoca-
tion, it executes the next computing step of EvalC , outputs
tr[ct], increments ct by one, and waits for the next invocation.
Whenever ct = 2N, it sets ct← 0 and repeats the computation
from scratch. Observe that the space complexity of S(tr) is
O(Seval), which derives from the space needed to evaluate the
circuit plus some additional space to store its input.

Addressing the Second Challenge. Having established
streaming access to tr, we can now focus on constructing
HOBBIT. For this, we observe that state-of-the-art schemes
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do not directly fit our setting. For instance, schemes that rely
on R1CS or Plonk constraint systems require some additional
information that depends on the circuit structure and is not
directly provided by tr. For example, when encoding a circuit
using R1CS, the prover must have column-wise access to the
R1CS matrices. Likewise, for Plonk, the prover must access
the permutation polynomial required to ensure wiring consis-
tency. In fact, prior works that adapted proving systems for
these constraint systems in the streaming setting [19, 20] as-
sumed that the prover has streaming access to this information
without providing details on how to instantiate them. Unfor-
tunately, as we show with an example in Appendix A, it is
unclear how to obtain such information having only streaming
access to tr without blowing up proving space or time.

Instead, we would like our proof system to directly work
over tr. Interestingly, proving systems based on the GKR
protocol [61] have this property. However, even for these
systems a similar problem arises. This is because, to prove
the correct computation of each layer in a streaming setting,
the prover must access its gates in sequential order. Unfor-
tunately, there is no guarantee that the evaluation algorithm
computes the gates in that order. Indeed, prior work [5] on
space-efficient GKR focused only on data-parallel circuits,
in which they introduced a routine for any such circuit that
generates streaming access tr in the desired order. Motivated
by the above, we construct our zkSNARK by modifying the
HyperPlonk [13] proving system to fit our setting. We first
show how to instantiate a space-efficient variant of the Hy-
perPlonk PIOP and finally present how to compile it into a
zkSNARK using our PCS. We begin by showing how to prove
gate and wiring consistency in the streaming setting.

Proving the Correct Computation of Each Gate.
Recall from Section 2.2 that in order to ensure the
correct computation of each gate, the prover needs
to show that ∑i∈{0,1}log(N+s) β(i,r)(gadd(i)

(
fL(i) +

fR(i)
)
+gmul(i) fR(i) fL(i)− fO(i)+ I(i)) is equal to zero. To

prove this, we use our space-efficient sumcheck protocol
described in Section 3. What remains is to show how
to establish streaming access to the coefficients of these
polynomials. To achieve this, for each polynomial, we
construct a routine that internally invokes S(tr), parses its
reply, and outputs the desired coefficient.

In more detail, the streaming oracle of the coefficients of
gadd (or gmul resp.), upon invocation, calls S(tr) until it re-
ceives a response corresponding to a newly computed gate.
Then, returns 1 if the gate is addition (or multiplication resp.)
and 0 otherwise. Likewise, we construct the streaming oracles
for the coefficients of fL, fR, fO. Namely, on the i-th invoca-
tion, each oracle outputs the value of the left/right input and
output of the i-th newly computed gate. Next, to construct the
streaming oracle of β(i,r), we rely on the techniques of [5].
Finally, it is straightforward to instantiate streaming access to
the polynomial I(x) as both parties store it locally.

Proving Wiring Consistency. What remains is to show that
the output wires of each gate have the same value. The “clas-
sic” way of proving this is by showing that ∏i∈{0,1}log4(N+s)(i+
a f (i)) = ∏i∈{0,1}log4(N+s)( fσ(i)+a f (i)). To prove the above
equation in a space-efficient manner, it is necessary to es-
tablish streaming access to the coefficients of f and σ. Un-
fortunately, although we can directly construct a streaming
oracle for the coefficients of f using S(tr), it is not clear how
to achieve this for the coefficients of fσ. That is because, in
order to compute fσ(i), the prover must know when another
fan-out wire from the same gate will be used throughout the
entire computation. As discussed earlier, it is not obvious how
to obtain such information efficiently when only using S(tr).

To circumvent that issue, we will convert the task of proving
wiring consistency into proving the correctness of accesses
from a memory that stores all gate values. In more detail, let
{(u[i], idx[i])}i∈[4(N+s)] be a set of pairs, where u is the vector
of wire values for which f is multi-linear extension and idx[i]
contains the label of the gate this wire originates from. Fur-
thermore, let v ∈ FN be the vector such that v[i] corresponds
to the value of the gate with label i. By considering v as a read-
only random access memory, observe that wiring consistency
holds if and only if u[i] = v[idx[i]], ∀i ∈ [4(N + s)]. To prove
the latter, we will use the offline memory-checking technique
of [65] which will enable us to prove wiring consistency by
only using streaming access to tr.

First, the memory checking technique of [65] considers the
following four sets. A set representing the initial and final state
of the memory which we define as HI = {(i,v[i],0)}i∈[N+s]
and HF = {(i,v[i], f[i])}i∈[N+s] respectively, where f[i] denotes
the total number of times we accessed the gate with label i (i.e.,
its fan-out). In addition, let HR = {(idx[i],u[i],r[i])}i∈[4(N+s)],
HW = {(idx[i],u[i],wr[i] = rd[i] + 1)}i∈[4(N+s)] be the
read/write sets storing information of each read operation
where rd[i] indicates the number of times we accessed a wire
with index idx[i] until the i-th step. Next, to prove that memory
accesses are consistent, we need to show that (1) wr = rd+1
and (2) HW ∪HI = HR∪HF . Note that since wr,rd are inde-
pendent of the circuit’s input, we can prove (1) in an offline
pre-processing phase. For (2), we follow the techniques first
presented in [11, 66] but adapt them in the streaming setting.
To achieve this, we first construct a prover that works in the
streaming setting and proves equation (2). Subsequently, we
show how to instantiate streaming access to its proving data.

5.1 Proving Memory Consistency in the
Streaming Setting

Following the observations of previous work [11, 65], we
convert the task of checking (2) to showing that aIaW = aF aR,
where:

• aI = ∏i∈{0,1}logN ( faddr(i)+a fv(i))

• aF = ∏i∈{0,1}logN ( faddr(i)+a fv(i)+b ff(i))
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• aR = ∏i∈{0,1}logN ( fidx(i)+a f (i)+b frd(i))

• aW = ∏i∈{0,1}logN ( fidx(i)+a f (i)+b fwr(i))

For random points a,b ∈ F and fv, frd, fwr, ff, fidx and faddr
the multi-linear extensions of v,rd, wr, f, idx and addr re-
spectively. Consequently, to prove (2), we need to show that
the four products have been correctly computed. To simplify
the discussion, we will focus on proving the correct computa-
tion of a single product and more specifically, we will show
how to prove p = ∏i∈[N] x[i] when the prover has only stream-
ing access to x (at the end of this section, we will show how
to actually instantiate streaming access to x). In this work,
we will present two different protocols that offer different
performance trade-offs. In particular, the first one produces
a smaller proof and has a shorter verification time, while the
second one has a concretely faster prover. In our implementa-
tion, we use the latter since the additional overhead in proof
size is almost negligible in practice.
Our First Protocol. This protocol is a slightly modified ver-
sion of [20, 67]. To begin with, let a ∈ FN+1 be a vector de-
fined as a[0] = 1 and a[i] = ∏ j∈[i] x[ j], for all i ∈ {1, . . . ,N +

1} and f1, f2 : FlogN → F, the multi-linear extensions of
a1 = a[: N] and a2 = a[1 : N + 1] respectively. To prove
p = ∏i∈[N] x[i], we need to ensure that: (i) x[i]a1[i] = a2[i]
∀i ∈ [N], (ii) a1[i+ 1] = a2[i], for all i ∈ {1, . . . ,N} and (iii)
a2[N−1] = p and a1[0] = 1. For (i), we use our sumcheck pro-
tocol for the instance ∑i∈{0,1}logN β(i,r1)( f1(i) fx(i)− f2(i))
where r1 ∈FlogN is a random point from the verifier. Similarly
with (ii), but will also use the multi-linear polynomial next(i, j)
as defined in [68] such that next(i, j) = 1, iff i = j+1. Given
this, we convert equation (ii) into a sumcheck instance of the
form f2(r2)−β(0,r1)p = ∑i∈{0,1}logN next(r1, i) f1(i) where
r2 ∈ FlogN is a random point selected by the verifier. For (iii),
the prover needs to show that f2(N-1) = p and f1(0) = 1.

Based on the above, to prove the correctness of p, the prover
and verifier interact over the following protocol. First, the
prover commits to f1, f2 using the space-efficient variant of
our PCS and sends the commitments to the verifier. Next,
both parties interact following our space-efficient sumcheck
protocol over (i),(ii). At the end of this protocol, the verifier
holds evaluation claims of f1, f2, f and next at random points.
Next, the prover interacts once again with the verifier using
our space-efficient PCS to prove the validity of the evaluation
claims of f1, f2. Last but not least, the verifier validates the
correctness of the evaluation claim of next locally (which can
be done in O(log2 N) time [68]) and outputs the evaluation
claims of f (which will be validated later in our final protocol).
Instantiating Streaming Access to a1,a2 and the coefficients
of next. It remains to show how to establish streaming
access to the “auxiliary” proving data. First, a1,a2 can be
instantiated directly using S(x) and an additional O(1) space.
Furthermore, we can instantiate streaming access to the
coefficients of next(r2, i) using O(

√
N) space the same way

that we produced streaming access β(r, i) but shifting the
output by one.
Performance Analysis. It is not hard to see that the prover
time is O(N), the proof size and verification time are O(N/B)
while the working buffer space needed by the prover is O(B).
Our Second Protocol. For this protocol we will the tech-
niques of [63] which translate the task of proving the correct-
ness of the product into proving the correct computation of a
circuit with a binary tree structure with only multiplication
gates. We adapt the protocol of [63] in the streaming setting,
using the space-efficient GKR protocol as described in [5] but
replace the sum check of each layer with the specialized in-
stance of the form ∑x∈{0,1}log(N/2i) β(i,ri+1) f (i)L (x) f (i)R (x). Ob-
serve that since this circuit has logN depth, naively running
the space-efficient GKR would lead to a O(N logN) prover
time. Instead, as described in [5] we need to reduce its depth.
Next, we will show how to efficiently achieve this, specifically
for product trees.

To begin with, let d be a small constant that represents the
new depth of the circuit. Our strategy is to horizontally parti-
tion the circuit into (logN)/d sub-circuits and then prove their
correct execution “in parallel”. To achieve this, the prover
commits to all layers i ∈ [logN] such that i%(logN)/d = 0
using the space-efficient variant of our PCS. For example,
if d = 5 and the circuit has 20 layers, then the prover will
have to commit the 5th,10th and 15th layer. Note that this
can be done in O(N) time and O(B) space by running the
commitment algorithm for each layer “in parallel” and also
decreasing the working buffer space of our PCS by B/ logN.
Next, we batch-prove the (logN)/d sub-circuits using the
space-efficient variant of the GKR protocol of [5] but replac-
ing their space-efficient sumcheck protocol with ours. When
the GKR protocol completes, the verifier ends up with eval-
uation claims on the inputs of each sub-circuit (e.g., in the
previous example these claims correspond to the original
input layer, the 5th,10th and 15th layer). To prove their cor-
rectness, the prover runs the evaluation algorithm of our PCS
for each layer “in parallel” as it did in the commitment phase.
Performance Analysis. Due the the linear-time complexity
of our sumcheck protocol, the GKR protocol requires O(N)
time leading to an overall O(N) prover complexity. Regard-
ing proof size, observe that the evaluation space of the prod-
uct tree is O(log |C |), hence the total working buffer space
needed is O(B+ logN) = O(B). Regarding proof size, the
GKR requires the invocation of O(d) batch sumcheck in-
stances leading to O(dN/B) proof size. Furthermore, at the
end of the protocol, the prover has to generate logN/d open-
ing proofs for polynomials of size N,N/2d , . . . ,2d using a
buffer space of B/ logN for each polynomial hence lead-
ing to a total proof size of O((logN/B)∑i∈[logN/d] N/2d·i) =
O(N logN/B). Likewise we argue about verification time.
Instantiating Streaming Access to the Proving Data. Ob-
serve that to prove the correct computation of the four prod-
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ucts aI , aW , aF and aR, in the streaming setting, we need
to establish streaming access to the vectors v, u, rd, wr, f,
idx and addr. Starting from rd, its streaming oracle S(rd)
maintains a key-value storage T (e.g., by using a hash ta-
ble of O(Seval) size), and upon invocation calls S(tr). If
its reply corresponds to a newly computed gate (e.g., a
tuple of the form op,(vL, idxL),(vR, idxR),(vO, idxO)), S(r)
outputs (T[idxL],T[idxR],0) and sets T[idxL] = T[idxL] + 1,
T[idxR] = T[idxR] + 1 and T[idxO] = 1. Otherwise, when-
ever S(tr) replies with a deletion gate, S(rd) removes idx
from T and recursively invokes S(tr) until receiving a newly
computed gate. Likewise, we construct S(wr), but all its out-
puts are incremented by one. For idx, its streaming oracle
does not need to maintain a key-value storage but only out-
put (idxL, idxR, idxO) whenever it gets a newly computed
gate from S(tr). We follow a similar logic to construct
S(v),S(addr) and S(f). Namely, for each streaming oracle
we use a key-value storage T, and update its contents simi-
larly to S(r). However, they only output elements whenever
S(tr) returns a gate deletion reply. In particular S(v), S(addr)
and S(f) output v, idx and T[idx] respectively. Finally, S(u) is
constructed in the same way as in the gate consistency check.

5.2 Putting Everything Together

Armed with our basic building blocks, we now have ev-
erything we need to construct HOBBIT. Initially, in a pre-
processing (witness independent) phase, the prover com-
mits to the representation of the circuit. In particularly, let
fc : F4+log(N+s) be the multi-linear extension of the vec-
tor c = (idx,rd,wr,addr, f,add,mul,0) ∈ F16(N+s) (padded
with zeros). The prover commits to fc using the space-efficient
variant of our PCS. Note that it is straightforward to instanti-
ate streaming access to c using the streaming oracle of each
sub-vector. We denote with Cc the commitment of fc.

Given a commitment to fc the prover can know generate
a proof for the relation RC = {(x;w) : C (x,w) = 1} as fol-
lows. First, it commits to fw′ : F3+logN → F, the multi-linear
extension of w′ defined as w′ = (u,v) ∈ F4N using the space-
efficient variant of our PCS (note that w⊆ w′). Observe that
the prover can directly instantiate streaming access to w′ us-
ing S(u) and S(v). Then, it proves the correct computation
of C , using the protocols described above. Upon completion,
the verifier ends up with the evaluation claims y1,y2 of fw at
r1,r2 and y′1,y

′
2 of fc at r′1 and r′2. To reduce these evaluation

claims to (y3,r3) and (y′3,r
′
3) both parties interact following

the aggregation protocol described in [5, 13]. Finally, the
prover generates the evaluation proofs of the reduced claims
using Cw and Cc respectively.

Finally, we can claim the following which we prove in the
full version:

Theorem 1. Construction 3 is a space-efficient succinct
argument of knowledge for the relationship R = {(x;w) :

C (x,w) = 1} with O(|C |) prover time, O(|C|/B+ log2 B) ver-
ification time and proof size and O(B+ Seval) space com-
plexity, where Seval is the space needed to evaluate C and
B ∈ [

√
|C |, |C |] a threshold instance size.

5.3 Supporting Lookup Arguments
Up until this point, we explained our construction to sup-
port only multiplication and addition gates. To efficiently
support non-linear operations such as comparisons and bit-
wise operations and many more, we need to embed a lookup
argument in our zkSNARKs. At a very high level, lookup ar-
guments [9, 66] enable a prover to show that all elements
of a committed vector x belong to a predetermined com-
mitted vector t called lookup table. More formally, they en-
able a prover to generate a proof for the following relation-
ship Rlkp = {(Cx,Ct);(x, t) : Cx = PC.Commit(pk, fx)∧Ct =
PC.Commit(pk, ft)∧ x ⊆ t}. In this section, we first show
how to construct a lookup argument in the streaming setting,
which can be seen as a space-efficient variant of Lasso [66],
and then, using the techniques of Plonkup [69], present how
to embed it in our zkSNARK.
Our Space-Efficient Lookup Argument. Given streaming
access to x, we will construct a space-efficient lookup ar-
gument that achieves O(|x|+ |t|) prover time, O(|x|/B +
log2(|x|+ |t|)) verification time and proof size and O(B+ |t|)
space complexity. We will rely on the Lasso lookup argu-
ment [66] which is based on the offline memory check-
ing technique of [65]. Recall from the previous section
that [65] uses four sets HI ,HF ,HR,HW defined as fol-
lows: HI = {(i, t[i],0)}i∈[|t|], HI = {(i, t[i], f[i])}i∈[|t|], HR =
{(i,x[i],r[i])} and HW = {(i,x[i],w[i] = r[i]+1)}. The prover
has to show that: (1) w = r+1 and (2) HI ∪HW = HF ∪HR.

In our protocol, the prover first commits to r,w using the
space-efficient variant of our PCS and f using the standard our
PCS and sends all commitments to the verifier. Now, to prove
(1), the verifier picks a random point r1, sends it to the prover
which replies with the evaluation claims of yw,yr. Next, the
verifier checks if yw = yr +1 and interacts with the prover to
validate the correctness of the claims. For (2), both parties
follow the identical protocol with the one used in the wiring
consistency test.

It remains to show how to instantiate streaming access to
r,w. For r we construct a routine that maintains a key-value
storage T of size |t| initialized to {0}|t|. Upon the i-th invo-
cation, it calls the streaming oracle of x, receives x[i] outputs
T[x[i]] and sets T[x[i]] = T[x[i]]+1. Likewise, we instantiate
streaming access to w but each output is incremented by one.
Embedding our Lookup Argument into our zkSNARK.
To embed our lookup argument into our zkSNARK we will
use the same techniques proposed by Plonkup [69]. First,
we add an additional selector function denoted with glkp :
[N+ s]→{0,1}. Furthermore, just before invoking the space-
efficient sumcheck for the gate consistency check, the prover
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receives a random point s ∈ F from the verifier and commits
to fx defined as fx(i) = s fL(i)+ s2 fR(i)− fO(i), if the i-gate
corresponds to a lookup gate. Otherwise, fx(i) is set to a
default value. Note that we can directly instantiate streaming
access to the coefficients of fx using S(tr). Then, we modify
our gate consistency sumcheck instance as follows:

∑
i∈{0,1}log(N+s)

β(i,r)
(

faddL(i) fL(i)+ faddR(i) fR(i)+ fmul(i) fL(i) fR(i)

+ flkp(i)(s fL(i)+ s2 fR(i)− fx(i))− fO(i)+ I(i)
)

Finally, by treating s fL(i)+ s2 fR(i) as the index of the lookup
table, we invoke our lookup argument as described in the pre-
vious paragraph. Observe that the wiring consistency check
remains unchanged.

Asymptotically, our zkSNARK with lookup arguments has
the same prover complexity and space complexity of O(B+
Seval + |T |), where |T | is the space occupied by the lookup
tables. Note that for most basic operations, these lookup tables
have a small constant size [70].

6 Experimental Evaluation

We implemented and experimentally evaluated our PCS (its
standard and space-efficient variants) and HOBBIT. In this
section, we present our results.
Implementation Details. Our constructions are implemented
in C++ with 8000 lines of code. For field operations, we used
the 61-bit Mersenne prime field extension of [14], and for
hashes we used the Blake3 hash function [71].
Implementation Details of our PCS. We used the recently
proposed WHIR [60] as the underlying PCS. Note that WHIR
requires quasi-linear working space to the polynomial size.
That would increase the working buffer space of the space-
efficient variant of our PCS to O(B logB). To ensure O(B)
space complexity, we modify WHIR relying on the techniques
of [14]. Namely, we segment the polynomial in logarithmi-
cally many sub-polynomials and later aggregate them. Finally,
to instantiate our tensor code, we set k = 213, and for Enc2 we
use the Spielman code implementation of [12] and configure
it to have a relative distance equal to δ2 = 0.07. By setting
δ1 = 0.5, our tensorcode has distance of δ = 0.035 [51].
Implementation Details of our zkSNARK. Our implementa-
tion provides an API for circuit evaluation similar to the one
of Plonky2 [72]. In more detail, our API consists of addi-
tion/multiplication gates, deletion gates, lookups such as Xor,
range, and less-than gates. Lookup gates are not hardcoded to
our zkSNARK, and the user can easily create a new lookup
gate by just initializing its lookup table.
Implementation of S(tr). Initially, the user provides the circuit
evaluation algorithm using the API described above. Then, the
prover automatically instantiates the streaming oracle. First,
it creates a new thread using the std::thread library of the
evaluation algorithm. Both threads “communicate” over a

Figure 1: Total (commit plus evaluate) Prover time (left),
proof size (middle) and verification time (right) of our PCS,
BrakingBase, and Orion for polynomial size 220-228.

shared array, and the evaluation thread is initially blocked.
When the prover invokes the oracle, it unblocks the evalua-
tion thread and waits. The evaluation thread computes new
gates or deletes existing ones. Each gate function performs
the desired operation but also writes to the next position of
the shared array reply. In addition, if it writes the last array
element, it blocks and unblocks the prover thread. To improve
performance, we set the shared array size proportional to B.
Experimental Setup. We run our benchmarks using a Linux
Ubuntu 20.04.6 LTS with 131GB of RAM and Intel(R)
Xeon(R) E-2174G CPU, with 8 cores at 3.80GHz. In all exper-
iments, we used a single thread and only utilized memory. To
measure space, we used a script that reports the VmRSS field
of the /proc/[pid]/status/ Linux file once per second.

6.1 Benchmarking our PCS

First, we test the performance of our PCS. In the standard
setting (i.e., when the prover uses space proportional to the
polynomial size), we compare it with the existing linear-time
PC schemes with O(polylogN) proof complexity for polyno-
mial size ranging from 220-228. In the streaming setting, we
test our PCS for (1) constant threshold instance B = 220 and
polynomial size 224-227 and (2) a constant polynomial size
N = 226 and threshold instance B between 218-221.

Benchmarking our PCS in the Standard Setting. We com-
pare the total prover time (i.e., commit plus evaluation), proof
size and verification time of our PCS with the existing linear-
time PCS that have poly-logarithmic proof size Orion [12]5,
BrakingBase [47]. Note that all the above schemes use Spiel-
man as the underlying linear code. Similarly to our PCS,
we select the configuration of [73] that achieves a relative
distance of 0.07. For fairness, all PC schemes work in the
same field. Furthermore, we replaced the BaseFold [39] and
Virgo [14] PCS used in the proof composition phase of Brak-
ingBase and Orion with the state-of-the-art WHIR PCS [60].
In this way, we significantly reduce the proof size of both

5There is a discrepancy between the pseudocode and its implementa-
tion/evaluation. In this work, we use Orion as described in the former, since
the latter has a linear verification time. See Appendix B for more details.
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Commit (sec) Eval (sec) Verify (ms) |π| (MB)
N=224 23.9 25.7 10.7 9.8 32 8.8 3.3 0.64
N=225 47.2 50.5 19.8 17.7 38 9.5 4.8 0.8
N=226 93.6 100.4 37.5 33.7 49 10.8 7.7 1.2
N=227 186.1 199.6 73.1 65.5 72 13.5 13.6 1.8

Commit (sec) Eval (sec) Verify (ms) |π| (MB)
B=218 89.5 92.7 33.9 31.8 111 17 25 3.2
B=219 91.3 96.8 34.7 32.4 69 12 13.4 1.8
B=220 93.6 100.4 37.5 33.7 49 10.8 7.7 1.1
B=221 101.1 112.4 38.5 38.6 41 10 5 0.85

Table 2: Performance of the SL-based (□ cells) and RS-based (■ cells) variant for (1) variable N = 224-227 and constant B = 220

(which translates to a working buffer space of 472.4MB) and (2) variable B = 218-221 for constant N = 226.

schemes while maintaining the same prover time for Brak-
ingBase and significantly faster times for Orion. Last but not
least, we set the number of queries l to ensure 100bits of secu-
rity. Following the analysis of [48, 53], we set l = 5,906 for
our PC, l = 2,935 BrakingBase, and l = 42,402 for Orion6.

Figure 1 shows the prover time (left), proof size (middle),
and verification time (right) of our PC, BrakingBase and Orion
for polynomials of varying size. First, observe that our PCS
outperforms all other schemes in prover/verification time and
proof size. In more detail, it is ×3.1-4.5 faster than Brak-
ingBase and ×3.16-3.6 faster than Orion. For instance, for
N = 226 variables, our PCS takes 112.27sec while Braking-
Base and Orion take 465.48sec and 487.28sec respectively.
Interestingly, while the commitment time of BrakingBase
is ×2.5 faster than ours, its evaluation time is ×16 slower!
As discussed in Section 2.1, this stems from the overhead in-
curred by proving Spielman encoding for a large message. Fur-
thermore, our PCS produces ×1.41-1.74 and ×19-34 smaller
proofs compared to BrakingBase and Orion. In particular, for
N = 226, the proof size of our PCS is 5MB compared to the
7.4MB of BrakingBase and 152.1MB of Orion. A similar
trend appears with verification time. Our scheme is ×2.3-3
and ×10-38 faster than BrakingBase and Orion.

Finally, we also compare our scheme with Brakedown—the
state-of-the-art PCS with extremely fast prover time but sub-
linear proof size and verification time. As expected our PCS
achieves×1.03-8.26 smaller proofs and×8.7-29.7 faster ver-
ifier. What is more important, however, all these benefits come
with a cost of only ×2.6 overhead in prover time!

Benchmarking our PCS in the Streaming Setting. For this
benchmark, we use two instantiations of our PCS. The first
one, which we call “SL-based”, uses the tensorcode that we
described in the beginning of this section. The second one,
which we call “RS-based” uses the RS code to encode both
rows and columns. Asymptotically, both schemes have the
same proof size and verification time but the RS-based suffers
from a logB multiplicative overhead in prover time. However,
it requires significantly fewer queries for the same security
level (e.g., l = 796 for 100bits of security).

Table 2 (left) shows the performance of both schemes when
using a constant threshold instance B = 220 and increasing
polynomial size. As expected, the commitment time of the SL-
based scheme is faster than the RS-based. Interestingly, we
observe the opposite for the evaluation time. That is because
when computing the reply matrix R (see Step 4 of Construc-

6As shown in [74], the l chosen in [12] only provides 14-bit security.

tion 2), the RS-based has to encode to fewer columns since its
l is smaller. Finally, due to the larger distance of the RS-based
PCS, the proof size and verification time are smaller than the
SL-based. Regarding space utilization, the working buffer
space used by the prover is the same for both variants and
equals to 472.4MB the majority of which is used to store the
Merkle Tree.
Impact of B. Table 2 (right) reports the performance of both
variants on varying threshold instance size and constant poly-
nomial size. Naturally, the working buffer space scales almost
linearly increasing from 150.87MB to 1.8GB. As for prover
time, it slightly increases from 123.25-139.6sec for SL-based
and 124.5-151sec for the RS-based. This is mainly due to the
fact that the instance size of the proof composition increases
and hence the evaluation time. At the same time, both the ver-
ification time and proof size decrease which aligns with the
flexibility property of HOBBIT as discussed in the introduc-
tion. Last but not least, we note that the more we increase B,
the faster the SL-based prover gets compared to the RS-based.

6.2 HOBBIT Benchmarks
In this section, we test the performance of HOBBIT when prov-
ing: (a) the computation of a layered arbitrary log-space uni-
form arithmetic circuit consisting of four equal-sized layers
and a total number of gates ranging between 224-228, (b) the
inference of a pruned multi-layer perceptron (MLP) [4, 6] hav-
ing 20%-60% active weights and and original size 17million
weights, (c) the batch computation of multiple AES128 in-
stances ranging from 211− 215 [75], and (d) the correct ex-
ecution of a SQL query [76] that selects elements lying in
a specific range and outputs the element with the maximum
value from a database with rows ranging from 218-222. In all
experiments, we use the RS-based variant of our PCS. This
results in a slightly slower prover time, but smaller proofs.
Circuit Implementations. To efficiently instantiate a circuit
that computes AES128, we extensively use lookup tables
since an AES128 block cipher is dominated by Xor, Galois
multiplications and lookups from substitution boxes. All these
operations can be performed by using lookup tables. By do-
ing so, an AES cipher can be computed using roughly 210

gates. For proving the SQL query, to perform the range checks
and the maximum function, we used the less than operation
as presented in [70]. The circuit for the MLP inference is
dominated by linear operations except from the activation
functions which we implemented using lookup tables. Note
that the circuits for proving (c),(d) are data-parallel [5, 63].
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Cir. Size Space (GB) Prove (sec) Verify (ms) |π| (MB)
C=224 0.76 46.1 254 199 44 43 4.3 6
C=225 0.96 92 503.8 405.4 61 44 7.3 6.3
C=226 1.3 121 998 810.7 94 46 13.3 6.5
C=227 2.15 x 1998.4 x 159 x 25.2 x

Thresh. Size Space (GB) Prove (sec) Verify (ms) |π| (MB)
B=218 1 966.4 158 25.1
B=219 1.3 998 94 13.3
B=220 1.8 1029.2 63 7.4
B=221 3 1055.4 49 4.53

Table 3: Performance of HOBBIT (□ cells) and its space-inefficient variant (■ cells) when proving an arbitrary circuit on varying
circuit size and B = 219 (left) and varying B and constant circuit size C = 226 (right). “x” indicates memory exhaustion. On the
bottom table, the space-inefficient variant of HOBBIT takes 810.7sec to prove, 46sec to verify and has 6.58MB proof size.

Figure 2: Prover time (far top), space utilization (top), verification time (bottom) and proof size (far bottom) of our zkSNARK,
Sparrow, Gemini, Epistle and Ligetron for proving Arbitrary Circuits (far left), Sparse ANN inference (left), multiple AES128
instances (right) and SQL queries (far right). Note that we can not use Sparrow for the first two.

Performance Analysis of HOBBIT. We start by benchmark-
ing HOBBIT when proving an arbitrary arithmetic circuit for:
(1) a constant threshold instance B = 219 and varying circuit
size ranging from |C |= 224-227 (Table 3 top) and (2) varying
B = 218-221 and constant |C |= 226 (Table 3 bottom). We also
compare HOBBIT with its space-inefficient variant.

From Table 3 (left), observe that the space utilization in-
creases with the increase of the circuit size even though B
is constant. This increase solely stems from the evaluation
space, which, for the specific circuit we test is O(|C |/4). In
practice, the working buffer space utilized by the prover is
constant and occupies 560MB, while the evaluation space
increases from 195MB to 1.56GB. A similar trend appears

also in Table 3 (right). In particular, because the circuit size
is constant, the evaluation space will be the same, namely,
781MB. However, the working buffer space will change from
289MB to 2.26GB as we increase B.

As for prover time, note that it slightly decreases when B
becomes smaller. That is because (a) the PCS evaluation time
becomes faster with the smaller B and (b) in the sumcheck
protocol, the prover has to invoke the standard sumcheck
protocol for an instance of size B. Naturally, the smaller B
becomes, the less the overhead incurred from the standard
sumcheck. Finally, note that the verification time and proof
size increase almost linearly with the decrease of B, which
agrees with our complexity analysis.
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Compared to its space-inefficient variant, HOBBIT uses
×60-92 less space. At the same time, our prover is only ×1.2
slower! Finally, for most instances, HOBBIT has larger proof
sizes and verification times due to its increased complexity.

Comparison with Space-efficient zkSNARKs. We compare
our zkSNARK with the state-of-the-art space-efficient zk-
SNARKs Gemini [19], Epistle [20] and Sparrow [5]. Because
Sparrow works only for data-parallel circuits, we can only
use it for (c),(d). Moreover, for these applications, we use the
variant of Gemini that does not require pre-processing which
leads to a significantly faster prover time. Note that since all
schemes have a customizable buffer space, we set B to be the
same for all of them. This is done for fairness because set-
ting Gemini and Epistle to their buffer space (i.e., O(log |C |)),
would make them significantly slower. With that in mind,
we set B = 219 for all applications except for arbitrary cir-
cuits where we set B = 220, where they have larger instances.
Finally, we also compare HOBBIT with the space-efficient
argument Ligetron [21] using its public browser-based ver-
sion [77] as its source code is not available.
Measuring Space Utilization. We measured the total space
needed to generate a proof, namely the working buffer space
of the prover and also the space needed to instantiate the
streaming oracles. Note that compared to our work, Spar-
row [5] and Ligetron [21], Gemini and Epistle follow a
slightly different streaming setting from the one described in
Section 2.3. In particular, in their code they do not implement
their streaming oracles but only “simulate” them by having
the prover produce dummy proving data on the fly and only
report the working buffer space of the prover. To report the
total space used in these protocols we include (1) the space
needed to store the public parameters, which is O(|C |) since
both protocols use the KZG scheme and (2) the space for
storing the data generated by their streaming oracles.
Prover Time & Space Utilization. Figure 2 reports the prover
time (far top) and space utilization (top) of our zkSNARK,
Sparrow, Gemini, Epistle and Ligetron for the four applica-
tions discussed above. First, observe that our zkSNARK out-
performs the existing space-efficient zkSNARKs for arbi-
trary circuits in proving time and space utilization. Regarding
prover time, our zkSNARK is ×8.4-32 faster than Gemini
and×54.32-56.8 faster than Epistle. At the same time, our zk-
SNARK uses ×1.01-23 and ×1.1-23.4 less space than Gem-
ini and Epistle. For instance, to prove an arbitrary arithmetic
circuit of size 228, our zkSNARK prover takes 68min and
4.22GB of memory while Gemini and Epistle require 37.1hrs,
11.9GB and 64.4hrs and 12.2GB respectively. Finally, com-
pared to Ligetron, HOBBIT is ×3.9-19.5 faster, but it uses
×1.5-4.3 more space. This additional overhead arises from
the working buffer space utilized by the provers. Specifically,
Ligetron is constrained to a buffer size of O(

√
|C|)—smaller

than the working buffer space we used in these experiments,
resulting in lower space utilization.

For the applications corresponding to data-parallel circuits,

our zkSNARK is ×1.5-5 faster than Sparrow, which relies
on the highly efficient GKR protocol! E.g., to prove the
computation of 215 AES128 block ciphers, our zkSNARK
takes 702.41sec while Sparrow takes 3543.9sec. Initially, this
seems contradicting because zkSNARKs from the GKR proto-
col are significantly faster than those from HyperPlonk. How-
ever, observe that our zkSNARK utilizes lookup arguments
which result in significantly smaller circuit sizes compared
to those used by Sparrow for the same application. Finally,
the space in both schemes is roughly the same, with HOBBIT
slightly outperforming Sparrow due to its smaller field size.
Verification Time & Proof Size. Figure 2 reports the verifica-
tion time (bottom) and proof size (far bottom) of all schemes
for the four applications. Compared to the space-efficient zk-
SNARKs, HOBBIT has slower but still practical verification
times ranging between 36-160ms. The one downside of our
scheme is the proof size ranging between 1.3-25.3MB. Fi-
nally, HOBBIT has at least four orders of magnitude faster
verification times than Ligetron. This is expected as Ligetron
has a linear-time verifier with respect to the circuit size. At
the same time, it also produces ×7.6-105.3 smaller proofs!

|M | Space (GB) Prove (sec) Verify (ms) |π| (KB)
0.7M 0.18 12 24 274 14 46 693 26.7
1.5M 0.19 25 83 568 27 50 1634 26.7
2.6M 0.31 50 164 1135 36 48 2418 26.7
4.7M 0.39 100 321 2295 53 48 3987 26.7

Table 4: Performance of HOBBIT (□ cells) and EZKL (■
cells) when proving the inference of an MLP model of vari-
able number of parameters |M |. “M” indicates millions.

Testing HOBBIT in a Real-World Application. Finally, we
test our scheme in a real-world use case: proving the correct
inference of a machine learning model, commonly known
as zkML. Specifically, we benchmark the performance of
HOBBIT when proving the correct inference of a three-layer
MLP model for the MNIST classification task [78]. Further-
more, we compare HOBBIT with the state-of-the-art zkML
library, EZKL [79], used by both industry [80, 81, 82] and
research [83, 84]. Table 4 presents the performance of both
schemes when proving the inference of an MLP for parame-
ters ranging between 0.7-4.7M. In general, the space utiliza-
tion of HOBBIT is significantly smaller than that of EZKL
by ×68.3-256.4, making it more scalable for larger models.
At the same time, our prover time is ×7.15-11.9 faster. That
is because EZKL uses the Plonk-based Halo2 library [85]
which has a quasi-linear prover time and uses expensive ellip-
tic curve operations. Lastly, HOBBIT has comparable or even
shorter verification times but produces larger proofs.
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A Issues of HyperPlonk and R1CS when used
directly in the Streaming Setting

Assume a type of arbitrary looking circuit, the representation
of which can be generated on the fly using a small space. Such
circuits, which fall under the category of log-space uniform
circuits, are commonly used in practice [86]. Here, we will
illustrate the challenges that arise when trying to prove these
circuits with Epistle [20] and Gemini [19] while relying solely
on streaming access to S(tr). To demonstrate this, we will
consider a scenario in which there is a gate labeled v that is
used twice; once at the beginning and once at the end of the
computation.

Starting from the Plonk constraint system, recall that,
to prove wiring consistency, the prover has to show that
∏i∈{0,1}logN ( f (i) + i) = ∏i∈{0,1}logN ( f (i) +σ(i)). The main
issue arises when we try to instantiate streaming access to the
coefficients of σ. In particular, assume that j is the index of
the first output wire of v. When proving the latter equation,
the prover must also compute σ(j). To achieve this, it has to
generate the representation circuit on the fly until it finds the
gate where the output of v is used again. Since σ(j) appears at
the end of the circuit, this would require O(|C |) time. In the
worst case, the circuit has more such gates, and consequently
a single pass over S(σ), would take Ω(N) time.

A similar issue also arises when using the R1CS system.
In more detail, in Gemini, the prover must have streaming
access to the columns of the R1CS constraint matrixes A,B,C
(e.g., to prove the second sumcheck of [11] in the streaming
setting [19]). In particular, for any matrix G ∈ {A,B,C} and
for each column, S(G) outputs the row indexes with non-zero
values. Since each column represents a gate, identifying all
such row indices necessitates the streaming oracle to parse
the entire circuit by generating it on the fly. Following the
same reasoning as with Plonk to show that a pass over S(G)
requires Ω(N) time. Lastly, we note that in both examples,
one could avoid the increase in prover time with the cost of
increasing its space to O(|C |).

B Open-Source Implementation of Orion

In the implementation of Orion, the authors use a different
PCS following the “Brakedown + proof composition” ap-

proach, but set the number of rows to 128. Compared to Brak-
ingBase and our PCS, they use the GKR protocol directly to
prove the correct computation of the encoding process. Al-
though this can lead to a very fast prover time it results O(N)
verification time. That is because the circuit that represents
the encoding algorithm does not have a repetitive structure.
For these types of circuits the GKR incurs a linear verification
time [63]. Note that in order to make it succinct, it would
require to commit to the expander graph leading to a sim-
ilar protocol with BrakingBase. Additionally, although the
authors measure the verification time of the GKR protocol
in their implementation, they do not include this in the ex-
perimental evaluation of their paper (see their comment in
line 1237 of [87]). Finally, their scheme is roughly ×2 slower
than the non-succinct variant of Orion but it has ×1.6 smaller
proofs and ×10 faster verifier.
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