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Abstract
Federated learning enables multiple clients to collaboratively
train a model without sharing their data. Secure aggregation
(SA) allows for the computation of aggregated models while
protecting the private models of clients from disclosure, mak-
ing it highly promising in large-scale real-world applications.
Masking-based SA stands out due to its higher efficiency and
accuracy. However, existing masking-based SA methods face
issues such as high overhead, loss of correctness under poi-
soning attacks, and inability to tolerate malicious participants.
In this paper, we propose Aion, a robust and efficient multi-
round single-mask SA tolerating malicious participants. We
introduce an aggregatable SA pattern in which each client
only adds a single mask and performs only one secret shar-
ing operation, while each aggregator only reconstructs a total
secret or mask. Compared to Flamingo (S&P’23), this re-
duces the secret sharing times from 𝑟𝑞 to 𝑞 (𝑟 for training
round number and 𝑞 for client number per round) and lowers
𝑛 aggregators’ mask reconstruction overhead from 𝑂 (𝑛2𝑞)
to 𝑂 (𝑛). Furthermore, we design a lightweight evolving in-
put validation mechanism that efficiently filters out malicious
client models by dynamically updating the mask range and
overall bound, thereby improving model accuracy. Besides,
we present robustness enhancements that tolerate malicious
clients and aggregators. These constructions support aggrega-
tor share verification and asynchronous client model utiliza-
tion. Finally, experiments demonstrate that Aion outperforms
Flamingo by a factor of 563.64 in speed while achieving a
97.98% reduction in message overhead with 4096 clients and
8 aggregators, effectively defending against poisoning attacks
with low overhead.

1 Introduction

Federated learning [1] (FL) is a distributed learning ap-
proach where clients train models on local data without
sharing it. Instead, they usually send model parameters to
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a server, which aggregates them to create a global model.
Secure aggregation (SA) is a privacy-preserving method to
compute the aggregated model while protecting the private
models and data of clients from disclosure [2]. SA presents
promising potential in large-scale real-world applications for
predictive typing [3] and social user data analysis [4].

The main goals of SA are to protect the client model while
maintaining high accuracy in the aggregated model, prevent
malicious participants from compromising the aggregation
process [5, 6], and accommodate a large-scale and dynamic
group of participants [7, 8]. Currently, the methods for achiev-
ing SA include differential privacy [9], secure multi-party
computation (MPC) [10], homomorphic encryption (HE) [11],
and masking-based schemes [2].
Mask technique: Realizing efficient and accurate SA.
Mask techniques have emerged as a promising tool to
achieve high accuracy and efficiency in SA, as they effec-
tively eliminate the privacy-preserving noise introduced by
clients. Specifically, pairwise masking proposed in SecAgg
(CCS’17) [2] and studied in the state-of-the-art schemes
SecAgg+ (CCS’19) [12], Flamingo (S&P’23) [14], ACORN
(Security’23) [13], combine pairwise masks and individual
masks to protect local models. Each client computes ®𝑦𝑖 = ®𝑥𝑖 −∑
𝑗∈𝐶, 𝑗<𝑖 PRG(ℎ𝑖, 𝑗 ) +

∑
𝑗∈𝐶, 𝑗>𝑖 PRG(ℎ𝑖, 𝑗 ) +PRG(𝑚𝑖) where

®𝑥𝑖 is the local model and 𝐶 is a client set. Each client first per-
forms a Diffie-Hellman (DH) key exchange with other clients
to generate pairwise mask seeds ℎ𝑖, 𝑗 , which are then used
as input to compute multiple pairwise masks via a pseudo-
random generator (PRG). The pairwise masks from multiple
related clients cancel each other out, resulting in an accurate
aggregated model. Specifically, to deal with offline clients,
each client must share the pairwise masks in advance with
multiple aggregators (specialized clients or servers) via secret
sharing (SS) [17] or threshold encryption [18]. This allows
for the threshold reconstruction of the offline clients’ pairwise
masks. Moreover, if a client sends its data ®𝑦𝑖 after its pairwise
masks are reconstructed due to asynchrony [19], the client
model can still be recovered. Therefore, each client must ini-
tially apply an individual mask PRG(𝑚𝑖) generated from its
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Table 1: Comparison of secure aggregation schemes.

Framework
Mask Technology Overhead Input Validation Participant Tolerance

Secret Sharing Times
for Clients

Mask Number
per Model

Comm. Complexity
for Aggregators

Input Validation
Support ZK-free Malicious

Client
Malicious

Aggregator
Async.

Support

clear⋄ 0 0 — ✗ — ✗ ✗ ✗

SecAgg [2] 2𝑟𝑞♮ 𝑞 (pariwise+individual) 𝑂 (𝑞3) ✗ — ✗ ✗ ✗

SecAgg+ [12] 2𝑟𝑞 𝑢 (pariwise+individual) 𝑂 (𝑢3) ✗ — ✓✗ℵ ✓ ✗

ACORN [13] 2𝑟𝑞 𝑢 (pariwise+individual) 𝑂 (𝑢3) ✓ ✗ ✓ ✓ ✗

Flamingo [14] 𝑟𝑞♭ 𝑢 (pariwise+individual) 𝑂 (𝑛2𝑞)★ ✗ — ✓✗ ✓ ✗

ELSA [15] 𝑟𝑞 — (Boolean SS + OT) — ✓ ✓† ✓ ✓ ✗

Mario [16] — — (Threshold HE) 𝑂 (𝑛2) ✓ ✗ ✓ ✓ ✓
Aion q 1 (single) 𝑂 (𝑛) ✓ ✓ ✓ ✓ ✓

⋄ “clear” indicates the normal federated learning without any privacy protection measures.
♮ 𝑟 denotes the training round (usually 500 to 10000). 𝑞 denotes the client number in each round (usually 50 to 5000). 𝑢 denotes the client’s neighborhood size (𝑢 ≤ 𝑞).
ℵ ”✓✗“ indicates a semi-honest client, who tries to infer private information but follows the protocol and avoids active attacks, like poisoning attacks.
♭ Flamingo reduces the times of secret sharing by introducing threshold decryption for sharing and reconstructing pairwise masks.
★ 𝑛 represents the number of aggregators. Please refer to Appendix D for detailed complexity analysis.
† In ELSA, the system use oblivious transfer to ensure the input validation.

own secret 𝑚𝑖 to its data. Similarly, the individual mask must
also be shared in advance to enable its reconstruction.

Existing SA schemes (please refer to Appendix C for de-
tails) primarily focus on the mask technology overhead, input
validation, and participant tolerance (Table 1) to ensure secu-
rity and efficiency.
Mask technology overhead. In each round, clients must first
share their pairwise and individual mask seeds with multiple
aggregators to facilitate reconstruction during aggregation.
For secret sharing times, each client needs to perform 2𝑟𝑞 or
𝑟𝑞 secret sharing [2, 12–14] (𝑞 for the client number per round
and 𝑟 for the training round number). Each secret sharing typ-
ically incurs substantial communication and computational
overhead for clients. Regarding the mask number per model,
each client needs to compute 𝑞 or 𝑢 masks, where 𝑢 denotes
the size of the subsets (termed neighborhoods) formed among
𝑞 clients. For aggregators, considering communication com-
plexity, they must recover the individual and pairwise masks
one by one for 𝑞 clients in each round. This requires each
aggregator to broadcast their shares and reconstruct masks,
leading to a communication cost of 𝑂 (𝑛2𝑞).
Input validation. The aggregators are unable to know the ex-
act model parameters due to added masks, making it difficult
to prevent poisoning attacks [20–22] from malicious clients.
Without any defenses via input validation, even a single in-
correct gradient, such as those with a high norm, can bias the
entire global model, resulting in a loss of model correctness
and robustness. Recent prior work [13, 15, 16] considers the
use of 𝐿2 defenses with zero-knowledge proofs (ZK) [23] or
oblivious transfer (OT) [24] to filter out malicious gradients.
Additional studies [25, 26] demonstrate that this method can
effectively defend against a variety of poisoning attacks.
Participant tolerance. Malicious participants include ma-
licious clients and aggregators. Malicious clients may not
only submit poisoned models but also incorrectly perform
secret sharing. Meanwhile, a malicious aggregator could send
incorrect reconstruction information, such as invalid client se-

cret shares. Besides, considering asynchronous support [16],
the utilization of late client models can mitigate the negative
effects of network latency, increasing model accuracy.

1.1 Our Contributions
In this paper, we propose Aion1, a robust and efficient multi-
round single-mask SA against malicious participants. The
main contributions are as follows.
Aggregatable multi-round single-mask SA pattern with
high efficiency. For initialization, each client performs a one-
time secret sharing. In each aggregation phase, each client
computes a single mask and uploads the masked models. Then
each aggregator first aggregates multiple clients’ secret/mask
shares locally and reconstructs the total secret/mask. Besides,
we design a client set concealed sortition method to prevent
adversaries from knowing the client set in advance. Notably,
for each client, only a single secret sharing is conducted, re-
ducing the overall secret sharing time from 𝑟𝑞 in Flamingo to
𝑞 and supporting multiple rounds of secret usage. Moreover,
each client only needs to add a single mask, compared to
Flamingo’s 𝑢 masks, reducing the overhead for clients. Fur-
thermore, each aggregator is required to reconstruct only one
aggregated mask, reducing the communication complexity for
the aggregator from Flamingo’s 𝑂 (𝑛2𝑞) to 𝑂 (𝑛). The com-
munication cost is irrelevant to the client number, making it
well-suited for large-scale FL.
Lightweight evolving input validation mechanism. We de-
sign a pluggable lightweight evolving input validation module
for the single-mask SA to defend against malicious clients.
This mechanism filters the masked models utilizing an im-
proved norm defense mechanism. Each client is required to
add a single mask that falls within a specified range. This
allows the aggregator to directly validate whether the input,
after the addition of the mask, remains within the 𝐿2 norm
bound. Furthermore, as the training rounds progress, the mask

1Aion is the god of eternity in Greek mythology, symbolizing the sustain-
ability of our secret for the mask.
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range and 𝐿2 norm bound evolve to accommodate the updated
model. In particular, our evolving input validation is ZK-free
and does not require clients to perform additional commu-
nication or computation, making it lightweight and efficient.
Additionally, the evolving adjustment mechanism enhances
the accuracy of identifying poisoned gradients.
Robustness enhancements tolerating malicious partici-
pants. To tolerate malicious aggregators, we design an ag-
gregated secret share verification mechanism using crypto-
graphic commitments to validate each aggregator’s shares.
Besides, we introduce a Byzantine fault tolerant (BFT) con-
sensus to ensure consistency on the model. Moreover, we
develop an asynchronous FL module allowing for the pro-
tection of late-arrival client models while fully utilizing their
inputs to improve model accuracy.
Experiments and Analysis. Our experiments evaluate exe-
cution efficiency, model accuracy, and resilience to poison-
ing attacks. In terms of efficiency, we compare Aion with
Flamingo [14], ACORN [13], SecAgg+ [12], SecAgg [2],
Mario [16], and ELSA [15], and the results show Aion has
significant advantages in both runtime and communication
overhead. We also evaluate the evolving input validation
mechanism, showing that Aion effectively mitigates poison-
ing attacks, leading to higher model accuracy. In experiments
with multiple datasets, Aion demonstrates complete resistance
to attacks even under a 50% poison ratio. Importantly, the
input validation module introduces subtle overhead while
maintaining comparable accuracy to the unmodified model.

1.2 High-Level Technical Overview
Reducing mask number to one and enabling multi-
round secret with optimized overhead. Pairwise masks
are mutually canceled among multiple clients [12, 14]. That
is, in a client set 𝐶, the global gradient ®𝑥 of all clients
can be computed by ®𝑥 = ∑

𝑖∈𝐶
(
®𝑥𝑖 −

∑
𝑗∈𝐶, 𝑗<𝑖 PRG(ℎ𝑖, 𝑗 ) +∑

𝑗∈𝐶, 𝑗>𝑖 PRG(ℎ𝑖, 𝑗 )
)
. To handle offline clients, pairwise

masks need to be recovered to achieve cancellation. To pre-
vent model leakage due to delayed inputs from offline clients,
an additional individual mask is added. In each round, the
individual mask for each online client and the pairwise mask
for offline clients must be recovered individually. We observe
that this is unnecessary since the goal is to recover the mask
sum of all clients. Specifically, instead of recovering each
client’s secret or mask individually, we recover the sum of
secrets of 𝑞 clients: 𝑀 =

∑
𝑚𝑖 where 𝑚𝑖 is the secret shared

by the 𝑖-th client. Locally, each aggregator computes the 𝑞
secret shares sum: [𝑀] 𝑗 =∑[𝑚𝑖] 𝑗 , where [𝑚𝑖] 𝑗 represents
the secret share of 𝑚𝑖 obtained by the 𝑗-th aggregator. The
total secret 𝑀 can then be reconstructed through interpolation,
𝑀 =

∑
𝜆 𝑗 [𝑀] 𝑗 , where 𝜆 𝑗 is the Lagrange coefficient. Mean-

while, mask computation requires homomorphic properties,
and thus Homomorphic PRG (HPRG) can be employed. Each
client computes HPRG(𝑚𝑖) and the aggregator calculates
HPRG(𝑀) after recovering 𝑀 . The sum of mask is obtained

since HPRG(𝑀) = HPRG (∑𝑚𝑖) = ∑
HPRG(𝑚𝑖) holds. In

this way, only the aggregated mask HPRG(𝑀) is recovered
without revealing individual client masks HPRG(𝑚𝑖), pre-
venting model leakage even if a client goes offline. However,
using the same mask HPRG(𝑚𝑖) for each round may expose
model differences across rounds. To address this, a distinct
mask should be used in each round. We apply a key Homo-
morphic PRF (HPRF) [27], using the secret 𝑚 as the key
and the round 𝑟 as the seed. Thus, each round’s mask be-
comes HPRF(𝑚,𝑟), and by key homomorphism, we derive
that

∑
HPRF(𝑚𝑖 , 𝑟) = HPRF (∑𝑚𝑖 , 𝑟) = HPRF(𝑀,𝑟). This

ensures that each round’s client mask is unique and private,
allowing secrets to be reused across rounds. Each client only
needs to perform SS once, reducing SS times from 𝑟𝑞 to 𝑞.

Furthermore, considering that the set of clients chosen
across rounds may overlap, which could risk revealing client
secrets, we design a client concealed sortition algorithm. Each
client calculates a Verifiable Random Function (VRF) output
based on their secret 𝑚𝑖 to determine their participation in
a given round. Consequently, the client set in each round is
randomly assigned, and client sets across rounds remain in-
dependent. Clients attach their VRF output and proof when
uploading inputs. This prevents an adversary from controlling
honest nodes even under instant corruption.

Optionally, we propose reconstructing the mask as an
alternative to reconstructing the secret. Each aggrega-
tor reveals HPRF( [𝑀] 𝑗 , 𝑟), allowing the reconstruction of
the aggregated mask HPRF(𝑀,𝑟) = HPRF

(∑
𝜆 𝑗 [𝑀] 𝑗 , 𝑟

)
=∑

𝜆 𝑗HPRF( [𝑀] 𝑗 , 𝑟). This avoids revealing the total secret 𝑀 ,
permits the selection of client sets with overlap, and enables
continual use of the secret for mask generation.
Designing a specialized input validation mechanism for
single-mask SA. The 𝐿2 norm, by applying a specific bound,
filters out abnormal models or gradients and has been shown
in numerous studies [28–31] to prevent various attacks [32–
34]. ACORN [13], ELSA [15], and Mario [16] use the 𝐿2
norm in masking-based SA to perform input validation and
defend against malicious clients. We observe that the 𝐿2 norm
is directly applied to constrain the client model ®𝑥. However,
due to the multiple added masks, ZK proofs are required to
demonstrate that the masks are correctly added to the model
and that ®𝑥 meets the 𝐿2 bound, increasing overhead for clients
and aggregators. In Aion, each client applies a single mask,
making the mask range controllable. We limit each client’s
mask to a defined range (less than a specified percentage of
the model) and enforce an overall 𝐿2 bound on the masked
input ®𝑥 +HPRF(𝑚,𝑟). For honest clients, the controlled mask
range and 𝐿2 bound ensure the input stays within valid limits.
For malicious clients, uploading an incorrect model or mask
will exceed the 𝐿2 bound or fail to achieve the attack.

Further, since aggregators in Aion can compute the total
mask HPRF(𝑀,𝑟) through reconstruction, and as training
progresses, the gradients tend to decrease in magnitude, a
fixed 𝐿2 bound and mask range become less dynamic and
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accurate. Hence, we introduce an evolving input validation
mechanism where both the mask range and overall 𝐿2 bound
adapt dynamically, linked to each round’s aggregated mask,
thereby achieving more precise input validation.
Dealing with malicious participants and asynchronous
clients. If a malicious aggregator sends incorrect aggregated
shares, it can lead to an invalid total mask. So we leverage the
homomorphism of verifiable secret sharing (VSS)’s commit-
ments to verify aggregated shares. Each aggregated share can
be validated using its aggregated commitment. Besides, to pre-
vent a malicious aggregator from sending inconsistent models
to different clients, we use BFT consensus for consistency.

For asynchronous clients, existing schemes [12–14] recover
pairwise masks for an offline client. However, when asyn-
chronous clients’ inputs eventually arrive, individual mask
recovery is not possible since their models will be revealed.
In Aion, offline clients are excluded from the online client set,
without recovering any single client’s mask. This allows the
masks of multiple asynchronous clients to be aggregated and
recovered, effectively utilizing inputs from all clients.

2 Building Blocks

2.1 Verifiable Secret Sharing
We introduce a VSS scheme [35] using Feldman commit-
ments. A dealer distributes a secret 𝑚 among 𝑛 nodes (de-
noted by 𝑃), such that at least 𝑡 honest shares can reconstruct
the secret 𝑚, with each node able to verify share correctness.
The scheme consists of three functions.
Share: Share(𝑚, 𝑡, 𝑛) → ({[𝑚] 𝑗 } 𝑗∈[𝑃 ] ,C𝑜𝑚). The dealer
selects a random polynomial 𝑓 (𝑥) of degree 𝑡 − 1 over
Z𝑝 with the secret 𝑚 as the constant term: 𝑓 (𝑥) =

𝑎0 + 𝑎1𝑥 + · · · + 𝑎𝑡−1𝑥
𝑡−1 mod 𝑝, 𝑎0 = 𝑚. For each 𝑃 𝑗 ,

the share is computed as [𝑚] 𝑗 = 𝑓 (𝑥 𝑗 ) mod 𝑝, where
𝑥 𝑗 is publicly predefined and usually 𝑥 𝑗 = 𝑗 . To enable
verification, the dealer computes commitments 𝐶𝑜𝑚𝑖 =

𝑔𝑎𝑖 mod 𝑝 for each coefficient 𝑎𝑖 . For each participant
𝑃 𝑗 , the dealer sends ( [𝑚] 𝑗 ,C𝑜𝑚) to it, where C𝑜𝑚 =

(𝐶𝑜𝑚0,𝐶𝑜𝑚1, . . . ,𝐶𝑜𝑚𝑡−1). Note that [𝑚] 𝑗 must be sent via
a secret channel, whereas C𝑜𝑚 is broadcast through a public
channel (e.g., a bulletin board). If the dealer attempts to send
inconsistent commitments, participants will detect it immedi-
ately via cross-verification, thereby aborting the protocol.
Verify: Verify( [𝑚] 𝑗 ,C𝑜𝑚) → {0,1}. Each 𝑃 𝑗 verifies the
correctness of their share [𝑚] 𝑗 by checking 𝑔 [𝑚] 𝑗 =∏𝑡
𝑘=1 (𝐶𝑜𝑚𝑘)

𝑥𝑘
𝑗 mod 𝑝. If the equation holds, the share is

valid and the function outputs 1. Otherwise, output 0.
Reconstruct: Rec({[𝑚] 𝑗 } 𝑗∈[𝑡 ]) →𝑚. When 𝑡 or more nodes
reveal valid shares, the secret 𝑚 can be reconstructed using
Lagrange interpolation where 𝜆 𝑗 =

∏
𝑘∈[𝑡 ],𝑘≠ 𝑗

𝑥𝑘
𝑥𝑘−𝑥 𝑗 mod 𝑝:

𝑚 = 𝑓 (0) =
∑︁
𝑗∈[𝑡 ]

𝜆 𝑗 · [𝑚] 𝑗 mod 𝑝 (1)

2.2 Homomorphic Pseudorandom Functions

HPRF is a special type of pseudorandom function that ex-
hibits homomorphic properties on keys. Let 𝐹 : 𝜒 → 𝛾 be
an HPRF, where (𝜒,⊕) and (𝛾,⊗) are groups. If the HPRF
𝐹 satisfies: 𝐹 (𝑚1, 𝑟) ⊗ 𝐹 (𝑚2, 𝑟) = 𝐹 (𝑚1 ⊕ 𝑚2, 𝑟) for keys
𝑚1,𝑚2 ∈ 𝜒, where 𝑟 is an input string, then it is called a
key homomorphic HPRF. 𝑚𝑖 is the secret chosen by each
client as the key of HPRF. A key HPRF [27] based on the
Learning with Errors (LWE) problem can be constructed as
𝐹 (𝑚,𝑟) = ⌊∏𝑙

𝑖=1 A𝑟𝑖 ,𝑚⌋𝑞 ∈ Z𝑛𝑞 , where 𝑛, 𝑙, 𝑞 are public pa-
rameters, 𝑚 is a secret vector from Z𝑛𝑞 , 𝑟𝑖 is the element at
index 𝑖 in the input vector 𝑟 ∈ Z𝑙𝑞 , A𝑟𝑖 is the public matrix de-
termined by 𝑟𝑖 . The homomorphic property holds as follows:
𝐹 (𝑚1 +𝑚2, 𝑟) = 𝐹 (𝑚1, 𝑟) +𝐹 (𝑚2, 𝑟) +E, where the approxi-
mation error is a small error term E ∈{−1,0,1}𝑛. The security
of this construction depends on the hardness of the LWE
problem. HPRF constructs pseudorandom outputs that exhibit
homomorphic properties under key addition, albeit with a
small error term. We design an HPRF error elimination mod-
ule (Section 6.1) to mitigate the impact of HPRF errors on
model aggregation accuracy.

2.3 Byzantine Fault Tolerance Consensus

In distributed networks, consensus is an effective way to
achieve consistency where each node has an identical view
on the committed proposals and liveness where proposals
are sure to be processed. BFT consensus [36] is usually run
by a leader and several normal nodes to process proposals
through interactive votes. We adopt a lightweight version [37]
of the HotStuff protocol [38], where the leader remains stable,
and nodes commit to proposals via two voting rounds. In
Aion, BFT commits the model or the online client set, with
a communication complexity of 𝑂 (𝑛). In the following, we
denote the result of executing BFT consensus on a message
𝑠𝑡𝑟 as ⟨𝑠𝑡𝑟⟩BFT =

(
𝑠𝑡𝑟,𝜎(𝑠𝑡𝑟)

)
, where 𝜎(𝑠𝑡𝑟) is the threshold

signature from at least 𝑛− 𝑓 consensus nodes on 𝑠𝑡𝑟 .

2.4 Verifiable Random Function

Verifiable Random Function (VRF) [39, 40] is a cryptographic
primitive that combines randomness with verifiability. It al-
lows one generator to produce a random value that can be
verified by others using a proof and a public key.
Key generation: VRF.Gen(1𝑘) → (𝑝𝑘, 𝑠𝑘). Choose a cyclic
group G of prime order 𝑞 with a generator 𝑔, select a random
private key 𝑠𝑘 ∈ Z𝑞 , and compute the public key 𝑝𝑘 = 𝑔𝑠𝑘 .
Randomness generation: VRF.Prove𝑠𝑘 (𝑥)→(𝑦, 𝜋(𝑦)).
Given an input 𝑥, the generator computes a randomness
𝑦 = 𝑒(𝑔,𝑔)1/𝑥+𝑠𝑘 and its proof 𝜋(𝑦) = 𝑔1/(𝑥+𝑠𝑘 ) .
Verification: VRF.Ver𝑝𝑘 (𝑥, 𝑦, 𝜋) → {0,1}. To verify the out-
put 𝑦 for input 𝑥 with proof 𝜋, check if 𝑒(𝑔𝑥 · 𝑝𝑘, 𝜋) = 𝑒(𝑔,𝑔)
and whether 𝑦 = 𝑒(𝑔, 𝜋), where 𝑒(·, ·) is the bilinear pairing
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Figure 1: The system flow of Aion.

function. If both checks succeed, then 𝑦 is valid and output 1.
Otherwise, output 0.

3 Problem Formulation

3.1 Problem Statement

Aion consists of 𝑁 clients (𝑁 can range from 100K to 10M
in large-scale FL [41]), a single server, and 𝑛 aggregators
(typically a few or several dozen, e.g., 𝑛 = 16). The server is
responsible for initializing the training task and storing the
final model, while the aggregators handle client coordination
and model aggregation. In all masking-based SA schemes
utilizing secret sharing, multiple “aggregators” are essential
for performing secret share collection and reconstruction. De-
cryptors in Flamingo [14] and multiple clients within neigh-
borhoods in SecAgg [2], SecAgg+ [12] and ACORN [13]
are aggregators in essence. In each round, 𝑞 clients partici-
pate in training (𝑞 ≤ 𝑁 , e.g., 𝑞 = 100 or 1000). Each client
has its own private data for training, and after training, the
client uploads the masked model (or gradient, which will be
referred to as the model for simplicity) to the aggregators. The
aggregators aggregate the models in each round. The system
starts with an initialization phase, followed by 𝑟 rounds (about
500 to 10,000) of aggregation phases. In each round, each
client 𝐶𝑖 in the client set 𝐶 trains using the previous round’s
global model ®𝑥𝑟−1 to obtain a local model ®𝑥𝑖,𝑟 , generates a
mask, and uploads the masked model ®𝑦𝑖,𝑟 to the aggregators.
Each aggregator 𝑆 𝑗 reconstructs the aggregated mask and
obtains the updated global model ®𝑥𝑟 , which is sent back to
the clients. The aggregation phase is iterated until the model
converges. Practical solutions for dynamic aggregators and
their real-world deployment are discussed in Appendix G.

3.2 System Model

Threat model. Aion tolerates malicious participants. Ma-
licious clients may incorrectly share secrets, add erroneous

masks, drop out, or engage in model poisoning to affect model
accuracy or insert backdoors. Malicious aggregators may
crash, deceive, or equivocate (sending different messages to
different participants). Malicious clients and aggregators can
collude to deduce the private models or data of honest clients.
Communication model. In Aion, authenticated and en-
crypted channels are used between clients and aggregators, as
well as between aggregators. The network between aggrega-
tors is partially synchronous, with message latency between
honest nodes bounded by an unknown Δ. The communication
between clients and aggregators is asynchronous, meaning
that messages intended for round 𝑟 may arrive after round 𝑟 .
Adversarial model. We consider a probabilistic polynomial
time (P.P.T.) adversary A, who cannot forge digital signatures
(e.g. DSS signature [42]) nor break the encryption scheme
(e.g. AES encryption [43]). For 𝑛 aggregators, A can control
at most 𝑓 malicious aggregators, where 𝑛 ≥ 3 𝑓 +1 in partially
synchronous networks (Aion also supports 𝑛 ≥ 2 𝑓 +1 in syn-
chronous networks with a synchronous BFT). For 𝑞 clients in
each aggregation phase, A can control at most 𝑞−2 clients.

3.3 System Goal
Security. The system must ensure security, which means the
private information of honest clients will not be obtained by
any participants (aggregators or clients). Private information
mainly refers to local models of honest clients.
Correctness of aggregated model. In each round 𝑟 , assuming
that each client 𝐶𝑖 adds its mask correctly to its model ®𝑥𝑖,𝑟 ,
then it holds that the aggregated model ®𝑥𝑟 =

∑ ®𝑥𝑖,𝑟 .
Robustness against malicious participants. The system de-
fends against attacks from malicious clients or aggregators,
ensuring convergence and accuracy of the final model.

3.4 System Overview
Figure 1 introduces the main process of Aion. Aion operates
in two distinct phases: the initialization phase and the aggre-
gation phase. For initialization, each client generates a secret
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value and shares it with the aggregators using VSS, and the
aggregators use these shares to establish a valid client set. Af-
ter reaching a consensus on the valid set and initial model via
BFT, the aggregators broadcast the model to the valid clients
(Step 0 ). In the aggregation phase, each client performs local
model training and computes a masked model using HPRF,
then uploads the masked model to the aggregators (Step 1
). The aggregators collect these masked models, confirm the
clients’ online status via BFT consensus (Step 2 ), and re-
construct the aggregated mask using aggregated share/mask
reconstruction (Step 3 ). The aggregators then remove the
mask, compute the global model, and reach consensus via
BFT. Finally, aggregators broadcast the global model to the
clients for the next round of the aggregation phase (Step 4 ).

4 Aggregatable Multi-Round Single-Mask SA

Aion contains two phases: the one-time initialization phase
(Algorithm 1) and the repeated aggregation phase (Algo-
rithm 2). The blue texts represent pluggable modules.

Algorithm 1 Initialization Phase (Round 𝑟 = 0)
Input: initial model ®𝑥0, initial client set 𝐶0
Output: valid client set 𝐶, [𝑚𝑖 ] 𝑗 for 𝐶𝑖 ∈ 𝐶 (each aggregator 𝑆 𝑗 )

⋄ Initialization phase (round 𝑟 = 0):
Key sharing and valid clients confirmation (Step 0 )
▶ As a client 𝐶𝑖 ∈ 𝐶0:

1: generate a random secret value 𝑚𝑖

2: run Share(𝑚𝑖 , 𝑓 +1, 𝑛) → ({ [𝑚𝑖 ] 𝑗 } 𝑗∈ [𝑆 ] , C𝑜𝑚(𝑖) )
3: for each 𝑆 𝑗 ∈ 𝑆 do
4: send ( [𝑚𝑖 ] 𝑗 , C𝑜𝑚(𝑖) ) to corresponding 𝑆 𝑗

▶ As an aggregator 𝑆 𝑗 ∈ 𝑆:
5: for each client 𝐶𝑖 ∈ 𝐶0 do
6: if Verify( [𝑚𝑖 ] 𝑗 , C𝑜𝑚(𝑖) ) → 1 then
7: put client 𝐶𝑖 into set 𝐶; store [𝑚𝑖 ] 𝑗
8: run BFT(𝐶 )→ ⟨𝐶 ⟩BFT to commit the valid client set 𝐶 = ⟨𝐶 ⟩BFT
9: run BFT( ®𝑥0 ) → ⟨ ®𝑥0 ⟩BFT =

(
®𝑥0, 𝜎 ( ®𝑥0 )

)
and broadcast

(
®𝑥0, 𝜎 ( ®𝑥0 )

)
to

each client in 𝐶
10: start round 𝑟 +1
▶ As a client 𝐶𝑖 ∈ 𝐶0:

11: run CCS
(
®𝑥0 ∥𝜎 ( ®𝑥0 ) , 𝐾

)
→

(
𝐶 (𝑘) , 𝜋 (𝑖)

)
� Algorithm 4, client

concealed sortition

4.1 Initialization Phase
The initialization phase is only executed in round 0, which
only contains the following Step 0 .
Step 0 : Key sharing and valid clients confirmation

In Algorithm 1, each client 𝐶𝑖 randomly generates a secret
value 𝑚𝑖 as the HPRF key, runs the secret sharing function
Share(𝑚𝑖 , 𝑓 , 𝑛), and obtains secret shares {[𝑚𝑖] 𝑗 } 𝑗∈[𝑆 ] with
commitments C𝑜𝑚 (𝑖) (Lines 1-2). Then each client sends
( [𝑚𝑖] 𝑗 ,C𝑜𝑚 (𝑖) ) to the corresponding aggregator 𝑆 𝑗 through
an authenticated and encrypted channel (Lines 3-4).

Each aggregator 𝑆 𝑗 ∈ 𝑆 first runs the share verification
function on each received secret share [𝑚𝑖] 𝑗 from client 𝐶𝑖

to verify the validity of the share. If the verification passes,
the aggregator will consider the client corresponding to the
share as a valid client and put it into the set of valid clients,
and store the share (Lines 5-7). Next, the aggregator set runs
the BFT consensus to achieve consistency on the valid client
set ⟨𝐶⟩BFT (Line 8). Finally, each aggregator broadcasts the
initial model ⟨®𝑥0⟩BFT =

(
®𝑥0,𝜎(®𝑥0)

)
with its BFT threshold

signature to each client in 𝐶 to start the training (Lines 9-10).
Each aggregator 𝑆 𝑗 stores valid clients’ shares {[𝑚𝑖] 𝑗 }𝑖∈[𝐶 ] .

Algorithm 2 Aggregation Phase (Round 𝑟 , 𝑟 = 1,2, . . .)
Input: global model ®𝑥𝑟−1 (client)
Output: global model ®𝑥𝑟 (aggregator)

Masked model upload (Step 1 )
▶ As a client 𝐶𝑖 ∈ 𝐶:

1: upon receiving a valid committed model ⟨ ®𝑥𝑟−1 ⟩BFT from an aggregator
2: perform local training on ®𝑥𝑟−1 to obtain ®𝑥𝑖,𝑟
3: calculate ®𝑦𝑖,𝑟 = ®𝑥𝑖,𝑟 +HPRF(𝑚𝑖 , 𝑟 ) � The error of HPRF on the

client side can be eliminated by Algorithm 7
4: send ®𝑦𝑖,𝑟 to an aggregator 𝑆 𝑗 ∈ 𝑆

Online clients confirmation (Step 2 )
▶ As an aggregator 𝑆 𝑗 ∈ 𝑆:

5: for each client 𝐶𝑖 ∈ 𝐶 do
6: if ®𝑦𝑖,𝑟 sent by 𝐶𝑖 is received within the 𝑡𝑖𝑚𝑒𝑟 then
7: put 𝐶𝑖 into the online set 𝐶on

𝑟

8: else
9: put 𝐶𝑖 into the offline set 𝐶off

𝑟

10: run MGF(𝐶on
𝑟 ) →𝐶valid

𝑟 � Algorithm 6, input validation
11: set 𝐶on

𝑟 =𝐶valid
𝑟

12: run BFT(𝐶on
𝑟 ) to commit the online client set ⟨𝐶on

𝑟 ⟩BFT

Aggregated share reconstruction (Step 3 )
▶ As an aggregator 𝑆 𝑗 ∈ 𝑆:

13: calculate [𝑀𝑟 ] 𝑗 =
∑

𝑖∈ [𝐶on
𝑟 ] [𝑚𝑖 ] 𝑗

14: broadcast [𝑀𝑟 ] 𝑗 among 𝑆
15: upon receiving 𝑓 +1 valid [𝑀𝑟 ] 𝑗

′
from 𝑆 𝑗′

16: run ASR({ [𝑀𝑟 ] 𝑗 }, 𝑓 +1) →𝑀𝑟 � Algorithm 3, ASR, which
can also be replaced with Algorithm 5, AMR

Model aggregation (Step 4 )
▶ As an aggregator 𝑆 𝑗 ∈ 𝑆:

17: calculate ®𝑥𝑟 =
∑

𝑖∈ [𝐶on
𝑟 ] ®𝑦𝑖,𝑟 −HPRF(𝑀𝑟 , 𝑟 ) � The error of HPRF

on the aggregator side can be eliminated by Algorithm 8
18: run EMA(𝐶off

𝑟−1 ) → ®𝑥′
𝑟−1 � Algorithm 9, asynchronous FL

19: set ®𝑥𝑟 = ®𝑥𝑟 +𝜔 ®𝑥′
𝑟−1 � 𝜔 is a scaling factor

20: run BFT( ®𝑥𝑟 ) to commit the model ⟨ ®𝑥𝑟 ⟩BFT
21: if | ®𝑥𝑟 − ®𝑥𝑟−1 | ≥ 𝜖 then � check whether ®𝑥𝑟 is convergent
22: send the committed model ⟨ ®𝑥𝑟 ⟩BFT to each client in round 𝑟 +1
23: set a timer 𝑡𝑖𝑚𝑒𝑟 and start round 𝑟 +1
24: else
25: set ®𝑥𝑐 = ®𝑥𝑟 � ®𝑥𝑐 represents the convergent model
26: return

4.2 Aggregation Phase
The aggregation phases contain the following 4 steps for each
round 𝑟 , which are shown in Algorithm 2.
Step 1 : Masked model upload

For each client 𝐶𝑖 ∈ 𝐶, on receiving a committed model
⟨®𝑥𝑟−1⟩ from an aggregator, it verifies the commitment proof
of BFT (usually an aggregated signature of aggregators) and
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starts the aggregation phase of round 𝑟 . 𝐶𝑖 obtains the global
model ®𝑥𝑟−1, trains the local model ®𝑥𝑖,𝑟 for round 𝑟 (Lines 1-2).
Using the HPRF key 𝑚𝑖 and 𝑟 as HPRF seed, 𝐶𝑖 generates a
mask HPRF(𝑚𝑖 , 𝑟) and sends the masked model ®𝑦𝑖,𝑟 = ®𝑥𝑖,𝑟 +
HPRF(𝑚𝑖 , 𝑟) to an aggregator 𝑆 𝑗 ∈ 𝑆 (Lines 3-4).
Step 2 : Online clients confirmation

Each aggregator 𝑆 𝑗 ∈ 𝑆 determines the online client set 𝐶on
𝑟

by checking if it has received ®𝑦𝑖,𝑟 from each client 𝐶𝑖 ∈ 𝐶.
If ®𝑦𝑖,𝑟 is received within the 𝑡𝑖𝑚𝑒𝑟, 𝐶𝑖 is considered online
and added to the set 𝐶on

𝑟 . Offline clients are added to the set
𝐶off
𝑟 for asynchronous FL (Lines 5-9). The aggregator then

runs the input validation function MGF(𝐶on
𝑟 ) (Algorithm 6)

to filter out malicious inputs and updates the online client set
to 𝐶valid

𝑟 (Lines 10-11). Subsequently, 𝑆 𝑗 runs BFT consensus
on 𝐶on

𝑟 to commit the online set ⟨𝐶on
𝑟 ⟩BFT (Line 12).

Step 3 : Aggregated share reconstruction
𝑆 𝑗 computes the sum of the shares of the online clients

[𝑀𝑟 ] 𝑗 and broadcasts it among aggregators (Lines 13-14).
Upon receiving at least 𝑓 + 1 shares, 𝑆 𝑗 will run the aggre-
gated share reconstruction function ASR({[𝑀𝑟 ] 𝑗 }, 𝑓 +1) of
Algorithm 3 to obtain the aggregated key 𝑀𝑟 (Lines 15-16).

Algorithm 3 Aggregated Share Reconstruction (ASR)

Input: aggregated shares{ [𝑀𝑟 ] 𝑗 }, commitments {C𝑜𝑚(𝑖) }, threshold 𝑡
Output: aggregated secret 𝑀𝑟

1: set 𝑉𝐴𝑆 = ∅ � 𝑉𝐴𝑆 denotes the valid aggregated share set
2: for each received [𝑀𝑟 ] 𝑗 do

3: if 𝑔 [𝑀𝑟 ] 𝑗 =
∏

𝑖∈ [𝐶on
𝑟 ]

∏
𝑘∈ [𝑡 ] (𝐶𝑜𝑚

(𝑖)
𝑘

)𝑥
𝑘
𝑗 mod 𝑝 then

4: put [𝑀𝑟 ] 𝑗 into 𝑉𝐴𝑆
5: if |𝑉𝐴𝑆 | ≥ 𝑡 then
6: return 𝑀𝑟 = Rec({ [𝑀𝑟 ] 𝑗 } [𝑀𝑟 ] 𝑗 ∈𝑉𝐴𝑆 , 𝑡 )
7: else return ⊥

In Algorithm 3, each aggregated share [𝑀𝑟 ] 𝑗 is broadcast
by the corresponding aggregator 𝑆 𝑗 , 𝑡 denotes the thresh-
old value for the reconstruction, C𝑜𝑚 (𝑖) = {𝐶𝑜𝑚 (𝑖)

𝑘
}𝑘∈[𝑡 ] de-

notes the public commitments of client 𝐶𝑖 , and {C𝑜𝑚 (𝑖) }
denotes the commitments of all the online clients. It can
be noted that Feldman commitments are homomorphic (i.e.
𝑔 [𝑚1 ] 𝑗+[𝑚2 ] 𝑗 =

∏
𝑘∈[𝑡 ] (𝐶𝑜𝑚

(1)
𝑘

·𝐶𝑜𝑚 (2)
𝑘

)𝑥
𝑘
𝑗 mod 𝑝 for each

𝑗 ∈ [𝑆]), so to verify the validity of share addition, the aggrega-
tor simply needs to multiply the corresponding commitments.
Therefore, the algorithm verifies the correctness of the aggre-
gation share [𝑀𝑟 ] 𝑗 using the aggregated commitments from
valid clients. It should be noted that VSS protocols utilizing a
commitment with homomorphic properties, such as Pedersen
commitment [44] or KZG commitment [45], can be applied
to the scheme. The Feldman commitment is adopted here
for clarity in describing the protocol. If the verification is
successful, [𝑀𝑟 ] 𝑗 is added to the valid set 𝑉𝐴𝑆 (Lines 1-4).
When the size of 𝑉𝐴𝑆 reaches 𝑡, the Rec function of VSS can
be invoked to recover the aggregated secret 𝑀𝑟 by using the
aggregation shares {[𝑀𝑟 ] 𝑗 } (Lines 5-7).
Utilizing collect-aggregate-transfer to reduce complexity.

Instead of broadcasting, each aggregator can send its share to
the aggregator leader (also the leader of BFT). The leader col-
lects shares, reconstructs the mask, and transfers the result to
each aggregator. The result includes the reconstructed secret
and its corresponding 𝑡 shares. A malicious leader may either
refuse to send the result to honest aggregators or submit tam-
pered shares. For the former, honest aggregators will initiate
the view-change of BFT to replace the malicious leader upon
timeout; for the latter, they verify the 𝑡 shares against their
commitments. If the validation fails, the view-change will
also be initiated. Therefore, the communication complexity
of aggregators is 𝑂 (𝑛), remaining the same as BFT.
Correctness of aggregated share reconstruction. We first
prove the correctness of the aggregated verification process
(Algorithm 3, Line 3):

𝑔[𝑀𝑟 ] 𝑗 = 𝑔

∑
𝑖∈ [𝐶on

𝑟 ]
[𝑚𝑖 ] 𝑗

=
∏

𝑖∈[𝐶on
𝑟 ]
𝑔[𝑚𝑖 ] 𝑗 =

∏
𝑖∈[𝐶on

𝑟 ]
𝑔[𝑚𝑖 ] 𝑗 =

∏
𝑖∈[𝐶on

𝑟 ]
𝑔

∑
𝑘∈ [𝑡 ]

𝑎
(𝑖)
𝑘
𝑥𝑘
𝑗

=
∏

𝑖∈[𝐶on
𝑟 ]

∏
𝑘∈[𝑡 ]

(𝐶𝑜𝑚 (𝑖)
𝑘

)𝑥
𝑘
𝑗 mod 𝑝

Next, we prove the correctness of the aggregated share
reconstruction process Rec({[𝑀𝑟 ] 𝑗 }[𝑀𝑟 ] 𝑗 ∈𝑉𝐴𝑆 , 𝑡) in Line 6:

𝑡∑︁
𝑗=1
𝜆 𝑗 · [𝑀𝑟 ] 𝑗 =

𝑡∑︁
𝑗=1

|𝐶on
𝑟 |∑︁
𝑖=1

𝜆 𝑗 · [𝑚𝑖] 𝑗 =
|𝐶on

𝑟 |∑︁
𝑖=1

𝑡∑︁
𝑗=1
𝜆 𝑗 · [𝑚𝑖] 𝑗 =

|𝐶on
𝑟 |∑︁
𝑖=1

𝑚𝑖 =𝑀𝑟

Step 4 : Model aggregation
In Algorithm 2, after reconstructing the aggregated share

𝑀𝑟 , each aggregator computes the overall mask using
HPRF(𝑀𝑟 , 𝑟). Then 𝑆 𝑗 removes the mask to obtain the ac-
curate aggregated model ®𝑥𝑟 , where ®𝑥𝑟 = ®𝑦𝑟 −HPRF(𝑀𝑟 , 𝑟)
(Line 17). For asynchronous federated learning, the aggrega-
tor runs EMA(𝐶off

𝑟−1) (Algorithm 9) to get ®𝑥′
𝑟−1 and updates

®𝑥𝑟 by adding a scaled version of ®𝑥′
𝑟−1: ®𝑥𝑟 = ®𝑥𝑟 +𝜔®𝑥′𝑟−1, where

𝜔 ∈ (0,1) is a scaling factor (Lines 18-19).
Finally, aggregators run the BFT consensus on ®𝑥𝑟 to get

the committed ⟨®𝑥𝑟 ⟩BFT (Line 20). Each aggregator determines
whether model ®𝑥𝑟 has converged. If ®𝑥𝑟 converges, the aggrega-
tor terminates training and outputs ®𝑥𝑐 = ®𝑥𝑟 ; otherwise, it sends
⟨®𝑥𝑟 ⟩BFT to the client of round 𝑟 +1. Besides, all aggregators
should set a timer, and the clients that successfully upload
their masked models before the timer expires will be put into
the online client set of the next round (Lines 21-26).
Correctness of model aggregation. The sum of all clients’
masks is equal to the overall mask. Each client’s mask is
HPRF(𝑚𝑖 , 𝑟), while the overall mask is HPRF(𝑀𝑟 , 𝑟). By the
key homomorphism, it holds that:

|𝐶on |∑︁
𝑖=1

HPRF(𝑚𝑖 , 𝑟) = HPRF©­«
|𝐶on |∑︁
𝑖=1

𝑚𝑖 , 𝑟
ª®¬ = HPRF(𝑀𝑟 , 𝑟)

4.3 Client Concealed Sortition
Trivially selecting a subset of clients from the entire client set
in each round may result in overlaps between client subsets
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across different rounds. In such cases, the adversary may have
the opportunity to infer the secret of an honest client. For
example, in round 𝑖, the online client set is {𝑐1, ..., 𝑐𝑙 , 𝑐𝑙+1}
with the aggregated HPRF key 𝑀𝑖 =

∑𝑙+1
𝑘=1𝑚𝑘 , while in round

𝑗 , the set is {𝑐1, ..., 𝑐𝑙}, producing 𝑀 𝑗 =
∑𝑙
𝑘=1𝑚𝑘 . An adver-

sary could derive the HPRF key 𝑚𝑙+1 from 𝑀𝑖−𝑀 𝑗 , exposing
𝐶𝑙+1’s mask value and model. A more detailed analysis is pre-
sented in Appendix E. To address this, we propose the client
concealed sortition (CCS) in Algorithm 4, where each client
secretly and randomly determines its assignment to a specific
round while ensuring the client subsets for different rounds
are independent.

Algorithm 4 Client Concealed Sortition (CCS)
Private Input: 𝑚𝑖 as VRF secret key
Public Input: initial model ®𝑥0 and its threshold signature 𝜎 ( ®𝑥0 ); number
of client subsets 𝐾 ; 𝐶𝑜𝑚(𝑖)

0 as VRF public key
Private Output: subset 𝐶 (𝑘) of the client set 𝐶 to which 𝐶𝑖 belongs
Public Output: proof of the random value 𝜋 (𝑣𝑖 )

Key sharing and valid clients confirmation (Step 0 , Line 11)
▶ As a client 𝐶𝑖 ∈ 𝐶

1: run VRF.Prove𝑚𝑖

(
Hash( ®𝑥0 ∥𝜎 ( ®𝑥0 )

) )
→

(
𝑣𝑖 , 𝜋 (𝑣𝑖 )

)
2: calculate 𝑘 = 𝑣𝑖 mod 𝐾
3: select 𝐶 (𝑘) as the subset to which it belongs

Masked model upload (Step 1 , Line 4)
▶ As a client 𝐶𝑖 ∈ 𝐶

4: send ®𝑦𝑖,𝑟 , 𝑣𝑖 , 𝜋 (𝑣𝑖 ) to an aggregator 𝑆 𝑗 ∈ 𝑆
Online clients confirmation (Step 2 , Line 6)
▶ As an aggregator 𝑆 𝑗 ∈ 𝑆:

5: if ®𝑦𝑖,𝑟 sent by 𝐶𝑖 is received within the 𝑡𝑖𝑚𝑒𝑟 and

VRF.Ver
𝐶𝑜𝑚

(𝑖)
0

(
Hash

(
®𝑥0 ∥𝜎 ( ®𝑥0 )

)
, 𝑣𝑖 , 𝜋 (𝑣𝑖 )

)
→ 1 then

In Algorithm 4, after sending valid secret shares to the
aggregators, the client 𝐶𝑖 uses the hash value of the initial
model ®𝑥0 with its threshold signature 𝜎(®𝑥0) generated by
aggregators through BFT as input to the VRF. Using the se-
cret 𝑚𝑖 as private key 𝑠𝑘𝑖 , 𝐶𝑖 computes the VRF result 𝑣𝑖
and the corresponding proof 𝜋(𝑣𝑖) (Line 1). The malicious
aggregator or the server might attempt to leak ®𝑥0 early to
let malicious clients adjust 𝑚𝑖 before secret sharing to in-
fluence the output of VRF. However, the BFT signature is
published only after clients share secrets. Even if ®𝑥0 may be
leaked prematurely, clients cannot know the threshold signa-
ture 𝜎(®𝑥0) as it contains at least one honest client’s signature.
Assuming the number of subsets is 𝐾 (𝐾 is less than the total
training rounds to let each client contribute), 𝐶𝑖 computes
𝑘 = 𝑣𝑖 mod 𝐾 (typically, 𝑣𝑖 ≫ 𝐾 in large-scale FL). This
allows 𝐶𝑖 to determine which subset 𝐶 (𝑘 ) and round it be-
longs to (Lines 2-3). In the Step 1 , 𝐶𝑖 uploads ®𝑦𝑖,𝑟 along
with (𝑣𝑖 , 𝜋(𝑣𝑖)) (Line 4). In Step 2 , the aggregator verifies
whether 𝐶𝑖 should be put into 𝐶on

𝑟 by additionally invoking

VRF.Ver
𝐶𝑜𝑚

(𝑖)
0

(
Hash

(
®𝑥0∥𝜎(®𝑥0)

)
, 𝑣𝑖 , 𝜋(𝑣𝑖)

)
(Line 5).

Extra advantages of client concealed sortition. CCS has
several extra advantages. First, since the VRF result is kept se-

cret until revealed, it prevents an instant corruption adversary
from controlling honest clients. Second, since the client shares
its secret before the aggregators issue the committed initial
model, the client cannot predict the VRF input in advance,
preventing a malicious aggregator or clients from unfairly par-
titioning the client subsets. Third, the client knows in advance
which round it will participate in, allowing it to remain offline
until needed, thus reducing unnecessary overhead.

4.4 Aggregated Mask Reconstruction
We design aggregated mask reconstruction (AMR) (Algo-
rithm 5) as an alternative to ASR (Algorithm 3). Unlike ASR,
which reconstructs aggregated secret shares, AMR directly
reconstructs the aggregated mask (HPRF) values without ex-
posing the aggregated shares.

Algorithm 5 Aggregated Mask Reconstruction (AMR)
Input: secret share [𝑚𝑖 ] 𝑗 for 𝐶𝑖 ∈ 𝐶on

𝑟 , masked global model ®𝑦𝑟
Output: global model ®𝑥𝑟
▶ As an aggregator 𝑆 𝑗 ∈ 𝑆:

1: calculate [𝑀𝑟 ] 𝑗 =
∑

𝐶𝑖 ∈𝐶on
𝑟
[𝑚𝑖 ] 𝑗

2: broadcast HPRF( [𝑀𝑟 ] 𝑗 , 𝑟 ) within 𝑆
3: set 𝐻𝑉 = ∅ � 𝐻𝑉 denotes the HPRF value set
4: put received HPRF value into 𝐻𝑉
5: for 0 ≤ 𝑧 ≤ 𝑓 do
6: wait till |𝐻𝑉 | ≥ 2 𝑓 +1+ 𝑧
7: selects different 𝑓 +1 values repeatly
8: calculate HPRF(𝑀𝑟 , 𝑟 ) = 𝜆 𝑗 ·

∑
𝑗∈ [ 𝑓 +1] HPRF( [𝑀𝑟 ] 𝑗 , 𝑟 )

9: let 𝐹 (𝑥 ) be the corresponding preconstructed polynomial function
10: if at least 2 𝑓 +1 HPRF values in 𝐻𝑉 match 𝐹 (𝑥 ) then
11: return HPRF(𝑀𝑟 , 𝑟 )

In Algorithm 5, each aggregator 𝑆 𝑗 first computes the sum
of the shares of the online clients𝐶on

𝑟 , denoted as [𝑀𝑟 ] 𝑗 (Line
1). Then, the aggregator directly broadcasts HPRF( [𝑀𝑟 ] 𝑗 , 𝑟)
in 𝑆 instead of [𝑀𝑟 ] 𝑗 (Line 2). Next, 𝑆 𝑗 collects the received
HPRF values into a set 𝐻𝑉 (Lines 3-4). When there are at
least 2 𝑓 +1 HPRF values in 𝐻𝑉 , it repeatedly selects different
𝑓 +1 values and calculates:

HPRF(𝑀𝑟 , 𝑟) =
∑︁

𝑗∈[ 𝑓 +1]
𝜆 𝑗 ·HPRF( [𝑀𝑟 ] 𝑗 , 𝑟) (2)

Let 𝐹 (𝑥) represent the polynomial function reconstructed
by these 𝑓 + 1 HPRF values. If at least 2 𝑓 + 1 of the HPRF
values in 𝐻𝑉 lie on 𝐹 (𝑥), the reconstructed HPRF(𝑀𝑟 , 𝑟) is
considered correct and is output by the algorithm (Lines 5-
11). Otherwise, 𝑆 𝑗 will continue to wait for new HPRF values
until the verification passes.
Correctness of AMR. Equation 2 essentially leverages the
additive homomorphism of the HPRF key. By interpreting
both sides of Equation 1 as HPRF keys, it holds that:

HPRF(𝑀𝑟 , 𝑟) =HPRF(
∑︁

𝑗∈[ 𝑓 +1]
𝜆 𝑗 · [𝑀𝑟 ] 𝑗 , 𝑟) =

∑︁
𝑗∈[ 𝑓 +1]

𝜆 𝑗 ·HPRF( [𝑀𝑟 ] 𝑗 , 𝑟)

Comparison of Aion-ASR and Aion-AMR. It can be ob-
served that the communication and computation overhead of
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Aion-AMR are higher than those of Aion-ASR. However, the
advantage of Aion-AMR is that it ensures the entire aggre-
gation process does not leak any aggregated keys. Besides,
AMR allows the same client to participate in multiple rounds
of training without the need for the CCS algorithm.

5 Lightweight Evolving Input Validation

We propose a lightweight evolving input validation mecha-
nism named masked gradient filtering (MGF) (Algorithm 6)
for Aion based on norm defense [32]. The 𝐿2 norm is used for
input validation by limiting the norm of each client’s input to
detect and discard anomalous updates. If the norm exceeds a
set bound 𝑏, the update is discarded as potentially malicious.

Algorithm 6 Masked Gradient Filtering (MGF)
Input: global gradients ®𝑥𝑟−1, ®𝑥𝑟−2, mask ratio 𝛽, maximum HPRF element
ℎmax, aggregated HPRF masks HPRF(𝑀𝑟−1, 𝑟 − 1) , HPRF(𝑀𝑟−2, 𝑟 − 2) ,
mask scaling factors 𝛼𝑟−1, 𝛼𝑟−2, bound 𝑏𝑟−1, online client set 𝐶on

𝑟

Output: valid client set 𝐶valid, global gradient ®𝑥𝑟
Key sharing and valid clients confirmation (Step 1 , Line 3)
▶ As a client 𝐶𝑖 ∈ 𝐶:

1: calculate 𝛼𝑟 = 𝛽 ∥ ( ®𝑥𝑟−1 ) ∥∞/ℎmax
2: calculate ®𝑦𝑖,𝑟 = ®𝑥𝑖,𝑟 + 𝛼𝑟 ·HPRF(𝑚𝑖 , 𝑟 )

Online clients confirmation (Step 2 , Line 10)
▶ As an aggregator 𝑆 𝑗 ∈ 𝑆:

3: calculate 𝜇𝑟 =
(∥ ®𝑥𝑟−1 ∥2+𝛼𝑟−1 ∥HPRF(𝑀𝑟−1 ,𝑟−1) ∥∞ )
(∥ ®𝑥𝑟−2 ∥2+𝛼𝑟−2 ∥HPRF(𝑀𝑟−2 ,𝑟−2) ∥∞ )

4: set 𝑏𝑟 = 𝜇𝑟𝑏𝑟−1
5: set 𝐶valid = ∅
6: for 𝑖 = 1 to |𝐶on

𝑟 | do
7: if ∥ ®𝑦𝑖,𝑟 ∥2 ≤ 𝑏𝑟 then
8: put 𝐶𝑖 into set 𝐶valid

Model aggregation (Step 4 , Line 17)
▶ As an aggregator 𝑆 𝑗 ∈ 𝑆:

9: calculate 𝛼𝑟 = 𝛽 ∥ ( ®𝑥𝑟−1 ) ∥∞/ℎmax
10: calculate ®𝑥𝑟 =

∑
𝑖∈ [𝐶valid

𝑟 ] ®𝑦𝑖,𝑟 − 𝛼𝑟 ·HPRF(𝑀𝑟 , 𝑟 )

In Algorithm 6, before computing the masked gradi-
ent2 ®𝑦𝑖,𝑟 , each client first calculates the scaling factor 𝛼𝑟 =
𝛽∥(®𝑥𝑟−1)∥∞/ℎmax, where 𝛽 ∈ (0,1) is termed the mask ra-
tio, and ℎmax is the theoretical maximum value of the HPRF
output elements. The client then computes ®𝑦𝑖,𝑟 = ®𝑥𝑖,𝑟 +𝛼𝑟 ·
HPRF(𝑚𝑖 , 𝑟) (Lines 1-2). For an aggregator, it first calculates
the current round’s bound 𝑏𝑟 using the global model and
mask from the previous two rounds (Lines 3-4). When each
aggregator receives a masked gradient ®𝑦𝑟 , it computes and
compares whether the norm exceeds a bound 𝑏𝑟 of round 𝑟 . If
it does, the gradient is filtered out and not included in the ag-
gregation; otherwise, it is retained in the valid set𝐶valid (Lines
5-8). Each aggregator, when calculating ®𝑥𝑟 , also multiplies
the output of HPRF by 𝛼𝑟 (Lines 9-10).
Evolving bound value. The bound 𝑏𝑟 has a significant impact
on the final training accuracy and poisoning success rate. If the

2𝐿2 norm defense typically applies to the gradients. The gradient repre-
sents the model’s parameter change, and the two are easily converted.

bound is too low, it will filter too many clients, reducing the
final training accuracy. Conversely, if the bound is too high,
the poisoning success rate will increase, also lowering the
final accuracy. To address this, we design an evolving bound
adjustment strategy. Specifically, we adjust the bound after
each training round. 𝑏𝑟 is determined by the previous round’s
bound 𝑏𝑟−1 and a reduction factor 𝜇𝑟 . We can effectively
determine 𝜇𝑟 in each round since Aion can compute the sum
of the mask values during the aggregation process in each
round. As the training rounds 𝑟 increase, the global gradient
®𝑥𝑟 decreases, hence typically 0 < 𝜇𝑟 < 1. Finally, we set:

𝜇𝑟 =
( ∥ ®𝑥𝑟−1 ∥2 + 𝛼𝑟−1 ∥HPRF(𝑀𝑟−1, 𝑟 − 1) ∥∞ )
( ∥ ®𝑥𝑟−2 ∥2 + 𝛼𝑟−2 ∥HPRF(𝑀𝑟−2, 𝑟 − 2) ∥∞ )

Since we are processing gradients with masks, the norm
filtering is influenced by the mask values. Given that we are
aware of the total (or average) mask value, and that the mask
values are controllable within a certain range, we incorporate
the mask values obtained from the HPRF calculation into
the formula to adjust the dynamic constraint. We chose the
𝐿∞ norm of HPRF instead of the 𝐿2 norm because each bit
of the HPRF result is random. If the 𝐿2 norm were used, it
might filter out normal gradients with small masks added due
to a few large elements, leading to instability in 𝜇𝑟 . Using
the 𝐿∞ norm effectively controls the range and amplitude
of 𝜇𝑟 , allowing 𝑏𝑟 to decrease steadily. Importantly, we set
the bound 𝑏𝑟 to be consistent with configurations that do not
apply masking. When the mask magnitude is small, poisoned
gradients typically still exceed the threshold and are thus
filtered out effectively. In contrast, although large masks may
occasionally cause a small number of benign gradients to be
discarded, this has minimal impact on convergence (honest
gradients are generally smaller than poisoning gradients, and
their masked norms usually remain below 𝑏𝑟 ). Moreover,
since poisoning attacks usually rely on significantly boosted
gradients to be effective, these malicious updates are more
likely to be filtered. We provide an experimental evaluation
of Aion’s robustness against poisoning attacks in comparison
with ACORN in Section 7.2.
Evolving constraint of individual client mask ratio. Note
that during the aggregation phase, the aggregator invokes
MGF (Algorithm 6) for input validation, so the size of the
individual mask (HPRF value) cannot be arbitrarily large; it
must be smaller than the size of the model. Concretely, we
let the aggregator calculate a normalization coefficient for the
clients. The normalization coefficient for round 𝑟 is given by
𝛼𝑟 = 𝛽∥(®𝑥𝑟−1)∥∞/ℎmax. In this way, the client 𝐶𝑖 can calcu-
late the masked local gradient by ®𝑦𝑖,𝑟 = ®𝑥𝑖,𝑟 +𝛼𝑟 ·HPRF(𝑚𝑖 , 𝑟).
In our experiments (Section 7.2), we set 𝛽 = 0.2, and the re-
sults indicate that this setting achieves good defenses against
poisoning attacks as well as effective model convergence. Ad-
ditionally, we evaluate Aion’s resistance to gradient inversion
attacks (GIA) in Appendix F to verify whether the scaling
masks can protect the privacy of the clients. MGF introduces
almost no additional communication or computational cost.
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6 Robustness Enhancement Constructions

6.1 HPRF Error Elimination Module
We denote the dimension of ®𝑥𝑖,𝑟 as 𝑑, and each element has 𝑙dp
digits in decimal places. Denote the output of HPRF(𝑚𝑖 , 𝑟)
as a pseudorandom vector3 ®ℎ = {ℎ𝑘} of size 𝑑, where ℎ𝑘 is
an integer (finite field element) and can vary in size. To mask
®𝑥𝑖,𝑟 effectively with ®ℎ, we can scale {ℎ𝑘} to have the same
number of decimal places as the elements in ®𝑥𝑖,𝑟 .

However, the homomorphic operation of adding 𝑞 HPRF
values introduces an error ®𝑒 (𝑞) , i.e.,

∑𝑞

𝑖=1 HPRF(𝑚𝑖 , 𝑟) =

HPRF(∑𝑞

𝑖=1𝑚𝑖 , 𝑟) + ®𝑒 (𝑞) , where ®𝑒 (𝑞) = {𝑒 (𝑞)
𝑘

}, 𝑒 (𝑞)
𝑘

∈{−(𝑞 −
1), . . . , 𝑞−1}. Therefore, we introduce the dynamic mask cov-
erage (DMC) algorithms and corresponding dynamic mask
removal (DMR) algorithms, as shown in Algorithms 7 and 8.
Clients run DMC when adding masks, increasing the length
of elements in the HPRF value based on the number of clients
𝑞, ensuring that errors only appear in the additional HPRF
digits. As for aggregators, they run DMR to remove the masks,
truncating the extra digits after computing the overall mask
to obtain the accurate aggregated model.

Algorithm 7 Dynamic Mask Coverage (DMC)
Input: local model ®𝑥𝑖,𝑟 , HPRF key 𝑚𝑖

Output: masked local model ®𝑦𝑖,𝑟
Parameter: client number 𝑞, decimal places 𝑙dp for elements ®𝑥𝑖,𝑟
▶ As a client 𝐶𝑖 ∈ 𝐶

1: calculate 𝑙ex = ⌈log10 (2𝑞) ⌉ � ⌈.⌉ denotes ceiling function
2: execute HPRF(𝑚𝑖 , 𝑟 ) → ®ℎ = {ℎ𝑘 }
3: for each ℎ𝑘 ∈ ®ℎ do
4: calculate ℎ𝑘 = ℎ𝑘/10𝑙dp+𝑙ex

5: set ®𝑦𝑖,𝑟 = ®𝑥𝑖,𝑟 + ®ℎ

Algorithm 8 Dynamic Mask Removal (DMR)
Input: masked global model ®𝑦𝑟 , aggregated HPRF key 𝑀𝑟

Output: global model ®𝑥𝑟
Parameter: client number 𝑞, decimal places 𝑙dp for elements of ®𝑥𝑟
▶ As an aggregator 𝑆 𝑗 ∈ 𝑆:

1: calculate 𝑙ex = ⌈log10 (2𝑞) ⌉ � ⌈.⌉ denotes ceiling function
2: execute HPRF(𝑀𝑟 , 𝑟 ) → ®ℎ∗ = {ℎ∗

𝑘
}

3: for each ℎ∗
𝑘
∈ ®ℎ∗ do

4: calculate ℎ∗
𝑘
= ℎ∗

𝑘
/10𝑙dp+𝑙ex

5: set ®𝑥𝑟 = ®𝑦𝑟 − ®ℎ∗
6: set ®𝑥𝑟 = Round( ®𝑥𝑟 , 𝑙dp ) �round elements in ®𝑥𝑟 to 𝑙dp decimal places

In Algorithm 7, a client𝐶𝑖 first computes 𝑙ex = ⌈log10 (2𝑞)⌉,
where 𝑙ex represents the extra digits that should be added (Line
1). Next, 𝐶𝑖 computes HPRF(𝑚𝑖 , 𝑟) to generate a pseudoran-
dom vector ®ℎ = {ℎ𝑘} of size 𝑑, where each ℎ𝑘 is a random
integer with sufficient digits (Line 2). Next, 𝐶𝑖 scales each ℎ𝑘
from an integer to a decimal with (𝑙dp + 𝑙ex) decimal places
(Lines 3-4). Finally, 𝐶𝑖 computes ®𝑦𝑖,𝑟 = ®𝑥𝑖,𝑟 + ®ℎ (Line 5).

3The HPRF output is generally in matrix form, but it can be easily con-
verted to a vector in a row-major or column-major manner.

In Algorithm 8, each aggregator 𝑆 𝑗 obtains the random
vector ®ℎ∗ using the similar operations as in Algorithm 7, then
computes the aggregated model ®𝑥𝑟 = ®𝑦𝑟 − ®ℎ∗ (Lines 1-5). Fi-
nally, 𝑆 𝑗 performs a rounding operation to retain 𝑙dp decimal
places for the elements of ®𝑥𝑟 , obtaining the accurate aggre-
gated model (Line 6).

6.2 Asynchronous Federated Learning

In large-scale FL, requiring all devices to complete training
and upload updates synchronously in each round results in the
training speed being limited by the slowest device. Therefore,
each round is limited by a timer, and some offline or high-
latency clients may fail to upload their inputs within the cur-
rent round. However, high-latency clients’ inputs may arrive
after the round has ended. Leveraging the inputs from high-
latency clients for asynchronous FL can accelerate model con-
vergence. Therefore, we design an expired model aggregation
(EMA) module that enables Aion to support asynchronous FL
while protecting the client model, as shown in Algorithm 9.

Algorithm 9 Expired Model Aggregation (EMA)

Input: offline client set of round 𝑟 − 1 𝐶off
𝑟−1

Output: reused expired global model ®𝑥′
𝑟−1

Parameter: security threshold for the number of clients 𝜉

▶ As an aggregator 𝑆 𝑗 ∈ 𝑆:
1: for each 𝐶𝑖 ∈ 𝐶off

𝑟−1 do
2: if ®𝑦𝑖,𝑟−1 sent by 𝐶𝑖 is received in round 𝑟 then
3: put ®𝑦𝑖,𝑟−1 into set 𝐶delay

𝑟 � 𝐶
delay
𝑟 is initialized to ∅

4: if |𝐶delay
𝑟 | ≥ 𝜉 then

5: calculate [𝑀′
𝑟−1 ]

𝑗 =
∑

𝑖∈ [𝐶delay
𝑟 ] [𝑚𝑖 ] 𝑗

6: broadcast [𝑀′
𝑟−1 ]

𝑗 among 𝑆
7: upon receiving 𝑓 +1 valid [𝑀′

𝑟−1 ]
𝑗′ from 𝑆 𝑗′

8: run ASR({ [𝑀′
𝑟−1 ]

𝑗 }, 𝑓 +1) →𝑀′
𝑟−1 � Algorithm 3 or 5

9: calculate ®𝑥′
𝑟−1 =

∑
𝑖∈ [𝐶delay

𝑟 ] ®𝑦𝑖,𝑟−1 −HPRF(𝑀′
𝑟−1, 𝑟 − 1)

10: else set ®𝑥′
𝑟−1 =

®0 � model aggregation is not performed

Algorithm 9 can be executed in Step 4 of the aggregation
phase. We consider the most common scenario, where masked
models sent by offline clients from round 𝑟 −1 arrive in round
𝑟. The aggregator puts them in the set 𝐶delay

𝑟 (Lines 1-3). If
the size of 𝐶delay

𝑟 exceeds the security parameter 𝜉 (𝜉 ≥ 2)
before the end of round 𝑟, the aggregators will follow the
same process as in Step 3 to recover the aggregated key
𝑀 ′
𝑟−1 for all clients in 𝐶delay

𝑟 , thus obtaining the aggregated
model ®𝑥′

𝑟−1 of these clients (Lines 4-9). If the size of 𝐶delay
𝑟

is less than 𝜉, the aggregator deems the aggregation insecure
and does not execute the aggregation process (Line 10).

7 Implementation and Evaluation

We implement Aion using Python on a workstation with
RTX4090 and i9-14900KF and conduct an evaluation on time
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Figure 2: Time cost and message overhead (initialization and aggregation phase) with varying client number 𝑞.

8 16 32 64

Number of Aggregators

0

10

20

30

40

50

60

T
im

e
 (

s
)

1.00 1.33 1.95
3.402.87 3.79

10.16

54.65

3.94 4.36 5.22
6.78

3.99 4.52 5.33
7.28

Aion
Flamingo
ACORN
SecAgg+

(a) Init. Time v.s. 𝑛

8 16 32 64

Number of Aggregators

0

20

40

60

80

100

120

T
im

e
 (

s
)

0.08 0.08 0.10 0.10
3.55 3.64 4.64

7.53

98.96 100.10 102.50
106.58

2.69 4.82

13.72

52.11

Aion
Flamingo
ACORN
SecAgg+

(b) Agg. Time v.s. 𝑛

8 16 32 64

Number of Aggregators

0

2

4

6

8

10

C
o

m
m

u
n

ic
a

ti
o

n
 (

M
B

)

0.21

1.33

5.11 5.09

0.47

1.57

5.60 5.61

1.13

2.12

7.22 7.34

2.68

3.39

9.22
9.48

Aion
Flamingo
ACORN
SecAgg+

(c) Init. Overhead v.s. 𝑛

8 16 32 64

Number of Aggregators

0

10

20

30

40

50

C
o

m
m

u
n

ic
a

ti
o

n
 (

M
B

)

0.04
2.64

28.8328.49

0.08

6.25

30.4730.07

0.16

12.73

33.5733.55

0.32

25.30

40.5440.69

Aion
Flamingo
ACORN
SecAgg+

(d) Agg. Overhead v.s. 𝑛

Figure 3: Time cost and message overhead (initialization and aggregation phase) with varying aggregator number 𝑛.

cost, message overhead, and model accuracy. We also imple-
ment the Flamingo [14], ACORN [13], and SecAgg+ [12],
as well as SecAgg [2], Mario [16], and ELSA [15], for com-
prehensive experimental comparison. For all masking-based
schemes, we use the single-server, multi-aggregator architec-
ture for fair comparison. Due to space constraints, we present
additional experiment results in Appendix B.

7.1 Time and Message Overhead Performance
We test the time cost and message overhead for both initializa-
tion and aggregation phases by adjusting the client number 𝑞
in each round and aggregator number 𝑛. The model dimension
𝑑 is set to 10K and the modulus 𝑝 in secret sharing is set to
2048 bits unless otherwise specified.
Time cost. Figures 2a and 2b show the execution time for
the initialization and aggregation phases with varying 𝑞, fixed
𝑛 at 8. Aion consistently outperforms Flamingo, ACORN,
and SecAgg+. For 𝑞 = 1024, Aion is 128.11× faster than
Flamingo, 2324.80× faster than ACORN, and 62.41× faster
than SecAgg+ for aggregation and 2.77×, 3.91×, 4.03× faster
for initialization, respectively. ACORN incurs longer aggrega-
tion time mainly due to the use of ZK. This performance gap
widens as the client number increases. Aion’s single mask
and one-time SS minimize computational overhead.

Figures 3a and 3b show execution times with varying 𝑛 for
𝑞 fixed at 512. Aion again shows a faster time. When 𝑛 = 64,
Aion achieves a speedup of 75.30× over Flamingo, 1,065.80×
over ACORN, and 521.10× over SecAgg+ in the aggrega-
tion phase. In the initialization phase, Aion is 16.07×, 1.99×,
and 2.14× faster than Flamingo, ACORN, and SecAgg+, re-

spectively. The distributed key generation of Flamingo brings
higher time cost. In Aion, aggregators use a collect-aggregate-
transfer mechanism to reconstruct a total mask.
Message overhead. Figures 2c and 2d present the additional
message overhead (excluding model data) for the initializa-
tion and aggregation phases across varying 𝑞 with 𝑛 fixed at
8. Aion consistently shows lower overhead than compared
schemes, a difference that increases with the client number.
When 𝑞 is 1024, Aion’s overhead is 1.23% of Flamingo’s ,
0.07% of ACORN’s and SecAgg+’s in the aggregation phase
and 16.03%, 2.38%, 2.34% in the initialization phase re-
spectively. ACORN and SecAgg+ perform secret sharing and
reconstruction across a greater number of client neighbor-
hoods. Aion’s advantage comes from sharing fewer secrets
and reconstructing only a single aggregated mask.

Figures 3c and 3d present the message overhead for dif-
ferent 𝑛. With 𝑛 fixed at 64, Aion’s overhead is 1.26% of
Flamingo’s, 0.08% of ACORN’s and SecAgg+’s in the ag-
gregation phase, and 79.06%, 29.07%, 28.27% in the initial-
ization phase, respectively. As the number of aggregators
increases, the message overhead increases. This is expected,
as each added aggregator introduces extra communication.
However, the increase in overhead for Aion is noticeably
smaller. This is because the aggregation of client masks in
Aion requires less data exchange among aggregators.

7.2 Input Validation Performance
Experimental setup. The input validation experiment fol-
lows the basic setup of RoseAgg [46]. We conduct 60 rounds
of poisoning attacks, with an attack probability of 50% for
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Figure 4: ASR/TER vs. Poison Ratio (CIFAR10).
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Figure 5: ASR/TER vs. Poison Ratio (FMNIST).
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Figure 6: ASR/TER vs. Mask Ratio (CIFAR10).
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Figure 7: ASR/TER vs. Mask Ratio (FMNIST).
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Figure 8: ASR/TER vs. Boost Rate (CIFAR10).

2 4 6 8 10 12

Boost Rate

0

20

40

60

80

100

A
S

R
 (

%
)

0

5

10

15

20

25

30

T
E

R
 (

%
)

ASR-FedAvg-FMNIST

ASR-Flame-FMNIST

ASR-ACORN-FMNIST

ASR-Aion-FMNIST

TER-FedAvg-FMNIST

TER-Flame-FMNIST

TER-ACORN-FMNIST

TER-Aion-FMNIST

Figure 9: ASR/TER vs. Boost Rate (FMNIST).

each round. We design three experiments to investigate the ef-
fects of poison ratio (proportion of clients that attack), boost
rate (amplification magnitude of malicious gradient), and
mask ratio (scaling factor of HPRF value) on model perfor-
mance. The default values are set as follows: poison ratio
50%, boost rate 20, and mask ratio is constrained to be less
than 10% of the global update from the last round. We com-
pare Aion with the benchmark FedAvg [1] and the state-of-
the-art scheme, Flame [47], to thoroughly demonstrate the
effectiveness of the input validation module.
Adversary setup. Adversaries multiply their gradients by a
scaling factor to amplify the influence on the global model.
Evaluation metrics. The performance of the defense meth-
ods is evaluated by two metrics: Attack Success Rate (ASR)
and Test Error Rate (TER). ASR represents the proportion
of adversarial attacks that successfully induce the model to
produce the intended output, while TER reflects the impact of
poisoning attacks on the model’s primary task performance.
Effectiveness of input validation. We test the performance
of models under different poison ratios. As shown in Fig-
ure 4 and 5, the ASR of Aion remains at 0, indicating that
even with up to 50% malicious clients, model security is
not threatened. The clustering-based method, Flame, can re-
sist poisoning attacks when malicious clients are fewer than
honest ones. However, Flame cannot accurately distinguish
between benign and malicious clusters if the numbers of them
are comparable, allowing some malicious gradients to pass
through and affect the global model. For comparison, we also
evaluate ACORN’s defense against poisoning attacks, with
results presented in Figures 4, 5, 8, and 9. ACORN exhibits
robustness on the CIFAR10 dataset, but its effectiveness de-
teriorates on the FMNIST dataset when the boost rate drops

below 7.5. Specifically, at low boost rates, poisoned gradients
in ACORN fail to exceed the clipping threshold, thereby by-
passing the defense mechanism. In contrast, Aion’s masking
mechanism amplifies the magnitude of gradients. As a result,
even at lower boost rates, poisoned gradients remain above
the 𝐿2 clipping threshold and are effectively filtered out.

Impact of privacy protection on input validation. We ex-
plore the impact of incorporating masks of varying sizes when
poison ratios are 10% or 20%. Since both masks and gradi-
ents are multi-dimensional vectors with positive and negative
values, their combination may reduce the absolute values of
certain dimensions, potentially affecting the filtering process
by decreasing the 𝐿2 norm. To mitigate this situation, we
specify that the mask ratio added in each round must not ex-
ceed the product of the mask ratio and the global gradient
from the previous round, using the mask ratio hyperparam-
eter as a means to regulate privacy protection. We include
Aion without the input validation module as a control group,
termed NoDefense. As shown in Figure 6, with the CIFAR10
dataset, Aion’s input validation module fully resists attacks
when the mask ratio is lower than 0.25. Figure 7 depicts the
results for the FMNIST dataset, where Aion is effective at
mask ratios lower than 0.35 with a poison ratio of 20%, but
only ensures model safety at mask ratios lower than 0.2 with a
poison ratio of 10%. These findings suggest that the inherent
randomness of masks may introduce instability to the input
validation module, highlighting the importance of carefully
selecting mask ratios to ensure model security.

Tolerable maximum boost rate. We explore the influence
of the boost rate on input validation when the poison ratio
is 10%. Figures 8 and 9 demonstrate that Aion successfully
filters all poisoned gradients when the boost rate ranges from
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1.25 to 12.5. When the boost rate exceeds 10, the excessively
large gradients begin to disrupt the FedAvg training process,
resulting in a slight increase in the TER. However, these
excessively large gradients are effectively mitigated through
𝐿2 norm filtering, indicating that the use of a large scaling
factor does not adversely affect the functionality of Aion.

7.3 Aion-ASR (AMR) with Input Validation
We compare Aion-ASR (AMR) with or without input valida-
tion (IV) across various 𝑞 and 𝑛 = 8. Table 2 presents the time
cost and message overhead for both the client and aggregator.

Table 2: Time cost and message overhead of Aion.

𝑞 Scheme
Client: ms (KB) Aggregator: ms (MB)

Initialization Aggregation Initialization Aggregation

1024

Flamingo 67.12 (2.21) 96.28 (7.78) 132.03 (0.40) 5159.00 (6.15)
Aion-ASR 7.02 (0.95) 22.01 (0.11) 52.01 (0.07) 75.03 (0.16)
Aion-AMR 7.04 (0.93) 23.03 (0.11) 51.97 (0.07) 85.00 (0.62)

Aion-ASR+IV 6.99 (0.94) 22.04 (0.11) 52.03 (0.07) 78.05 (0.12)
Aion-AMR+IV 7.01 (0.95) 22.00 (0.11) 52.00 (0.07) 84.41 (0.58)

2048

Flamingo 67.31 (2.23) 120.55 (7.78) 134.98 (0.78) 14439.50 (13.03)
Aion-ASR 7.03 (0.95) 22.05 (0.11) 54.02 (0.14) 75.01 (0.32)
Aion-AMR 6.98 (0.93) 23.00 (0.11) 54.05 (0.14) 85.03 (0.93)

Aion-ASR+IV 7.05 (0.94) 22.30 (0.11) 54.01 (0.14) 78.00 (0.24)
Aion-AMR+IV 7.00 (0.95) 22.00 (0.11) 54.04 (0.14) 84.31 (0.78)

4096

Flamingo 67.79 (2.20) 137.51 (7.78) 136.01 (1.53) 42359.10 (32.14)
Aion-ASR 7.01 (0.93) 22.00 (0.11) 55.03 (0.26) 75.02 (0.65)
Aion-AMR 6.97 (0.94) 23.02 (0.11) 55.03 (0.26) 85.00 (1.26)

Aion-ASR+IV 7.04 (0.94) 22.03 (0.11) 55.02 (0.26) 78.04 (0.48)
Aion-AMR+IV 7.00 (0.95) 23.01 (0.11) 55.01 (0.26) 84.42 (1.09)

Time cost. Aion is faster than Flamingo for both initializa-
tion and aggregation phases. When 𝑞 is 4096, Aion-ASR’s
initialization of clients is faster than Flamingo by 9.67×. In
the aggregation phase, Aion-ASR also outperforms Flamingo
and is 6.25× faster than Flamingo.

For aggregators, Aion reduces execution times. When 𝑞
is 4096, Aion-ASR is 563.64× faster than Flamingo in the
aggregation phase. Meanwhile, when 𝑞 increases from 1024
to 4096, Flamingo’s time increases by 721.07%, while Aion’s
time remains nearly unchanged. Furthermore, input valida-
tion and selecting between ASR and AMR introduce a mi-
nor impact on runtime efficiency. For instance, when 𝑞 is
1024, Aion-AMR shows a 13.29% increase in time compared
to Aion-ASR, due to the greater computational complexity
involved in reconstructing the masked HPRF values. Addi-
tionally, input validation introduces a small overhead in both
cases. When 𝑞 is 2048, the results in Aion-ASR+IV only
have a 3.99% increase in runtime compared to Aion-ASR.
These overheads are acceptable given the significant security
improvements offered.
Message overhead. The message overhead focuses on the
additional costs incurred by the respective secure aggregation
except for the model-related communication (i.e., uploading
local models and broadcasting the aggregated global model).
This allows for a clearer comparison of the overhead specif-
ically attributed to the secure aggregation. Flamingo has a

higher message overhead than Aion, particularly in the aggre-
gation phase. When 𝑞 is 1024, Flamingo requires 7.78 KB for
a client, compared to Aion-ASR’s 0.11 KB. This difference is
even bigger during initialization, with Aion-ASR’s overhead
being only 1.41% of Flamingo’s.

Aion shows a significant advantage in aggregator-side mes-
sage overhead, especially in initialization. With 𝑞 is 1024,
Aion-ASR requires only 0.07 MB for initialization, less than
Flamingo’s 0.40 MB. For aggregation, Aion-ASR also has a
lower overhead. Aion-ASR+IV results in a slightly reduced
message overhead compared to Aion-ASR since IV filters out
some client inputs, while the slightly higher communication
cost of Aion-AMR reflects the increased data exchange to
reconstruct the HPRF values.

8 Security Analysis
We provide a formal definition of the ideal functionality of
Aion. Let Π denote the protocol of the Aion aggregation
phase. We define the ideal functionality F of Π in Figure 10.

Ideal functionality F
Parties: clients {𝐶1, ...,𝐶𝑞} ∈𝐶 and aggregators {𝑆1, , ..., 𝑆𝑛} ∈ 𝑆

• F receives from A a set of malicious clients 𝐶A ⊂ [𝑞] and
malicious aggregators 𝑆A ⊂ [𝑛], where |𝐶A | = 𝑓 ′ ≤ 𝑞−2 and
|𝑆A | = 𝑓 , 𝑛 ≥ 3 𝑓 +1:

1. F receives online client 𝐶on ⊂ [𝑞] and input ®𝑥𝑖,𝑟 of client
𝐶𝑖 ∈ 𝐶on/𝐶A .

2. F asks A for a set: If A replies with a set 𝐶A , then F
calculates ®𝑥𝑟 =

∑
𝑖∈[𝐶on/𝐶A ] ®𝑥𝑖,𝑟 ; otherwise, sends abort

to all honest clients.

3. Depending on whether the server is corrupted by A. If the
server is corrupted by A, then F outputs ®𝑥𝑟 to to all the
parties corrupted by A; otherwise, F asks A for a shift
®𝑎𝑟 and outputs ®𝑥𝑟 + ®𝑎𝑟 .

Figure 10: Ideal functionality F of Aion.

F defines the adversary A’s corruption capability, i.e.,
A can control 𝑓 aggregators and at most 𝑞 − 2 clients in
each round. The privacy property of F ensures that A just
knows the sum of all honest clients’ local gradients ®𝑥𝑟 =∑
𝑖∈[𝐶on/𝐶A ] ®𝑥𝑖,𝑟 ; it cannot infer the local gradient ®𝑥𝑖,𝑟 . The

correctness property of F guarantees ®𝑥𝑟 is indeed computed
from the clients’ inputs. In particular, Theorem 1 proves that
F is securely realized by Aion. For page limit, we defer the
detailed proof of the theorem in Appendix A.
Theorem 1 (Security of Π). Assume a secure HPRF with key
homomorphism where A cannot recover 𝑚 from HPRF(𝑚,𝑟),
a BFT protocol satisfying consistency and liveness, and a VSS
protocol ensuring correctness and security. A P.P.T. simulator
Sim queries F . For any A controlling an aggregator set 𝑆A
of size 𝑓 (𝑛 ≥ 3 𝑓 +1) and a client set𝐶A of size 𝑓 ′ ( 𝑓 ′ ≤ 𝑞−2),
Π satisfies security if the ideal-world joint view ViewF

Sim is
indistinguishable from the real-world joint view ViewΠ

A .
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9 Conclusion
In this work, we propose Aion, a multi-round single-mask
SA scheme with evolving input validation against malicious
clients and aggregators. The computation and communica-
tion for both clients and aggregators are reduced, realizing
robustness and efficiency.
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A Security Analysis
Proof. To prove Theorem 1, we construct a series of hybrid
executions, gradually transitioning from the real world to the
ideal world. We introduce the simulator Sim in the ideal world
that runs the adversary A as a subroutine.
Hybrid 1. Initially, A observes the actual execution of
the Aion protocol, including the inputs from the adversary-
controlled clients {®𝑥𝑖,𝑟 }𝑖∈[𝐶A ] , the HPRF keys {𝑚𝑖}𝑖∈[𝐶A ] ,
and the final aggregated result ®𝑥𝑟 =

∑
𝑖∈[𝐶on ] ®𝑥𝑖,𝑟 . The BFT

consensus ensures that 𝐶on is correctly agreed upon by 𝑛− 𝑓
honest aggregators, despite A potentially controlling up to 𝑓

malicious aggregators. The view in this hybrid is:

ViewΠ
A=ViewHyb1

A =
{
{®𝑥𝑖,𝑟 }𝑖∈[𝐶A ],{𝑚𝑖}𝑖∈[𝐶A ],{®𝑦𝑖,𝑟 }𝑖∈[𝐶on/𝐶A ], ®𝑥𝑟

}
Hybrid 2. In this hybrid, Sim uses each virtual input ®𝑥′

𝑖,𝑟

generated by each client in 𝐶on/𝐶A to replace the actual
client input ®𝑥𝑖,𝑟 , generating a virtual aggregated result ®𝑥′𝑟 =∑
𝑖∈[𝐶on/𝐶A ] ®𝑥′𝑖,𝑟 +

∑
𝑖∈[𝐶A ] ®𝑥𝑖,𝑟 , ensuring that the final aggre-

gation ®𝑥′𝑟 = ®𝑥𝑟 . The view is now:

ViewHyb2
Sim =

{
{®𝑥𝑖,𝑟 }𝑖∈[𝐶A ] , {𝑚𝑖}𝑖∈[𝐶A ] , {®𝑦𝑖,𝑟 }𝑖∈[𝐶on/𝐶A ] , ®𝑥′𝑟

}
Hybrid 3. In this hybrid, Sim replaces the honest clients’
HPRF keys {𝑚𝑖} with random values {𝑚′

𝑖
} and recalculates

all intermediate results, ensuring that the final aggregated
result ®𝑥𝑟 remains unchanged. Due to the pseudorandomness
of the HPRF, the adversary cannot distinguish between the
real keys and the random keys, so the view becomes:

ViewHyb3
Sim =

{
{®𝑥𝑖,𝑟 }𝑖∈[𝐶A ] , {𝑚𝑖}𝑖∈[𝐶A ] , {®𝑦′𝑖,𝑟 }𝑖∈[𝐶on/𝐶A ] , ®𝑥′𝑟

}
Hybrid 4. Sim replaces the real masks HPRF(𝑚𝑖 , 𝑟) with
randomly generated virtual masks ®ℎ, while ensuring that the
final aggregated result ®𝑥′𝑟 remains unchanged:

ViewHyb4
Sim =

{
{®𝑥𝑖,𝑟 }𝑖∈[𝐶A ] , {𝑚𝑖}𝑖∈[𝐶A ] , {®𝑦′′𝑖,𝑟 }𝑖∈[𝐶on/𝐶A ] , ®𝑥′𝑟

}
Hybrid 5. In this hybrid step, Sim assumes that A may at-
tempt to cheat by submitting multiple sets {𝐶A}. If inconsis-
tencies are detected during this process by BFT consensus,
the protocol execution is aborted. Thus, the view becomes:

ViewHyb5
Sim =

{
⊥ , if {𝐶A } is inconsistent

ViewHyb5
Sim , otherwise

Hybrid 6. Finally, Sim relies entirely on the virtual data ob-
tained from the ideal functionality F to generate all necessary
intermediate results and the final output, without utilizing the
real input data or masks. Specifically, the ideal functionality
F receives as input the online set of clients 𝐶on, the local
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models {®𝑥𝑖,𝑟 }𝑖∈[𝐶on ] from the online clients 𝐶on, the mali-
cious aggregator number 𝑓 and malicious client number 𝑓 ′.
The output ®𝑥′′𝑟 from F is then used to simulate the view. In
this hybrid, the view can be expressed as:

ViewHyb6
Sim =

{
{®𝑥𝑖,𝑟 }𝑖∈[𝐶A ] , {𝑚𝑖}𝑖∈[𝐶A ] , {®𝑦′′𝑖,𝑟 }𝑖∈[𝐶on/𝐶A ] , ®𝑥′′𝑟

}
In this final hybrid, the adversary’s view is indistinguish-

able from the previous hybrid steps, ensuring that no addi-
tional information beyond what is allowed by F is revealed
to A. By the security properties of HPRF, BFT, and VSS, the
view in Hybrid 6 is indistinguishable from that in Hybrid 6.
Hence, ViewΠ

A ≈ ViewHyb6
Sim = ViewF

Sim, concluding the proof.
Through these hybrid steps, we have demonstrated that the

execution of the Aion protocol under the control of no more
than 𝑓 malicious aggregators and 𝑓 ′ malicious clients each
round is indistinguishable from the ideal execution of the
functionality F . Consequently, this implies that the adversary
cannot gain any additional information beyond the final ag-
gregated result, thus ensuring the privacy and security of the
client data throughout the entire protocol execution. □

In the following, we discuss how Aion resists collusion
attacks and gradient isolation attacks.
Defenses against collusion attacks. Aion ensures security
against collusion between aggregators or the server and up
to 𝑞−2 clients through the following aspects. (1) When the
aggregated secret 𝑀 is recovered and the adversary compro-
mises 𝑞 − 2 clients, the remaining honest keys 𝑚 𝑗 and 𝑚𝑘
satisfy 𝑚 𝑗 +𝑚𝑘 ≡ 𝑀 −∑𝑞−2

𝑖=1 𝑚𝑖 = 𝑐 mod 𝑝, with a solution
space S = {𝑚 𝑗 ,𝑚𝑘 ∈ Z𝑝 | 𝑚 𝑗 ≡ 𝑐 −𝑚𝑘}. All possible solu-
tions for 𝑚 𝑗 and 𝑚𝑘 are uniformly distributed in Z𝑝 , making
it impossible for the adversary to determine their exact values.
(2) Among the aggregators, at most 𝑓 can be malicious. Since
reconstruction requires at least 𝑓 +1 valid shares, the secret
of any honest client cannot be recovered.
Defenses against gradient isolation attacks. Pasquini et
al. [48] propose a method to bypass secure aggregation and
obtain client training data, which we term gradient isola-
tion attacks. Its core strategy is that the server sends distinct
models to different clients to infer the gradient information.
Specifically, in [48], the server sends a normal model to a tar-
get client while distributing modified models to other clients,
termed as non-target clients. The modified models force non-
target clients to output zero gradients , so the aggregated result
corresponds solely to the target client’s model (or gradient).
However, Aion can effectively mitigate such attacks. In Aion,
BFT consensus by multi-aggregators is enforced on the global
model in each round (Algorithm 2, Line 20) to ensure the con-
sistency of the model. Clients can detect model tampering by
verifying the BFT result (at least 𝑛− 𝑓 aggregators’ signatures
on the model), thereby resisting gradient isolation attacks.

B Additional Experiment Results
Performance comparison on different datasets includ-
ing end-to-end overhead. We evaluate the performance

of masking-based schemes (including Aion, Flamingo [14],
ACORN [13], SecAgg+ [12], and SecAgg [2]) using diverse
real-world datasets with 𝑞 = 256, 𝑛 = 8, as shown in Table 3. In
addition to reporting the time and communication costs of the
initialization and aggregation phases, we also measured the
end-to-end performance per round, which includes one round
of local training and one execution of the SA protocol. Note
that communication costs exclude model parameters since
their inclusion would obscure differences between schemes.

Results demonstrate Aion’s significant advantage in end-
to-end performance, particularly as model size increases. On
EMNIST-Byclass with 6700k params, Aion completes each
round in 74.05 seconds (including 63.57s for training), outper-
forming Flamingo by 33.80%, ACORN by 57.03%, SecAgg+
by 26.19%, and SecAgg by 77.51%. As model size grows,
Aion’s initialization overhead remains stable since it primar-
ily involves VSS protocols independent of model dimen-
sions. Aion also excels in aggregation: EMNIST-Byclass
tests show its computation time on the client side is 0.66s,
which is 2.69× faster than Flamingo’s, 4.97× than ACORN’s,
4.34× than SecAgg+’s, and 152.38× than SecAgg’s. Similarly,
Aion’s aggregator computation is 2.22s, which outperforms
others by factors of 17.34 (Flamingo), 48.81 (ACORN), 11.46
(SecAgg+), and 69.70 (SecAgg).
Time cost and message overhead with successive rounds.
To evaluate the cumulative impact of various parameters on
performance, we set 𝑞 = 4096, 𝑛 = 8, and test Aion over 1000
training rounds. The time cost and message overhead are
shown in Figure 11. It shows that Aion achieves an execution
time of 188.05 seconds with a message overhead of 928.59
MB. In contrast, Flamingo requires 42367.02 seconds and
82876.89 MB, resulting in execution times and message over-
heads that are 225.30× and 89.25× those of Aion, respectively.
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Figure 11: Time cost and message overhead with varying 𝑟 .

Time cost and message overhead ratios across different
steps. As shown in Figure 12, we plot the time cost and
message overhead ratio for each step with 𝑞 = 1024 and 𝑛 = 8,
in order to better show the performance of each step.

For the initialization phase, the majority of the time is
consumed by the key sharing, which takes 2.019 seconds,
accounting for approximately 99.41% of the total time, while
valid clients confirmation requires only 0.012 seconds (0.59%
of the phase’s duration). In terms of message overhead, key
sharing also incurs the highest cost, with a message size of
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Table 3: Performance comparison on different datasets and schemes including end-to-end overhead.

Dataset (Model) Scheme
Client: ms (KB) Aggregator: ms (KB) End-to-end (per round)

Initialization Aggregation Initialization Aggregation Runtime (s) Comm. (MB)

FMNIST (LeNet5)
61k params
44 rounds

training time per round 7.90 s

Aion 7.00 (0.94) 30.01 (0.11) 52.00 (102.88) 34.01 (36.20) 15.56 0.60
Flamingo 67.10 (2.22) 102.91 (7.78) 132.00 (17.40) 5160.00 (1545.71) 21.15 5.66
ACORN 202.42 (0.95) 606.77 (2.72) 356.71 (1386.83) 50500.00 (7279.44) 67.60 9.34
SecAgg+ 235.06 (0.95) 585.36 (2.62) 404.09 (1385.63) 915.21 (7197.68) 18.00 9.27
SecAgg 358.08 (8.38) 69690.39 (31.11) 398.09 (5460.75) 46107.58 (14175.39) 133.73 29.05

SHAKESPEARE (LSTM)
818k params

23 rounds
training time per round 257.34 s

Aion 7.00 (0.94) 85.02 (0.11) 52.00 (102.88) 331.08 (36.67) 265.36 0.60
Flamingo 67.10 (2.22) 329.32 (7.78) 132.00 (17.40) 11437.18 (1548.87) 277.10 5.42
ACORN 208.31 (0.94) 841.87 (2.71) 356.93 (1378.92) 51696.18 (7248.34) 318.48 9.42
SecAgg+ 241.06 (0.95) 790.48 (2.59) 393.09 (1388.13) 3476.86 (7110.33) 270.21 9.18
SecAgg 328.40 (8.21) 66634.85 (30.69) 376.33 (5333.45) 51321.03 (13953.64) 385.33 28.56

CIFAR10 (ResNet18)
2797k params

173 rounds
training time per round 30.52 s

Aion 7.00 (0.94) 279.07 (0.11) 52.00 (102.88) 1096.08 (36.73) 39.50 0.60
Flamingo 67.10 (2.22) 865.13 (7.78) 132.00 (69.59) 25144.81 (1544.19) 64.53 5.27
ACORN 213.74 (0.95) 1754.7 (2.73) 388.92 (1395.18) 77819.42 (7308.76) 118.70 9.38
SecAgg+ 228.05 (0.96) 1378.87 (2.68) 386.58 (1417.41) 8748.41 (7344.74) 49.26 9.46
SecAgg 349.08 (8.18) 74023.84 (30.78) 383.09 (5308.09) 73895.28 (13967.84) 188.48 28.56

EMNIST-Byclass (ResNet9)
6700k params

34 rounds
training time per round 63.57 s

Aion 7.00 (0.94) 662.02 (0.11) 52.00 (102.88) 2220.71 (36.53) 74.05 0.60
Flamingo 67.10 (2.22) 1780.20 (7.78) 132.00 (69.59) 38514.17 (1548.87) 111.85 5.51
ACORN 312.55 (0.97) 3288.92 (2.73) 542.55 (1386.51) 108390.19 (7278.48) 172.34 9.38
SecAgg+ 345.08 (0.95) 2875.85 (2.64) 543.87 (1408.36) 25446.12 (7308.57) 100.49 9.41
SecAgg 347.08 (8.34) 100881.33 (31.30) 423.10 (5435.23) 154791.48 (14226.09) 329.28 29.11

Figure 12: Time cost and message overhead of each step.

554.13 KB, representing 88.20% of the total communication
load in this phase, whereas valid clients confirmation accounts
for 74.14 KB (11.80% of the communication cost). In the ag-
gregation phase, the time cost and message overheads are
more evenly distributed across multiple steps. Masked model
upload has the highest time consumption in this phase at
0.034 seconds, comprising 36.56% of the total time. This is
followed by aggregate share reconstruction at 0.025 seconds
(26.88%), model aggregation at 0.018 seconds (19.35%), and
online clients confirmation at 0.016 seconds (17.20% ). For
message overhead, aggregate share reconstruction contributes
the most with 66.11 KB, accounting for 82.21% of the ag-
gregation phase’s communication cost, while online clients
confirmation adds 12.02 KB (14.95%, and model aggregation
has the smallest message size at 2.28 KB (2.84%).

Impact of security parameter 𝑝 on performance. We eval-
uate the performance impact of secret sharing modulus 𝑝
(set to 2048 bits, 3072 bits, and 4096 bits respectively) on
Aion, SecAgg, SecAgg+, ACORN, and Flamingo under con-
sistent parameters (𝑞 = 256, 𝑛 = 8). Figure 13 shows that Aion
maintains strong performance as 𝑝 increases. When 𝑝 = 4096
bits, Flamingo, ACORN, SecAgg+, and SecAgg require 2.52,
2.92, 2.92, and 2.94 times longer initialization time than Aion,
while their aggregation times are 80.29, 734.43, 22.00, and

2296.14 times longer for each round, respectively.
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Figure 13: Time with varying security parameter 𝑝.

In initialization, Aion’s dominant cost is only each client’s
secret sharing, which is sensitive to 𝑝. Flamingo’s comes
from distributed key generation, while others mainly involve
pairwise DH key exchanges. During aggregation, Aion only
needs to perform secret reconstruction once, so the overhead
remains almost unchanged as 𝑝 increases. ACORN spends
the most time on ZK proofs, and both Flamingo and SecAgg+
incur mask reconstruction costs. SecAgg+ is faster as it only
reconstructs secrets within each aggregator’s neighborhood.
SecAgg shows the highest overhead as it requires all clients
to recover secrets from all others.
Performance under varying network conditions. We set
𝑞 = 256 and 𝑛 = 8 and test Aion’s time overhead of com-
munication combined with computation under varying net-
work bandwidth and latency conditions, as shown in Fig-
ure 14. The results demonstrate Aion’s consistently strong per-
formance under extremely low bandwidth constraints (poor
network conditions). At 1 Mbps bandwidth, the initializa-
tion time of Aion is only 1.43 seconds, while Flamingo,
ACORN, SecAgg+, and SecAgg require 10.42, 9.91, 8.87,
and 11.09 times longer, respectively. For aggregation, Aion
completes in 21.87 seconds, whereas the other schemes take
1.89 (Flamingo), 3.71 (ACORN), 1.35 (SecAgg+), and 6.64
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Figure 14: Time with varying network conditions.

(SecAgg) times longer.
Under high latency conditions of 500 ms, Aion maintains its

efficiency with 0.58 seconds initialization time, outperform-
ing Flamingo (10.03×), ACORN (9.41×), SecAgg+ (8.71×),
and SecAgg (9.31×). Its aggregation time of 9.37 seconds
remains significantly faster than competitors, which require
2.63× (Flamingo), 6.87× (ACORN), 1.54× (SecAgg+), and
12.90× (SecAgg) longer. These results confirm that Aion is
better suited than other masking-based schemes for network
environments with latency and bandwidth constraints.
Overhead of Mask Creation and Reconstruction. We set
𝑞 = 4096, 𝑛 = 8, 𝑟 = 1000 and test the runtime of mask creation
and reconstruction for masking-based schemes, as shown in
Table 4. For a fair comparison, we assume all protocols use
VSS based on Feldman commitment. The results show that
Aion does have significant advantages in both mask creation
and reconstruction. The time cost and communication over-
head account for the total across all training rounds. The
overhead of SecAgg is relatively high because secret sharing
and reconstruction are performed among all clients, rather
than within local neighborhoods as in other schemes.

Table 4: Mask creation and reconstruction performance.

Scheme
Mask Creation Reconstruction

Runtime (s) Comm. (GB) Runtime (s) Comm. (GB)

Aion 22.00 0.01 34.01 0.47
Flamingo 155.77 48.15 38103.16 26.26
ACORN 569.70 541.50 9044.61 1102.45
SecAgg+ 568.50 554.24 10752.41 1077.41
SecAgg 1.71× 108 1.66× 104 7.36× 107 2.15× 104

Performance of different types of SA schemes. We evaluate
Aion’s end-to-end performance compared to different types of
SA schemes, including OT-based ELSA [15] and ThHE-based
Mario [16]. The experiment is conducted with 𝑞 = 256 clients,
where Aion and Mario use 1 server with 𝑛 = 8 aggregators,
while ELSA uses 2 servers. Performance is measured on the
FMNIST dataset. As shown in Table 5, ELSA demonstrates
6.15× longer runtime and 16.93× higher communication over-
head compared to Aion. Mario requires 5.71× longer runtime
and 135.00× higher communication overhead than Aion. This
indicates that Aion’s implementation of the masking-based
SA scheme using VSS is lightweight.

Table 5: Performance of different types of SA schemes.

Scheme Client: s (KB) Aggregator: s (MB) End-to-End

Runtime (s) Comm. (MB)

Aion 0.03 (0.11) 0.03 (0.04) 15.56 0.60
ELSA 0.50 (3.60) 82.68 (9.26) 95.66 10.16
Mario 45.94 (268.53) 26.57 (13.82) 88.87 81.00

Performance of input validation on large datasets. We fur-
ther evaluate Aion’s robustness against poisoning attacks on
large-scale datasets, as shown in Figure 15. Specifically, we
adopt the EMNIST-Byclass dataset, which contains approx-
imately 700,000 training samples, and the ResNet9 model
with 6.598 million trainable parameters. Experimental results
demonstrate that Aion consistently achieves an ASR below
2.6% for poisoning ratios under 50%, indicating that Aion
remains resilient to poisoning attacks, even in scenarios in-
volving substantially larger datasets and models.
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Figure 15: ASR/TER vs. Poison Ratio (EMNIST-Byclass).

C Related Work
Masking-based SA schemes. Bonawitz et al. [2] first intro-
duced a pairwise masking technique involving shared random
keys between pairs of clients using the DH key exchange.
Each client derives pairwise masks from these shared keys
and an individual mask to its input vector. For each client,
other clients will recover its individual mask via secret recon-
struction if online, or the pairwise masks if offline. Bell et
al. [12] partitioned the client set into multiple neighborhoods,
where both secret sharing and reconstruction are performed
in the neighborhood. Based on this, ACORN [13] implements
input validation with 𝐿2 norm and ZK. Flamingo [14] treats
pairwise masks as long-term secrets and uses a PRF to gener-

3042    34th USENIX Security Symposium USENIX Association



ate fresh seeds each round, ensuring mask uniqueness without
repeated DH key exchanges. Clients encrypt per-round seeds
for pairwise masks through threshold encryption. However,
each client still has to perform secret sharing in each round to
allow the reconstruction of individual masks. The decryptors
act as aggregators and reconstruct 𝑞 secrets of online clients.
Other types of SA schemes. Zhang et al. [11] proposed an
accelerated HE-based SA scheme, reducing communication
overhead for cross-organization scenarios. Mario [16] uses
ThHE to implement an efficient SA scheme that supports
input validation and dynamic servers. However, HE is compu-
tationally intensive and may slow down the training process.
MPC can also achieve accurate aggregation of models in the
SA process [15, 49, 50], but it often results in high computa-
tional and communication overhead.
Anti-poisoning attacks schemes using the 𝐿2 norm. In
FL, poisoning attacks amplify adversarial impact. Suresh et
al. [28] showed that for fewer adversaries, imposing an 𝐿2
norm bound on updates can mitigate poisoning. However, as
benign updates shrink during training, a fixed norm becomes
less effective. Guo et al. [29] proposed a dynamic norm to
balance defense and convergence, avoiding over-clipping be-
nign updates. RoFL [30] optimizes the norm dynamically
but incurs overhead from secure aggregation with ZK proofs.
Naseri et al. [31] further combined 𝐿2 clipping with Gaussian
noise or differential privacy to neutralize backdoors without
significantly degrading model performance.

D Complexity Analysis
Theorem 2 (Communication complexity between aggrega-
tors). In Aion, the communication complexity between 𝑛 ag-
gregators is 𝑂 (𝑛).
Proof. In Aion, there are three components that require com-
munication between aggregators, including the BFT protocol,
ASR or AMR algorithms for mask reconstruction, and the
view-change mechanism. We discuss them categorically.
BFT consensus. Let CBFT denote the communication com-
plexity of BFT. Aion adopts HotStuff [37] with linear message
complexity. Each aggregator sends or receives a constant num-
ber of messages (quorum certificates, proposals) of size 𝑂 (1).
The leader aggregates 2 𝑓 +1 signatures into a single threshold
signature, reducing message size from 𝑂 (𝑛) to 𝑂 (1). There-
fore, for 𝑛 aggregators, CBFT =𝑂 (𝑛) +𝑂 (𝑛) =𝑂 (𝑛).
Mask reconstruction (ASR/AMR). Define CASR and CAMR
as the complexity of aggregated share (mask) reconstruction,
which can be decomposed into two steps: share collection
and result broadcast. (1) Share collection: The leader collects
shares from 𝑓 +1 aggregators. Each share is𝑂 (1), total𝑂 ( 𝑓 +
1) =𝑂 (𝑛) (since 𝑓 < 𝑛/3); (2) Result broadcast: The leader
sends the reconstructed 𝑀𝑟 or HPRF(𝑀𝑟 ) to 𝑛 aggregators,
requiring 𝑛 messages. Therefore, for both algorithms, CASR =

CAMR =𝑂 (𝑛) +𝑂 (𝑛) =𝑂 (𝑛).
View-change. If the leader fails, the view-change mechanism
incurs, where all honest aggregators broadcast view-change

information to the new leader. The new leader then generates
a proposal based on the highest view and broadcasts it. Thus,
Cview-change =𝑂 (𝑛) +𝑂 (𝑛) =𝑂 (𝑛).

Overall, the communication complexity between aggrega-
tors in Aion is Caggs = CBFT +CASR +Cview-change =𝑂 (𝑛). □

Theorem 3 (Communication complexity between clients and
aggregators). In Aion, the communication complexity between
𝑞 clients per training round and 𝑛 aggregators is 𝑂 (𝑛𝑞).
Proof. We analyze the communication between 𝑞 clients and
𝑛 aggregators in both initialization and aggregation phases.
Initialization phase. Each of 𝑞 clients 𝐶𝑖 generates a single
secret 𝑚𝑖 and distributes shares via VSS to all 𝑛 aggregators,
yielding 𝑂 (𝑛𝑞) complexity. For 𝑛 aggregators, they broad-
cast the BFT-committed initial model to the clients, with a
complexity of 𝑂 (𝑛𝑞). Therefore, for the initialization phase,
Cinitial =𝑂 (𝑛𝑞) +𝑂 (𝑛𝑞) =𝑂 (𝑛𝑞).
Aggregation phase. Each client 𝐶𝑖 uploads a masked model
to the aggregators. Then, aggregators broadcast the BFT-
committed global model to clients. For the aggregation phase,
Caggregate =𝑂 (𝑛𝑞) +𝑂 (𝑛𝑞) =𝑂 (𝑛𝑞).

Overall, the communication complexity between 𝑞 clients
and 𝑛 aggregators is Cclts-aggs = Cinitial +Caggregate =𝑂 (𝑛𝑞). □

E Privacy Leakage Probability without CCS
In Section 4.3, we indicate that when considering two rounds
of client sets, if the CCS algorithm is not invoked so that one
online client set is a subset of the other with a size difference
of one (referred to as event 𝐴), this could lead to client privacy
leakage. Let the total number of clients be 𝑁 . In each round, 𝑞
clients are randomly sampled to participate in training (𝑞 ≤ 𝑁).
Each sampled client goes offline with probability 𝜂 ∈ [0,1].

Let the online sets of two rounds be 𝐶1 and 𝐶2. The prob-
ability of 𝐶1 and 𝐶2 having 𝑘 identical clients is 𝑃inter (𝑘) =(𝑞
𝑘

) (𝑁−𝑞
𝑞−𝑘

)
/
(𝑁
𝑞

)
. The occurrence of event 𝐴 requires exactly

one client to have different online statuses in 𝐶1 and 𝐶2. The
probability of a single client changing from offline to online
is 𝜂(1−𝜂), and from online to offline is (1−𝜂)𝜂, so the total
probability of a state change is 2𝜂(1−𝜂). Meanwhile, for each
client in the intersection set, the probability of maintaining
unchanged statuses across both rounds is (1−𝜂)2 +𝜂2.

We decompose event 𝐴 into 𝐴1 ∪ 𝐴2 where:
• 𝐴1: All 2(𝑞 − 𝑘) non-overlapping clients are offline;

while among 𝑘 overlapping clients, 1 client shows differ-
ent statuses between rounds, and 𝑘 −1 clients maintain
identical statuses in both rounds. 𝑃(𝐴1) is calculated as:

𝑃 (𝐴1 ) =
𝑞∑︁
𝑘=1
𝑃inter (𝑘 ) · 𝜂2(𝑞−𝑘) ·

(
𝑘

1

)
·2𝜂 (1− 𝜂) · [ (1− 𝜂)2+𝜂2 ]𝑘−1

• 𝐴2: Among 2(𝑞 − 𝑘) non-overlapping clients, 1 client
is online, and 2(𝑞 − 𝑘) − 1 clients are offline; while 𝑘
overlapping clients maintain identical statuses. It holds:

𝑃 (𝐴2 ) =
𝑞∑︁
𝑘=1
𝑃inter (𝑘 ) ·

(
2(𝑞 − 𝑘 )

1

)
· (1− 𝜂) · 𝜂2(𝑞−𝑘)−1 · [ (1− 𝜂)2+𝜂2 ]𝑘
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As 𝐴1 and 𝐴2 are mutually exclusive, we have 𝑃(𝐴) =
𝑃(𝐴1∪ 𝐴2) = 𝑃(𝐴1) +𝑃(𝐴2). Assuming 𝜂 = 10%, 𝑞 = 5, 𝑁 =

100, it yields 𝑃(𝐴) < 10−8. However, when 𝑞 = 5, 𝑁 = 10,
𝑃(𝐴) = 1.09×10−2, indicating a 1.09% probability of client
privacy leakage, which is unacceptable. Therefore, it remains
necessary to employ the CCS algorithm to efficiently sort
clients into non-overlapping subsets.

F Evaluation of Privacy Protection
In FL, since client data remains local and is never directly
accessed by the server, adversaries seeking to extract private
information rely on gradient inversion attack (GIA) [51]. In
GIA, an attacker initializes a random input and iteratively
updates it so that its gradients approximate those uploaded
by the client. When successful, this process can yield recon-
structed inputs that closely resemble the client’s original data.
Existing FL studies [52, 53] typically evaluate the privacy-
preserving capability of their schemes by analyzing their re-
sistance to GIA. To defend against such attacks and protect
privacy, noises (masks) can be applied to the gradients of the
clients, introducing bias into the gradients obtained by the
attacker and thereby reducing reconstruction accuracy. The
magnitude of noise directly affects gradient distortion, which
in turn influences the attack’s reconstruction performance. In
our experiments (Section F.2), we demonstrate that Aion’s
scaling masks can defend against GIA, proving that Aion’s
noise level realizes privacy protection. In the following, we
first provide a theoretical analysis of the guarantees offered
by the masking mechanism. We then conduct empirical evalu-
ations to assess its robustness against GIA , thereby validating
its capability to safeguard client data privacy.

F.1 Theoretical Analysis
Cheng et al. [54] theoretically prove that adding proper
Gaussian noise to gradients can protect the privacy of the
clients. Meanwhile, Zhu et al. [52] demonstrate that adding
N(0,0.01) Gaussian noise with mean 𝜇(N) = 0 and variance
𝜎2 (N) = 0.01 to gradients successfully resists GIA. In Aion,
the masks generated by clients follow a uniform distribution
U(−𝑎, 𝑎), where 𝑎 depends on the make ratio 𝛽 and the mag-
nitude of the previous global gradient. Following the same
configuration as in [52], when setting 𝛽 to 10%, the range
of 𝑎 is 0.254 to 0.686 across training rounds. For the vari-
ance, 𝜎2 (U) = 𝑎2

3 ∈ (0.022,0.157) > 𝜎2 (𝑁). For the differ-
ential entropy, the entropy of N is 𝐻 (N) = 1

2 ln(2𝜋𝑒𝜎2 (N)
)
,

and the entropy of U is 𝐻 (U) = 1
2 ln(12𝜎2 (U)

)
. Substitut-

ing 𝜎2 (N) and 𝜎2 (U), we obtain 𝐻 (N) = 𝑙𝑛(0.171) and
𝐻 (U) ∈

(
𝑙𝑛(0.264), 𝑙𝑛(1.884)

)
> 𝐻 (N). In information the-

ory, higher entropy indicates greater randomness. The masks
added to the gradients introduce reconstruction errors dur-
ing the inversion process, impeding the attacker’s ability to
recover the original input. Notably, the masks generated in
Aion exhibit higher entropy and greater randomness, making

it more difficult for adversaries to perform accurate gradient
matching. As a result, Aion demonstrates strong resilience
against GIA and effectively enhances privacy protection.

F.2 Experimental Verification
We conduct experiments in resisting GIA to further demon-
strate Aion’s privacy protection capability. The experiments
are carried out under a strong attack setting, where the attacker
is assumed to have access to both private labels and batch
normalization statistics [53]. To preserve model utility, the
mask ratio 𝛽 is set to 10%. Figure 16a shows the original data.
Figure 16b and Figure 16c show the reconstructed images
from masked gradients at round 20 and 48 respectively. The
results indicate that the masking strategy of Aion effectively
mitigates GIA, and reconstructed images become increasingly
blurred as training progresses.

(a) Original (b) Aion round 20 (c) Aion round 48

Figure 16: Images reconstructed from local updates.

G Discussion
Supporting for dynamic aggregators. In practical deploy-
ments, aggregators may dynamically join or leave. This in-
volves securely transferring shares from old aggregators to
new ones while ensuring each client’s total secret remains
identical and confidential. For each client secret 𝑚, an aggre-
gator distributes random values 𝑟 and 𝑟 ′ (where 𝑟 = 𝑟 ′) to the
old and new aggregator committees 𝑆 and 𝑆′, respectively,
using distinct polynomials for secret sharing. 𝑆 and 𝑆′ can
differ in size. As a result, each aggregator 𝑆 𝑗 ∈ 𝑆 holds se-
cret shares [𝑚] 𝑗 and [𝑟] 𝑗 , and each aggregator 𝑆 𝑗 ′ ∈ 𝑆′ holds
[𝑚′] 𝑗 and [𝑟 ′] 𝑗 . Each 𝑆 𝑗 broadcasts [𝑚] 𝑗 + [𝑟] 𝑗 , allowing
reconstruction of 𝑚 + 𝑟, which is then sent to 𝑆′. Then each
𝑆 𝑗

′ can compute the new share [𝑚′] 𝑗 = 𝑚 + 𝑟 − [𝑟 ′] 𝑗 .
Real-world deployment. In Aion, aggregators can be de-
ployed on edge nodes or dedicated client devices. A critical
challenge involves that in the real world, multi-aggregator de-
ployments may suffer from high latency or unstable networks.
Aion can address this by integrating partially synchronous
and asynchronous consensus. Under normal network condi-
tions, multiple aggregators leverage the partially synchronous
BFT protocol (e.g., HotStuff [38]) to achieve efficient model
aggregation . In cases of severe network fluctuations or par-
titions, Aion can switch to an asynchronous consensus (e.g.,
Dumbo [55]), ensuring eventual consistency even if some
aggregators remain offline for extended periods.
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