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Abstract

This paper studies the consensus mechanism of BNB smart
chain (BSC) — a top-ranked blockchain platform developed
by Binance. Since mid 2023, BSC has integrated a fast finality
(FF) mechanism into its system. The FF mechanism is bor-
rowed from the friendly finality gadget (FFG) by Ethereum
Casper. The idea is to allow validators to vote for blocks
and then agree on their order. Such an approach shares some
similarities with the consensus mechanism in Byzantine fault-
tolerant (BFT) protocols (e.g., PBFT and HotStuff). BSC
claims that its FF mechanism can finalize blocks in O(1) time,
simultaneously reducing latency and improving stability.

In this paper, we demonstrate that the FF mechanism of
BSC is susceptible to attacks. In particular, we provide three
different attacks, showing BSC fails to finalize blocks in con-
stant time and may even simply fail to achieve liveness. We
validate our results via extensive experimental analysis and
provide mitigation solutions.

1 Introduction

The notion of the friendly finality gadget (FFG) was first
introduced in Casper [1]. FFG was designed as an overlay
for a blockchain system to finalize blocks. The idea is bor-
rowed from conventional Byzantine fault-tolerant (BFT) pro-
tocols [2—4]. Namely, in a system with a known number of
N validators, among which at most f are Byzantine, FFG al-
lows validators to vote for blocks. After N — f validators send
matching votes (also called attestations) for some block b, b is
Jjustified. After the subsequent block of b is justified, b is final-
ized. Once a block is finalized, its order will never be reversed.
In this way, the system achieves safery (no double-spending).
Besides the fact that FFG can finalize blocks, it can also be
used to lower the latency of the underlying blockchain. Thus,
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many systems adopt FFG or its variants. Most notable exam-
ples include Ethereum 2.0 [1] (with a market capitalization
of $405.38 billion) and Binance (with a market capitalization
of $102.89 billion)'.

This paper studies BNB Smart Chain (BSC) by Binance.
As of writing, BSC supports over 1.499 million users and
ranks sixth globally among all cryptocurrencies. Historically,
BSC used a variant of the Proof-of-Authority (PoA) protocol
called Clique [5, 6] as its core consensus mechanism. With 21
validators, it took about 45 seconds to finalize a block [7]. Due
to the lack of finality, in 2023, BSC upgraded its consensus
mechanism. It now integrates a fast finality (FF) mechanism
with its system. FF is a variant of FFG. It still has the justify-
finalize feature but adds additional constraints to work with
its system. By adopting FF, BSC has a clear notion of finality,
and the liveness property guarantees that blocks continue to
be finalized in the system. Meanwhile, the average time it now
takes to finalize a block is reduced to only 7.5 seconds. BSC
mentions in its documentation that “the finality of a block can
be achieved within two blocks in most cases, this is expected
to reduce the chance of chain re-organization and stabilize
the block producing further.” [8].

A case study on FF of BSC. We study the FF mechanism of
BSC, both theoretically and experimentally. We present three
different attacks on FF and show that FF may completely fail,
echoing the conclusion that designing and implementing a
consensus mechanism correctly is not easy [9]. Our results
are summarized below and also in Table 1. All of our attacks
are "risk-free", in the sense that no Byzantine validators will
suffer from any penalties or get caught.

Attack-I: CLSO attack. Our first attack exploits an issue
for protocols (including BSC) in the chained and leader-
speak-only-once (CLSO) model [10]. In this model, each
leader (i.e., a specific validator) proposes one block and is
immediately rotated. Under our attack, only one block is
expected to be finalized in O(N) time. Our attack extends

Data source for the market capitalization of Ethereum and BNB Smart
Chain (by January 2025): https://coinmarketcap.com/currencies.
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Table 1: Summary of our attacks on the fast finality (FF) mechanism. An ideal FF mechanism finalizes a block in O(1) time (slots).

’ Our attacks Impact of the attacks

|

Worst case

Experimental results

|

Slowing down the finality of
blocks; honest validators re-
ceive attestation rewards lower
than their fair share.

Attack-I (§5.1):
CLSO attack

When N = 3f+ 1, only one
block can be finalized among
O(N) proposed blocks.

Three blocks are finalized ev-
ery N blocks.

Liveness failure; honest valida-
tors receive attestation rewards
lower than their fair share.

Attack-II (§5.2):
Split voting attack

No blocks can be finalized
via FF.

No blocks can be finalized
via FF.

Liveness failure; honest valida-
tors receive attestation rewards
lower than their fair share.

Attack-III (§5.3):
Synchronization attack

No blocks can be finalized
via FF.

No blocks can be finalized
for 390 seconds (130 slots).

the findings for Byzantine fault-tolerant (BFT) protocols [3]
in the CLSO model to PoA and is the first such attack for
PoA protocols. Moreover, such an issue was previously
known for protocols with only a single leader. Surprisingly
and somewhat counterintuitively, we show that such an
attack strategy works for protocols with multiple leaders
(i.e., BSC).

Attack-II: Split voting attack. Our second attack exploits
an issue with the first-in-first-vote (FIFV) feature of BSC.
BSC requires each validator to vote for the first received
block in every slot (i.e., the minimum time unit of BSC). We
show that by slightly manipulating the order of messages,
the FF mechanism fails completely, and the system loses
liveness.

Attack-III: Synchronization attack. Finally, we present a
simple yet effective approach that uncovers an issue with
the design and implementation of the synchronization mod-
ule. The synchronization module is designed to allow fall-
back validators to catch up with other validators. Under
our attack, some honest validators keep synchronizing with
other validators and fail to vote. Hence, blocks cannot be
finalized during the synchronization period, which signif-
icantly hurts liveness. In our experimental analysis, no
blocks are finalized for at least 390 seconds (130 slots).

Responsible disclosure. We have contacted the Binance
team to disclose the attacks via Github and public channels
(i.e., Medium). The attacks have been confirmed and ac-
knowledged by the team.

Our contributions. We make the following contributions:

e We provide a formal treatment of the BNB smart chain and
its fast finality mechanism (§3). We present three novel
attacks against the fast finality mechanism and show that
our attacks can successfully impede liveness (§4-§6).

e By conducting extensive experimentation using the BSC
implementation (version 1.4.16), we validate the practical-
ity of our attacks (§7).

e Our case study confirms the challenges in properly de-
signing and implementing the finality gadget on top of an
existing consensus mechanism, where a similar observation
has been made by previous work [11-14]. Moreover, we
discuss some approaches that can mitigate the attacks. (§8).

2 Model

System model and network assumption. Binance Smart
Chain (BSC) operates with a set of validators ¥ =
{vi,va,--- }. BSC allows validators to join and leave, so the
total number of validators may change over time. However,
within one day, the number of validators is fixed. Hence, with-
out loss of generality, we may assume N to be the total number
of validators in the system. Among N validators, at most f
are Byzantine validators that can arbitrarily deviate from the
protocol specifications. Validators that are not Byzantine are
honest. BSC assumes that N > 3 f. Without loss of generality,
we assume N = 3f + 1 to simplify our description. Such a
simplification follows the convention in the literature [2, 3],
as we only need to slightly modify some parameters for the
N > 3f case.

BSC does not explicitly define its timing assumptions.
Since our attacks can be launched in any network condition,
we simply assume that the protocol proceeds in a synchronous
network, where there exists a known upper bound A on mes-
sage processing and propagation delays.

Validators are connected via a peer-to-peer (P2P) network,
also known as a gossip network.

Cryptographic assumption. BSC uses standard hash func-
tions and digital signatures. The hash function is collision-
resistant, while digital signatures are unforgeable. We use
Hash() to denote the hash function, and we may ignore digi-
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tal signatures in this paper. We say a vote is valid if it includes
a valid digital signature from the validator that sends the vote.

Security goals. The consensus mechanism of BSC is speci-
fied by the finalize event, and each validator finalizes blocks
via the event. BSC claims that its consensus mechanism satis-
fies the following security properties.

e Safety: If an honest validator finalizes block » before block
b, another honest validator will never finalizes »’ before b.

o Liveness: The finalized chain eventually grows for all hon-
est validators.

We emphasize that the above two security properties are
slightly different from those described in the BSC documenta-
tions [8, 15]. BSC follows the notions of Gasper [16] and uses
accountable safety and plausible liveness. In the language of
Gasper, the term accountable emphasizes the fact that some
validators will be caught if they violate the specification of
the protocol, e.g., voting for two conflicting chains. As BSC
does not have such a feature, we refine their definitions and
follow the convention in the literature. Note that the liveness
property above is weaker than conventional BFT [2, 3, 17],
i.e., a transaction submitted by an honest party will eventually
be finalized.

3 The BSC Consensus Protocol

BSC names its consensus mechanism as Proof-of-Staked-
Authority (PoSA). PoSA combines the Delegated Proof-of-
Stake (DPoS) mechanism [18] and the Proof-of-Authority
(PoA) [19] mechanism. Briefly speaking, BSC first uses a
DPoS-like mechanism to select a set of validators. The se-
lected validators then run a PoA consensus mechanism. Ear-
lier versions of BSC adopt a variant of the Clique proto-
col [5,20] proposed by OpenEthereum [21]. Clique only has
a propose function where O(N) validators propose blocks at
a time. The protocol runs in O(N) time, i.e., it takes up to
O(N) communication rounds to finalize a block, Specifically,
if a block b is extended by N — f blocks, the order of b will
not be reversed. After the BEP-126 update, PoSA integrates
a fast finality mechanism into its protocol in the hope that
the time complexity can be reduced to O(1). Namely, in the
optimal case, a block is expected to be finalized after two
communication rounds (slots).

In this section, we review the consensus mechanism of
BSC. Our study focuses on the improved PoA consensus
mechanism (i.e., Clique plus fast finality). As BSC does not
have a published paper that formally describes its consensus
mechanism, we summarize it based on their documents [8,15]
and codebase. We try our best to use the same notation as the
BSC documentation.

3.1 Terminology and Notation

Epochs and slots. PoSA divides time into epochs and slots.

Each epoch consists of S = 200 slots. Each slot lasts three
seconds. BSC implicitly assumes that each slot has a duration
of 2A, so Ais 1.5 seconds. Let ¢ denote the slot number. We
have e « [ £].
Block, block tree, and canonical chain. We use b to denote
a block. A block b includes the slot number, a difficulty value,
a hash pointer to the parent block of b, a batch of transactions,
and a set of attestations. Each validator maintains a block tree
T to track its received blocks. The first block in the system
is called the genesis block. Given a block b, the height of
b is the total number of blocks on the branch led by b in
the block tree. We use h(b) to denote the height of b. If b
and b’ are on the same branch and h(b) > h(D'), we say that b
extends b'. If h(b) —h(b") = 1, b’ is the parent block of b. Two
blocks are conflicting if neither b extends b’ nor b’ extends b.
Additionally, we use slot(b) to denote the slot number of b.
Based on 7, each validator selects one branch as its canon-
ical chain. Each validator only proposes a new block that
extends its canonical chain and votes for a block on its canon-
ical chain. The canonical chain is selected via the fork choice
rule.

Roles of validators. There are three roles in the system [22,
23]: in-turn validator, backup validator, and non-turn valida-
tor. In each slot, one validator is in-turn, at most ¢ validators
are backup validators, and the rest are non-turn validators,
where / is set as N — (|N/2]| + 1). Both in-turn and backup
validators are eligible to propose blocks. The block by an in-
turn validator is designed to have the highest priority among
all the proposed blocks in the same slot. Meanwhile, the goal
of backup validators is to propose blocks when in-turn valida-
tor fails to propose a block. Also, a non-turn validator does
not propose a block.

The roles of in-turn and backup validators are selected in a
round-robin manner. For example, in slot one, v is the in-turn
validator and v; to vy are backup validators; in slot two, v
is the in-turn validator and v3 to vy, are backup validators.

Each block has a difficulty value. A block proposed by
the in-turn validator has a difficulty value of 2, and a block
proposed by each backup validator has a difficulty value of 1.

Vote/attestation and votepool. A vote is also called an attes-
tation. An attestation by v; contains the identifier i, a source
block sc, a target block tg, h(sc), and h(tg). Here, the source
block is the last justified block of v; and the target block is
the last block in the canonical chain. The hashes of the blocks
are included in the attestation. Each validator stores all the
received attestations in its votepool.

Justification and finalization. A block b is justified if at
least N — f attestations for b are received.” If another block
b’ that directly extends b is justified, b and all the blocks on

2BSC uses the notion of 2N /3 (instead of N"'TM 1) in their documentation.
Strictly speaking, doing so is not accurate. BSC currently has 21 validators,
it is a coincidence that 2N /3 = (N%Hl} We use N — f in this paper where
no issues will arise.
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the branch led by b are finalized. The last justified block is the
highest justified block of the canonical chain, denoted as LJ.

[ Jjustified block
D difficulty value

Figure 1: Illustration of the fork choice rule. Given the branch led by
b3 and the branch led by b5, the height of the last justified block on
the branch led by b, is higher. The branch led by b5 is thus pruned.
Similarly, the branch led by bs is pruned as the height of the last
justified block b5 is lower. For branches led by b and b7, the branch
led by b7 is the canonical chain, as the chain has a larger sum of
difficulty values.

Fork choice rule. As mentioned previously, the fork choice
rule takes input the block tree and outputs the head of the
canonical chain. Given a block tree 7, the canonical chain is
defined as follows (an example is shown in Figure 1): (i) Prune
any branch ¢ € T such that 4(B) < h(LJ), where B is the head
of branch c; (ii) Given any two branches {cp,c;} € 7 such
that ¢y and c; share the same LJ (including the case there LJ
is empty), calculate the sum of difficulty values of each branch
and prune the branch with a lower sum of difficulty values;
(iii) If multiple branches have the same sums of difficulty
values, break the tie arbitrarily.

3.2 Workflow

We present the workflow of the BSC consensus mechanism
in Figure 3.

Block proposal. The rules for block proposals largely follow
the Clique mechanism. We use Figure 2 to illustrate the work-
flow. In this example, v; is the in-turn validator, v, and v3 are
backup validators, and v4 is non-turn validator. At time 77,
i.e., the beginning of slot #, v; immediately creates a block
with a difficulty value of 2 (line 3-6 of Figure 3) and sends
it to all validators (line 12). Meanwhile, v, and v3 sleep for a
random period of time. In the current BSC implementation,
the sleep time is set as a discrete random delay (defaultinitial-
BackOffTime+backOffTime). defaultinitialBackOffTime is set
to one second and backOffTime is a random delay in the range
of [0, N]. After waking up, each backup proposer proposes
a block if it has not received a block yet. In our example in
Figure 2, at 75, v, awakes, creates a block with a difficulty
value of 1, and sends the block to all validators. At T3, v3
awakes. However, it has already received the block proposed
by v1. In this case, it does not create a block in this slot (line
3-10 of Figure 3).

T; T T3 11+ 2A
el (o] ’
(backup ) v: ésleep N |
( backup ) V3 isleep (does not ;
E create block) E
(non-turn)ve —_| |
: slot t Ay

Figure 2: Illustration of block proposal workflow.

Block validation and point-to-point synchronization. Upon
receiving block b from an in-turn or backup validator, valida-
tor v; verifies whether b is valid, e.g., whether the transactions
are well-formed and valid. Also, v; compares b with its block
tree. If the parent block of b is not included in its block tree,
v; starts a synchronization procedure with v;. We call this
period a point-to-point synchronization period. In particular,
v; requests for the chain led by b from v;. After receiving the
corresponding blocks, v; can validate that the chain led by b
indeed exists. After the synchronization completes, v; then
adds b (and the chain led by b) to its own block tree.

The fast finality (FF) mechanism. The concept of finality
gadget was first proposed in Casper [1]. BSC uses a variant
of the finality gadget called fast finality [8]. FF explicitly
defines a vote message (also called an attestation) and allows
validators to cast their votes on one of the chains. For any
proposed block b, after N — f attestations for b are received,
b is justified. If block b’ that extends b is justified, block b
is finalized. Its correctness largely follows conventional BFT
protocols [2,3].

The voting procedure is triggered after the first block in a
slot is received (line 16 of Figure 3). Namely, upon receiv-
ing any block b (from v;) in a slot such that the following
conditions hold, a validator v; immediately casts its vote.

(i) v; has received the blocks led by b in its block tree (line
17 of Figure 3);

(ii) b is not conflicting with head, where head is the output
of v;’s canonical chain (line 19 of Figure 3);

(iii) T is no later than the beginning of slot ¢ + 1;

Among these conditions, (i) and (ii) ensure that v; receives
the chain led by the proposed block and then votes for the
canonical chain. (iii) requires that each validator only votes
for a block within the current slot.

If b is valid, v; creates an attestation in the form of
(viysc,tg, h(sc),h(tg)) and sends the attestation to all valida-
tors, where sc is its LJ and rg = b (line 21 of Figure 3).

BSC designs several mechanisms for FF. We summarize
them as follows.

Mechanism-I (Vote after synchronization): If (i) is not
satisfied, (ii)-(iii) are not triggered. Namely, if v; is in the

4112 34th USENIX Security Symposium
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The Consensus Protocol

Global parameters: Slot ¢, Validator set 7/
Local parameters: Last justified block LJ, Block tree 7'
01 Upon slot ¢ do:
02 if v; is in-turn validator then
03 Let head be the output of fork choice.
04 if there are more than N — f attestations for Hash(head)
from its votepool then set arts as these attestations
05 Obtain a batch of transactions zxs from the mempool
06 Create block b = (t,v;,Hash(head),d = 2, atts, txs)
07  if v; is backup validator then
08 Repeat lines 03-05
09 Sleep for a random period 8 € (0,A)
10 if there does not exists ' € T such that slot(b') =t then
> exploited by attack-I
11 Create block b = (t,v;,Hash(head),d = 1,atts,txs)
12 if b # L then send b to all validators
13 Upon receiving a valid block b from v; such that slot(b) =t and
vj is a valid in-turn validator or backup validator for slot ¢ do:
14 (i) Add b to block tree ‘T
15 (ii) Update the last justified block LJ, if applicable
16  if b is the first block received in slot 7 then
> exploited by attack-1I
17 if the chain led by b does not belong to 7 then
> exploited by attack-III

18 wait until it finishes point-to-point synchronization
19 Let b be the parent block of b
20 if b’ is not the head of the canonical chain then abort

21 Create an attestation att = (v;,sc,tg,h(sc),h(tg)) and send to
all validators

Figure 3: The consensus protocol of BSC. Code for validator v;.

point-to-point synchronization period, it does not vote.

Mechanism-II (Pack attestations or nothing): Each block
b only has two forms in terms of including the attestations:
b consists of N — f matching attestations for its parent
block b'; b does not consist of any attestations. Namely, if
a proposer fails to collect N — f matching attestations for
its head, b does not include any attestations in its proposal.

Mechanism-III (Consecutive honest leaders): The only
way to finalize block b (proposed in slot ¢) is that two
consecutive blocks consist of N — f attestations. Namely,
block b’ proposed in slot z + 1 consists of N — f matching
attestations for b, and block b” proposed in slot t + 2
consists of N — f matching attestations for b’. After that,
the chain led by b is finalized.

Mechanism-IV (First-in-first-vote): The protocol requires
each validator to vote for the first block it receives in each
slot (line 13-21 of Figure 3). In particular, O(N) blocks can
be proposed in each slot. Among them, only one block has
a difficulty value of 2 and the rest blocks have a difficulty
value of 1. However, even if a block with a difficulty value
of 1 is received before a block with a difficulty value of 2,

each validator v; still triggers the voting event and votes for
this block. v; then stops voting for other blocks in the slot.
Meanwhile, if v; is a backup validator and has not proposed
a block yet, it will not propose its own block in the current
slot.

Why does FF lower the latency of finalizing a block in the
optimistic case? Finality gadget does not necessarily lower
the latency of finalizing blocks, even in the optimistic case [24—
26]. For instance, in Ethereum PoS, since not all validators
vote in every slot, the Casper FFG moves more slowly than the
underlying consensus mechanism (i.e., HLMD GHOST) [16].
The latency of finalizing a block is two epochs (i.e., 64 slots)
in the optimistic case. In contrast, BSC allows all validators
to vote in each slot. In the optimistic case, finalizing a block
takes 2.5 slots (i.e., 7.5 seconds). Compared to the underlying
Clique mechanism (where the order of a block cannot be
reversed after O(N) slots), the latency is lowered.

Rewards and slashing. BSC also adopts a rewards and slash-
ing mechanism inspired by Ethereum. In particular, any val-
idator that includes valid attestations in its blocks will receive
some rewards. Any validator that generates one of these attes-
tations receives some reward. The rewards are distributed to
the validators at the end of each epoch, regardless of whether
blocks are finalized or not. Any validator that equivocates
(e.g., proposes conflicting blocks or votes for conflicting
blocks) will suffer from the slashing condition. After being
slashed, a validator will suffer from account punishment.

4 Overview of Our Results

We study the fast finality (FF) mechanism of BSC. The
fast finality mechanism adopts the voting mechanism from
conventional BFT, a well-known technique to finalize blocks
quickly. We show that properly designing and implementing
FF can be challenging. We present three attacks on the fast
finality mechanism and show how the current mechanism
fails. We provide an overview of our attacks below.

Attack-I (CLSO attack): Identifying an issue of PoA in the
chained and leader-speak-only-once (CLSO) model. Our
first attack exploits an issue of protocols in the CLSO model.
In this model, every validator can propose one block (and
become the leader of that slot) and is immediately rotated.
BSC also belongs to this model.

Our attack targets the consecutive honest leaders mech-
anism (see mechanism-II1 of §3.2) of BSC. Namely, three
proposers need to be honest to finalize a block. Considering
the case where the adversary can choose the identities of cor-
rupted validators and N = 3 f + 1, there is only one occurrence
of three consecutive honest proposers. By applying our attack,
a block can only be finalized once every O(N) blocks are
proposed. Thus, the finality gadget still works, but finality of
the blocks is significantly slowed down.

Previously, the CLSO liveness issue has been identified
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only for BFT protocols (e.g., Chained HotStuff [10]) where
only one leader is selected at a time. In contrast, BSC uses a
PoA protocol with multiple leaders (i.e., multiple proposers
are selected for each slot). Surprisingly, we present an attack
that achieves similar results in BSC.

Attack-II (Split voting attack): Exploiting an issue with
the first-in-first-vote (FIFV) mechanism. Attack-II exploits
an issue with the first-in-first-vote (FIFV) mechanism (see
mechanism-IV of §3.2). As described in §3.2, multiple backup
validators are allowed to generate blocks in a slot (Line 2 and
7 in Figure 3). Compared to protocols with a single proposer
at a time, multiple proposers can handle cases where the in-
turn validator does not propose a block.

The FIFV mechanism of BSC requires each validator to
vote for the first block received in each slot. Our second attack
exploits this fact and manipulates the order of blocks received
by honest validators. In this way, honest validators vote for
different blocks (all proposed in the same slot). In the end,
none of the blocks has more than N — f matching attestations.
Such an attack can be launched in every slot, so no block can
be finalized according to the FF rules.

Attack-III (Synchronization attack): Exploiting an issue
with the point-to-point synchronization. In attack-III, we
present an extremely simple yet effective attack that signifi-
cantly compromises liveness. Our attack exploits the design
and implementation of the point-to-point synchronization
mechanism (see mechanism-I of §3.2). Namely, every val-
idator only votes for a block b after it has previously received
the blocks led by b. Otherwise, it starts synchronization and
skips voting. Our attack-III exploits this design and causes at
least one honest validator to remain stuck in the point-to-point
synchronization period for many epochs.

Later, our experimental results show that in a network with
21 validators, an honest validator can continue its synchro-
nization for up to 130 epochs. In this case, if all Byzantine
validators simply do not vote at all, none of the proposed
blocks during this long period of time can have more than
N — f attestations. Accordingly, the protocol does not finalize
any blocks. In fact, none of the honest in-turn validators will
include any attestations in their blocks (see mechanism-II of
§3.2), so all validators lose their rewards for attestations.

5 Our Attacks

5.1 Attack-I: CLSO Attack

As mentioned in §4, our attack-I resembles an issue with
protocols in the CLSO model. Attack-I has some constraints
on which validators the adversary corrupts, and we assume
that f validators are corrupted. In particular, the in-turn val-
idators are ordered in the form of two consecutive honest
validators followed by one Byzantine validator. For example,
in the case with seven validators {v,vz, -+ ,v7}, v; and vy

can be corrupted.

Attack strategies. The attack strategies for the adversary are
summarized below.

(1) Whenever an in-turn validator v; is Byzantine in some slot
t, at the beginning of the slot, it creates a block b and sends
b to all backup validators, but not other non-turn validators.
In b, v; does not include any attestations.

(2) None of the Byzantine validators send any attestations.

After the attack is launched, for any slot 7 such that the
in-turn validator is Byzantine, no validator can collect N — f
matching attestations for any blocks. To see why this is the
case, we first consider the backup validators. Since all backup
validators receive b from v;, they do not propose any blocks
in slot ¢ according to the protocol (line 10 of Figure 3). In
practice, this is also related to the actual period each backup
validator sleeps. Recall that as mentioned in §3.2, each backup
validator sleeps for at least one second before it starts to pro-
pose a backup block. To ensure that our attack always suc-
ceeds, v; can send its block early enough, e.g., before slot ¢
begins. Thus, no blocks from backup validators are created.

We now consider attestations for b. Since v; only sends b
to backup validators, no validator can receive N — f matching
attestations for b. This is because Byzantine validators do not
send any attestations (strategy (2)), and only backup validators
will vote for b. As there are only N/2 — 1 backup validators
and we assume N > 3f, obviously N/2—1 < N — f. Our
statement thus holds.

Ti Tr+/\ T1+2/\

i ( does not send to v3 and v4) i \

(in-turn) vi

(backup) v:

(NON-turn ) vs

(non-turn ) v4

slot t i slot t+1
Figure 4: An example of the CLSO Attack. The in-turn validator
vy is Byzantine. v; sends its proposed block b; to v,, but not v3 and
v4. v does not create its block and votes for by. Since v; is the only
validator that sends an attestation and b is the only proposed block,
no validator can receive N — f matching attestations for any block.

We show an example in Figure 4 with four validators, where
v1 is Byzantine. In slot ¢, v; is the in-turn validator, and it
sends b; immediately to v,, which is the only backup valida-
tor. Since v3 and v4 do not receive b, they do not send any
attestations. v| is Byzantine, so it does not send any attesta-
tions. By the end of slot ¢, the next in-turn validator v, and the
next backup validator v3 can collect only one attestation, so
none of them will include any attestations in their proposed
blocks (see mechanism-II of §3.2).
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Why is finality of blocks slowed down? Based on the dis-
cussion above, we now discuss why FF fails to achieve im-
proved latency. As discussed in mechanism-III (§3.2), BSC
requires three consecutive honest leaders to finalize a block.
In a system with N = 3f + 1 validators, the adversary can
corrupt the validators in the form of two consecutive honest
in-turn validators followed by one Byzantine in-turn validator.
Accordingly, there exists only one occurrence of three consec-
utive honest leaders! To see why, we consider the problem a
positioning problem where we place validators in a sequence
of chain/ring. We already know that the adversary corrupts
f Byzantine validators, and we place two honest validators
before any Byzantine validator. Thus, we have now already al-
located the positions of 3 f validators. Since there is only one
honest validator left, we can place it anywhere so that there is
only one occurrence of three consecutive honest leaders.

N-fatts for b2 N-fatts for bs

b2 not finalized
A

does not include atts
< N-fatts 3 < N-fatts

o] ][] [w] [es] [e] [3]
V2 V3 V4 Vs Vé V7

12

bs finalized
A

N-f attjs for bé

once very O(N) blocks

Figure 5: Illustration of why finality of blocks is slowed down in
attack-1. Three consecutive honest leaders are required to finalize
one block. When N = 3 f + 1, there is only one occurrence of three
consecutive honest leaders. Thus, only one block is finalized once
every O(N) blocks are proposed.

We show an example with seven validators in Figure 5. In
this example, the adversary corrupts v; and v4. Since v; is
Byzantine, according to the argument above, no validator can
receive N — f attestations for any block in this slot. Validators
vy and v3 are honest. v3 is able to collect N — f matching
attestations for b, and then include in its block. In the next
slot, v4 is Byzantine. It simply does not include any attesta-
tion (strategy (1)). Accordingly, b, cannot be finalized (see
mechanism-III of §3.2). In this example, the only occurrence
of three consecutive honest leaders is vs, vg, v7. The protocol
can only ensure that b5 can be finalized. bg and b7 are not
guaranteed to be finalized.

BSC has 21 validators, i.e., f =6 and N = 3 f + 3. Follow-
ing the argument above, there are three occurrences of three
consecutive honest leaders. Accordingly, three blocks are ex-
pected to be finalized out of 21 blocks under attack-I. Later,
our experimental results validate our theoretical analysis.

Discussion. As mentioned in §3.2, a similar issue [10] has
been identified for Chained HotStuff [3], a representative pro-
tocol under the CLSO model. In Chained HotStuff, there is
only one leader at a time. In contrast, in BSC, there are mul-

tiple leaders (backup validators can also propose). One may
wonder why this scheme still suffers from a similar liveness
issue. In our attack, this is mainly because a backup validator
does not propose its block if it has received another block. We
believe this approach was meant to lower the network band-
width consumption. Unfortunately, it introduces new issues.

5.2 Attack-II: Split Voting Attack

We do not put any constraints on the identities of corrupted
validators and present attack-II. Attack-II exploits the first-in-
first-vote mode to split the votes of honest validators. Once
the attack is launched, no validator is able to collect N — f
matching attestations for any block in every slot. The FF
mechanism then completely fails.

Attack strategies. To launch the attack, we manipulate the
order of blocks received by honest validators in each slot. The
goal is to make some honest validators receive block b first
while other validators receive another block &’ first. Ideally,
the attack strategies are summarized below.

(1) In every slot t, the adversary monitors the blocks sent by
the in-turn validator and backup validators. For the first two
proposed blocks, by and b, the adversary manipulates the
order of them as follows. It splits all validators into two
groups G| and G;. It schedules the order of blocks such
that validators in G receive b; before b,, and validators in
G, receive by before b;.

(2) For blocks other than b and b;, schedule them so that all
validators still receive the blocks before T + A but after b,
and by, where T is the time slot ¢ begins.

Why does FF fail to work? The attack above splits validators
into two groups, making them receive blocks in different
orders. Accordingly, no validator can collect N — f matching
attestations for any block. We show an example in Figure 6. In
this example, there are four validators, all of whom are honest.
At time T3, the in-turn validator v, sends b; to all validators.
The adversary schedules the messages so that v, receives b
after it finishes sleeping. Thus, v, proposes a backup block b;.
The adversary further schedules the messages so that v; and
v4 receive by before by, and v, and v3 receive b, before b;.
According to the FIFV mechanism (each validator casts a vote
immediately after receiving the first block proposal), v; and
v4 vote for by, vo and v3 vote for b,. In the end, no validator
can receive N — f matching attestations. This attack can be
repeated in every epoch so that no block can be finalized
according to the FF mechanism.

How to provide a more practical attack? One may argue
that changing the order of messages is challenging to imple-
ment. We now describe an easy approach to instantiating the
attack. Note that BSC uses a peer-to-peer gossip network for
the underlying network communication. By default, upon re-
ceiving a message, each validator forwards the message to
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Figure 6: Illustration of attack-II. Validators v; and v4 receive b
before by, so they vote for by. Validators v, and v3 receive b, before
v1, so they vote for b,. No validator is able to collect N — f matching
attestations.

a subset of validators (called peers) instead of all validators.
Based on this fact, we summarize the attack strategies below.

(1) Inevery slott, if the in-turn validator or a backup validator
v; is Byzantine, it creates a block b. When slot ¢ begins,
v; sends b to at least one honest validator v; but not all
validators. Here, v; should be a non-turn validator. In fact,
v; can send its block slightly ahead of time to ensure that
its block arrives earlier than other blocks at v;. For the rest
of the network, all Byzantine validators stop forwarding b
to their peers. Such a process will delay the arrival of b at
other honest validators.

(2) For any other blocks, all Byzantine validators actively
forward the blocks to all peers in the gossip network as fast
as they can.

(3) None of the Byzantine validators send any attestations.

In our attack strategies mentioned above, we want to ensure
that some honest non-turn validator v; receives b earlier than
other blocks. Meanwhile, other in-turn and backup validators
will still propose their blocks, which are received earlier than
b by honest validators other than v;.

Discussion. In our attack, as long as Byzantine validators are
evenly distributed in the P2P network, we can ensure that
honest validators receive blocks in a different order. Thus, the
split voting attack can succeed most of the time.

Note that the idea of splitting validators into two groups
to slow down finality or even cause liveness failures is not
new. Examples include the balancing attacks [13,27,28] and
the refined liveness attack on Ethereum PoS [11, §4]. For
instance, in [11, §4], two in-turn validators (also called block
proposers) in two consecutive slots need to be Byzantine to
launch an attack. Validators are split into two groups. The
adversary schedules messages so that all validators in each
group vote for one of the two blocks (by the two Byzantine
validators). In this way, fewer than N — f votes for any of the
two blocks can be accumulated, and the protocol suffers from
liveness failures. Similar to [11], our attack-II also requires
the adversary to schedule the order of messages received by
honest validators. The main difference is that our attack only

requires one in-turn validator to be Byzantine to start the
attack. Instead of manipulating the order of two blocks from
two slots, we need to manipulate the order of a primary block
(by an in-turn validator) and a backup block (by an honest
backup validator). Our attack exploits the design of FIFV
mechanism, which is unique to BSC.

5.3 Attack-III: Synchronization Attack

We present a synchronization attack, a simple yet effective
attack. Attack-III exploits the point-to-point synchronization
mechanism where a validator does not vote before it obtains
the chain led by a proposed block. Attack-III is not guaran-
teed to succeed every time it is launched. The actual impact
is dependent on the underlying network condition and the
peer-to-peer topology. Jumping ahead a little bit, in our exper-
imentation, we vary the network conditions and show that our
attack can significantly slow down the finality of the blocks.

Attack strategies. The attack strategies are summarized be-

low.

(1) Whenever an in-turn validator or a backup validator v;
is Byzantine in some slot 7, it creates a new block b by
setting the parent block field as some random value and
then immediately sends b to one honest validator v; at the
beginning of slot 7.

(2) None of the Byzantine validators send any attestations.

12

does not vote

=

‘
‘
synchronization |
‘

misses voting period

t+1 2 time

=]
Figure 7: Illustration of attack-III. The figure denotes the view
of an honest validator v;. A Byzantine validator v; sends a fake
block by to vj. According to the protocol, v; starts point-to-point
synchronization with v; and stops voting until the synchronization
period ends. v; delays the process and waits until the maximum
synchronization period ends. In this case, v; misses the chance to
vote for several slots. As Byzantine validators do not vote, no blocks
can be finalized during this period.

Why does FF fail to work? The attack strategies mentioned
above can be viewed as a denial-of-service (DoS) attack to
an honest validator v;. A Byzantine validator simply creates
an invalid block by setting the parent field as a random value
and sending it to v;. After receiving b, v; triggers the point-to-
point synchronization mechanism and begins to synchronize
with v;. As v; does not have such a parent block, it simply
delays until the synchronization period ends. The BSC im-
plementation also requires that before the synchronization
period ends, v; does not vote at all. Consequently, v; may
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miss its voting period for several slots. After the synchroniza-
tion period ends, another Byzantine validator performs the
same strategies again, making v; fail to vote for a long period
of time.

We show an example in Figure 7. In this example, in slot
t, the Byzantine validator proposes b; that extends a non-
existent block. After v; receives by at Tq, v; starts to synchro-
nize with the Byzantine validator. After the synchronization
period ends at time 7>, validators are already in slot # + 2.
Even if v; still receives block b, in slot # + 1, it does not vote
for b,. Meanwhile, none of the Byzantine validators send any
attestations, so none of the blocks are finalized (we assume
N =3f+1 and there are at most 2 f matching attestations).
Such an attack can be repeated so that v; will not be able to
vote at all.

Discussion. Attack-III is closely related to the design and
implementation of the synchronization module and the un-
derlying peer-to-peer (P2P) network. In our experimentation,
we found that the underlying network topology and the P2P
specification both affect the attack. In particular, if multiple
Byzantine validators are directly connected with v;, they can
take turns to launch the attack and make v; unavailable. Addi-
tionally, the P2P implementation has several parameters that
may affect the attack, which we will discuss in §7.

6 Risk and Reward Analysis

6.1 Risk Analysis

There is no risk for launching the attacks. Concretely, in
attack-I, the adversary sends its block to a fraction of valida-
tors; in attack-II, the adversary schedules the arrival of the
messages but does not discard them; in attack-III, the adver-
sary sends invalid blocks earlier than expected. None of these
satisfy the slashing conditions, and none of the Byzantine val-
idators in our attacks will get punished. Hence, we consider
our attacks risk-free.

6.2 Reward Analysis

We now briefly analyze the rewards received by validators
under our attacks. As mentioned in §3.2, there are two types
of rewards: (i) every validator that includes attestations (at
least N — f) in its block receives rewards; (ii) once a block is
finalized, the validators that sent the attestations (which are
included in the block) receive rewards.

For attack-1, none of Byzantine validators receive any re-
wards, as long as they do not include attestations in their
proposed blocks and do not vote. In contrast, once Byzantine
validators include N — f attestations for every three blocks,
the corresponding validators receive rewards. We can slightly
modify the attack strategies by letting Byzantine validators
include N — f attestations in their blocks so that they can also
receive the attestation rewards.

For attack-II, none of validators receive N — f attestations
in any slot. Thus, no validator receives any rewards.

For attack-III, our goal is to trigger the event where some
honest validators will not vote for a long period of time. None
of the Byzantine validators will vote. Accordingly, during the
period when the attack succeeds and no block can be finalized,
no validators can receive any rewards.

In §7, we present experimental results on the rewards re-
ceived by honest and Byzantine validators under the attacks.

7 Implementation and Evaluation

7.1 Implementation

We implement our attacks in Golang for BSC (version
1.4.16%, the latest version at the time of writing). We have
made our codebase and experimentation logs publicly avail-
able*. We conduct the experiments on Ubuntu 24.04 LTS,
with 8 vCPUs, 32GB RAM, and 500GB NVMe SSD.

Experiment configuration. We establish a local festnet with
21 validators, matching the current configuration of the pro-
duction system. Among the validators, six are Byzantine. Val-
idators are connected via a peer-to-peer (P2P) LAN network.
For attack-I and attack-II, we create a topology such that
a Byzantine validator is directly connected to all honest val-
idators, and honest validators are not directly connected. For
attack-II, we evaluate two types of P2P connections.

¢ Bootnode-based connection: A BSC bootnode is a pre-
defined network entry point that helps validators discover
peers and join the network by providing a list of initial node
addresses. Each validator discovers a finite set of peers and
connects to some validators based on this discovery.

o Full connection: Every pair of nodes is directly connected.
If any peer is disconnected, the other peer will immediately
try to reconnect.

To ensure that a block from a Byzantine validator arrives
earlier than other blocks, we modify the codebase such that a
Byzantine validator sends its blocks 25 ms, 50 ms, and 75 ms
ahead of time.

7.2 Evaluation

In each experiment, we run more than 2,000 slots on our
testnet and assess the fast finality, i.e., how many blocks are
finalized. In each experiment, our attack is launched at the
250-th slot. As a comparison, we also run the network without
launching our attack and assess the number of finalized blocks
in failure-free cases.

Evaluation on the finalized block. We launch our attack
and assess the height of the finalized blocks. In this way, we
can assess the number of slots it takes to finalize one block.

3 https://github.com/bnb-chain/bsc/releases/tag/vl.4.16
40ur codebase: https://doi.org/10.5281/zenodo.15552871
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Figure 8: Evaluation the attacks. The figures are best viewed in color.

When no attack is launched (i.e., our benchmark), one block
is expected to be finalized in each slot, e.g., as shown in the
blue line of Figure 8(a). In each experiment, we launch the
attack starting from the 250-th slot.

We first report the results of attack-I in Figure 8(a). Our
experimental results match our theoretical analysis in §5.1,
i.e., three blocks are finalized among 21 blocks.

Then, we show our attack-II in Figure 8(b). As shown in
the figure, after the attack is launched at the 250-th slot, the
height of the finalized block stays at height 248. The results
also match our theoretical analysis in §5.2.

We show the results for attack-III in Figure 8(c)-8(f). We
first assess the bootnode mode of P2P, where each validator
chooses its own peers. We also set up the experiments so
that Byzantine validators send their blocks 25 ms, 50 ms,
and 75 ms ahead of time (and we call these "advance time").
As shown in Figure 8(c), there exist some periods where
no blocks can be finalized. For the three advance time we
evaluate, the impact when a Byzantine validator sends its
blocks 75 ms ahead of time is the highest among the three
modes. The result is more visible in Figure 8(e), where we
report the height difference of the finalized block under the
attack and the benchmark. In the extreme case, no block can
be finalized for 130 slots (the leftmost peak). We believe this

is because the adversary can ensure that an honest validator
is occupied for a long time.

We also evaluate the performance using the full connection
mode, as shown in Figure 8(d) and Figure 8(f). Compared
to the experiments in the bootnode mode, the effect in full-
connection mode is more stable. For advance times of 25 ms,
50 ms, and 75 ms, 10.09, 11.71, and 16.48 blocks cannot be
finalized before a new block is finalized, respectively.

Table 2: Number of finalized blocks (#Blocks) without attacks,
number of finalized blocks, and the finalization rate (FR) under
attack-I and attack-II.

\ Attacks \ #Blocks (No Attack) | #Blocks (Attack) \ FR \

1999 279 ~ 14%
1999 0 0

attack-I

attack-I1

Finalization rate (FR). To further quantify the analysis,
we also measure the finalization rate (FR) of the attacks.
Based on the consecutive honest leaders mechanism (§3.2),
if two blocks consist of N — f attestations, a block is final-
ized. We then count the number of occurrences of two con-
secutive blocks with attestations and count the number of
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Figure 9: Rewards of the validators under attacks. From top to bottom are attack-I, attack-II and attack-III. The figures are best viewed in color.

Table 3: Number of finalized blocks (#Blocks) and the finalization
rate (FR) without attacks and under attack-III (two different P2P
modes).

. No Attack Use bootnode Full connection
Advance time
#Blocks FR #Blocks FR #Blocks FR
25 ms 1999 100% 513 ~25.7% 480 =~ 24.0%
50 ms 1999 100% 493 ~24.7% 458 ~22.9%
75 ms 1999 100% 515 ~25.8% 412 ~20.6%

finalized blocks. We use #Blocks to denote the number of
finalized blocks. Let Num,, be the number of blocks proposed
in each experiment. The finalization rate is calculated as:
FR = #BIOCkS . When no attack is launched, FR = 1.

Nump—1

We show the results of attack-1 and attack-II in Table 2.
In attack-1, only 14% of blocks are finalized. In attack-II,
no block is finalized at all. We further show the results for
attack-III in Table 3. For the bootnode mode, the finalization
rate for the three "advance time" is roughly the same. For the
full connection mode, the finalization rate is lowest when the
advance time is 75 ms. This matches our analysis above.

Rewards. We report the rewards received by both honest
validators and Byzantine validators under the attack and com-
pare them with the benchmark. We show that the incentives
received by honest validators are much lower than their fair
share. We use Rge, and Rj to denote the rewards for val-
idators who generate attestations and for those who include
attestations in their blocks, respectively. As mentioned pre-
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Table 4: The average of the reward received by honest validators
and Byzantine validators received in an epoch (200 slots) under the
attacks and without the attacks. Each reward unit is in BNB.

Honest validator | Byzantine Validator | No attack
Attacks
Rgen Rim‘ Rgen Rinc Rgen Rim‘
attack-1 81.52 4.83 0 0 200 | 66.67
attack-II 5.44 0 0 0 200 | 66.67
III (bootnode) | 116.44 5.19 0 0 200 | 66.67
III (full) 30.64 1.15 0 0 200 | 66.67

viously, the rewards are distributed to the validators in every
epoch regardless of whether blocks are finalized. Each valida-
tor that creates a block receives one unit of BNB as a reward.
Meanwhile, each validator that has one attestation included
in the block receives 1/3 unit of reward.

Accordingly, we report the rewards received by both honest
validators and the adversary for each epoch. By default, we
consider that the adversary corrupts f = 6 validators. As there
are 200 slots in each epoch, Rg,, is 200 units of BNB when
there are no attacks. Meanwhile, R;;,. is about 66.67, as each
validator receives 1/3 unit of BNB for each block.

We summarize the average reward received by each honest
validator and Byzantine validator in Figure 9 and Table 4. As
shown in the figures and the table, honest validators receive
much lower rewards than their fair share under attacks, espe-
cially the rewards for including attestations in their blocks.
This is expected, as few validators can receive N — f attesta-
tions under our attacks.

We would like to argue that although Byzantine valida-
tors do not receive any rewards, they also do not suffer from
slashing conditions. As mentioned in §6.2, by slightly opti-
mizing our attack strategies, Byzantine validators can also
receive the rewards for creating attestations. Additionally, our
attacks mostly focus on failing the FF mechanism rather than
maximizing the rewards of Byzantine validators.

8 How to Make Fast Finality Work?

In this section, we analyze the root causes and discuss the
mitigation approaches. We believe BSC can be improved by
the following general principles.

Vote ‘“‘on-time”’. The first-in-first-vote mechanism does not
follow the general principle of handling messages [29-31].
Indeed, even in a synchronous network, there is no guarantee
on the fact that a message m sent earlier than m’ will be
received earlier than m’. Attack-I and attack-II exploit such a
feature. Attack-I exploits the issue where an honest validator
does not propose a new block after receiving one. Attack-II
exploits the fact that any validator votes for the first received
block in each slot. Accordingly, there is no way to prevent
a faulty validator from sending a message (i.e., block) early

enough to only a fraction of honest validators.

Instead of treating the messages according to the order they
are received, a better approach is to handle them "on-time".
For example, each slot 7 could proceed as follows, assuming
T is the time slot ¢ begins.

e At time T, each proposer proceeds according to the pro-
tocol. Upon receiving a block b, each validator adds b to
the block tree and does not trigger the voting event. As a
backup validator, it proposes a block regardless of whether
a block has been received or not.

e Attime T + A+ €, validators use the fork choice rule to se-
lect the canonical chain, where € is the maximum duration
each validator sleeps. If there is a tie, break the tie deter-
ministically, e.g., if two branches in the block tree have the
same sum of difficulties, select the branch led by the block
from a validator with a smaller identifier.

The procedures above can already partially solve the prob-
lems caused by attack-I and attack-II. First, we enlarge the
slot duration from 2A to 2A + €. This ensures that all honest
validators receive the proposed blocks. Second, all honest
validators start to decide which block to vote for at the same
time (7 + A+ ¢€). By employing a deterministic approach to
selecting which block to vote for, we can avoid the issue of
honest validators voting for different blocks. For example,
even if the in-turn validator does not propose any block, all
validators will vote for the block proposed by a backup val-
idator with the lowest identifier. As long as the validator with
the lowest identifier is honest, all honest validators receive the
block and vote for it. Attack-I and attack-II can be mitigated.

Tricks in the CLSO model. In the study of conventional
Byzantine fault-tolerant protocols, several approaches have
been proposed to address the liveness issue in the CLSO
model. For instance, instead of requiring three consecutive
honest leaders, one may choose to design a two-phase proto-
col such that only two consecutive honest leaders are sufficient
to finalize a block [41,42]. Also, most protocols along this
line of research allow validators to finalize blocks without
requiring the quorum certificates (each certificate consists of
N — f matching attestations) to be consecutive [3, 10]. We be-
lieve many of the techniques can be used by BSC to improve
the fast finality mechanism.

Randomized leader election. One approach to mitigating
Attack-I is to replace the deterministic round-robin in-turn
validator selection approach with a randomized leader election
(e.g., in-turn validators are selected pseudorandomly [43-45].
Recall that attack-I exploits the fact that three consecutive
in-turn validators must be honest to finalize one block. If in-
turn validators are selected pseudorandomly, attack-I can be
launched only probabilistically.

Making synchronization an asynchronous process. In BSC,
the point-to-point synchronization process is designed to be a
blocking process, where a validator stops voting before the
synchronization period ends. Such a design makes the consen-
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Table 5: Comparison of selective known attacks to PoS, PoA, and our work.

Timing Attacking target Experimentally
Consensus Attack : Safety | Liveness | Finality .| Chain
assumption| . . .° | . . . ++ | Incentives ot confirmed

violation™ | violation' | gadget quality
Long-range attack [32-34] | synchrony ° ° ° ° ° X
Bouncing attack [14] psync - ° ° ° ° X
PoS Balancing attack [11,13,27] | synchrony - L o - L v
Reorg attack [11,35,36] synchrony - - - - ° X
Staircase attack [37] synchrony - - - ° ° v
Time-manipulation [38,39] | synchrony - - - ° ° 4
PoA Fairness attack [40] synchrony - ° ° 4
Clone attack [22] synchrony ° ° ° ° ° 4
PoSA CLSO attack synchrony - ° ° ° 4
(ours) Split voting attack synchrony - ° ° ° ° v
Synchronization attack | synchrony - ° ° ° ° v

* Safety violation denotes the fact that honest validators finalize conflicting blocks. Attacks on PoS in this table are all attacks on
Ethereum PoS. Ethereum PoS uses HLMD GHOST as the underlying consensus mechanism and uses Casper as the finality gadget.
HLMD GHOST does not have its own finalization rules. Thus, any attacks that cause safety violation can easily fail the finality
gadget.

 An attack that causes liveness violation means that no block can be finalized. Such an attack also affects the chain quality.

¥ Attacks on finality gadget focus on slowing down or failing the finality gadget, and such attacks might be related to safety and
liveness. Since bouncing attack and balancing attack cause a liveness violation; no blocks can be finalized. We thus consider them
attacks on the finality gadget. For PoSA (this work), the underlying consensus mechanism Clique still has its own finalization rules
that are independent with the finality gadget. Thus, liveness might not necessarily be violated.

¢ Attacks on incentives often focus on increasing the incentives received by the adversary and lowering the incentives by honest
validators. Meanwhile, these attacks often lower the chain quality of the system.

The o (red solid dots) denotes the target of the attack. v" means the attack is experimentally confirmed on the implementation, while
X means the opposite. The symbol “-” means that the attack does not have an impact on the corresponding property or that the

impact is not discussed.

sus protocol highly coupled with the underlying implementa-
tion of the communication channel. While synchronization
might be necessary to prove the existence of the chain, it can
be improved in many ways. For instance, synchronization of
the blocks can be decoupled from the consensus process as
much as possible [46]. However, designing such a decoupling
approach correctly might still be challenging. We refrain our-
selves from expanding the discussion here and consider it an
interesting future work.

9 Related Work

We summarize some of the related work in Table 5.

Attacks against PoS. Based on the properties of the attack
target, known attacks are classified into safety attacks, liveness
attacks, and incentive attacks. For safety attacks, one example
is the long-range attack [32-34]. Long-range attack requires
that the adversary can obtain abandoned secret keys and then
create forks of the chain. Such an assumption might be overly
strong. For liveness attacks, bouncing attacks [14,24,25] and
balancing attacks [13,27] target the Ethereum PoS and make
the system suffer from liveness issues. Reorg attacks [35,36]

reorganize the chain to lower the chain quality (informally,
the chain quality is higher if a larger fraction of blocks are
proposed by honest validators). The Staircase attack [37] is a
recent attack targeting the incentive mechanism of Ethereum.
The idea is to reorganize the chain so that honest validators
are penalized even if they follow the protocol.

Besides long-range attacks, most of the known attacks to
PoS are reorg attacks, where the blocks proposed by honest
validators are discarded (and reorganized). In contrast, our
attacks are not reorg attacks, and no blocks are reorganized.

Attacks against PoA. Ekparinya et al. [22] introduce a
cloning attack to PoA Clique and Aura. The cloning attack
duplicates a pair of public-private keys across two distinct
networks, enabling malicious participants to perform double-
spending attacks. The slashing condition is a solution to this
issue. Zhang et al. [38] propose front-running attacks target-
ing in-turn validators in the PoA Clique protocol. The attack
affects both chain quality and incentives, where the adver-
sary gains 200% rewards compared to its fair share. Wang
et al. [40] identify two types of order manipulation attacks
that compromise transaction fairness and chain quality. In
comparison, the consensus mechanism we study for BSC can
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be viewed as an integration of the PoA Clique protocol and
the fast finality mechanism. Instead of focusing on the PoA,
our attacks focus on the fast finality mechanism. The prop-
erties affected by our attacks include liveness, finality, and
incentives.

BFT in the CLSO model. Most partially synchronous (there
exists an unknown upper bound on message processing and
propagation) and synchronous BFT protocols are leader-
based [2, 3, 17, 30], where one validator proposes a block
and all validators agree on the order. Such protocols usually
have a view change process that elects a new leader after the
current leader fails. If a view change occurs every time a
block is proposed, a protocol is turned to one in the CLSO
model. Unfortunately, most protocols might be very expen-
sive in rotating leader mode. HotStuff [3] is a protocol that
has the same message and communication complexity during
normal-case operation and view changes, making it a perfect
paradigm under the CLSO model. Its chained version, called
Chained HotStuff [10], suffers from the liveness issue. As
discussed in §8, several solutions have been proposed to fix
the issue, and we believe some techniques can be borrowed
to improve BSC as well.

10 Conclusion

We study the fast finality (FF) mechanism of the BNB
Smart Chain (BSC). We present three practical attacks that
can impede liveness and can also make honest validators fail
to receive their rewards. We also provide mitigation solutions.
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11 Ethics Considerations and Compliance
with the Open Science Policy

Our experiments are conducted on a local testing platform
using open-source libraries and public datasets, without con-
necting to any external or live systems. These experiments
do not involve any issues related to animals, human beings,

the environment, healthcare, or military factors. We have ad-
dressed numerous ethical considerations in our experimental
design, strictly adhering to the ethical principles outlined in
the Menlo Report [47].

11.1 Research Ethics Considerations

We are committed to complying with all relevant research
ethics considerations. In particular, we are committed to the
following principles:

o Respect for Persons: Our research does not involve human
subjects or personal data. We respect the work of other
researchers and properly cite all relevant prior work.

e Beneficence: Our findings highlight a critical vulnerability
in fast finality mechanism of BNB Smart Chain.

e Justice: We strive to ensure our proposed modifications
do not disproportionately impact or disadvantage any par-
ticular group of BSC users or validators. We have already
disclosed our findings to BSC developers.

e Respect for Law and Public Interest: No actions have
been taken to exploit the identified vulnerabilities; instead,
our research was conducted with the goal of improving the
BSC system.

11.2 Compliance with the Open Science Policy

We are committed to the principles of open science, ensur-
ing transparency, reproducibility, and accessibility throughout
the research process. We adhere to the following practices:

e Data Availability: All experimental data used in our anal-
ysis will be made publicly available in a repository upon
publication.

e Code Availability: To support open review, our implemen-
tation is open-sourced and shared via Zenodo”.

e Reproducibility: We document our methodology to pro-
mote the reproducibility of our results.
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Screenshots of Our Experiments

Figure 10 presents a sequence of block records generated
by separately running normal and malicious BSC validators.
From left to right, the columns show the block timestamps,
validator indexes, current block numbers (in decimal), last
finalized block numbers, and current block hashes (in hex-
adecimal). In the normal case (Figure 10(a)), the finalized
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Table 6: Symbols and definitions.

‘ Symbol ‘ Definition

v The set of validators in the system

N The total number of validators in the system

f The maximum number of Byzantine validators
t Slot number

A Msg processing/propagation upper bound

Vi A validator in V

12 The number of backup validators.

b A block

T The block tree maintained by a validator

h(b) The height of block b in the block tree

slot(b) | The slot number of block b

L The last justified block in the canonical chain.
Hash(x) | Hash of x
sc The source block of an attestation
tg The target block of an attestation
att An attestation/vote created by a validator
d The difficulty value of a block
e The epoch number
head The leaf block of the canonical chain

votepool | The set of all attestations stored by a validator

block number consistently lags behind the current block num-
ber by two. Under attack scenarios (Figures 10(b)—10(d)), the
finalized block number ceases to update, with the extent of
disruption varying by attack.

2025-01-18 15:34:10 17 310 308 0x891b..189b 2025-01-18 14:56:12 14 307 291 0x80a9...bfca
2025-01-18 15:34:13 18 311 309 Oxdféc..aa7e 2025-01-18 14:56:15 15 308 291 0x68a7..beda
2025-01-18 15:34:16 19 312 310 0x7a85..f9b7 2025-01-18 14:56:18 16 309 291 0x96b7...f4c2
2025-01-18 15:34:19 20 313 311 0x1951..27e4 2025-01-18 14:56:23 17 310 291 Oxa5d2..66e4
2025-01-18 15:34:22 21 314 312 0x84f1..65af 2025-01-18 14:56:24 18 311 291 0x4848..6de3
2025-01-18 15:34:25 1 315 313 Oxc744..8a06 2025-01-18 14:56:29 19 312 310 0x7213..69ea
2025-01-18 15:34:28 2 316 314 Oxabd9..67b1 2025-01-18 14:56:30 20 313 311 0x0b91..e969
2025-01-18 15:34:31 3 317 315 0xb034..e025 2025-01-18 14:56:33 21 314 312 Oxb9ba..427d
2025-01-18 15:34:34 4 318 316 Oxdc8f..6b89 2025-01-18 14:56:36 1 315 312 0x30fd...e32d
2025-01-18 15:34:37 5 319 317 Oxc53a..065d 2025-01-18 14:56:39 2 316 312 Oxb66e..68ac
2025-01-18 15:3440 6 320 318 0xa883..f749 2025-01-18 14:56:42 3 317 312 0xf424..de96
(a) Case 1:Normal (b) Case 2:attack-I
2025-01-18 16:09:49 5 319 248 0x3b54..1aa0 2025-01-18 16:49:24 20 312 310 0x8836..4d19
2025-01-18 16:09:52 6 320 248 0x230b..d301 2025-01-18 16:49:27 5 313 311 Oxde64..38ad
2025-01-18 16:09:55 7 321 248 0x5173..acf1 2025-01-18 16:49:30 11 314 312 0xd1f1..a979
2025-01-18 16:09:58 8 322 248 0x413f..f8b0 2025-01-18 16:49:33 1 315 312 0x0861..b1d9
2025-01-18 16:10:01 9 323 248 0x7b04...fbf0 2025-01-18 16:49:36 2 316 312 0x3285..0c76
2025-01-18 16:10:04 10 324 248 0xef92..54% 2025-01-18 16:49:39 3 317 312 0x9813..0cf5
2025-01-18 16:10:07 11 325 248 0x53a7..c471 2025-01-18 16:49:44 6 318 316 0x1a55..8070
2025-01-18 16:10:12 12 326 248 0xc5¢c0..4a85 2025-01-18 16:49:50 14 319 317 0x8680..97€9
2025-01-18 16:10:13 13 327 248 0xfb08..ebf3 2025-01-18 16:49:55 9 320 318 0x9663..80f9
2025-01-18 16:10:18 14 328 248 0x50b5..36b0 2025-01-18 16:49:58 21 321 319 0x03ab..f050
2025-01-18 16:10:21 15 329 248 0x3578..f5d4 2025-01-18 16:50:01 8 322 320 0xf83a..7080
(c) Case 2:attack-II (d) Case 2:attack-III

Figure 10: Screenshots of running BSC private testnet
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