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Abstract
The Signal protocol relies on a handshake protocol, formerly

X3DH and now PQXDH, to set up secure conversations. One
of its privacy properties, of value to Signal, is deniability,
allowing users to deny participation in communications. Prior
analyses of deniability for these protocols, including post-
quantum variants, use models highly tailored to the individual
protocols and generally make ad-hoc adaptations to “standard”
AKE definitions, obscuring the concrete deniability guarantees
and complicating comparisons across protocols. Building on
Hashimoto et al.’s abstraction for Signal handshake protocols
(USENIX’25), we address this gap by presenting a unified
framework for analyzing their deniability. We analyze Signal’s
classically secure X3DH and harvest-now-decrypt-later-secure
PQXDH, and show that PQXDH is deniable against harvest-
now-judge-later attacks,where a quantum judge retrospectively
assesses the participation of classical users. We further analyze
post-quantum alternatives like RingXKEM, whose deniability
relies on ring signatures (RS). By introducing a novel metric
inspired by differential privacy, we provide relaxed, pragmatic
guarantees for deniability. We also use this metric to define
deniability for RS, a relaxation of anonymity, allowing us to
build an efficient RS from NIST-standardized Falcon (and
MAYO), which is not anonymous, but is provably deniable.

1 Introduction

The Signal protocol [38, 45] does not just power the Signal
app, it also underpins messaging apps such as WhatsApp [54],
Google RCS [25], and Facebook Messenger [39], collectively
serving billions of users. To initiate a conversation,Signal users
perform a handshake protocol to establish a shared key, which
is then used for encrypted communication via the Double
Ratchet protocol [45]. This handshake was originally imple-
mented as X3DH [38], based on Triple Diffie-Hellman [34]. In
late 2023, as a step towards fully post-quantum (PQ) security,
X3DH was replaced with PQXDH [33], offering protection
against “harvest-now-decrypt-later” (HNDL) attacks. There

also exist several proposals for fully PQ Signal handshake
protocols [8, 12, 27, 29].

Until recently, analysis of Signal handshake protocols were
performed in ad-hoc security models, sometimes deviating
from the way they will be implemented in practice, e.g., as-
suming one-time prekey bundles never deplete. This made the
concrete security properties attained unclear and hindered com-
parisons of the strengths and weaknesses of different protocols.
Recently, Hashimoto et al. [29] proposed Bundled Authenti-
cated Key Exchange (BAKE) protocols, allowing to analyze
existing Signal handshake protocols in a unified manner. This
was a modification to the standard AKE definition, with a focus
on a more general and formal handling of prekey bundles; a
distinct component of Signal handshake protocols, allowing
users to upload batches of key materials onto the server so that
any sender can establish communication even when recipients
are offline. This led to a more efficient PQ handshake protocol,
RingXKEM, relying on ring signatures (RS) and Merkle trees,
which could not have been captured in previous models.

The main goal of [29] was to define a security model for
BAKE, treating key indistinguishability and authentication
properties. However, the issue of deniability — one of the key
features of the original Signal protocol [33,38] — was left open.
Deniability is a privacy property ensuring that the transcript of
a communication session cannot serve as evidence that a user
participated in said communication, even if another party at-
tempts to frame them. This is particularly relevant in scenarios
involving, e.g., oppressive regimes or whistleblowers, where
participation alone can be incriminating. For Signal, denia-
bility is integral to their protocol’s design [33, 38]. Selecting
the most suitable protocols thus requires not only consider-
ing key indistinguishability and authentication guarantees, but
also placing equal emphasis on their deniability guarantees.
However, as was the case with key indistinguishability and
authentication, existing protocols have been analyzed using
tailored deniability models [8, 12, 22, 27, 53] — often treating
protocols informally as AKE protocols and disregarding the
implication of using prekey bundles — thereby giving incom-
plete analyses and complicating meaningful comparisons.
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1.1 Contributions
In this work, we propose a unified framework for analyzing
the deniability of BAKE protocols, thereby completing the
formal treatment of Signal handshake protocols initiated by
[29]. We analyze X3DH and PQXDH, proving for the first time
that PQXDH is deniable even against quantum distinguishers.
Additionally, we examine the deniability of fully PQ BAKE
protocols, such as RingXKEM, and provide instantiations of
ring signatures based on NIST-standardized signatures, to
encourage adoption. We will now detail these contributions.

Unified deniability model. We formally capture the deni-
ability of general Signal handshake (i.e., BAKE) protocols,
building upon prior work on the deniability of AKE [13, 14,
16, 51, 52], and adaptations made for specific handshake pro-
tocols [8, 12, 22, 27, 53]. Following the general approach
common to existing simulation-based definitions, we define
an accuser, who collects evidence which is provided to a
distinguisher1, who, in turn, decides if the evidence could
have been simulated by the accuser. Our model differentiates
information that may leak from the accused user’s device,
and evidence disclosed by accusers, to the distinguisher. We
account for varying adversarial capabilities, distinguishing
between honest-but-curious accusers (standard deniability)
and malicious accusers (strong deniability), as did [27]. We
also introduce notions of local deniability, where an accused
participant can deny having engaged in a BAKE protocol with
the accuser, and a strictly stronger global deniability, which
further ensures both participants can deny their involvement,
even if the accuser is an outsider to the conversation. Our
notions of deniability benefit from a hierarchical structure,
allowing for ease of comparisons.

Unique features of our model. By adopting the BAKE for-
malism of [29], we can capture the lifecycle of prekey bun-
dles. Each batch of prekey bundles contains a number of one-
time prekey bundles, and a single last-resort prekey bundle.
One-time prekey bundles are deleted after use. The last-resort
prekey bundle ensures recipient availability even if they are
offline for extended amounts of time; it is only used if all one-
time prekey bundles are used up, and is only deleted when
a new batch of prekeys is uploaded [33, 38]. Our model dis-
tinguishes deniability guarantees based on whether one-time
prekeys are depleted, revealing interesting separations. For
example, in X3DH and PQXDH, using last-resort prekeys does
not affect local deniability, but does harm global deniability,
just as it impacted key indistinguishability in [29].

Moreover, we highlight that when a batch of prekey bundles
is generated, a user state is generated — this was a unique
feature of the BAKE formalism, allowing the secret informa-
tion associated to each prekey bundle to be correlated. This
state is then updated after each key exchange. For an example,

1Prior work has also used the term “Judge”; we prefer “distinguisher”,
which better reflects its algorithmic (as opposed to human) nature.

in X3DH and PQXDH, the secret associated to the one-time
prekey bundle is removed after the receiver completes the key
exchange. Leakage of a users’ updated state may thus reveal
how many handshake protocols it has executed as a receiver.
We require that said leakage does not expose the sender identi-
ties for those handshakes, preserving deniability with respect
to the communicating parties. As deniability under standard
AKE formalism do not track persistent user states, this subtlety
is absent in prior definitions. See Sec. 1.2 for more details.

Harvest now judge later. Extending beyond classical de-
niability, we consider deniability against quantum accusers
and distinguishers. We also consider scenarios — relevant
today — where the accuser is classical, but the distinguisher
is quantum. Indeed, transcripts stored now could later be ex-
ploited when quantum capabilities become available, a risk we
term “harvest-now-judge-later” (HNJL).2 Surprisingly, while
harvest-now-decrypt-later attacks have garnered significant
attention, particularly for the PQXDH protocol, no prior work
provides this level of analysis for deniability. We close this
gap and prove PQXDH to be deniable against HNJL attacks.

A pragmatic metric for deniability. We introduce a novel
measure for deniability inspired by concepts in differential pri-
vacy and differential indistinguishability [2, 19, 40]. Prior
works required the real evidence 𝜋real and simulated evi-
dence 𝜋sim to be indistinguishable by the distinguisher D.
That is, the statistical distance of the two distributions is
close: |Pr[D(𝜋real) = 0] ≈ Pr[D(𝜋sim) = 0] |. While sufficient,
we observe this level of deniability to be overly conservative.
In practice, the accused user only needs to prove that a simula-
tor could have generated the evidence, not that the simulator
outputs evidence with the same probability as the accused
user. We thus only require a relaxed condition: Pr[D(𝜋real) =
0] ≈ 𝜇 · Pr[D(𝜋sim) = 0] for some multiplicative slack 𝜇
(possibly non-negligibly) close to 1. Technically, this means
the two distributions are close in terms of the hockey-stick
divergence [48]. As discussed later, this new pragmatic met-
ric for deniability is the key enabler for building efficient PQ
(deniable) ring signatures from NIST-standardized signatures.

Analysis of X3DH and PQXDH. In the classical setting, we
prove that both X3DH and PQXDH attain the highest level of
(standard and strong) deniability one may hope for, so long as
one-time prekey bundles are not depleted. Otherwise, denia-
bility only holds if the distinguisher does not see the accused
users’ state (relevant to the conversation). This is because states
associated with last-resort prekey-bundles are not immediately
deleted after use; if the accused user’s phone is seized before
the next generation of a prekey bundle batch, this state leaks
to the distinguisher and can be used to prove participation.
This distinction highlights the advantage of using the BAKE
framework [29], accurately modeling prekey bundles.

2To avoid confusion with the acronym of harvest-now-decrypt-later, we
chose the term judge1 as opposed to distinguish.
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We further prove that PQXDH is standard HNJL deniable
by considering quantum distinguishers in the quantum ran-
dom oracle model (QROM), consistent with its HNDL key-
indistinguishability security. However, due to technical issues
in handling the QROM and generic group model (GGM) [49],
we could not prove strong HNJL deniability without resort-
ing to strong knowledge type assumptions3. We leave it as an
important future work and defer the details to Sec. 4.2.

Analysis of fully PQ protocols. We extend our study to
Hashimoto et al.’s fully PQ RingXKEM [29], which uses RSs.
While they demonstrated its key indistinguishability properties,
we finalize the security evaluation by proving deniability. Fi-
nally, we examine SignXKEM, a RingXKEM variant suggested
in [26], which replaces RSs by (plain) signatures, and show
that it offers some level of deniability under limited leakage
and disclosure, highlighting the precise nature of our model in
capturing weaker notions of deniability. Table 1 summarizes
the deniability of these protocols.

Ring signature instantiations. Proving the deniability of
RingXKEM is straightforward if the underlying RS scheme
is anonymous, but compact lattice-based RSs satisfying
anonymity turn out difficult to construct; the most compact
schemes [24, 35] only provide roughly 30 bits of security
for anonymity when instantiated with concrete parameters
(see Sec. 6 for details). We observe that, thanks to our new
metric for measuring the deniability of BAKE protocols, a
weaker notion than anonymity, coined deniability for RS, is
sufficient for constructing deniable BAKE protocols. This re-
laxation enables us to design PQ RS schemes for small ring
sizes, based on the standardized signature Falcon [47], and the
additional signature candidate MAYO [3]. These RS schemes
are as compact as the state-of-the-art. We further provide
implementations outperforming previous works by a factor
32–66× for signing, and 146–1025× for verification. We note
that, in line with the security proofs of the underlying sig-
natures, our proofs are in the classical random oracle model
(ROM), but not in the QROM.

1.2 Related Work
We refer to App. A for the general concept of deniability.

Deniability of X3DH. The introduction of Off-the-Record
Messaging established deniability as a key feature for se-
cure messaging [6]. The Signal protocol adopted this goal
in its X3DH handshake [38], analyzed by Vatandas et al. [53]
under the simulation-based model of [16] for AKEs. Their
work proves offline deniability for X3DH under knowledge-of-
exponent assumptions, and links the deniability of a communi-
cation session to the deniability of the key agreement protocol

3Knowledge assumptions assume the existence of knowledge extractors,
for which there exist no concrete constructions. The resulting simulators are
hence not efficiently implementable in the real world.

starting the session. This allows to extend results on the deni-
ability of handshake protocols to the entire conversation.

Deniability of PQXDH. Signal’s recently deployed PQXDH
protocol [33] combines the classical X3DH handshake with a
PQ KEM. While not fully PQ, it provides key indistinguisha-
bility against “harvest-now-decrypt-later” adversaries, as ana-
lyzed in [5, 21, 29]. The deniability guarantees of PQXDH
were recently analyzed in [22], viewing it as a specific hand-
shake protocol proposed by [21]. The analysis assumes a
classical distinguisher, leaving deniability guarantees against
“harvest-now-judge-later” adversaries open; and only consid-
ers distinguishers either having no access to any secret key, or
full access to all secret keys (of both accusing and accused;
and for identity keys and prekeys). They hence do not capture
scenarios where accusers disclose more information to the
distinguisher than accused users. We also note that their model
does not distinguish the attained deniability guarantees when
one-time prekey bundles are, or are not, depleted.

Deniability of fully PQ protocols. Hashimoto et al. [27]
construct a PQ Signal handshake protocol from RSs, and show
deniability against honest-but-curious quantum adversaries,
using a simplification of the deniability model of [16]. To
prove deniability against malicious (classical) accusers, they
require knowledge assumptions. In concurrent work, Brendel
et al. [8] proposed a similar protocol based on designated
verifier signatures, along with a new game-based deniability
notion, which focuses solely on sender deniability but captures
scenarios where judges may coerce users to reveal secret keys.
Recently, Collins et al. [12] introduced K-Waay, a protocol
based on split-KEMs [9, 42]. They extend the framework of
Brendel et al. to model receivers who hand over their entire
state to the distinguisher. Collins et al. do not model one-
time vs. last-resort prekey bundles, but rather suggest that, if
prekey bundles run out, then the sender should reuse an old
one. However, their deniability model does not capture prekey
bundle reuse. Both [8, 12] only consider honest-but-curious
accusers, and attain deniability against quantum distinguishers.

A more detailed comparison. We here outline differences
between our deniability model for BAKE, and tailored denia-
bility models from prior works. The primary differences are
explained in Sec. 1.1. Compared to [27, 53], we allow the
distinguisher to obtain leakage from honest users; accounting
for scenarios where judges may coerce secret keys from ac-
cused users. The models introduced in [8, 22] allow judges to
compromise secrets associated to identity keys and last resort
prekeys of all users, and [12] also capture the leakage of state
associated to one-time prekeys. While our model captures
these scenarios, it also differentiates which specific keys leak
from accused as opposed to accusing users. Additionally, [8,
12] do not incorporate the simulation of prekey generation,
and limit their study to honest-but-curious adversaries. Global
deniability is not captured by the models of [8, 12, 27, 53].
Fiedler et al. [22] require deniability of prekey bundle uploads
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Table 1: Signal key exchange protocols and their deniability and security properties
Signal handshake protocol deniability properties

Protocol: X3DH PQXDH PQXDH RingXKEM SignXKEM

Classic A/D Classic A/D Classic A
Quantum D

Classic or Quantum
A/D

Classic or Quantum
A/D

Deniability Leakage Leakage Leakage QROM Leakage QROM Leakage QROMLevel leak disc leak disc leak disc leak disc leak disc

local ● ● ● ● ● ● ✓ ● ● ✓ ◕ ◔ ✓

global ◕ ● ◕ ● ◕ ● ✓ ● ● ✓ ◕ ◔ ✓

st
ro

ng
- local ●† ● ●† ● ? ? ? ●SO ● ? ◕ SO ● ?

global ◕ † ● ◕ † ● ? ? ? ●SO ● ? ◕ SO ● ?

Security [29] Classical Harvest-Now Decrypt-Later Fully post-quantum

Legend
Last-resort prekey:

No Yes

Icon leak or
disc

leak or
disc

● high high
◕ high med
◔ med low

? Open problem

◌SO
Accusers A restricted
to being senders, no

deniability otherwise.

† Proof using GGM.

Example: RingXKEM is local deniable with leakage leak = high and disclosure disc = high even if a last-resort prekey bundle was used.
SignXKEM is local deniable with leak = high and disc = med, but restricted to leak = med and disc = low if a last resort prekey bundle is used.

Remark: For strong deniability, we always set disc = high, since we have no control over the information a malicious accuser may reveal.

(i.e. of the general use of the Signal protocol), whereas we
consider deniability within specific conversations, this results
in different conclusions regarding the deniability guarantees
of PQXDH.

Scope of our work. We focus on the deniability of messages.
This means that like prior work (e.g., [8, 12]), we do not con-
sider the deniability of registering or uploading prekey bundles.
Our focus is the deniability of the handshake message and the
computation of the resulting handshake key by both sender
and receiver, even if there is evidence of registration. Other
security notions than deniability can also enhance privacy in
secure messaging. For instance, one can add sender/receiver
privacy [36, 37], metadata protection [CCS:TovWeiGil24,
28], anonymity and unlinkability [46, 50]. We leave the inter-
play of deniability and other privacy notions as an interesting
future work. We also do not consider network-level adver-
saries. We believe countermeasures such as padding [41] or
anonymous communication [17, 30] to be complimentary to
deniability, but leave their analysis open.

Lastly, deniability is not the only way to enhance privacy in
secure messaging. For instance, one can add sender/receiver
privacy [36, 37], metadata protection [CCS:TovWeiGil24,
28], anonymity and unlinkability [46, 50].

Online Version. Due to space limitations, we defer some
appendices to the full version. This version is freely available
online at eprint.iacr.org/2025/1090.

2 Modeling Signal Handshake Protocols and
Problem Setting

We model Signal handshake protocols as bundled authen-
ticated key exchange (BAKE) protocols, introduced in [29].
BAKE is a variant of the traditional AKE model allowing to
formally model prekey bundles and user states. It is general
enough to capture Signal’s X3DH and PQXDH [33,38], among

other constructions such as RingXKEM [29] and variants [8,
26, 27]. In [29], they defined key indistinguishability of BAKE,
a fundamental security property for any key exchange protocol.

In this work, we define what it means for a BAKE to be de-
niable, a key security feature of Signal’s X3DH and PQXDH
protocols. Before introducing the formal definition of denia-
bility, we recall the definition of a BAKE protocol and explain
the high-level problem setting for deniability.

Standard notations and definitions. Let Z denote the nat-
ural numbers, and Z𝑁 the natural numbers modulo 𝑁 . If 𝑃
is a point on an elliptic curve, we denote multiplication by
scalar 𝑘 as [𝑘]𝑃. We denote by 𝜆 the security parameter, and
by [𝑁] the set of integers {1, . . . , 𝑁}. Definitions of basic
cryptographic primitives such as symmetric key encryption,
signature schemes, and KEMs are deferred to App. A in the
full version.

2.1 Modeling Signal Handshake Protocols with
Bundled AKEs

We recall the definition of a BAKE protocol [29].

Definition 1. A two-round bundled authenticated key exchange
protocol BAKE consists of the following four probabilistic
polynomial time (PPT) algorithms, where 𝐿 ∈ poly(𝜆).
BAKE.IdKeyGen(1𝜆) $→ (ik, isk): The identity key gener-

ation algorithm, on input security parameter 1𝜆, outputs
identity public key ik and associated secret key isk.

BAKE.PreKeyBundleGen(isk𝑢)
$→ ( ®prek𝑢, st𝑢): On input

a user 𝑢’s identity secret key, outputs a number of prekey
bundles ®prek𝑢 = (prek𝑢,𝑡 )𝑡∈[𝐿 ]∪{ ⊥ } , and a user state st𝑢.
Prekey bundles with 𝑡 ≠ ⊥ are called one-time prekey bun-
dles, whereas prek𝑢,⊥ is called the last-resort prekey bundle.
The state may for example include the (ephemeral) secret
keys associated to public keys included in ®prek𝑢.
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BAKE.Send(isk𝑠 , ik𝑟 , prek𝑟 ,𝑡 )
$→ (𝐾, 𝜌): On input a sender

𝑠’s identity secret key isk𝑠 , the intended receiver 𝑟’s identity
key ik𝑟 , and a prekey bundle prek𝑟 ,𝑡 , outputs a session key
𝐾 and a handshake message 𝜌.

BAKE.Receive(isk𝑟 , st𝑟 , ik𝑠 , 𝑡, 𝜌) → (𝐾 ′, st𝑟 ): The (deter-
ministic) receiver algorithm, on input a receiver 𝑟’s identity
secret key isk𝑟 and state st𝑟 , a sender 𝑠’s identity key ik𝑠,
with the identifier of the used prekey bundle 𝑡 ∈ [𝐿] ∪ { ⊥ },
and a handshake message 𝜌, outputs a key𝐾 ′ and an updated
state st𝑟 . Key agreement may fail, in which case 𝐾 ′ = ⊥,
and the state is rolled back.
A BAKE protocol is a two-party protocol,with a server relay-

ing communications. Unlike standard AKE protocols, BAKE
supports prekey bundles, a feature central to Signal handshake
protocols [33, 38]. Prekey bundles, uploaded to a server, are
pre-generated key material consumed during new communi-
cation setups, enabling senders to establish secure sessions
with offline recipients, facilitating asynchronous communica-
tion. Prekey bundles are generally one-time use, which naively
limits the number of handshakes. To ensure availability, even
during extended recipient offline periods, a last-resort prekey
bundle is used when the list of one-time bundles is depleted.
This bundle, designated by the label ⊥, is not deleted after
use until the next PreKeyBundleGen is performed once back
online. In protocol execution, the server first distributes all
one-time prekey bundles; and only once these are exhausted
is the last-resort prekey used [38].

2.2 Deniability: Entities and Roles
The entities involved in deniability are categorized as follows,
following established terminologies, e.g., [11, 16, 50].
Accused users: The set of honest users, denoted asH , whose

goal is to deny their involvement in the BAKE protocol. An
accused user can either be a sender or a receiver.

(Insider) accusers: The set of corrupted users, denoted as
C, that communicate4 with an accused user. Their goal is
to prove that the accused user ran a BAKE protocol with
them. We consider two levels of insider accusers: honest-
but-curious accusers and malicious accusers. The former
honestly follows the protocol description but may collect
as much information as possible to accuse their peer; for
instance, this captures a device injected by a malware, se-
cretly storing all the states on the device while still using
the official secure messaging application. In contrast, the
latter considers much stronger accusers that can execute
arbitrary code; capturing, e.g., devices running a modified
secure messaging application.

(Outsider) accuser: An adversary aiming to prove that a pair
of honest users communicated. This could be, e.g., the server
or another user of the secure messaging application.

4Throughout the paper, for readability, we may say users 𝑢 and 𝑣 commu-
nicated with each other to mean that 𝑢 and 𝑣 participated in a BAKE protocol.

Distinguisher: An entity (often called “judge”) outputting a
verdict on whether a user participated in a BAKE protocol.

2.3 Distinguisher Capabilities
The distinguisher determines whether an accused user partici-
pated in a BAKE protocol based on a transcript (i.e., prekey
bundles and handshake message) and the session key 𝐾 . It is
important that 𝐾 also be deniable since it is used to exchange
the actual payload of the secure messaging protocol [16,53]. To
make its verdict, the distinguisher may further be provided in-
formation through so-called leakage and disclosure functions.
The former dictates how much information of the accused user
leaks to the distinguisher, whereas the latter dictates how much
information the accusing user discloses to the distinguisher.
A BAKE protocol is more deniable if it allows leaking and
disclosing more information to the distinguisher.

Leakage function for accused users. The amount of in-
formation leakage of an accused user is formalized using a
functionLleak. We consider three levels of leakage: leak = low
is the weakest setting where no leakage occurs; leak = med
leaks the identity secret key; and, leak = high leaks all secret
information of the accused user.

Definition 2. The leakage function Lleak for the set H of
accused users of a BAKE protocol is defined as follows:

Lleak
(
(isk𝑢, st𝑢)𝑢∈H

)
:=


(⊥,⊥) if leak = low(
(isk𝑢)𝑢∈H ,⊥

)
if leak = med(

(isk𝑢, st𝑢)𝑢∈H
)

if leak = high
.

Disclosure function for honest-but-curious accusers. The
amount of information disclosed by the honest-but-curious (in-
sider) accusers is formalized using a functionDdisc. Similarly
to the above,we consider three levels of disclosures: disc = low
is the weakest setting where the accuser only discloses its iden-
tity secret key; disc = med additionally discloses its current
state; lastly, disc = high further discloses the initial state out-
put by algorithm BAKE.PreKeyBundleGen. The third setting
models an honest-but-curious accuser that follows the protocol
description, but may store information without deleting it.5

Definition 3. The disclosure function Ddisc for the set C of
honest-but-curious (insider) accusers of a BAKE protocol is
defined as follows:

Ddisc
((

isk𝑢, st𝑢, stinit
𝑢

)
𝑢∈C

)
:=


(
(isk𝑢)𝑢∈C ,⊥,⊥

)
if disc=low(

(isk𝑢, st𝑢)𝑢∈C ,⊥
)

if disc=med((
isk𝑢, st𝑢, stinit

𝑢

)
𝑢∈C

)
if disc=high.

Disclosure function for malicious accusers. Malicious ac-
cusers can deviate arbitrarily from the protocol, such as by
maliciously generating prekeys, possibly without knowing the

5Considering initial state leakage for the accused user would imply that
their device was tampered with. We do not consider such settings as deniability
can be trivially lost through other means.
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associated secrets. We thus assume the malicious accuser to
always disclose their entire state stA . Note that despite the
general unpredictability of malicious accusers, we require that
stA includes their identity secret keys, based on the assumption
that they register a valid identity public key (cf. Sec. 2.5).

2.4 Scopes of Deniability

Lastly, we consider two scopes of deniability: one focused
on protecting individual users and the other on shielding the
conversation between two users as a whole.
Local deniability: Allows an accused user, either a sender or

a receiver, to deny participating in a BAKE protocol.
Global deniability: Further allows a pair of communicat-

ing accused users to simultaneously deny participating in
a BAKE protocol. This implicitly accounts for outsider ac-
cusers, while local deniability considers only insider ac-
cusers.
Formalizing what it means to “deny participating” is one of

our main technical contributions, which we explain in Sec. 3.
At a high level, in a locally deniable protocol, a distinguisher
may be convinced that either one of the users participated in
the BAKE protocol, but cannot determine which one. Local
deniability thus suffices when the accused user seeks only
individual protection. In contrast, when both communicating
users simultaneously seek deniability — such as in highly
sensitive communications, like a journalist communicating
with a source — global deniability is required. In such cases,
the distinguisher cannot exclude the possibility that the com-
munication was generated by an unrelated third party.

2.5 Modeling Choices and Simplifications

This subsection outlines the modeling choices andassumptions
underpinning our work.

Focus on deniability of protocol participation. We do not
aim to address the deniability of being a user of the secure
messaging application. Specifically, user registration of iden-
tity keys and prekey bundle uploads may not be deniable. Our
goal is to show that users using the app can plausibly deny
participating in any communication. Such practical levels of
deniability were also considered in, e.g., [8, 12].

Honest registration of identity keys. Similarly to other
works on the deniability of Signal handshake protocols [8, 32,
53], we assume that users honestly generate their identity keys.
This simplifies the definition and proofs of deniability while
maintaining practical relevance. Works allowing maliciously
generated identity keys [22, 27] rely on strong knowledge type
assumptions, forcing the proof to go throughby pushing the bur-
den onto the assumption. We can also rely on zero-knowledge
proofs, guaranteeing that a registered identity public key has
an associated identity secret key.

Disclosure vs. leakage. We assume that honest-but-curious
accusers disclose at least as much as the information leaked
from accused users, e.g., if the accused leak updated states,
then so do the accusers. This highlights that accusers are ex-
pected to actively provide information to the distinguisher
to incriminate the accused user, and limits the leakage and
disclosure combinations we analyze. We summarize the com-
binations of leakage and disclosure we consider in App. C in
the full version.

3 Defining Deniable Bundled AKE Protocols

We define the deniability of a BAKE protocol. The main nov-
elty in our definitions is a new pragmatic metric for denia-
bility, inspired by differential privacy and differential indis-
tinguishability [2, 19, 40], which may be of an independent
interest. Looking ahead, our definition allows constructing a
post-quantum BAKE protocol using a new efficient “deniable”
ring signature based on the NIST-standardized Falcon.

3.1 Overview of Our Deniability Definition

Say an accused user wants to deny participating in a certain
protocol, or, more formally, the user wants to prove that any evi-
dence the distinguisher holds could have come from somebody
else. In the context of a BAKE protocol, evidence is the proto-
col transcript (prekey bundles and handshake message) and
the session key, cf. Sec. 2.3. A standard way to formalize this
is to construct a simulator that can output simulated evidence
indistinguishable from real evidence to a distinguisher [20].
This has been used to define deniable AKEs, e.g., [16]. We
highlight that this simulator must not only exist but also be
constructible in the real world [43]. An accused user must
convince the judge (i.e., distinguisher) by showing that such a
simulator could have been actually used by the accuser.

We also use simulators to define deniability of a BAKE
protocol, but with a twist, inspired by concepts in differen-
tial privacy and differential indistinguishability [2, 19, 40].
Prior works required the real evidence 𝜋real and simulated
evidence 𝜋sim to be indistinguishable by a distinguisher D.
That is, they (informally) required the statistical distance to be
close: |Pr[D(𝜋real) = 0] − Pr[D(𝜋sim) = 0] | = 𝛿(𝜆) for some
negligible function 𝛿. While sufficient, we observe this level of
deniability to be overly conservative. In practice, the accused
user only needs to prove that a simulator could have generated
the evidence, not that the simulator outputs evidence with the
same probability as the accused user. As a concrete example,
assume the evidence includes a ring signature 𝜎 where the
ring consists of two users: the accused 𝑢 and the accuser 𝑣.
Roughly, prior definitions require that the probability of 𝑢 and
𝑣 outputting 𝜎 is identical. We relax this so that there could
be a higher chance that 𝑢 outputs 𝜎, as long as 𝑣 could have
output 𝜎. Put differently, while 𝜎 is more likely to have come
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from 𝑢, we cannot deny the possibility that it came from 𝑣.
This is sufficient for 𝑢 to plausibly deny the conversation.

In order to formalize this idea, we introduce a multiplicative
slack 𝜇(𝜆), and only require a relaxed condition: Pr[D(𝜋real) =
0] ≤ 𝜇(𝜆) · Pr[D(𝜋sim) = 0] + 𝛿(𝜆). Technically, this means
the two distributions are close in terms of the hockey-stick
divergence [48]. While the original definition is recovered by
setting 𝜇(𝜆) = 1 + negl(𝜆), we obtain a relaxed definition
by setting, say 𝜇(𝜆) = 1 + 0.1. This indicates that while the
evidence is (roughly) 10% more likely to have come from the
accused user, we cannot ignore the high possibility that the
accuser outputs it by running the simulator.6

The benefit of relaxing the definition becomes clear when
we later construct a post-quantum BAKE protocol based on
ring signatures. We notice that while a ring signature based
on the same parameter sets as Falcon [47] is insufficient for
the standard notion of deniability, it is sufficient for the re-
laxed definition with a multiplicative slack 𝜇(𝜆) = 1 + 2−27.
See Sec. 5 and Sec. 6.1 for details.

3.2 Deniability Against Honest-but-Curious
Accusers

We first define local and global deniability against honest-but-
curious accusers,7 formally defined through a game in Alg. 1.
The distinguisher D is given the set of identity keys and prekey
bundles, and can adaptively query transcripts exchanged be-
tween users (cf. Ln. 16). At the end of the game, D is given the
leakage and disclosed information of the accused and accusing
users (cf. Lns. 19 to 21). It then outputs some bit 𝑏 (e.g., a
verdict of the judge). As discussed above, we require that the
probability D outputs 𝑏 in the real world (i.e., mode = real)
is overwhelmingly likely to be within some multiplicative
slack 𝜇 of the probability D outputs 𝑏 in the simulated world
(i.e., mode = sim). Importantly, our definition captures the
deniability of last-resort prekey bundles as well (cf. Ln. 28).

The simulated world is defined using a simulator Sim =

(SimPreK,SimTrans,SimStH ,SimStC). Below, for readabil-
ity, we call the accused and accusing users as honest and cor-
rupted users, denoted withH and C, respectively. As shown in
Ln. 13, SimPreK simulates the prekey bundles of all the users.
Importantly, we allow simulation of the honest users’ prekey
bundles as these are not necessarily tied to the identity key,
which we assume to be honestly registered (see Sec. 2.5). As
an example, assume a prekey bundle consisting of two public
keys where one key is signed using the identity key, while the
other is not. Generating the latter key can then be plausibly
denied, as it could have been injected by an accuser.

6Note that we do not require the other direction: Pr[D(𝜋sim ) = 0] ≤
𝜇′ (𝜆) · Pr[D(𝜋real ) = 0] + 𝛿′ (𝜆) . We only care that if some verdict was
made using a real evidence, then the same verdict could have been made on a
simulated evidence.

7As our definition implicitly captures outsider accusers, accusers will
mean insider accusers in this section unless otherwise stated (cf. Sec. 2.2).

Next, SimTrans simulates the honest user’s transcripts and
session keys using only the accuser’s secret information. In-
sider sender and receiver accusers are captured by Lns. 33
to 37, respectively. Outsider accusers, used for global denia-
bility, are captured by Lns. 38 to 40, where no user secrets are
provided to the simulator.

Lastly, SimStH and SimStC simulate the honest and cor-
rupt user’s state, which may be leaked and disclosed to the
distinguisher, respectively.8 As the state is only used by the
BAKE.Receive algorithm, SimStH is run when simulating an
honest receiver 𝑟’s updated state (cf. Ln. 41). Importantly, we
do not allow SimStH to take the sender information 𝑠 (and
hence simulation state stSim) as input. This is because if re-
ceiver 𝑟’s updated state depended on the sender 𝑠, the state
may prove to the distinguisher that 𝑟 was communicating with
𝑠. As an extreme example, consider a BAKE protocol where
the updated state includes a signature on 𝑠 under 𝑟’s iden-
tity key; such a protocol where the updated state depends on
the sender should not be considered deniable. On the other
hand, we allow SimStH to take the identity secret key isk𝑟
as input since, by definition of the BAKE.PreKeyBundleGen
algorithm, the state can depend on isk𝑟 . Finally, we consider
a one-shot simulation for the corrupted users, where SimStC
outputs the initial and updated states (cf. Ln. 18). As SimStC
can take the simulation state stSim as input, which can record
all the oracle queries to OATK, this is without loss of generality.

Formally, we define local and global deniability as follows.
Definition 4 (Local deniability). Let N := [𝑁] for 𝑁 ∈ N
be the set of all users, H ⊆ N such that H ≠ ∅ be the set
of accused users, and C := N\H be the set of accusers. Let
𝑄 = poly(𝜆) be an upper bound on the number of oracle
queries made by the distinguisher D.

A BAKE protocol is (𝜇, 𝛿)-locally deniable against
honest-but-curious accusers with respect to leakage func-
tion Lleak and disclosure function Ddisc with leak, disc ∈
{low,med, high}, if there exists an efficient simulator Sim =

(SimPreK,SimTrans,SimStH ,SimStC) such that for any ef-
ficient distinguisher D we have

Pr
[
Gamelocal

D,H,Lleak ,Ddisc
(1𝜆, real) = 0

]
≤ 𝜇(𝜆, 𝑄) ·Pr

[
Gamelocal

D,H,Lleak ,Ddisc
(1𝜆, sim) = 0

]
+𝛿(𝜆),

where Gamelocal
D,H,Lleak ,Ddisc

is given in Alg. 1.
Definition 5 (Global deniability). We define global deniabil-
ity identically to local deniability in Def. 4 except that the
distinguisher D plays the game Gameglobal

D,H,Lleak ,Ddisc
in Alg. 1.

Above, we allow the multiplicative slack 𝜇 to depend on the
number of queries D makes. This allows for tighter analysis
using a Falcon-based ring signature as Falcon also assumes
an upper-bound on the number of signatures (i.e., 𝑄 = 264).

8Put differently, we can ignore these simulators if leak ∈ { low, med }
or disc = low (cf. Sec. 2.3).
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Algorithm 1 Games for local and global deniability with re-
spect to leakage function Lleak, and disclosure functionDdisc.
Boxed text is only relevant to global deniability.

1: function GameATK
D,H,Lleak ,Ddisc

(1𝜆, mode)
2: C := N \H
3: for user 𝑢 ∈ N do
4: (ik𝑢, isk𝑢)

$← BAKE.IdKeyGen(1𝜆)
5: counter𝑢 := 0 ⊲ Track how many prekey bundles are used
6: if ⟦𝑢 ∈ H⟧ then
7: ( ®prek𝑢, st𝑢)

$← BAKE.PreKeyBundleGen(isk𝑢)
8: if ⟦mode = real⟧ then
9: for user 𝑢 ∈ C do

10: ( ®prek𝑢, st𝑢)
$← BAKE.PreKeyBundleGen(isk𝑢)

11: stinit
𝑢 := st𝑢

12: else ⊲ mode = sim
13: ⊲ Simulate prekey bundles of accused usersH ⊳

14: (( ®prek∗𝑢)𝑢∈H , ( ®prek𝑢)𝑢∈C , stSim)
$← SimPreK

(
(ik𝑢)𝑢∈N , (isk𝑢)𝑢∈C , ( ®prek𝑢)𝑢∈H

)
15: ( ®prek𝑢)𝑢∈H ← ( ®prek∗𝑢)𝑢∈H
16: stD

$← DOATK ((ik𝑢, ®prek𝑢)𝑢∈N) ⊲ D obtains transcripts
17: if ⟦mode = sim⟧ then
18: (st𝑢, stinit

𝑢 )𝑢∈C
$← SimStC (stSim) ⊲ Corrupted states

19: leakD:=Lleak ((isk𝑢, st𝑢)𝑢∈H)
20: discD:=Ddisc ((isk𝑢, st𝑢, stinit

𝑢 )𝑢∈C)
21: auxD := (leakD, discD)
22: 𝑏

$← D (stD, auxD) ⊲ D outputs a bit 𝑏 ∈ {0, 1}
23: return 𝑏
24: function OATK(𝑠, 𝑟)
25: require ⟦(𝑠, 𝑟) ∈ N × N⟧ ∧ ⟦𝑠 ≠ 𝑟⟧ ∧ ⟦(𝑠, 𝑟) ∉ C × C⟧
26: if ⟦ATK = Local⟧ then require ⟦(𝑠, 𝑟) ∉ H ×H⟧
27: counter𝑟 ← counter𝑟 + 1; 𝑡 := counter𝑟
28: if ⟦𝑡 > 𝐿⟧ then 𝑡 ← ⊥ ⊲ Use last-resort prekey bundle
29: if ⟦mode = real⟧ then ⊲ Run real sender and receiver
30: (𝐾, 𝜌) $← BAKE.Send(isk𝑠 , ik𝑟 , prek𝑟 ,𝑡 )
31: (𝐾′, st𝑟 )

$← BAKE.Receive(isk𝑟 , st𝑟 , ik𝑠 , 𝑡, 𝜌)
32: else ⊲ mode = sim
33: if ⟦(𝑠, 𝑟) ∈ H × C⟧ then ⊲ Simulate with receiver secrets
34: (𝐾, 𝜌, stSim)

$← SimTrans(isk𝑟 , stSim, (𝑠, 𝑟, 𝑡))
35: else ⊲ Honest receiver
36: if ⟦(𝑠, 𝑟) ∈ C × H⟧ then ⊲ Simulate with sender secrets
37: (𝐾′, 𝜌, stSim)

$← SimTrans(isk𝑠 , stSim, (𝑠, 𝑟, 𝑡))
38: else ⊲ (𝑠, 𝑟) ∈ H ×H ⇒ ATK = Global
39: ⊲ Simulate without any secrets ⊳

40: (𝐾, 𝐾′, 𝜌, stSim)
$← SimTrans(⊥, stSim, (𝑠, 𝑟, 𝑡))

41: st𝑟
$← SimStH (isk𝑟 , st𝑟 ) ⊲ Update honest receiver state

42: if ⟦(𝑠, 𝑟) ∈ H × C⟧ then return (𝐾, 𝜌)
43: else if ⟦(𝑠, 𝑟) ∈ C × H⟧ then return (𝐾′, 𝜌)
44: else return (𝐾, 𝐾′, 𝜌) ⊲ (𝑠, 𝑟) ∈ H ×H ⇒ ATK = Global

Remark 1. For simplicity, our model does not explicitly cap-
ture asymmetric deniability, but can be extended to do so.
For instance, deniability for accused users who are always
receivers can be modeled by restricting the distinguisher to
query OATK only on inputs (𝑠, 𝑟), where 𝑟 ∈ H . This scenario

applies when 𝑟 never initiates conversations with unknown
users. For some protocols discussed in this work, we demon-
strate stronger deniability guarantees for accused receivers.

3.3 Deniability Against Malicious Accusers
We define strong local and global deniability, that is deniability
against malicious accusers, similarly as above except that we
explicitly consider an accuser algorithm A in the real world
(cf. Alg. 2, Ln. 9, and Alg. 3, Ln. 11). Note that in Alg. 2, Ln. 9
we no longer assume prekey bundles are honestly generated.
Moreover, the simulator SimA can depend on the accuser A
— this is sufficient as an accused user can plea that an accuser
was internally running SimA .

We also make a subtle yet crucial design choice. Specifically,
we only consider deniability of successful BAKE executions.
If a malicious sender sends a handshake message 𝜌 which
is not accepted (i.e., the honest receiver outputs ⊥), then we
do not require deniability (cf. Lns. 19 to 24). This is because
an accused user only needs to deny having sent a message
to the sender using the established session key; if no keys
were established, there is no need to deny. This allows us to
get around an artificial theoretical obstacle in the proof: the
simulator SimTransA no longer needs to know if 𝜌 output by
the malicious sender is accepted, which it cannot know without
the receiver’s secret keys. Concretely, we allow SimTransA to
output a simulated session key𝐾 ′∗, conditioned on the receiver
accepting — if the receiver rejects, then𝐾 ′∗ is simply discarded
by the game. Lastly, since SimStH needs to simulate the honest
receiver’s updated state, the game roles back the updated state
after executing BAKE.Receive (cf. Lns. 20 and 21).

We define strong local and global deniability as follows.
Definition 6 (Strong local deniability). Let 𝑁,H , C, 𝑄 be
defined as in Def. 4. A BAKE protocol is (𝜇, 𝛿)-strongly
local deniable against malicious accusers with respect to
leakage function Lleak with leak ∈ {low,med, high}, if for
any efficient accuser A, there exists an efficient simulator
SimA = (SimPreKA ,SimTransA ,SimStH ,SimStA) such
that for any efficient distinguisher D we have

Pr
[
Gamestrong-local

A,D,H,Lleak
(1𝜆, real) = 0

]
≤ 𝜇(𝜆, 𝑄) · Pr

[
Gamestrong-local

A,D,H,Lleak
(1𝜆, sim) = 0

]
+ 𝛿(𝜆),

where Gamestrong-local
A,D,H,Lleak

is given in Alg. 2.
Definition 7 (Strong global deniability). We define strong
global deniability identically to strong local deniability
in Def. 6, except that the distinguisher D plays the game
Gamestrong-global

A,D,H,Lleak
in Alg. 2.

4 Deniability of X3DH and PQXDH

X3DH is the original handshake protocol used by Signal [38],
based on Triple Diffie–Hellman [34]. In 2023, Signal rolled

6804    34th USENIX Security Symposium USENIX Association



Algorithm 2 Games for strong local and global deniability with
respect to a leakage function Lleak. Shaded boxes highlight
differences compared to standard deniability.

1: function Gamestrong-ATK
A,D,H,Lleak

(1𝜆, mode)
2: C := [𝑁] \ H
3: for user 𝑢 ∈ [𝑁] do
4: (ik𝑢, isk𝑢)

$← BAKE.IdKeyGen(1𝜆)
5: counter𝑢 := 0 ⊲ Keep track of num prekey bundles used
6: if ⟦𝑢 ∈ H⟧ then
7: ( ®prek𝑢, st𝑢)

$← BAKE.PreKeyBundleGen(isk𝑢)
8: if ⟦mode = real⟧ then ⊲ Adversarial prekey bundles

9: (( ®prek𝑢)𝑢∈C , stA )
$← A((ik𝑢)𝑢∈[𝑁 ] , (isk𝑢)𝑢∈C , ( ®prek𝑢)𝑢∈H)

10: if ⟦mode = sim⟧ then

11: (( ®prek∗𝑢)𝑢∈H , ( ®prek𝑢)𝑢∈C , stSim)
$← SimPreKA ((ik𝑢)𝑢∈[𝑁 ] , (isk𝑢)𝑢∈C , ( ®prek𝑢)𝑢∈H)

12: ( ®prek𝑢)𝑢∈H ← ( ®prek∗𝑢)𝑢∈H ⊲ Simulate for accusedH
13: ⊲ D obtains transcripts exchanged between users ⊳

14: stD
$← DOATK ((ik𝑢, ®prek𝑢)𝑢∈[𝑁 ] ) ⊲ cf. Alg. 3

15: if ⟦mode = sim⟧ then
16: stA

$← SimStA (stSim) ⊲ Simulate adversary state
17: leakD:=Lleak ((isk𝑢, st𝑢)𝑢∈H)
18: auxD := (leakD, stA )
19: ⊲ D outputs 𝑏 ∈ {0, 1} after obtaining leakage auxD ⊳

20: 𝑏
$← D(stD, auxD)

21: return 𝑏

out a variant PQXDH [38], which adds a post-quantum KEM
key exchange to X3DH, securing against harvest-now, decrypt-
later (HNDL) adversaries. In this section, we examine the
deniability of X3DH and PQXDH.

4.1 The X3DH and PQXDH Protocols
In Alg. 4, we give the identity key generation algorithm and
the algorithm that is used for prekey bundle generation in
X3DH and PQXDH as described by Hashimoto et al. [29].
PQXDH is a strict extension to X3DH; functionality that is
exclusive to PQXDH is marked with a gray dotted box. The
classic key agreement for both consists of Diffie–Hellman
(DH) with combinations of the sender and receiver’s long-
term identity keys, the receiver’s prekey bundle’s signed DH
prekey, and, if not using a last-resort prekey bundle, one-time
DH prekey, and an ephemeral DH key generated by the sender
(cf. Lns. 7 to 12). PQXDH simply adds a KEM key exchange
to X3DH, as shown in Ln. 13.

The description of the Send algorithm for X3DH and
PQXDH is given in Alg. 5, where PQXDH-specific function-
ality is marked with a gray dotted box.

Note that we follow the description given by [29, Section 4],
which adds a confirmation tag in lieu of modeling the sending
of an encrypted message as in Signal’s documentation. In
practice, Signal uses the Double Ratchet algorithm to send

Algorithm 3 The oracle for strong local and global deniability
games used in Alg. 2. Shaded boxes highlight differences
compared to standard deniability. Boxed text is only relevant
to global deniability. In Ln. 21, “_” indicates that sttmp is
deleted and no longer used by the game.

1: function OATK(𝑠, 𝑟)
2: require ⟦(𝑠, 𝑟) ∈ [𝑁] × [𝑁]⟧ ∧ ⟦𝑠 ≠ 𝑟⟧ ∧ ⟦(𝑠, 𝑟) ∉ C × C⟧
3: if ⟦ATK = Local⟧ then require ⟦(𝑠, 𝑟) ∉ H ×H⟧
4: counter𝑟 ← counter𝑟 + 1
5: 𝑡 := counter𝑟
6: if ⟦𝑡 > 𝐿⟧ then 𝑡 ← ⊥ ⊲ Use last-resort prekey bundle
7: if ⟦mode = real⟧ then
8: if ⟦𝑠 ∈ H⟧ then ⊲ Run sender
9: (𝐾, 𝜌) $← BAKE.Send(isk𝑠 , ik𝑟 , prek𝑟 ,𝑡 )

10: else ⊲ 𝑠 ∈ C, malicious sender
11: (𝜌, stA )

$← A(isk𝑠 , stA , (𝑠, 𝑟, 𝑡))
12: if ⟦𝑟 ∈ H⟧ then ⊲ Run receiver
13: (𝐾′, st𝑟 )

$← BAKE.Receive(isk𝑟 , st𝑟 , (ik𝑠 , 𝑡, 𝜌))
14: else ⊲ mode = sim
15: if ⟦(𝑠, 𝑟) ∈ H × C⟧ then ⊲ Simulate with receiver secrets
16: (𝐾, 𝜌, stSim)

$← SimTransA (isk𝑟 , stSim, (𝑠, 𝑟, 𝑡))
17: else ⊲ Honest receiver
18: if ⟦(𝑠, 𝑟) ∈ C × H⟧ then ⊲ Simulate with sender secrets
19: (𝐾′∗, 𝜌, stSim)

$← SimTransA (isk𝑠 , stSim, (𝑠, 𝑟, 𝑡))
20: sttmp := st𝑟 ⊲ Copy state
21: (𝐾′, _) $← BAKE.Receive(isk𝑟 , sttmp, (ik𝑠 , 𝑡, 𝜌))
22: ⊲ Replace with simulated key if receiver accepts ⊳

23: if ⟦𝐾′ ≠ ⊥⟧ then
24: 𝐾′ ← 𝐾′∗

25: else ⊲ (𝑠, 𝑟) ∈ H ×H ⇒ ATK = Global
26: ⊲ Simulate without any secrets ⊳

27: (𝐾, 𝐾′, 𝜌, stSim)
$← SimTransA (stSim, (𝑠, 𝑟, 𝑡))

28: st𝑟 ← SimStH (isk𝑟 , st𝑟 ) ⊲ Update honest receiver state
29: if ⟦(𝑠, 𝑟) ∈ H × C⟧ then return (𝐾, 𝜌)
30: else if ⟦(𝑠, 𝑟) ∈ C × H⟧ then return (𝐾′, 𝜌)
31: else return (𝐾, 𝐾′, 𝜌) ⊲ (𝑠, 𝑟) ∈ H ×H ⇒ ATK = Global

this message; internally, it contains a MAC that achieves the
same functionality. Hashimoto et al. write that Signal is con-
sidering similar changes to add better separation between the
PQXDH and Double Ratchet protocols. For a detailed compar-
ison between Alg. 5, the Signal documentation, and Signal’s
implementation, refer to [29, Appendix C].

Algorithm 6 shows the algorithm used by receivers in X3DH
and PQXDH. The key computation is analogous to that in the
Send algorithm given by Alg. 5; however, to prevent replay
attacks, the Receive algorithm additionally records a list of
messages received. For details about this protection measure,
refer to Hashimoto et al. [29, Sec. 4].

4.2 Summary: Deniability of X3DH & PQXDH
We summarize the levels of deniability satisfied by X3DH and
PQXDH. See Tab. 1 for a complete overview, and recall that
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Algorithm 4 X3DH and PQXDH identity key
and prekey bundle generation algorithms [29].
PQXDH-exclusive code is marked like this.

1: function PQX3DH.IdKeyGen(1𝜆)
2: isk $← Z𝑝 ; ik := [isk]𝐺
3: (vk, sk) $← Sig.KeyGen (1𝜆)
4: return (ik := (ik, vk), isk := (isk, sk))

1: function PQX3DH.PreKeyBundleGen(isk𝑢)
2: (isk𝑢, sk𝑢) ← isk𝑢
3: 𝐷prek , 𝐷𝜌⊥ := ∅ ⊲ Initialize empty lists
4: ⊲ Generate what Signal calls the signed prekey ⊳

5: spksec𝑢
$← Z𝑝 ; spk𝑢 := [spksec]𝐺

6: 𝜎spku

$← Sig.Sign(sk𝑢, spk𝑢)
7: ⊲ Create the 𝐿 one-time prekey bundles ⊳

8: for 𝑡 ∈ [𝐿] do
9: osk𝑢,𝑡

$← Z𝑝 ; opk𝑢,𝑡 := [osk𝑢,𝑡 ]𝐺
10: (ek𝑢,𝑡 , dk𝑢,𝑡 )

$← KEM.KeyGen (1𝜆)
11: 𝜎eku,t

$← Sig.Sign (sk𝑢, ek𝑢,𝑡 )

12: prek𝑢,𝑡 := (spk𝑢, 𝜎spku
, opk𝑢,𝑡 , ek𝑢,𝑡 , 𝜎eku,t )

13: 𝐷prek [𝑡] ← (prek𝑢,𝑡 , (spksec𝑢, osk𝑢,𝑡 , dk𝑢,𝑡 ))
14: ⊲ Set up the last-resort prekey bundle ⊳

15: (ek𝑢,⊥, dk𝑢,⊥)
$← KEM.KeyGen (1𝜆)

16: 𝜎eku,⊥
$← Sig.Sign (sk𝑢, ek𝑢,⊥)

17: prek𝑢,⊥ := (spk𝑢, 𝜎spku
,⊥, ek𝑢,⊥, 𝜎eku,⊥ )

18: 𝐷prek [𝐿 + 1] ← (prek𝑢,⊥, (spksec𝑢,⊥, dk𝑢,⊥))
19: return ( ®prek𝑢, st𝑢 := (𝐷prek , 𝐷𝜌⊥ ))

the level of deniability can be sorted based on the leakage func-
tion Lleak and disclosure function Ddisc, where (leak, disc)
dictates the amount of secret information given to the distin-
guisher (cf. Sec. 2.3). For the formal statements, see App. F
in the full version.

Local deniability. Both protocols achieve the highest level
of local deniability (i.e., (leak, disc) = (high, high)). For
X3DH, this matches our intuition since the sender and receiver
hold a symmetric role in the generation of the session key 𝐾 .
This is also the case for PQXDH: the honest sender remains
deniable since KEM.Encaps can be run publicly; the honest re-
ceiver remains deniable since, assuming an honest-but-curious
accusing sender, (informally) the accuser knows the outcome
of KEM.Decaps. Importantly, we show that local deniabil-
ity of PQXDH holds even if the accuser is classical but the
distinguisher is quantum (i.e., HNJL security).

Global deniability. Global deniability is more nuanced. If
the accused users never deplete their one-time prekey bundles,
both protocols achieve the highest level of global deniability
(i.e., (leak, disc) = (high, high)). However, if the accused user
used their last-resort prekey bundle, it can only support global
deniability with (leak, disc) = (med, high), i.e., the accused

Algorithm 5 The PQXDH and X3DH.Send algorithm [29].

1: function PQX3DH.Send(isk𝑠 , ik𝑟 , prek𝑟 )
2: (isk𝑠 , sk𝑠) ← isk𝑠; (ik𝑟 , vk𝑟 ) ← ik𝑟
3: ⊲ opk𝑟 = ⊥ if prek𝑟 is a last-resort key bundle ⊳

4: (spk𝑟 , 𝜎spkr , opk𝑟 , ek𝑟 , 𝜎ekr ) ← prek𝑟
5: require ⟦Sig.Verify(vk𝑟 , spk𝑟 , 𝜎spkr ) = 1⟧
6: require ⟦Sig.Verify(vk𝑟 , ek𝑟 , 𝜎ekr ) = 1⟧
7: esk $← Z𝑝 , epk := [esk]𝐺
8: ss1 := [isk𝑠]spk𝑟 ; ss2 := [esk]ik𝑟
9: ss3 := [esk]spk𝑟 ; ss := ss1∥ss2∥ss3

10: if ⟦opk𝑟 ≠ ⊥⟧ then ⊲ One-time prekey bundle
11: ss4 := [esk]opk𝑟
12: ss := ss1∥ss2∥ss3∥ss4

13: (ssKEM, ct) $← KEM.Encaps(ek𝑟 )
14: content := ik𝑠 ∥ik𝑟 ∥prek𝑟 ∥epk ∥ct
15: 𝐾 ∥𝜏conf := KDF(ss ∥ssKEM , content)
16: 𝜌 := (epk, ct, 𝜏conf) ⊲ Handshake message
17: return (𝐾, 𝜌)

user cannot deny if its user state st𝑢 leaks to the distinguisher.
At a high level, to argue X3DH is globally deniable, the

session key and handshake message (𝐾, 𝜌) must be simu-
latable without relying on any secret of the sender and re-
ceiver. In case the sender’s one-time prekey bundle is used,
this follows from 𝐾 being KDF-derived from a DH agreement
between a one-time prekey opk𝑟 and an ephemeral key epk
(cf. Alg. 5, Ln. 12). Namely, since the secrets of opk𝑟 and epk
are deleted from the receiver and sender states respectively, a
distinguisher cannot distinguish between a correctly generated
𝐾 and a randomly sampled 𝐾 by an outside accuser, assuming
the hardness of DDH. In contrast, when a last-resort prekey
bundle is used, key 𝐾 can be derived by a distinguisher holding
both the receiver’s isk𝑟 and st𝑟 , which includes spksec𝑟 (see
Alg. 6, Lns. 12 and 13). Hence, accused users can only leak
their identity secret key (i.e., leak = med).

Global deniability of PQXDH is shown quite differently and
relies on the IND-CPA security of the KEM. This is because
against a quantum distinguisher, the argument used above fails;
DDH is no longer hard.9 We show deniability by the session
key 𝐾 being KDF-derived from KEM key ssKEM (cf. Alg. 5,
Ln. 14). As long as the distinguisher cannot decrypt the ci-
phertext ct included in 𝜌, 𝐾 remains indistinguishable.

Strong local and global deniability. Unlike previous works
relying on knowledge type assumptions, we rely on the generic
group model (GGM) [49] to show strong (local and global)
deniability. Knowledge assumptions assume the existence of
knowledge extractors, for which there exist no concrete con-
structions. The resulting simulators are hence not efficiently
implementable, which violates the requirements of [43], requir-

9Against classical D, global deniability of PQXDH follows from X3DH.
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Algorithm 6 The PQXDH and X3DH.Receive algorithm [29].

1: function PQX3DH.Receive(isk𝑟 , st𝑟 , ik𝑠 , 𝑡, 𝜌)
2: (isk𝑟 , sk𝑟 ) ← isk𝑟 ; (ik𝑠 , vk𝑠) ← ik𝑠
3: (𝐷prek, 𝐷𝜌⊥ ) ← st𝑟
4: if ⟦𝑡 ≠ ⊥⟧ then ⊲ One-time prekey bundle
5: require ⟦𝐷prek [𝑡] ≠ ⊥⟧ ⊲ Check if unused.
6: (prek𝑟 ,𝑡 , (spksec𝑟 , osk𝑟 ,𝑡 , dk𝑟 ,𝑡 )) ← 𝐷prek [𝑡]
7: else ⊲ Last-resort prekey bundle (i.e., 𝑡 = ⊥)
8: require ⟦𝜌 ∉ 𝐷𝜌⊥⟧ ⊲ Check 𝜌 is not replayed.
9: 𝐷𝜌⊥ ← 𝐷𝜌⊥ ∪ { 𝜌 }

10: (prek𝑟 ,𝑡 , (spksec𝑟 ,⊥, dk𝑟 ,𝑡 )) ← 𝐷prek [𝑡]
11: (epk, ct, 𝜏conf) ← 𝜌

12: ss1 := [spksec𝑟 ]ik𝑠; ss2 := [isk𝑟 ]epk
13: ss3 := [spksec𝑟 ]epk; ss := ss1∥ss2∥ss3
14: if ⟦𝑡 ≠ ⊥⟧ then ⊲ One-time prekey bundle
15: ss4 := [osk𝑟 ,𝑡 ]epk; ss := ss1∥ss2∥ss3∥ss4

16: ssKEM ← KEM.Decaps(dk𝑟 ,𝑡 , ct)
17: content := ik𝑠 ∥ik𝑟 ∥prek𝑟 ,𝑡 ∥epk ∥ct
18: 𝐾 ∥𝜏′conf := KDF(ss ∥ssKEM , content)
19: require ⟦𝜏conf = 𝜏

′
conf⟧

20: ⊲ Delete prekey bundle if not last-resort ⊳

21: if ⟦𝑡 ≠ ⊥⟧ then 𝐷prek [𝑡] ← ⊥
22: st𝑟 ← (𝐷prek, 𝐷𝜌⊥ )
23: return (𝐾, st𝑟 )

ing accusers the ability to show the existence of such simulator
to the judge in practice. While GGM is an idealized model,
it allows to concretely write down a simulator assuming a
generic accuser, aligning better with the notion of deniabil-
ity. Indeed, GGM has been used by Signal’s private group
system [10], giving us more confidence in generic accusers.

We can straightforwardly prove strong local and global deni-
ability of X3DH in the GGM with the same level of information
leakage and disclosure considered by non-strong deniability.
One limitation, however, is that GGM assumes a prime-order
group, whereas X3DH uses the non-prime-order X25519. We
can get around this by either relying on a prime-order group
such as Ristretto, used by Signal’s private group system [10],
or extending GGM to work over non-prime groups. We leave
these considerations for future work.

Similarly, we show strong local and global deniability of
PQXDH against a classical accuser and a classical distin-
guisher. However, interestingly, we are not able to prove strong
deniability against a quantum distinguisher. This is caused by
our reliance on the GGM, a model that only assumes generic
adversaries; the proof cannot handle a classical accuser in the
GGM, while considering a quantum distinguisher perform-
ing non-generic operations (i.e., breaking DL using Shor’s
algorithm). We thus leave it as an interesting open problem to

show HNJL deniability of PQXDH.10

Remark 2. In our BAKE model, all elements of a pre-key
bundle run out simultaneously. However, in the actual specifi-
cation of PQXDH, last resort KEM keys may be used before
one runs out of one time prekeys opk𝑟 ,𝑡 and vice versa. This
does not harm our deniability results for PQXDH. As this
follows from the same argument as above, only with more case
distinctions, we refer the interested reader to App. F.5 in the
full version.

5 Deniability of RingXKEM

RingXKEM is a PQ Signal handshake protocol by Hashimoto
et al. [29], using ring signatures to simultaneously ensure
authentication and deniability. This is an optimized protocol
based on [8, 26, 27] where receiver bandwidth and storage
requirements on the server are reduced by using Merkle trees
for the authentication of prekey bundles.

5.1 Deniable Ring Signatures
We first recall the syntax of ring signatures. Standard notions
of correctness and unforgeability are provided in App. A.4 in
the full version.

Definition 8 (Ring Signatures). A ring signature (RS) scheme
consists of three PPT algorithms:
RS.KeyGen(1𝜆) $→ (rvk, rsk): On input the security param-

eter 1𝜆, it outputs a pair of keys (rvk, rsk).
RS.Sign(rsk,M,RL) $→ sig: On input a secret key rsk, a

message M, and a list of public keys equipped with some
canonical ordering, i.e., a ring, RL = {rvk1, . . . , rvk𝑁 }, it
outputs a signature sig.

RS.Verify(RL,M, sig) → 1/0: On input a ring RL =

{rvk1, . . . , rvk𝑁 }, a message M, and a signature sig, it out-
puts 1 if the signature is valid and 0 otherwise.

Deniability: weakening anonymity. The standard notion
of anonymity guarantees that signatures produced using two
secret keys are indistinguishable. While sufficient, we observe
that, thanks to our new metric for measuring the deniability
of BAKEs in terms of the hockey-stick divergence, we can
relax anonymity (cf. Sec. 3.1). Informally, we only care that
signatures remain deniable; the signatures do not provide hard
evidence about which secret key was used to sign a message.

Definition 9 (Deniability). Let 𝜇 : N×N→ R+ be a positive-
valued function and 𝑄 = poly(𝜆) an upper bound on the
number of signing queries. A ring signature scheme is (𝜇, 𝛿)-
deniable if for any 𝑁 = poly(𝜆), and efficient adversary A,

10We can bypass this issue by simply relying on a strong knowledge type
assumption allowing for a knowledge extractor. However, as mentioned above,
this does not give any concrete means to construct a simulator in the real
world, rendering the result useless in practice.
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Algorithm 7 Game for the deniability of RS.

1: function GameDeny
RS,𝑏,A(1𝜆, 𝑄)

2: for user 𝑢 ∈ [𝑁] do (rvk𝑢, rsk𝑢)
$← RS.KeyGen(1𝜆)

3: 𝑞 := 0 ⊲ Number of queries made
4: return 𝑏 $← AORS.Sign ( ·, ·, · ) ((rvk𝑢, rsk𝑢)𝑢∈[𝑁 ])
5: function ORS.Sign(M, 𝑢0, 𝑢1)
6: require ⟦(𝑢0, 𝑢1) ∈ [𝑁] × [𝑁]⟧ ∧ ⟦𝑞 < 𝑄⟧
7: 𝑞 ← 𝑞 + 1
8: return 𝜎 $← RS.Sign(rsk𝑢𝑏 ,M, { rvk𝑢0 , rvk𝑢1 })

Pr
[
GameDeny

RS,0,A (1
𝜆, 𝑄) = 0

]
≤ 𝜇(𝜆, 𝑄) · Pr

[
GameDeny

RS,1,A (1
𝜆, 𝑄) = 0

]
+ 𝛿,

with 𝛿 = negl(𝜆), and where GameDeny
RS,𝑏,A is defined in Alg. 7.

As alluded to in Sec. 3.1, the main benefit of our new defini-
tion is that it provides justification to formally use “reasonably”
anonymous RSs. Indeed, we show that an RS based on the
NIST-standardized Falcon [47] is deniable with a multiplica-
tive slack 𝜇 = 1 + 2−27; if we used the standard notion of
anonymity, this translates to a mere 27-bits of security. This
indicates that deniability is a more fine-grained notion than
anonymity, allowing to split up the distinguishing probability
𝛿anon of anonymity into 𝜇 and 𝛿 of deniability. What we un-
cover is that if 𝛿anon can be “absorbed” into 𝜇, we can maintain
a negligibly small 𝛿, sufficient for deniability applications. We
believe our new definition to be of an independent interest.

5.2 The RingXKEM protocol

The RingXKEM protocol, ignoring the Merkle tree optimiza-
tion, can be summarized as a key exchange using an ephemeral
KEM key for forward secrecy, a long-term KEM identity key to
authenticate the receiver, and an RS to authenticate the sender.
Each user generates a pair of RS keys (rvk, rsk) as part of
their identity key. An RS verification key r̂vk is also added to
the prekey bundles, however the associated secret r̂sk is never
used, and immediately disposed of after generation. In contrast
to other elements in the prekey bundle, r̂vk is not authenti-
cated for deniability. The sender authenticates by signing the
handshake message for the ring of rvk𝑠 and r̂vk𝑟 .

Signing each prekey bundle for authentication would be
costly, due to the size of PQ signatures. Hashimoto et al. [29]
thus proposed an optimization, where a Merkle tree of KEM
public keys d̂k𝑢,𝑡 replaces individual signatures with a path
to the root and a single signature on the root. This amortizes
storage costs across all prekey bundles uploaded by a single
call to PreKeyBundleGen. Note that although we include the
Merkle tree path in our description of prekey bundles, the
server can recompute the path and tree root from uploaded
bundles, eliminating the need to store them.

In Alg. 8 we show the details for the identity key
generation and prekey bundle generation algorithms for
RingXKEM. Any functionality exclusive to either algo-
rithm is marked by grey dotted boxes for RingXKEM and by
plain dash-dotted boxes for SignXKEM.

Algorithm 8 RingSignXKEM’s identity key and prekey bundle
generation algorithms.

1: function RingSignXKEM.IdKeyGen(1𝜆)
2: (ek, dk) $← KEM.KeyGen (1𝜆)
3: (rvk, rsk) $← RSSign.KeyGen (1𝜆)
4: return (ik := (ek, rvk), isk := (dk, rsk))
5: function RingSignXKEM.PreKeyBundleGen(isk𝑢)
6: (dk𝑢, rsk𝑢) ← isk𝑢
7: 𝐷kem, 𝐷𝜌⊥ := ∅ ⊲ Initialize empty lists
8: for 𝑡 ∈ [𝐿] ∪ { ⊥ } do
9: (êk𝑢,𝑡 , d̂k𝑢,𝑡 )

$← KEM.KeyGen (1𝜆)
10: ⊲ Create and sign Merkle tree ⊳

11: (root𝑢, tree𝑢) ← MerkleTree((êk𝑢,𝑡 )𝑡∈[𝐿 ]∪{ ⊥ } )
12: 𝜎𝑢,root

$← RSSign.Sign (rsk𝑢, root𝑢 , { rvk𝑢 } )

13: (r̂vk𝑢, _)
$← RS.KeyGen (1𝜆) ⊲ Discard rsk

14: for 𝑡 ∈ [𝐿] do ⊲ One-time prekey bundles
15: path𝑢,𝑡 ← getMerklePath(tree𝑢, 𝑡)

16: prek𝑢,𝑡 := (êk𝑢,𝑡 , path𝑢,𝑡 , root𝑢, 𝜎𝑢,root , r̂vk𝑢 )
17: 𝐷kem [𝑡] ← (prek𝑢,𝑡 , d̂k𝑢,𝑡 )
18: ⊲ Last-resort prekey bundle 𝑡 = ⊥ ⊳

19: path𝑢,⊥ ← getMerklePath(tree𝑢, 𝐿 + 1)

20: prek𝑢,⊥ := (êk𝑢,⊥, path𝑢,⊥, root𝑢, 𝜎𝑢,root , r̂vk𝑢 )
21: 𝐷kem [𝐿 + 1] ← (prek𝑢,⊥, d̂k𝑢,⊥)

22: return

( ®prek𝑢 := (prek𝑢,𝑡 )𝑡∈[𝐿 ]∪{ ⊥ } ,
st𝑢 := (𝐷kem, r̂vk𝑢, 𝐷𝜌⊥ )

)

The algorithm defining the RingXKEM Send algorithm,
which previously appeared in [29], is given in Alg. 9.

In Alg. 10, we provide the details for the Receive algorithm.
Again, the algorithm records a list of messages received to
prevent replay attacks.

5.3 Summary: Deniability of RingXKEM

We summarize the level of deniability that RingXKEM satisfies.
See Tab. 1 for a complete overview. The formal statements
are provided in App. H in the full version.

Local and global deniability. RingXKEM achieves the high-
est level of local and global deniability. For local deniability,
this matches our intuition since, due to the deniability of RS,
the signature included in the senders’ handshake message,
which authenticates the sender, does not reveal which key
(among rvk𝑠 and r̂vk𝑟 ) was used to sign, so that either the
sender or the receiver could have produced it.
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Algorithm 9 The RingSignXKEM.Send algorithm

1: function RingSignXKEM.Send(isk𝑠 , ik𝑟 , prek𝑟 )
2: (dk𝑠 , rsk𝑠) ← isk𝑠 ; (ek𝑟 , rvk𝑟 ) ← ik𝑟
3: (êk𝑟 , path𝑟 , root𝑟 , 𝜎𝑟 ,root , r̂vk𝑟 ) ← prek𝑟
4:
5: require ⟦ReconstructRoot(êk𝑟 , path𝑟 ) = root𝑟⟧
6: require ⟦RSSign.Verify(vk𝑟 , {rvk𝑟 }, êk𝑟 , 𝜎𝑟 ,root) = 1⟧
7: (ss𝑟 , ct𝑟 )

$← KEM.Encaps(ek𝑟 )
8: (ŝs𝑟 , ĉt𝑟 )

$← KEM.Encaps(êk𝑟 ,𝑡 )
9: context := ik𝑠 ∥ik𝑟 ∥prek𝑟 ,𝑡 ∥ct𝑟 ∥ĉt𝑟

10: 𝐾 ∥𝐾ske := KDF(ss𝑟 ∥ŝs𝑟 , context)
11: 𝜎𝑠

$← RSSign.Sign (rsk𝑠 , context , { rvk𝑠 , r̂vk𝑟 } )
12: ctske

$← SKE.Enc(𝐾ske, 𝜎𝑠) ⊲ Mask signature
13: 𝜌 := (ct𝑟 , ĉt𝑟 , ctske)
14: return (𝐾, 𝜌)

We further have global deniability, thanks to the RS key r̂vk
in the prekey bundle not being authenticated. Specifically, the
simulator, given prekey bundles of honest users, can substitute
the verification key r̂vk with one for which it knows the asso-
ciated secret key. It can then easily compute the required ring
signature and successfully simulate the communication of two
honest users. Both local and global deniability of RingXKEM
hold even if both the accuser and the distinguisher are quantum,
so long as RS’s deniability holds against quantum adversaries.

Strong local and global deniability. The situation for strong
(local and global) deniability is less clear. Firstly, we are only
able to prove deniability for the receiver; see App. H.3.1 in
the full version for a discussion on why the deniability of the
sender breaks (see also Rem. 1). In fact, we can only prove
strong deniability for the receiver in the classical ROM, while
still enabling quantum capability to the malicious accuser and
distinguisher. In the classical ROM, the proof is quite natural
using the observation in Sec. 3.3, that is, the simulator need
only simulate when the (honest) receiver accepts. Indeed, for
the receiver to accept, the KDF, modeled as a random oracle,
must have output keys 𝐾 ∥𝐾ske for which the ciphertext ctske
in the (possibly maliciously generated) handshake message
𝜌 decrypts correctly, yielding a valid signature of content for
the ring {rvk𝑠 , r̂vk𝑟 }. If such keys exist, the simulator simply
outputs 𝐾 .

Unfortunately, it is unclear how to extend our proof to work
in the quantum ROM. Our proof hinges on the simulator ob-
serving the input/output of the random oracle, however, in
the QROM, such measurement may affect the malicious ac-
cuser’s quantum state, leading to a different behavior from
the real world. We leave it as an open problem to prove fully
post-quantum receiver strong deniability.

5.4 Alternative BAKE from Plain Signatures
At the cost of a loss in deniability, one can use plain digi-
tal signatures instead of ring signatures. Such a scheme was

Algorithm 10 The RingSignXKEM.Receive algorithm

1: function RingSignXKEM.Receive(isk𝑟 , st𝑟 , ik𝑠 , 𝑡, 𝜌)
2:

(
dk𝑟 , rsk𝑟

)
← isk𝑟 ;

(
ek𝑠 , rvk𝑠

)
← ik𝑠

3: (𝐷kem, r̂vk𝑟 , 𝐷𝜌⊥ ) ← st𝑟
4: (ct𝑟 , ĉt𝑟 , ctske) ← 𝜌

5: ⊲ Check 𝑡th prekey bundle was not deleted. ⊳

6: require ⟦𝐷kem [𝑡] ≠ ⊥⟧
7: if ⟦𝑡 = ⊥⟧ then
8: require ⟦(ct𝑟 , ĉt𝑟 ) ∉ 𝐷𝜌⊥⟧ ⊲ Prevent replays
9: 𝐷𝜌⊥ ← 𝐷𝜌⊥ ∪ { (ct𝑟 , ĉt𝑟 ) }

10: (prek𝑟 ,𝑡 , d̂k𝑟 ,𝑡 ) ← 𝐷kem [𝑡]
11: ss𝑟 := KEM.Decaps(dk𝑟 , ct𝑟 )
12: ŝs𝑟 := KEM.Decaps(d̂k𝑟 ,𝑡 , ĉt𝑟 )
13: content := ik𝑠 ∥ik𝑟 | |prek𝑟 ,𝑡 | |ct𝑟 | |ĉt𝑟
14: 𝐾 ∥𝐾ske := KDF(ss𝑟 ∥ŝs𝑟 , content)
15: 𝜎𝑠 := SKE.Dec(𝐾ske, ctske) ⊲ Unmask signature
16: require ⟦RSSign.Verify(vk𝑠 , {rvk𝑠 , r̂vk𝑟 },content,𝜎𝑠)=1⟧
17: if ⟦𝑡 ≠ ⊥⟧ then
18: 𝐷kem [𝑡] ← ⊥ ⊲ Delete prekey bundle
19: st𝑟 ← (𝐷kem, r̂vk𝑟 , 𝐷𝜌⊥ )
20: return (𝐾, st𝑟 )

suggested in [26], and benefits from being more efficient and
simpler to implement. A description of the resulting scheme,
which we call SignXKEM, is given in Algs. 8 to 10. The key
difference from RingXKEM is that a (plain) signature is used
to authenticate the sender. SignXKEM offers a limited notion
of deniability, relying on the IND-CPA security of the KEM
and SKE schemes to hide the sender’s no-longer-deniable sig-
nature. The level of deniability is provided in Tab. 1, where the
formal statements are provided in App. I in the full version. It
is worth noting that SignXKEM is the only protocol presented
in this work where one must restrict the information disclosed
by accusers for deniability to hold, even in the (standard) local
setting. Indeed, if one cannot assume secure key erasure, this
protocol may not be satisfactory. As such, this protocol may
not provide deniability if one is communicating with untrusted
peers.

6 Ring Signatures from Falcon and MAYO

In this section, we construct two novel 2-user ring signatures
achieving our deniability notion from Sec. 5.1. The goal is to
design optimized 2-ring signatures based on NIST standards,
for an increased potential of adoption. We identified two strong
candidate signature schemes: the standardized signature Fal-
con [47], and the additional signature candidate MAYO [3].
Both of these schemes have short signatures, and thus great
potential for compact ring signatures.
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6.1 Falcon-Based Ring Signature
This section provides a high-level construction for our Falcon-
based ring signature. Formal definitions are given in App. J.1
in the full version.

Falcon is a hash-and-sign signature scheme standardized
by NIST. It is built over NTRU lattices, that is lattices gener-
ated using a uniform-looking polynomial ℎ = 𝑔 · 𝑓 −1 where
𝑓 , 𝑔 are short polynomials in the ring R𝑞 = Z𝑞 [𝑥]/(𝑥𝑛 + 1).
Key generation calls an NTRU trapdoor sampler TpdGen()
to obtain a public polynomial ℎ, and a trapdoor basis B for
the corresponding NTRU lattice. Then, to sign a message M,
one samples a salt salt, and computes a target 𝑐 = 𝐻 (M, salt)
from a hash function. The trapdoor then allows for sampling
a short preimage (𝑢, 𝑣) = PreSmp(B, 𝜎,−𝑐) in the NTRU
lattice of 𝑐, i.e. such that ℎ ·𝑢+𝑣 = 𝑐. The signature is (salt, 𝑢).
Verification first recovers 𝑣 = 𝑐 − ℎ · 𝑢 from 𝑐 = 𝐻 (M, salt),
and verifies the shortness of (𝑢, 𝑣), i.e. that ∥(𝑢, 𝑣)∥ ≤ 𝛽.

6.1.1 Ring Signature Construction

We build a ring signature FalconRS from Falcon and overcome
limitations of previous works [24, 35] as it seems impossible
to build an RS from the Falcon parameters under standard
anonymity. We instead aim for our relaxed deniability notion.

Our RS scheme samples a public polynomial ℎ𝑖 ∈ R𝑞 and
trapdoor B𝑖 for each ring user 𝑖 ∈ [𝑁]. Signing is modified
to find a preimage of 𝑐 for an aggregation of the public keys:
we sample 𝑣, (𝑢𝑖)𝑖∈[𝑁 ] such that 𝑐 = 𝑣 +∑

𝑖 ℎ𝑖 · 𝑢𝑖 knowing
only the trapdoor for a single ℎ𝑖 . This aggregation is inspired
by ring trapdoor functions [7], although lattices allow further
optimization: we can reuse coordinate 𝑣 for all signers and
omit it in the final signature since it can be recovered from 𝑐

and the 𝑢𝑖 . This was previously proposed in Gandalf [24].
Concretely, when party 𝑖 signs, it first samples the contribu-

tion for other parties as discrete Gaussians of parameter𝜎, i.e.,
𝑢 𝑗

$← 𝜒𝑢 for 𝑗 ≠ 𝑖 (𝜒𝑢 is tailcut to [−𝜂′, 𝜂′] for implementation
purposes). It then samples (𝑢𝑖 , 𝑣)

$← PreSmp(B𝑖 , 𝜎,−𝑐′),
where 𝑐′ = 𝐻 (M, salt) −∑

𝑗≠𝑖 𝑢 𝑗 · ℎ 𝑗 , to complete the signa-
ture sig = (𝑢𝑖)𝑖∈[𝑁 ] . Leveraging the fact (𝑢𝑖 , 𝑣) appears as
Gaussian distributed when 𝑐′ is uniform, we can show that
the signature distribution is roughly independent of the signer,
ensuring deniability. To cover the larger number of elements
in the ring signature, we introduce a new verification bound
𝛽sig. The construction is formalized in Alg. 11.

6.1.2 Security Analysis and Parameters

FalconRS uses the same base parameters as Falcon-512. The
ring verification bound 𝛽sig is set to 1.1 ·

√
3𝑛𝜎 to bound the

norm of two user contributions.

Unforgeability. FalconRS can be proven unforgeable in an
analogous manner to Falcon [23], reducing to the same NTRU
and RSIS assumptions, though the SIS bound is increased by

Algorithm 11 Falcon-based ring signature scheme
1: function FalconRS.KeyGen(1𝜆)
2: ℎ,B $← TpdGen() ⊲ Sample lattice generator ℎ, and trapdoor
3: return (rvk := ℎ, rsk := B)
4: function FalconRS.Sign(rsk𝑖 ,M,RL := {rvk 𝑗 } 𝑗 )
5: B := rsk𝑖 ; {ℎ 𝑗 } 𝑗 := {rvk 𝑗 } 𝑗
6: salt $← {0, 1}𝜅 ; 𝑐 := 𝐻 (salt,RL,M) ∈ R𝑞
7: for 𝑗 ≠ 𝑖 do 𝑢 𝑗

$← 𝜒𝑢 ⊲ 𝜒𝑢 is DZ𝑛 ,𝜎,0 tailcut to [−𝜂′, 𝜂′]
8: 𝑐′ := 𝑡 −∑

𝑗≠𝑖 ℎ 𝑗 · 𝑢 𝑗
9: (𝑢𝑖 , 𝑣) := PreSmp(B, 𝜎,−𝑐′) ⊲ Pre-image sampling

10: if ⟦∥((𝑢 𝑗 ) 𝑗 , 𝑣 + 𝑐′)∥ > 𝛽sig⟧ then restart ⊲ Too large
11: return sig := (salt, {𝑢 𝑗 } 𝑗 )
12: function FalconRS.Verify(RL := {rvk 𝑗 } 𝑗 ,M, sig)
13: (salt, {𝑢𝑖}𝑖) := sig; {ℎ𝑖}𝑖 := {rvk𝑖}𝑖
14: 𝑐 := 𝐻 (salt,RL,M) ∈ R𝑞
15: 𝑣 := 𝑐 −∑

𝑖 ℎ𝑖 · 𝑢𝑖 ⊲ Compute 𝑣 such that 𝑐 = 𝑣 +∑
𝑖 ℎ𝑖 · 𝑢𝑖

16: return ⟦∥((𝑢𝑖)𝑖 , 𝑣)∥ ≤ 𝛽sig⟧ ⊲ Verify pre-image shortness

a factor
√
𝑘 + 1/

√
2, and its preimage space is of dimension

𝑘 + 1 for rings of 𝑘 users. This leads to a core-SVP security of
111 bits; a reasonable degradation over the 120 bits of Falcon.

Deniability. Proving anonymity appears unfeasible for an
RS based on the Falcon parameters, as the distribution of
signatures is at a non-negligible distance from the ideal one.
Instead, we show that FalconRS is deniable. We defer the
formal statement to App. J.1.2 in the full version, and provide
the intuition here.

The real signature distribution differs from the ideal one
for two reasons: (i) the convolution of discrete Gaussians only
approximates a discrete Gaussian with larger parameters, and
(ii) the use of approximations in internal computations (tail
cuts, floating points, and polynomial approximations). The
use of tail cuts translates to a statistical distance characterized
by the deniability term 𝛿. Falcon cuts tails with probability
roughly 2−70, and we similarly select the tailcut parameter 𝜂′ of
𝜒𝑢 to ensure a negligible tailcut probability of 2−70 (i.e. 𝜂′ :=
⌈
√︁

70 · log(2) ·
√

2 ·𝜎⌉ = 1633). This guarantees a small term
𝛿. Interestingly, the other approximations introduce a relative
error in the signature distribution, so that the probability of
sampling a given signature is multiplied by a factor close to
1. These are absorbed by the multiplicative slack 𝜇, which
exactly captures such factors between probabilities.

We formalize and evaluate the errors introduced by each
approximation in App. J.1.3 in the full version, obtaining that
FalconRS is (𝜇, 𝛿)-deniable for 𝜇 = 1+2−27 and 𝛿 = 2−57. We
note that our analysis readily applies to Gandalf [24], which,
at a high level, simply chooses a different trapdoor generator
and preimage sampler. While Gandalf initially claimed an
anonymity of 2−70, an updated version acknowledged a proof
flaw and an anonymity of only 2−30. Alternatively, Gandalf can
be proven deniable, with roughly the same 𝜇, 𝛿 as FalconRS.
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6.2 MAYO-based Ring Signature

We provide a second RS construction based on MAYO, a
candidate in NIST’s Call for Additional Signature Schemes.
Viewing MAYO as a hash-then-sign signature scheme, we can
apply generic transformations from [1] to obtain an efficient
RS. We analyze parameter sets proposed for standardization
and provide alternative ones achieving higher deniability.

MAYO is designed over quadratic maps. At a high level, it
chooses a map P : F𝑛𝑞 → F𝑚𝑞 with trapdoor tp, as public and
secret keys respectively, from which is derived a larger map
P∗ : F𝑘𝑛

𝑞 → F𝑚𝑞 . To sign message M, one computes a target
t = 𝐻 (M, salt) (where salt is a random value), and samples
a preimage 𝑢 such that P∗ (u) = t, leveraging the trapdoor tp.
The final signature is sig := (salt, u).

The transform by Abe et al. [1] allows us to generically turn
MAYO into an RS. We defer the full description to App. J.2 in
the full version. Analogously to FalconRS, the final MayoRS
ring signature includes a pre-image u ∈ F𝑘𝑛

𝑞 for each ring user,
as well as a seed generating a target. In the two-user setting,
the signature size is thus roughly doubled over MAYO.

6.2.1 Security Analysis and Parameters

We here overview the unforgeability and deniability of May-
oRS, deferring formal statements and proofs to App. J.2.1 in
the full version.

Unforgeability. Using the generic transform of [1], we re-
duce the unforgeability of MayoRS to that of MAYO. We note
that there is a loss in the reduction, linear in the number of
random oracle queries made by the adversary. This does not,
we consider, lead to an improved attack.

Deniability. We prove deniability of MayoRS by observing
that first sampling a target t then a pre-image u of t is roughly
equivalent to first sampling u ← F𝑘𝑛

𝑞 and taking t = P∗ (u).
A small portion 𝐵 of the vectors u cannot be sampled in the
first scenario. Adjusting for the number of system participants
𝑁 , this leads to deniability with (𝜇 = 1, 𝛿 = 2𝑁 · 𝐵), where
2𝑁 is a tightness slack.

One could directly use the parameters from the MAYO
specification, but MAYO1 and MAYO2 achieve rather low
deniability, so we provide three alternative parameter sets for
NIST level I, with different trade-offs in size and deniability.
We denote them MAYO∗, MAYO∗∗, and MAYO∗∗∗ and detail
their parameters in App. J.2.2 in the full version.

We compare the sizes and performance of FalconRS and
MayoRS with the original schemes in Tabs. 2 and 3. Ring
signature sizes and computation times are all approximately
doubled over the base scheme. We also include deniability
guarantees achieved by each scheme. We provide implementa-
tions11 and compare our RSs to prior works in App. J.3 in the

11Available as an artifact through doi 10.5281/zenodo.15571694

full version. Our constructions are as compact as the state-of-
the-art, and built on more scrutinized schemes. Additionally,
our implementations largely outperform the state-of-the-art,
by factors 32–66× for signing, 146–1025× for verification.

7 Efficiency Comparison

Though RingXKEM has better deniability than SignXKEM, we
need to consider the cost in terms of bandwidth and runtime. In
Sec. 6, we already discussed performance metrics for the pro-
posed ring signatures. As they are well under typical network
latencies, we will conclude that all primitives considered are
computationally efficient; though Hashimoto et al. [29, Sec. 6]
also discussed bandwidth, they did not consider SignXKEM
and only instantiated RingXKEM with Gandalf [24].

Table 4 compares instantiations of RingXKEM and
SignXKEM, as well as an overview of how far from (currently)
standardized cryptography the instantiations are. All schemes
use a verification key as identity public key; RingXKEM and
SignXKEM additionally use a KEM public key. We show the
sizes using Kyber-1024 following PQXDH, as well as with
Kyber-512 which matches the security of the (ring) signature
scheme. The X3DH prekey bundle consists of two ECDH pub-
lic keys and a signature, PQXDH adds a KEM public key and
a signature. For RingXKEM and SignXKEM, the prekey bun-
dle is a KEM public key, a Merkle tree authentication path, a
signature on the root of this tree, and, for RingXKEM, an RS
verification key. The X3DH handshake message is an ECDH
public key and an authentication tag; PQXDH adds a KEM
ciphertext. For RingXKEM and SignXKEM, this message is
an encrypted (ring) signature and two ciphertexts.

We can clearly see in the table that the reduction in de-
niability by switching from RingXKEM to SignXKEM only
leads to a modest decrease in transmission sizes, typically less
than 1 kB. Due to the Merkle tree optimization proposed in
[29], the increase in server storage requirements for the prekey
bundles is only about 1 kB in total. The RingXKEM instan-
tiation based on NIST standard Falcon [47] is also close in
bandwidth requirements to the instantiation based on custom
scheme Gandalf, for similar levels of deniability.
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Ethic Considerations
The security and privacy properties of Signal’s handshake
protocol is relied on by many. This makes it relevant and
important to understand and make comparisons between the
deniability properties of (proposals for) Signal handshake
protocols.
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Table 2: Sizes and deniability (𝜇, 𝛿) of FalconRS and MayoRS
depending on the base scheme, aiming for NIST level I.

Base Scheme (𝝁, 𝜹) PK Sig 2-RSig

Falcon-512 1 + 2−27, 2−57 897 B 666 B 1288 B
MAYO1 1, 2𝑁 · 2−36 1168 B 321 B 650 B
MAYO2 1, 2𝑁 · 2−36 5488 B 180 B 368 B
MAYO∗ 1, 2𝑁 · 2−52 1569 B 335 B 677 B
MAYO∗∗ 1, 2𝑁 · 2−83 1591 B 374 B 756 B
MAYO∗∗∗ 1, 2𝑁 · 2−124 1771 B 492 B 992 B

Table 3: Performance of normal and 2-ring versions of Falcon
and MAYO. Experiments executed on a Ryzen Pro 7 5850U
@ 3GHz. Numbers are in Megacycles (Mc).

Scheme Keygen Sign Verify

normal 2-ring normal 2-ring

Falcon-512 6.2 Mc 0.26 Mc 0.74 Mc 0.02 Mc 0.04 Mc
MAYO1 0.24 Mc 0.88 Mc 1.1 Mc 0.17 Mc 0.28 Mc
MAYO2 0.65 Mc 1.1 Mc 1.5 Mc 0.09 Mc 0.16 Mc

Risks and risk mitigation. As prior work has thoroughly
investigated the security of X3DH and PQXDH,we deemed any
risk of finding previously unknown vulnerabilities exceedingly
unlikely. If any significant issues had been found, we would
have coordinated with Signal developers on how to best protect
Signal’s users, both of the Signal app itself, and other users of
Signal including Facebook Messenger, WhatsApp, and others,
with responsible disclosure practices.

Benefits. Signal is transitioning towards full post-quantum
security. We aim to contribute to this by providing new results
and a model for comparing relevant deniability properties.

Open Science
The deniability model for Bundled AKE protocols is docu-
mented in this paper. For the proposed Falcon- and MAYO-
based Ring signature schemes, we have experimental imple-
mentations made available in our artifact. It also includes prior
ring signature implementations [4, 35] adapted with our bench-
mark code. There are no other datasets or implementations
relevant to this paper.
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A Other Related Works

Deniable authentication, introduced in [20], provides both au-
thentication and deniability: a sender can prove authorship
of a message to its recipient, but the recipient (or an eaves-
dropping third party) cannot convince a third party of the
sender’s participation. This notion was formalized through
a simulation paradigm, requiring transcripts to be efficiently
simulatable. In particular, Pass [43] observes that a simula-
tor for deniability needs to be implementable: the simulator
can not rewind the adversary, reprogram a random oracle, or
use similar techniques for simulation in thought experiments.
Building upon [20], Di Raimondo et al. [16] extended denia-
bility to authenticated key exchange (AKE) protocols. They
introduced concurrent deniability, ensuring indistinguishabil-
ity between real and simulated protocol executions even when
the adversary may freely interact with honest parties as either
initiator or as responder, interleaving between executions at
will. They also introduced partial deniability, where parties
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can deny having communicated with specific peers but not hav-
ing participated in some protocol execution. Their models are
defined with respect to a distinguisher that is presented with ev-
idence after the fact, i.e. an offline distinguisher, and require the
simulatability of both transcripts and session keys. A property
related to partial deniability is the so-called peer-deniability
[13]. Other works adapted this model to their setting [31, 55],
or proposed alternative models, such as outsider deniability
[14]. Stronger notions of deniability have been defined, too.
Forward deniability [15] requires the protocol to be statistical
zero-knowledge. Another strong (and somewhat less intuitive)
flavor of deniability, involving an on-line distinguisher which
can interact with protocol participants during the execution,
was introduced in [18]. This notion is difficult to obtain [51]
and arguably less important than offline-deniability, since a
protocol that is not offline-deniable leaves proofs of commu-
nication that anyone can verify later. In this work we focus on
offline deniability.

B Strong Implies Standard Deniability

In this section, we demonstrate that, as one would expect,
deniability against malicious adversaries implies deniability
against honest but curious adversaries.
Lemma 1 (Strong Local Deniability⇒ (Standard) Local De-
niability). If a two-round bundled authenticated key exchange
protocol BAKE is strongly local deniable for accused users
H ⊆ N against malicious accusers C := N \H with respect
to a leakage functionLleak with leak ∈ {low,med, high}, then
it is locally deniable for accused usersH against honest-but-
curious accusers C for the same leakage function Lleak, and
for any disclosure function Ddisc.

Proof. We will prove this by contradiction. The intuition of the
proof is as follows: we show that we can construct an accuser
for the malicious security game that is equivalent to the local

honest security game. If this accuser has negligible advantage,
no accuser can exist that has non-negligible advantage in the
local honest security game.

We assume BAKE is not (standard) local deniable for ac-
cused usersH for some leakage function Lleak with leak ∈
{low,med, high} and for any disclosure function Ddisc. That
is, for any simulator Sim = (SimPreK,SimTrans), there ex-
ists a distinguisher D for which Advlocal

D,H,Lleak ,Ddisc
(1𝜆) is non-

negligible.
Let us now describe an accuserA for the strong deniability

game. If mode = real, then, on input ((ik𝑢)𝑢∈N , (isk𝑢)𝑢∈C ,
( ®prek𝑢)𝑢∈H , stA), A runs the honest prekey generation al-
gorithm ( ®prek𝑢, st𝑢)

$← BAKE.PreKeyBundleGen(isk𝑢) for
all 𝑢 ∈ C and outputs (( ®prek𝑢)𝑢∈C , stA := (isk𝑢, stinit

𝑢 :=
st𝑢)𝑢∈C). When A is invoked within oracle Ostrong-local (𝑠, 𝑟)
for (𝑠, 𝑟) ∈ N ×H , it executes (𝐾, 𝜌) $← BAKE.Send(isk𝑠 ,
ik𝑟 , prek𝑟 ,𝑡 ), where note that this is well-defined as we have
isk𝑠 ∈ stA . The accuser then outputs (𝜌, stA).

For the sake of contradiction, let us assume an arbitrary
simulator SimA = (SimPreKA ,SimTransA) for the mali-
cious deniability game, and that, for any distinguisher D′,
Advstrong-local

D′ ,Lleak
(1𝜆) is negligible. Due to the way we defined the

accuserA (namely to honestly execute the protocol),SimA can
be viewed as a simulator Sim against the local honest deniabil-
ity game. Moreover, the information leaked from accused users
by Lleak is the same in both games, while the information dis-
closed byA to D′ in stA contains (at least) the information out-
put by Ddisc for the corresponding disc ∈ { low,med, high }.

Even in the most restricted leakage setting, the distinguisher
D′ in the local malicious deniability game obtains stA =

(isk𝑢, stinit
𝑢 )𝑢∈C . Therefore, if any D′ has negligible advantage

given the output of Lleak, so does any D against the local
honest deniability game given the output of Lleak. However,
this contradicts our assumption made at start of the proof,
completing the proof. □
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