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Abstract
Graph Neural Networks (GNNs) have shown considerable

promise in handling graph-structured data, yet their use is
restricted in privacy-sensitive environments, especially in dis-
tributed settings. In this setting, currentmethods forpreserving
privacy in GNNs often rely on unrealistic assumptions or fail to
construct effective models. In response, this paper introduces
Distributed Private Aggregation (DPA), a pioneering GNN
aggregation method which is built upon Secure Multi-Party
Computation protocols, and is designed to ensure node-level
differential privacy. We implement DPA-GNN, which to our
knowledge, is the most effective privacy-preserving GNN
model suitable for distributed contexts. Through extensive
experiments on six real-world datasets, DPA-GNN has proven
to consistently surpass existing privacy preserving GNNs,
offering an optimal balance between privacy and utility.

1 INTRODUCTION

Graph Neural Networks (GNNs) have demonstrated outstand-
ing capabilities in processing graph-structured data, but their
application is limited in scenarios involving private informa-
tion [6, 23, 32, 35]. In the real world, there is a vast amount of
graph data, where a graph is composed of nodes (e.g., users in a
social network) and edges (e.g., relationships). GNN employs
a unique network structure, which aggregates the information
of each node’s neighbors together to represent the node itself.
This process is called the GNN aggregation. However, node
information and neighboring relationships are often private,
e.g., some relationships in social networks [19] and salary
information in financial systems [47]. The deployment and us-
age of a GNN constructed on such data poses a severe privacy
risk. Consequently, privacy-preserving GNNs [11, 20, 21]
have garnered widespread attention in the community.

To protect privacy, Differential Privacy (DP) [12] is a
rigorous privacy protection standard that introduces controlled
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noise to data. The noise is added by a trustworthy server (i.e.,
in the centralized setting), to preserve individual privacy
while still allowing for valuable data analysis. This noise is
adjusted through a parameter known as the privacy budget.
The smaller the privacy budget, the greater the noise and
the higher the level of privacy. In graph-structured data,
DP is applied at two levels: edge-level DP and node-level
DP [36]. Edge-level DP focuses primarily on the privacy of
edges between nodes [28, 48], and node-level DP is a more
powerful constraint, as it must account all information of
the nodes. Consider a GNN that is used for a classification
downstream task, the information of a node contains its labels,
features and edges (i.e., connections to its neighboring nodes).
All these information are considered private in node-level
DP [10,51, 57].

To the best of our knowledge, no existing techniques can
be applied to preserve node-level privacy in distributed
settings, where an untrustworthy server needs to construct
a GNN among private information of distributed users. Ex-
isting research preserves privacy defined on some certain
information (e.g., either edges or features) of individual nodes
by utilizing Local Differential Privacy (LDP) (which is a
variant of DP but in distributed settings). However they still
fail to achieve node-level privacy since they cannot preserve
all private information of each node. This defect comes from
the ineffectiveness of existing LDP mechanism in preserving
frequently accessed private data. According to the sequential
composition [15] of DP/LDP, repeated access to even differ-
ent (and dependent) data of the same user requires to split
privacy budget, resulting in a great increase in the amount
of noise added. In constructing the GNN, the server has
to access all types of node information, including features,
edges, and labels. This requires over-splitting the privacy
budget, ultimately degrading the performance of the GNN.
Therefore, LDP cannot be applied to ensure node-level privacy
in distributed settings.

We propose Distributed Private Aggregation (DPA), the first
GNN aggregation method designed for distributed settings
under the constraint of node-level DP. The basic idea of DPA

USENIX Association 34th USENIX Security Symposium    7643



is to make use of the Secure Multi-Party Computation (MPC)
framework [9], which allows multiple parties to collaboratively
compute a function without revealing their individual inputs
[4, 5, 25]. DPA integrates MPC with DP to secure all node
information. It operates in two phases. Initially, DPA employs
an MPC protocol to compute the GNN aggregation function
using encrypted private information, eliminating the need
to add noise during computation. Subsequently, DPA adds
calibrated noise to the decrypted aggregation results to achieve
node-level DP. This offers the advantage of not requiring noise
added to the original private data. However, the development
of each phase presents complex challenges.

Challenge 1: Computation and Communication Con-
straints. The computation and communication burden asso-
ciated with using MPC to directly compute the traditional
GNN aggregation function is impractical. This is because the
GNN aggregation function involves computation of a substan-
tial amount of matrix multiplication, and computing matrix
multiplication using MPC protocols is extremely inefficient.

Challenge 2: Privacy Budget Over-splitting. DPA requires
the privacy budget to be split for each training epoch. This is
necessary in the traditional training framework since DPA is
invoked in each epoch and each invocation requires access to
the private edge information one more time. Given that GNN
training typically involves hundreds of epochs, the privacy
budget must be split hundreds of times, which significantly
degrades the performance of the GNN.

To address Challenge 1, we improve the existing aggre-
gation function by replacing matrix multiplication with the
summation of key-value pairs. We define the neighbor index
of each node as a key and its feature and label vectors as values,
which are sent to MPC parties via the additive secret sharing
protocol [16]. In this protocol, every private value is split into
shares and sent to multiple parties. Each computing party
aggregates the received shares with matching keys to form the
aggregated information within the graph. Then, distributed
noise is added to this information to ensure node-level DP.
After that, a collaborative process among user nodes and MPC
parties can be iteratively employed to construct a GNN that
can be trained according to downstream tasks.

Challenge 2 is addressed through two strategies. First, we
decouple DPA from subsequent training phases, necessitating
its invocation a very small number of times (e.g., 3 times for
3-layer GNNs). This addresses the problem of over-splitting,
and also lowers communication overhead since distributed
users and MPC parties no longer need to participate in the
training process. Second, we deploy DPA on both the user
side and the MPC parties, to prevent any participant from
inferring edge information across multiple DPA invocations.
Consequently, noise is only added at the first DPA invocation,
utilizing the entire privacy budget without any split.

Building on DPA, we implement a GNN model constructed
under the distributed setting, named DPA-GNN. We formally
prove that DPA-GNN satisfies node-level DP. To validate its

effectiveness, we conduct extensive experiments across six
real-world datasets. We compare our DPA-GNN with 13 base-
lines (including 10 state-of-the-art methods in constructing
privacy-preserving GNNs, and 3 variations of these meth-
ods). The results demonstrate that DPA-GNN consistently
outperforms all baselines. We also perform parameter tuning
experiments to determine the optimal settings for our proposed
DPA-GNN.

We concisely summary our contributions as follows:

• We propose Distributed Private Aggregation (DPA), the
first privacy-preserving GNN aggregation method that
adheres to node-level DP constraints in distributed set-
tings. By substituting matrix multiplication in traditional
GNN aggregation with key-value structured addition,
DPA allows for computation using MPC protocols across
multiple parties.

• We implement DPA-GNN based on DPA. To the best of our
knowledge, it is the best privacy-preserving GNN model
that can be used in distributed settings. Compared to
existing methods that rely on LDP, our DPA-GNN offers
two distinct advantages. First, it does not require the
assumption that node information is public or that node
and edge information are independent, making it suitable
for a broader range of distributed settings. Second, it
protects data using cryptography from MPC protocols
rather than relying solely on DP/LDP noise, thereby
achieving a better privacy-utility trade-off.

• We conduct extensive experiments to demonstrate the
advance of our proposed DPA-GNN. DPA-GNN is open-
sourced and available at https://doi.org/10.5281/
zenodo.14710401.

2 PRELIMINARIES

This section introduces Graph Neural Networks, Differential
Privacy, and Secure Multi-Party Computation.

2.1 Graph Neural Networks
A graph is typically represented as G = (V,E), where V
denotes the set of nodes and E represents the set of edges.
Each node 𝑉𝑖 ∈ V is associated with an ID (𝐾𝑖), a feature
vector (𝑋𝑖 ∈ X), a list of edges (𝐴𝑖 ∈ A), and a label (𝑌𝑖 ∈ Y).
The feature matrix X ∈ R𝑛×𝑑 encodes the features of all nodes,
where 𝑑 is the dimensionality of the features, and 𝑛 = |V| is
the total number of nodes. The label matrix Y ∈ {0,1}𝑛×𝑐
specifies the labels for all nodes, where 𝑐 represents the number
of classes. The adjacency matrix A ∈ {0,1}𝑛×𝑛 captures the
edge set E, with an element 𝐴𝑖 𝑗 set to 1 if and only if there is
an edge 𝑒𝑖 𝑗 ∈ E connecting nodes 𝑉𝑖 and 𝑉 𝑗 . Finally, N(𝑉𝑖)
denotes the set of nodes adjacent to 𝑉𝑖 .
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Graph Neural Networks (GNNs) [42] are specialized neural
network models designed to learn useful representations of
nodes by leveraging node features and edges for various
downstream tasks. Two fundamental functions are utilized
in this process. The Aggregate function (Agg) combines
neighbors’ representation into this node, while the Update
function (Upd) processes the aggregated representation along
with the learnable parameter, denoted as𝑊 , to output the new
representations.

A typical L-layer GNN consists of L sequential graph
convolution layers. The initial representation of 𝑉𝑖 (denoted
as 𝐻 (0)

𝑖
) is 𝑋𝑖 . Its representation of the 𝑙𝑡ℎ layer is denoted as

𝐻
(𝑙)
𝑖

(where 0 < 𝑙 ≤ 𝐿). It is calculated as follows.

𝐻
(𝑙)
𝑖

=𝑈𝑝𝑑

(
𝐴𝑔𝑔

(
{𝐻 (𝑙−1)

𝑗
: ∀𝑉 𝑗 ∈ N (𝑉𝑖)

)
,𝑊 (𝑙−1)

)
, (1)

where𝑊 (𝑙−1) is the learnable parameter. The output is used
for downstream tasks after a softmax layer.

2.2 Differential Privacy
Differential Privacy [12,13] is a formal definition on privacy. It
quantifies the maximal deviation in the probability distribution
functions of generating a particular output from an algorithm
on any adjacent datasets, where the adjacent datasets are
defined as two datasets differing by only a single record.

Definition 1. (Differential Privacy, DP). An algorithm M
satisfies (𝜀, 𝛿)-DP if and only if for any two adjacent datasets
𝐷 and 𝐷′, and for the set of all possible outputs of M which
is denoted as 𝑂, the following inequality holds:

𝑃𝑟 [M(𝐷) ∈ 𝑂] ≤ 𝑒𝜀𝑃𝑟 [M(𝐷′) ∈ 𝑂] + 𝛿. (2)

Here, 𝜀 indicates the trade-off between privacy and utility
within the algorithm, and is referred to as the privacy budget.
A smaller 𝜀 results in enhanced privacy but reduced utility.
Meanwhile, 𝛿 is informally characterized as a slight probability
of privacy guarantees failing, signifying a minimal risk of
surpassing the privacy budget. When 𝛿 = 0 it satisfies pure
differential privacy.

(𝜀, 𝛿)-DP can be achieved by adding Gaussian noise to the
output of an algorithm with variance defined as:

𝜎2 = 2𝑆2 log
1.25
𝛿

/𝜀2, (3)

where 𝑆 is the sensitivity of M, which represents the greatest
impact that the alteration of a single record can have on the
algorithm’s output. It is defined as the maximum ℓ2 norm
distance between the outputs of an algorithm 𝑓 on two adjacent
datasets 𝐷 and 𝐷′:

𝑆 = 𝑚𝑎𝑥
𝐷,𝐷′

∥ 𝑓 (𝐷) − 𝑓 (𝐷′)∥2. (4)

2.3 Secure Multi-Party Computation
A Secure Multi-Party Computation (MPC) [9] protocol allows
multiple parties to jointly compute a function without disclos-
ing their private inputs to each other. Secret sharing is one
main implementation paradigm for MPC. In this paradigm,
a secret (i.e., a private value) is divided into 𝑐 shares, and
at least 𝑡 shares are needed to reconstruct the secret. After
distributing the shares to parties, they collaboratively compute
a function on the shares they have, and reconstruct the result
as the output. Additive Secret Sharing [16] is a special type of
secret sharing where 𝑡 = 𝑐.

In Additive Secret Sharing, in order to split a secret 𝑠 into 𝑡
shares, 𝑡 −1 numbers are randomly generated as 𝑡 −1 shares,
respectively denoted as ⟨𝑠⟩1 , · · · , ⟨𝑠⟩𝑡−1. So the 𝑡𝑡ℎ share ⟨𝑠⟩𝑡
is generated by calculating 𝑠−∑𝑛−1

𝜆=1 ⟨𝑠⟩𝜆. To reconstruct 𝑠,
all parties need to exchange all the 𝑛 shares and sum them up.
With Additive Secret Sharing, parties can locally compute any
linear functions of shared values [25]. For example, consider
the 𝜆𝑡ℎ party obtains its share of values ⟨𝑥⟩𝜆 and ⟨𝑦⟩𝜆. For
any new secret value 𝑧 ≜ 𝑘1𝑥 + 𝑘2𝑦 + 𝑘3, where 𝑘1, 𝑘2, 𝑘3 are
non-secret constants, the 𝜆𝑡ℎ party can locally compute the
𝜆𝑡ℎ share of 𝑧, denoted as ⟨𝑧⟩𝜆, as follows:

⟨𝑧⟩𝜆 = ⟨𝑘1𝑥 + 𝑘2𝑦 + 𝑘3⟩𝜆 = 𝑘1 ⟨𝑥⟩𝜆 + 𝑘2 ⟨𝑦⟩𝜆 + 𝑘3. (5)

3 Problem and Challenges

In this section, we put forward the problem targeted by this
paper, and discuss the challenges.

3.1 Problem
Target Scenario. We focus on a scenario involving an untrust-
worthy server tasked with training a GNN among distributed
users. We consider a distributed graph G = (V,A), where V
represents the set of independent users, and A denotes the
adjacency matrix distributed among these users. Each node
contains private information, including features, labels, and
edges (i.e., connections to its neighboring nodes). For exam-
ple, in a real-world social network, features may encompass
personal attributes such as age and interests, labels could
categorize aspects like user roles or engagement levels, and
edges might represent the friendships or communication links
between users. Each user knows her own node information,
including connections to neighboring nodes within the graph.
This entails that she possesses not just her own feature vector
𝑋𝑖 and label vector 𝑌𝑖 , but also a specific row of A, referred
to as 𝐴𝑖 . Moreover, regardless of whether a user engages in
activities (e.g., posting comments), the information of other
users remains unaffected, as the overall graph structure is
fixed, and that user has no right to force other users to follow
or unfollow her [51]. We consider all features, labels, and
edges maintained by the nodes as private information.
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Privacy Constraints. We consider that each user requires
some privacy guarantee in form of (𝜀, 𝛿)-DP. However, as
graph datasets are different from standard tabular datasets,
the definition of (𝜀, 𝛿)-DP needs to adapt to graphs. We dis-
tinguish two different privacy notions, namely the edge-level
DP and node-level DP, depending on whether two adjacent
graphs differ by one edge or one node.

Definition 2. [Node-level DP (or Edge-level DP)] A random-
ized algorithmM satisfies node-level (or edge-level) (𝜀, 𝛿)-DP
if and only if for any two adjacent graphs 𝐺 and 𝐺′ that only
differ by one node (or one edge), and for any possible outcome
O, we have:

Pr [M (𝐺) ∈ 𝑂] ≤ 𝑒𝜀 Pr [M (𝐺′) ∈ 𝑂] + 𝛿. (6)

Edge-level DP only protects edges, while node-level DP
also protects node features and labels. In another word, an al-
gorithm satisfies node-level (𝜀, 𝛿)-DP also satisfies edge-level
(𝜀, 𝛿)-DP. Our goal is to ensure node-level DP in scenarios
where the model’s output does not significantly differ, regard-
less of whether any individual node participates in training.
Trust Assumptions. We make the following assumptions. (1)
The server and users are semi-honest, i.e., they follow the
protocol but may attempt to infer private information. (2) The
server and users are able to communicate anonymously with
the users. (3) We consider additional semi-honest parties
in our proposed solution so as to achieve node-level DP in
building a GNN. Such parties can be distributed cloud servers,
volunteers of verified nodes, etc. All these assumptions
(semi-honest participants and anonymous communication)
are widely adopted in recent research [4, 5, 25].
Problem Definition. Given the above scenario settings, pri-
vacy constraints and trust assumptions, how can the untrust-
worthy server construct an effective GNN? To the best of our
knowledge, existing methods [8, 41, 51] only achieve node-
level DP in centralized settings, with no solutions yet proposed
for distributed scenarios.

3.2 Basic Idea and Challenges

Our initial idea is to employ MPC protocols in construct-
ing a privacy-preserving GNN. Some very recent studies
(e.g., [4, 5, 25]) establish MPC protocols to enable differen-
tially private MPC aggregation, addressing the problems of
reduced accuracy and potential privacy loss introduced by
LDP. These MPC protocols ensure the confidentiality of
private information through cryptographic means rather than
merely balancing data privacy with utility through noise addi-
tion, thereby significantly enhancing the accuracy of statistical
results while satisfying DP constraints. Following the idea of
this line of approaches, we employ MPC protocols to build a
GNN in distributed settings under the constraint of DP.

3.2.1 InitialApproach. We use the term secret from MPC to
represent all private information. A straightforward workflow
of utilizing MPC (with𝑚 semi-honest parties) to build a GNN
is as follows. We then explain why this initial approach failed
and highlight the main drawbacks.

Step 1: Share Construction. Each user node 𝑉𝑖 generates
secret shares of her feature vector 𝑋𝑖 , adjacency list 𝐴𝑖 and
label 𝑌𝑖 . The label is processed into one-hot vector for secret
sharing. A share of 𝑋𝑖 (or 𝐴𝑖 , 𝑌𝑖 ) is denoted as ⟨𝑋𝑖⟩𝜆 (or
⟨𝐴𝑖⟩𝜆, ⟨𝑌𝑖⟩𝜆), where (𝜆 = 1, ...,𝑚). The 𝜆𝑡ℎ share is then sent
to the 𝜆𝑡ℎ party.

Step 2: Secret Aggregation. Each party combines the
received shares in order to construct the secret-shared feature
matrix, adjacency matrix and label matrix. E.g., the 𝜆𝑡ℎ party
constructs ⟨𝑋⟩𝜆, ⟨𝐴⟩𝜆 and ⟨𝑌⟩𝜆. The node representation 𝐻
is the product of the adjacency matrix 𝐴 and the feature matrix
𝑋 . Thus we have:

𝐻 = 𝐴𝑋 =

𝑚∑︁
𝜆

⟨𝐴⟩𝜆
𝑚∑︁
𝜆

⟨𝑋⟩𝜆 =
𝑚∑︁
𝜆=1

𝑆𝑒𝑐𝑀𝑢𝑙
(
⟨𝐴⟩𝜆⟨𝑋⟩𝜆

)
. (7)

The 𝑚 parties can perform a secure multiplication protocol
SecMul [50], that each party can obtain a secret share of 𝐻,
denoted as ⟨𝐻⟩𝜆.

Step 3: Secret Reconstruction. To securely publish the
node representations and labels, each party independently
perturbs the obtained ⟨𝐻⟩𝜆 and ⟨𝑌⟩𝜆 to ensure that the recon-
structed matrix satisfies node-level DP. One party reconstructs
the perturbed node representations 𝐻̃ and perturbed label 𝑌 .

Step 4: Model Training. 𝐻̃ and 𝑌 are passed to the next
GNN layer for aggregation. The trainable parameters W are
updated by minimizing the difference between the predicted
labels 𝑌 and the perturbed labels 𝑌 .

Steps 2 to 4 are iteratively performed to train a GNN.

3.2.2 Challenges. The above initial approach has two key
drawbacks (technical challenges).
Challenge 1. Computation and Communication Con-
straints. The computation and communication burden in
performing an MPC protocol designed for building a GNN
is far from practical. Training a GNN requires hundreds of
epochs or more. In our initial approach, each epoch requires to
perform a MPC multiplication protocol in Step 2. To perform
such a protocol, all computing parties need to compute a
so-called Beaver triple, which is a cryptographic element used
in MPC [50] (to facilitate the division of the multiplication
task among different parties without revealing their private in-
puts). This process also necessitates frequent communication
between computing parties [33]. Consequently, our initial
approach is inapplicable in training a GNN model.
Challenge 2. Privacy Budget Over-splitting. According to
the sequential composition [15] of DP, the privacy budget
must be split for each training epoch, as the graph structure is
accessed during every epoch in Step 2. Additionally, within
each epoch, the privacy budget needs to be further split because
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participants could infer edge information by combining the
results of multiple invocations of the aggregation function.
For example, consider a GNN with 3 layers trained over 200
epochs. In this scenario, the privacy budget must be split
200× 3 = 600 times. This leads to a substantial amount of
noise being added to the reconstructed secret in Step 3, which
significantly degrades the model’s performance.

4 Distributed Private Aggregation

In this section, we propose Distributed Private Aggregation
(DPA) to address the previous challenges. At a high level, DPA
can be abstracted as the fundamental Aggregation function
of GNN. In what follows, we detail six modifications to
highlight the difference between DPA and our initial approach
(introduced in Sec. 3.2.1).

4.1 Modifications Addressing Challenge 1
Modification 1. Matrix addition instead of matrix multipli-
cation.To address Challenge 1, we aim to reduce the com-
putational overhead associated with matrix multiplication.
Each node sends its representation to its neighbors while also
receiving representations from them. This allows each node
to aggregate by simply summing up all received representa-
tions, effectively replacing matrix multiplication with matrix
addition. Take a graph with 𝑛 nodes as an example, we have:

𝐻 (𝑙) = 𝐴𝐻 (𝑙−1) =
∑𝑛
𝑖=1

[
𝐴𝑖1𝐻

(𝑙−1)
𝑖

, · · · , 𝐴𝑖𝑛𝐻 (𝑙−1)
𝑖

]⊤
, (8)

where 𝐴𝑖 𝑗 denotes the 𝑗 th element in the adjacency list 𝐴𝑖 of
node𝑉𝑖 , and𝐻 (𝑙−1)

𝑖
denotes the representation of node𝑉𝑖 at the

(𝑙−1)𝑡ℎ layer. The transposed matrix [𝐴𝑖1𝐻𝑖 , · · · , 𝐴𝑖𝑛𝐻𝑖]⊤ is
the information that node 𝑉𝑖 should provide to her neighbor.

A new drawback caused by Modification 1.While the previous
modification reduces both computation and communication
overhead among the parties, it significantly increases the
communication cost from users to the parties. Although the
adjacency matrix is typically sparse, processing zero entries
still requires heavy MPC computation and communication,
since the information that two nodes are unconnected is also
private and needs to be protected.

Modification 2.Key-value instead of a sparse matrix. To
address the previous drawback, we make use of the key-
value data structure to replace the feature passing matrix, as
illustrated in Figure 1. Since the key-value data structure
inherently protects the edges, we treat both features and edges
as secrets. Let 𝐾𝑖 represent the index of node 𝑉𝑖 , and let 𝐻 𝑗
denote the representation of its neighboring node 𝑉 𝑗 . We
construct key-representation pair, denoted as H𝑖 𝑗 , as follows:

H (𝑙−1)
𝑖 𝑗

≜ (𝐾𝑖 : 𝐻 (𝑙−1)
𝑗

). (9)

Let {H (𝑙−1)
𝑖 𝑗

} represent the set of the key-representation
pairs at the (𝑙 −1)𝑡ℎ layer, as follows:{

H (𝑙−1)
𝑖 𝑗

}
≜
{
(𝐾𝑖 : 𝐻 (𝑙−1)

𝑗
) | 𝐻 (𝑙−1)

𝑗
∈ 𝑁 (𝐾𝑖)

}
, (10)

where 𝑁 (𝐾𝑖) represents the set of all values associated with
the key 𝐾𝑖 in the key-value pairs.

We perform addition aggregation on the key-representation
pairs, calculated as follows:

𝐻
(𝑙)
𝑖

= 𝐾𝑉𝑎𝑔𝑔

({
H (𝑙−1)
𝑖 𝑗

})
, (11)

where 𝐻 (𝑙)
𝑖

represents the aggregated representation of node
𝑉𝑖 at the 𝑙𝑡ℎ layer, and 𝐾𝑉𝑎𝑔𝑔(·) represents the key-value
aggregation function defined as:

𝐾𝑉𝑎𝑔𝑔

({
(𝐾𝑖 : 𝐻 𝑗 ) | 𝐻 𝑗 ∈ 𝑁 (𝐾𝑖)

})
≜
(
𝐾𝑖 :

∑
𝑅 𝑗 ∈𝑁 (𝐾𝑖 ) 𝐻 𝑗

)
=

(
𝐾𝑖 :

∑𝑛
𝑗=1 𝐴𝑖 𝑗𝐻 𝑗

)
. (12)

This function performs an additive aggregation on the values
of key-value pairs with the same key.

Compared to node representation matrix 𝐻 of Modification
1, the key-representation structure does not require operations
on zero elements. Therefore, secret sharing is now only
applied to non-zero element, and the overhead is significantly
reduced.

A new drawback caused by Modification 2.When key-value
pairs are sent to untrustworthy parties, it exposes the number
of neighbors (i.e., the degree, denoted as 𝑑) of each user node.
Since the degree of a node is dependent of its edges, the
disclosure of degrees indirectly lead to leakage of edges.

Modification 3. Achieving DP defined on edges via dummies.
To address this drawback, we employ the selective MPC
protocol [25] to achieve DP defined on node degrees by
generating dummy key-value pairs. A dummy pair can be
any fictitious friend added by a user in a social network.
Specifically, each node independently samples a value 𝑛𝑘
from a geometric distribution with parameter 𝑟 , and generates
𝑛𝑘 dummies for key 𝐾𝑖 . To ensure aggregation is unaffected
by dummies, each dummy’s value vector is set to zero. Let
𝑡 denote the size of the subset selected from 𝑚 parties, and
let 𝜀𝑒 represent the privacy budget for edges. This process
satisfies edge-level 𝜀𝑒-DP:

𝜀𝑒 = ln
(
max

{
1

1−𝑟 ,
1

1−𝑡/𝑚 +1− 𝑟
})
. (13)

4.2 Modifications Addressing Challenge 2
A new drawback caused by key-value pairs.When adopting
key-value pairs provided by user nodes, it makes the training
process impractical in real-world graphs. The requirement
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Figure 1: The feature passing matrix with 25 vectors is
transformed into 6 key-value pairs.

to reuse key-value pairs at each layer for iterative training in
GNNs results in significant communication overhead, and
necessitates that users remain constantly online.

Modification 4. Separating the Aggregation and Training
Stages.Target at Challenge 2 and the previous drawback, we
perform the aggregation for an L-layer GNN, and use the final
node representations for training. In our implementation, we
make no modifications to existing frameworks and directly
utilize Simple Graph Convolution (SGC) [49], a commonly
adopted GNN framework. SGC inherently separates aggrega-
tion from training and avoids over-splitting the privacy budget,
simplifying the GNN training process while maintaining ex-
cellent performance. We only add noise to the aggregated
representations at the first layer, as the subsequent layers
are protected by the post-processing [15] of DP. Thus, no
additional privacy budget is needed for layers 2 to 𝐿.

A new drawback caused by Modification 4.Consider a party
participating in secret reconstruction across two different
layers, gaining access to the representations 𝐻 (𝑙−1) and 𝐻 (𝑙) .
This enables the party to infer the graph structure by comparing
these two representations without further additional noise.

Modification 5. Secret Reconstruction on the user side.To
maintain confidentiality, the user nodes and the computing
parties jointly perform the aggregation process. The usernodes
generate key-value pairs and carry out secret sharing, while
the computing parties aggregate the shares corresponding to
the same key. The aggregated results are then sent back to the
nodes for secret reconstruction.

A new drawback caused by perturbed labels.The shared labels
are perturbed and reconstructed for training. However, directly
using these perturbed labels to train the GNN can cause the
model to overfit to the noise, leading to poor generalization
performance.

Modification 6. Aggregating the perturbed labels.Nodes with
similar structures are more likely to have similar labels, and
we utilize the graph structure to calibrate perturbed labels.
Similar to the construction of the key-representation, we also
construct the key-label pair, denoted as Y𝑖 𝑗 , as follows:

Y (𝑙−1)
𝑖 𝑗

≜ (𝐾𝑖 : 𝑌 (𝑙−1)
𝑗

), (14)

where 𝑌 (𝑙−1)
𝑗

represents the one-hot label vector.
Let

{
Y (𝑙−1)
𝑖 𝑗

}
represent a set of the key-label pairs at the

(𝑙 −1)𝑡ℎ layer. The aggregated labels at the 𝑙𝑡ℎ layer are:

𝑌
(𝑙)
𝑖

= 𝐾𝑉𝑎𝑔𝑔

({
Y (𝑙−1)
𝑖 𝑗

})
. (15)

The aggregated labels are later used to train the GNN. Note that
this modification to the initial approach does not compromise
the DP guarantees, as labels are protected in Step 3 in the
same way as node representations.

4.3 DPA: Distributed Private Aggregation
We conclude all the above modifications, and formalize a
DPA function. The DPA function is built upon three core
subfunctions defined as follows.

(1) The Share Construction function (SC), which is per-
formed on the user side, is defined as:

𝑆𝐶
(
R (𝑙−1)
𝑖 𝑗

)
=
〈
R (𝑙−1)
𝑖 𝑗

〉
𝜆
, (16)

where R𝑖 𝑗 = (𝐾𝑖 : 𝑅 𝑗 ) represents key-representation pair or
key-label pair, where 𝑅 𝑗 denotes either node representation or
label. 𝑅 𝑗 =

∑𝑡
𝜆=1⟨𝑅 𝑗⟩𝜆 represents that 𝑅 𝑗 generates 𝑡 shares.

⟨·⟩𝜆 is the 𝜆𝑡ℎ share and sent to the 𝜆𝑡ℎ party.
(2) The Secret Aggregation function (SA), which is per-

formed by the computing parties, is defined as:

𝑆𝐴

({
⟨R (𝑙−1)
𝑖 𝑗

⟩𝜆
})

≜ 𝐾𝑉𝑎𝑔𝑔
({
⟨R (𝑙−1)
𝑖 𝑗

⟩𝜆
})

= ⟨𝑅 (𝑙)
𝑖

⟩𝜆, (17)

where {⟨R (𝑙−1)
𝑖 𝑗

⟩𝜆} denotes the set of shared key-value pairs
at the (𝑙 −1)𝑡ℎ layer.

(3) The Secret Reconstruction function (SR), which is
performed on the user side, is defined as:

𝑆𝑅

(〈
𝑅
(𝑙)
𝑖

〉
𝜆

)
≜
∑𝑚
𝜆=1

〈
𝑅
(𝑙)
𝑖

〉
𝜆
= 𝑅

(𝑙)
𝑖
. (18)

The DPA function is defined as:

DPA
(
R (𝑙−1)
𝑖 𝑗

)
≜ 𝑆𝑅

(
𝑆𝐴

({
𝑆𝐶

(
R (𝑙−1)
𝑖 𝑗

)}))
. (19)

5 DPA-GNN

Based on DPA, we implement DPA-GNN, the first graph neu-
ral network satisfying both edge-level and node-level DP in
distributed settings.

Overview.We propose five main modules for building a
DPA-GNN, namely Initialization, Share Construction (SC),
Secret Aggregation (SA), Secret Reconstruction (SR), and
Model Training. The workflow for DPA-GNN is shown in
Figure 2. The modules SC, SA, and SR correspond to the
implementation of the three functions defined in Section 4.3.
The remaining part of this section provides details of each
module.
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Figure 2: Workflow of DPA-GNN. Users execute the Initialization module for data preprocessing and the SC module to generate
shared key-value pairs, which are then transmitted to the parties. The parties run the SA module to perturb and aggregate node
representations and labels, which are subsequently forwarded to the SR module for recovery. The final output, processed through
multiple layers of aggregation, is passed to the MLP for Model Training. Yellow arrows illustrate the data flow.

Step 0. Initialization.This module performs data preprocess-
ing on the user side. The preprocessed data is consistently
utilized in the subsequent GNN aggregation steps. It is com-
posed of two steps.

Step 0a: Edge Clipping. In this step, the edges of each
node are clipped according to the clipping rate c if the degree
of this node is greater than a threshold 𝐷. This step helps
limit the sensitivity and the noise to be introduced, so as to
increase the accuracy of the model as in [8, 41].

Step 0b: Dummy Generation. In this step, a one-sided
geometric distribution with parameter 𝑟 is used to generate
dummy edge pairs for each node. A dummy key-value pair
generated by node 𝑉𝑖 is in the form (𝐾𝑖 : ®0), where ®0 is an all-
zero vector of length |𝐻𝑖 | or |𝑌𝑖 |. The dummies are generated
only once for each node and reused in subsequent layers.

Step 1. Share Construction (SC).This module is performed
on the user side. Since the key-value data structure inherently
protects the edges, DPA-GNN treats features (or node represen-
tations) and labels as secrets. This module is composed of
three steps.

Step 1a: Key-Value Construction. In this step, each node
𝑉 𝑗 contains representation 𝐻 𝑗 , label 𝑌 𝑗 and neighbor edge
pairs 𝑒𝑖 𝑗 = (𝐾𝑖 ,𝐾 𝑗 ). The initial 𝐻 𝑗 is row-normalized, and 𝑌 𝑗
is expressed as a one-hot vector, with test set labels set to ®0.
Each node constructs key-representation pair (𝐾𝑖 : 𝐻 𝑗 ) and
key-label pair (𝐾𝑖 : 𝑌 𝑗 ), collectively referred to as R𝑖 𝑗 .

Step 1b: Secret Sharing. In this step, each user node uses
additive secret sharing to split R𝑖 𝑗 into 𝑡 shares (including
dummy key-value pairs). This process partitions the values
of the key-value pairs while preserving the original keys,
generating 𝑡 messages. Each message is denoted as ⟨R (𝑙−1)

𝑖 𝑗
⟩𝜆,

where 𝜆 ∈ [1, 𝑡] and 𝑡 < 𝑚, as specified by Eq. (16).
Step 1c: Message Sending. In this step, each node ran-

domly selects t out of m parties and anonymously sends ⟨R𝑖 𝑗⟩
to the𝜆𝑡ℎ selected party through a shuffler [2], for all𝜆 ∈ [1,𝑚].
This step satisfies edge-level DP.

Step 2. Secret Aggregation (SA).This module performs the
aggregation of node representations and labels on each party.
It is composed of two steps.

Step 2a: Key-Value Aggregation. In this step, each party
collects all the messages sent to him and applies the SA func-
tion, as defined in Eq. (17), to compute the aggregated result
⟨𝑅 (𝑙)
𝑖

⟩𝜆 for each key 𝐾𝑖 . This aggregated result represents
the sum of the shared representations and labels of the node
associated with that key.

Step 2b: Secret Perturbation. In this step, each party
introduces Gaussian noise with a variance of 𝜎2/𝑚 to perturb
the aggregated node representations and labels, as follows.

𝑃𝑡𝑏

(〈
𝑅
(𝑙)
𝑖

〉
𝜆

)
=
〈
𝑅
(𝑙)
𝑖

〉
𝜆
+𝑁𝜆 (0,

𝜎2

𝑚
), (20)

where 𝑁𝜆 (0,𝜎2/𝑚) is the Gaussian noise introduced, with a
mean value of 0 and a variance of 𝜎2/𝑚.

Steps 2a and 2b are conducted in the first GNN layer to
ensure that the computing parties satisfy DP. In the subsequent
GNN layers, only step 2a is carried out, as justified by the
post-processing of DP [13].

Step 3. Secret Reconstruction (SR).This module reconstructs
messages from the m parties on the user side. It is composed
of two steps.

Step 3a: Secret Collection. In this step, the user node
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receives all perturbed shares and then collects all the shares
to reconstruct the secret (the node representations and labels)
by calculating:

𝑅
(𝑙)
𝑖

= 𝑆𝑅

(
𝑃𝑡𝑏

(〈
𝑅
(𝑙)
𝑖

〉
𝜆

))
. (21)

Step 3b: Secret Scaling. In this step, each user scales
the reconstructed secret 𝑅𝑖 by a factor 𝛼𝑖 . To normalize the
impact of each node’s representation, we set 𝛼𝑖 = 1/𝑑𝑖 , where
𝑑𝑖 represents the dummy degree of node 𝑉𝑖 . Let 𝑅𝑖 denotes
the scaled results. We have:

𝑅
(𝑙)
𝑖

=
(
𝑅
(𝑙)
𝑖

)
𝛼𝑖 . (22)

When the scaled value 𝑅𝑖 is sent back to the computing
parties, it is split into shares via secret sharing to ensure its
confidentiality. Therefore, 𝑅𝑖 is not required to satisfy DP.

Subsequently, 𝑅𝑖 is passed to the next layer, where shared
key-value pairs are created, and a new round of distributed
private aggregation is initiated. In this process, Gaussian
noise is added only in the first GNN layer, while subsequent
layers (2 ≤ 𝑙 ≤ 𝐿) apply only the DPA function, as specified by
Eq. (19), which is defined as follows:

𝑅
(𝑙+1)
𝑖

= DPA
({
R (𝑙)
𝑖 𝑗

})
. (23)

Note that the reconstructed node representation of the final
layer is not scaled in order to reduce communication costs.

Step 4. Model Training.This module is performed on the
server side. In this module, DPA-GNN is trained using the
aggregated node representations and labels from the final
GNN layer.

The secret reconstruction of the 𝐿𝑡ℎ GNN layer (the final
layer) is performed on the party, obtaining 𝐻 (𝐿) and 𝑌 (𝐿) .
Let 𝑌𝑖 represent the index of the maximum value obtained by
applying the argmax function to the aggregated labels 𝑌 (𝐿) ,
as follows:

𝑌𝑖 = 𝑎𝑟𝑔𝑚𝑎𝑥
(
𝑌𝑖

(𝐿) ) . (24)

The server trains a Multi-Layer Perceptron (MLP) to update
node representations and predicts node classifications using
the softmax function. The predicted label 𝑌 is given by:

𝑌 = softmax
(
𝐻 (𝐿)𝑊

)
. (25)

The learnable parameter W is optimized by minimizing the
cross-entropy loss ℓ between 𝑌𝑖 and 𝑌𝑖:

ℓ
(
𝑌𝑖 ,𝑌𝑖

)
= −∑𝑛

𝑖=1𝑌𝑖 log(𝑌𝑖). (26)

To save privacy budget and speed up model training, 𝐻 (𝐿)

is cached for training, validation, and testing, while 𝑌 (𝐿) is
cached for training and validation. The labels of the test set
are left clean for performance evaluation.

6 Privacy Analysis and Discussion

6.1 Privacy Analysis
DPA-GNN satisfies edge-level DP and node-level DP. 𝜀𝑒, 𝜀ℎ and
𝜀𝑦 denote the privacy budgets for edges, node representations,
and labels, respectively. Detailed proofs of the following
theorems are provided in Appendix A.

Theorem 1. The Share Construction (SC) module of
DPA-GNN satisfies edge-level 𝜀𝑒-DP, and ensures the confi-
dentiality of node features and labels.

Theorem 2. Following the SC module, the Secret Aggregation
(SA) module ofDPA-GNN satisfies edge-level 𝜀𝑒-DP and node-
level (𝜀𝑒 + 𝜀ℎ + 𝜀𝑦 ,2𝛿)-DP.

Theorem 3. The secret reconstruction (SR) module of
DPA-GNN satisfies edge-level DP and node-level DP.

Theorem 4. The model training module ofDPA-GNN satisfies
edge-level DP and node-level DP.

Theorem 5. DPA-GNN satisfies edge-level 𝜀𝑒-DP and node-
level (𝜀𝑒 + 𝜀ℎ + 𝜀𝑦 ,2𝛿)-DP.

6.2 Discussion on Colluding Nodes and Collud-
ing Parties

The aggregation function DPA ensures that the aggregated
attributes satisfy DP while protecting the confidentiality of all
edges through MPC. Consequently, colluding nodes cannot
compromise the privacy of other nodes and can only access
the edges directly connected to themselves.

The impact of colluding parties is more complicated.
DPA-GNN is designed to tolerate colluding parties. In cases
where 𝑛 out of the𝑚 computing parties collude, users can split
the secret into at least 𝑛+1 shares to ensure that no single party
can obtain all the secret shares and reconstruct the original
secret, thereby preserving privacy. However, colluding parties
can reduce the privacy level by exploiting the knowledge of
the noise added by them while they cannot directly access
users’ private data.

7 EVALUATION

In this section, we describe the experiment setup, including
datasets, baselines, and parameters, followed by the experi-
mental results on DPA-GNN to answer the following questions:

(1) How does DPA-GNN perform on different datasets?
(2) How does DPA-GNN perform compared to existing meth-

ods in scenarios focusing on different types of protection
(features, edges and labels)?

(3) When transitioning from distributed to centralized set-
tings, how does DPA-GNN perform compared to existing
centralized methods?
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Table 1: Dataset statistics

Dataset Nodes Features Edges Classes

Cora [53] 2708 1433 10858 7
CiteSeer [53] 3312 3703 9430 6
LastFM [38] 7624 7842 55612 18

Facebook [37] 22470 4714 342004 4
Amazon [44] 13471 767 491772 10
Reddit [56] 140667 602 51605960 12

(4) How to set parameters of DPA-GNN?
(5) What are the communication and offline costs of

DPA-GNN?

7.1 Experiment Setup

7.1.1 Environment. All experiments are conducted on a
high-performance server with an Intel Xeon Gold 6430 proces-
sor (16 vCPUs), 120GB of RAM, and an NVIDIA GeForce
RTX 4090 GPU. Each experiment is performed 10 times,
with mean and standard deviation reported.

7.1.2 Datasets. We conduct experiments on 6 public real-
world datasets. A summary of datasets is presented in Table 1.
Cora [53] and CiteSeer [53] are two well-known citation
networks frequently used for benchmarking. Each node rep-
resents a document, and edges denote citation relationships.
LastFM [38] is a social network gathered from the music
streaming service LastFM, where each node represents a
user, and the edges between them denote friendships. Face-
book [37] is a social network compiled from Facebook, where
each node represents a verified Facebook page, and edges
indicate mutual likes. Amazon [44] is a co-purchase network
extracted from Amazon, and represents products as nodes and
co-purchase relationships as edges. Reddit [56] is a large-scale
social network, and represents posts as nodes and connects
them with edges if the same user comments on both posts.

7.1.3 Baselines. We consider various baseline methods for
comparison. These baselines are categorized into three types:
the existing methods, the privacy-enhanced variants of existing
methods and the centralized node-level DP methods. We
summarize data types treated as privacy in baselines and
DPA-GNN in Table 2.

Category 1. Existing privacy preserving GNN methods:

(1) RR [26], whichapplies the Random Response mechanism
to the adjacency list for edge privacy.

(2) RGNN [3], which protects feature and label privacy using
LDP, and reconstructs messages on the server side.

(3) LPGNN [40], which uses multi-bit mechanism and RR to
protect node features and labels, and employs the KProp
mechanism to denoise the injected noise.

(4) Solitude [31], which protects node features and edges in
decentralized scenarios and calibrates introduced noise.

(5) Blink [58], which utilizes an LDP mechanism to protect
edge privacy and applies Bayesian estimation to denoise.

(6) DPRR [22], which protects edge privacy by perturb-
ing the edge list with RR and adjusts edge sampling
probabilities using noisy degree information.

None of the above methods consider all types of privacy.
For example, RGNN and LPGNN do not treat edges as private,
while Solitude does not treat labels as private. Considering
that existing methods [3, 31, 40] use RR to protect edges and
labels, we extend privacy protection using RR to address the
aspects these methods overlook and to better fit our scenario.
We develop enhanced variants of these methods as follows
and then compare them with DPA-GNN.

Category 2. Enhanced variants of existing methods:
(1) Solitude+RR, which is based on Solitude [31] with node

labels perturbed using RR to create Solitude+RR.
(2) LPGNN+RR, which is based on LPGNN [40] with adja-

cency matrix perturbed using RR to create LPGNN+RR.
(3) RGNN+RR, which is based on RGNN [3] with labels

perturbed using RR to create RGNN+RR.
Category 3. Centralized node-level DP methods:

(1) DP-SGD [1], which trains a simple MLP using DP-SGD,
ensuring node-level DP without relying on graph edges.

(2) GAP-NDP [41], which combines multi-layer aggregation
perturbation with DP-SGD.

(3) PNPiGNNs [51], which combines a HeterPoisson sam-
pling routine with symmetric multivariate Laplace noise.

(4) DPDGC [8], which introduces decoupled graph convo-
lutions and applies DP-SGD for model training.

7.1.4 Parameter settings. The parameter settings of
DPA-GNN and baselines in the experiments are as follows:

Common parameters: For all methods, we set the number
of MLP layers to 2, the hidden dimension to 64, initial learning
rate to 0.0005, weight decay to 0.01, dropout rate to 0.5, the
privacy parameter 𝛿 to 10−5, training epoch to 200 and split
randomly the nodes into training, validation, and test sets with
ratios of 2 : 1 : 1.

Specific parameters: For DPA-GNN, we set the shares of
secret sharing 𝑡 to 2, the number of parties 𝑚 to 3 (i.e.,
selective parameter 𝑝 = 2/3), and dummy parameter 𝑟 to
0.5. All baseline methods are implemented using parameter
settings from the original studies.

7.2 Experiments and Results

7.2.1 Utility-privacy trade-off. We conduct experiments to
evaluate the trade-off between utility and privacy achieved
by DPA-GNN and baselines. Node feature and label vectors
differ in dimension, requiring distinct aggregation layers. Let
𝑙ℎ and 𝑙𝑦 represent the aggregation layers for features and
labels, respectively. We set the optimal aggregation layers
(𝑙ℎ, 𝑙𝑦) to (10,8), (8,10), (10,6), (6,4), (10,2), (8,2), and the
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Table 2: Data types treated as privacy in baselines and DPA-GNN.

Category 1 Category 2 Category 3
Baseline RR [26] Solitude [31] LPGNN [40] RGNN [3] DPRR [22] Blink [58] DPA-GNN

Features ✓ ✓ ✓ ✓ ✓ ✓
Edges ✓ ✓ ✓ ✓ ✓ ✓ ✓
Labels ✓ ✓ ✓ ✓ ✓ ✓

Table 3: Performance of DPA-GNN and baselines in Category 2 across varying privacy budget settings on six datasets.

Method 𝜀 = 2 𝜀 = 4 𝜀 = 6 𝜀 = 8 𝜀 = 10 𝜀 = 2 𝜀 = 4 𝜀 = 6 𝜀 = 8 𝜀 = 10
Cora CiteSeer

𝜀ℎ=5%𝜀
Solitude+RR 29.0±4.40 30.3±2.21 30.9±1.57 30.5±0.99 62.8±3.00 20.7±1.48 20.7±1.67 20.2±1.19 22.6±3.31 40.8±1.11
LPGNN+RR 21.5±7.53 16.7±9.66 18.8±9.09 30.5±6.54 59.7±5.26 15.9±2.81 17.1±4.06 17.2±2.78 19.6±1.64 38.0±3.46
RGNN+RR 29.5±1.02 29.5±1.04 29.5±1.01 29.2±1.28 50.9±1.38 19.8±1.34 20.4±1.19 20.3±1.14 21.6±1.36 31.3±1.77
DPA-GNN 27.1±3.97 66.8±2.07 74.5±1.95 77.4±1.94 78.4±1.42 24.9±3.05 44.8±2.88 52.9±2.73 56.1±1.43 60.5±2.23

𝜀ℎ=20%𝜀
Solitude+RR 28.7±5.63 29.8±1.50 29.6±1.37 30.5±1.10 37.0±2.30 20.3±1.31 19.9±2.20 20.3±2.24 21.2±1.26 30.1±2.97
LPGNN+RR 21.8±8.17 26.5±3.72 29.2±0.00 31.3±0.00 39.2±4.01 17.8±4.78 17.9±3.82 19.0±4.04 20.4±1.41 27.2±2.26
RGNN+RR 29.6±0.96 29.5±1.37 29.5±1.02 29.2±1.16 39.1±2.48 20.1±1.49 20.6±1.23 20.4±1.46 19.9±1.08 30.8±1.50
DPA-GNN 20.0±6.94 56.2±5.54 73.6±0.91 76.5±2.33 77.6±1.18 21.8±3.38 39.6±2.25 51.2±1.67 55.5±1.46 57.7±1.52

LastFM Facebook

𝜀ℎ=5%𝜀
Solitude+RR 13.9±7.32 11.7±6.37 14.0±6.67 12.9±7.43 44.1±5.18 30.1±0.81 30.6±1.13 29.9±0.95 35.5±6.50 72.0±0.98
LPGNN+RR 8.7±7.73 9.0±7.65 11.6±6.76 17.8±4.47 38.6±12.81 25.9±5.89 28.4±2.30 28.1±2.52 38.2±7.94 60.0±7.51
RGNN+RR 19.8±2.01 20.3±1.70 20.3±1.56 25.7±2.08 57.2±1.29 30.4±0.56 30.9±0.78 30.9±0.43 33.6±2.68 50.1±1.87
DPA-GNN 41.6±8.73 80.3±1.46 82.7±0.86 83.1±1.06 83.8±1.01 54.8±3.28 81.1±0.85 84.9±0.46 85.8±0.59 86.1±0.59

𝜀ℎ=20%𝜀
Solitude+RR 14.1±6.65 13.4±6.35 18.9±2.66 17.7±3.86 28.0±5.59 29.7±1.15 29.7±0.89 30.2±1.67 34.8±4.27 58.9±3.36
LPGNN+RR 13.4±6.94 17.7±3.96 14.8±7.72 13.7±5.67 16.4±5.37 26.5±4.39 29.3±1.17 28.2±1.97 31.0±3.88 46.4±6.78
RGNN+RR 20.3±1.70 20.5±1.89 21.1±0.97 25.1±1.55 49.1±3.46 29.5±1.45 30.2±0.64 30.7±0.66 32.9±2.77 35.1±2.75
DPA-GNN 25.0±7.46 77.3±1.90 82.7±0.52 83.4±0.81 83.1±0.51 47.3±2.38 79.2±1.23 83.8±0.72 85.7±0.51 86.3±0.27

Amazon Reddit

𝜀ℎ=5%𝜀
Solitude+RR 18.7±13.20 37.1±0.71 37.3±0.44 55.0±11.72 73.2±1.13 – – – – –
LPGNN+RR 12.0±12.66 21.7±12.67 29.7±11.67 52.6±16.47 71.7±1.60 – – – – –
RGNN+RR 35.8±0.64 36.8±0.73 35.7±2.97 58.8±3.74 70.7±1.71 – – – – –
DPA-GNN 46.2±4.45 82.6±0.91 85.7±0.52 85.6±0.43 85.9±0.74 91.2±0.38 96.0±0.15 96.1±0.05 96.2±0.07 96.3±0.10

𝜀ℎ=20%𝜀
Solitude+RR 22.6±13.09 34.6±7.73 36.8±0.75 41.6±3.52 71.7±1.67 – – – – –
LPGNN+RR 27.9±11.04 34.5±6.21 36.7±0.00 45.3±8.29 66.3±5.95 – – – – –
RGNN+RR 36.2±0.53 36.4±0.81 36.8±0.73 37.6±0.44 41.9±3.27 – – – – –
DPA-GNN 46.0±10.37 81.4±1.27 84.3±1.21 85.3±0.50 84.9±0.54 89.6±0.90 96.1±0.09 96.1±0.05 96.2±0.12 96.4±0.06

optimal clipping rates 𝑐 to 80%, 80%, 70%, 60%, 40%, 20%
on Cora, CiteSeer, LastFM, Facebook, Amazon, and Reddit,
respectively.

Baselines associated with LDP, including those in Category
1 and Category 2, require transforming sparse matrices into
dense matrices with added noise, which imposes substantial
memory requirements. Due to hardware limitations, these
baselines could not be executed on the largest dataset, Reddit,
thus the results of experiments [E1]–[E5] are not available.

[E1] Utility-privacy trade-off. In this experiment, we
compare DPA-GNN with baselines in Category 2 (including
Solitude+RR, LPGNN+RR and RGNN+RR) on six datasets
under different privacy budgets. To investigate the optimal
partitioning strategy under varying privacy budgets, we set
the total privacy budget 𝜀 to {2,4,6,8,10}, with the node
representation privacy budget 𝜀ℎ set to 5%𝜀 and 20%𝜀. The
edge privacy budget 𝜀𝑒 for DPA-GNN is fixed at 1.25 (when
𝑝 = 2

3 and 𝑟 = 0.5). In contrast, the baselines allocate a higher
proportion of the budget to 𝜀𝑒, with the remaining budget
assigned to the label privacy budget 𝜀𝑦 . The results are
shown in Table 3. We observe that DPA-GNN outperforms
the baselines. Additionally, our method achieves excellent

classification accuracy even at 𝜀 = 4, while the baseline results
are mostly below 40%. DPA-GNN demonstrates a 10% to
30% improvement over the baseline methods when 𝜀 = 10
and 𝜀ℎ = 5%𝜀. These results indicate that DPA-GNN achieves
superior performance while simultaneously protecting node
features, edges, and labels.

7.2.2 Ablation studies. We conduct ablation studies by
considering part but not all data types are private.

[E2] Protecting edges only. In this experiment, we compare
DPA-GNN with baselines that only protect edges (including
RR, Blink, Solitude, DPRR). We set the privacy budget 𝜀𝑒
in the range [2,8], with 𝜀ℎ =∞, 𝜀𝑦 =∞, and the number of
layers as 𝑙ℎ = 2, 𝑙𝑦 = 2. The results are shown in Figure 3.
By using the key-value data structure and the adaptation of
selective MPC [25] to protect edge information, DPA-GNN
does not exhibit significant changes with the increase of
𝜀𝑒. Additionally, DPA-GNN demonstrates superior accuracy
compared to all four baselines. Notably, under low privacy
budget conditions, it consistently outperforms the state-of-the-
art method, Blink.

[E3] Protecting features and edges. In this experiment,
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Figure 3: Accuracy of GNN on edge privacy budget 𝜀𝑒. Only edges are treated as privacy.

we compare DPA-GNN with Solitude, the only baseline that pro-
tects features and edges. We set 𝜀ℎ ∈ {0.001,0.01,0.1,1,2},
𝜀𝑦 =∞, and 𝜀𝑒 ∈ {4,8}. The results are shown in Figure 4.
DPA-GNN demonstrates comparable performance at 𝜀𝑒=4 and
𝜀𝑒=8, benefiting from its unique edge privacy protection mech-
anism. Specifically, DPA-GNN surpasses Solitude’s best results,
achieving improvements of 4.9%, 11.4%, 15.0%, 7.1%, and
0.1% on Cora, CiteSeer, LastFM, Facebook, and Amazon,
respectively, under the privacy budget (𝜀ℎ, 𝜀𝑒) = (2,8).

[E4] Protecting edges and labels. In this experiment, we
compare DPA-GNN with RR, the only baseline that protects
edges and labels. We set 𝜀𝑦 ∈ {0.1,1,2,3,4}, 𝜀ℎ = ∞, and
𝜀𝑒 ∈ {4,8}. Furthermore, when dealing with large datasets,
we set 𝑙ℎ = 2. The results are shown in Figure 5. When 𝜀𝑦 > 1,
DPA-GNN outperforms RR across varying privacy budgets.

[E5] Protecting features and labels. In this experiment, we
compare DPA-GNN with baselines that protect features and la-
bels (including LPGNN andRGNN). We set𝜀 ∈ {2,4,6,8,10},
and the results are presented in Figure 6. DPA-GNN demon-
strates performance comparable to the baselines.

7.2.3 Scenario transition. We conduct experiments to com-
pare DPA-GNN with baselines when transitioning from dis-
tributed to centralized settings.

[E6] Performance in centralized settings. In this experi-
ment, we compare the performance of DPA-GNNwith baselines
in centralized settings (including DP-SGD, GAP, PNPiGNNs,
and DPDGC). These baselines utilize subgraph sampling
or mini-batch training, which enables them to handle large
datasets, such as Reddit. The privacy budget 𝜀 is set to
{2,4,6,8,10}. As shown in Figure 7, we initially anticipated
that DPA-GNN would underperform compared to the baselines,
given that the centralized setting is inherently stronger than
the distributed setting. However, the experimental results
demonstrate that DPA-GNN achieves performance comparable
to, or even surpassing, all four baselines.

7.2.4 Effect of parameters. We conduct experiments to eval-
uate the effect on the settings of hyper-parameters, including
number of layers 𝑙ℎ and 𝑙𝑦 , clipping rate 𝑐, dummy parameter
𝑟, and selective parameter p.

[E7] Number of feature and label aggregation layers.
In this experiment, we compare the accuracy achieved by

DPA-GNN with different numbers of feature and label aggre-
gation layers 𝑙ℎ and 𝑙𝑦 . We set 𝑙ℎ and 𝑙𝑦 to values from
{2,4,6,8,10}, and 𝜀 to {4,8}, with 𝜀ℎ = 5%𝜀 and 𝜀𝑒 = 1.25.
The results are shown in Figure 8. DPA-GNN effectively
benefits from multiple hops, though it also experiences the
over-smoothing problem [27]. In the figure, results closer to
yellow indicate higher values. Based on the distribution of the
color blocks, we select the optimal values for 𝑙ℎ and 𝑙𝑦 .

[E8] Clipping rate c. In this experiment, we calculate the
classification accuracy of DPA-GNN under different clipping
rates. The clipping rates indicate the percentage of nodes with
the lowest degrees that are retained, while the rest with higher
degrees are excluded. DPA-GNN limits the sensitivity of DP
with the threshold degree. We set 𝑐 to ranging from 20% to
100%, and 𝜀 to {4,6,8,10}, with 𝜀ℎ = 5%𝜀 and 𝜀𝑒 = 1.25. The
results are presented in Figure 9. DPA-GNN achieves its best
accuracy at different clipping rates (𝑐) for each dataset. For the
six datasets, DPA-GNN achieves optimal accuracy at clipping
rates of 80%,80%,70%, 60%, 40% and 20%, respectively.

[E9] Dummy parameter r. In this experiment, we evaluate
the accuracy of DPA-GNN for different dummy parameters 𝑟 in
the range [0.1,0.9]. We set 𝜀 to {4,6,8,10}, with 𝜀ℎ = 5%𝜀
and 𝜀𝑒 = 1.25. The results are presented in Figure 10, where
the bar chart illustrates the number of generated dummy edges.
When 𝑟 = 0.1, the number of dummies reaches its maximum.
At 𝑟 = 0.5, the number of dummies is twice the number of
nodes, effectively balancing privacy and utility.

[E10] Selective parameter p. In this experiment, we eval-
uate the accuracy of DPA-GNN with varying numbers of secret
shares and computing parties. We set 𝑝 = 𝑡/𝑚 to values
from {2/3,2/4,3/4,3/5}, and 𝜀 to {4,8}, with 𝜀ℎ = 5%𝜀 and
𝜀𝑒 = 1.25. The results are shown in Table 4. The accuracy
of DPA-GNN remains unaffected by variations in p, indicating
that the number of computing parties and secret shares does
not affect the results. However, as the number of computing
parties and secret shares increases, it results in higher com-
munication and computational costs. Therefore, we select p =
2/3 to maintain edge-level DP.

7.2.5 Discussion. We discuss the performance trade-offs
associated with competing methods and large-scale datasets.

Competing methods. DPA-GNN utilizes a key-value data
structure to aggregate and perturb node features and labels.
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Figure 4: Accuracy of GNN on node representation privacy budget 𝜀ℎ. Both features and edges are treated as privacy.
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Figure 5: Accuracy of GNN on label privacy budget 𝜀𝑦 . Both edges and labels are treated as privacy.
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Figure 6: Accuracy of GNN on total privacy budget 𝜀. Both features and edges are treated as privacy.
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Figure 7: Comparison of DPA-GNN’s accuracy with baselines when transitioning from distributed to centralized settings.

This process inherently protects the edges since anyone who
obtains the data can only know one node of an edge pair. Con-
sequently, DPA-GNN demonstrates significant advantages in
scenarios where edges are considered private, as demonstrated
in Experiments [E1] to [E4]. Additionally, DPA-GNN is the
best choice (in comparison with competing methods, includ-
ing Blink [58]) when edge privacy is a concern, particularly
under a relatively low privacy budget (<6), as demonstrated
in Experiment [E2]. In scenarios where edges are not treated
as private, LDP methods, such as LPGNN [40], are sufficient,
as demonstrated in Experiment [E5]. The reason is that all

private data in this case (i.e., the graph data removing edges)
becomes conventional two-dimensional tabular data.

Large-scale datasets. DPA-GNN is well-suited for large-
scale graph datasets, offering significant advantages over exist-
ing LDP methods in terms of memory and GPU efficiency (as
demonstrated in Experiments [E1]–[E10]). This is achieved
through its inherent capability to partition large graphs using
multi-party computation. In contrast, LDP methods require
substantial memory resources and are constrained by hardware
limitations when handling large-scale datasets such as Reddit
(as demonstrated in Experiments [E1]–[E5]), since LDP con-
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Figure 8: Effect of the feature aggregation layers 𝑙ℎ and label
aggregation layers 𝑙𝑦 on the accuracy of DPA-GNN.

Table 4: Effect of selective parameter 𝑝 in MPC on the
accuracy of DPA-GNN.

𝑝 = 𝑡/𝑚
Dataset 𝜀 2/3 2/4 3/4 3/5

Cora 4 66.8±2.07 65.8±3.54 66.2±3.05 65.4±4.07
8 77.4±1.94 77.4±1.17 77.8±1.93 77.5±0.9

CiteSeer 4 44.8±2.88 45.5±2.35 46.3±2.71 44.1±2.06
8 56.1±1.43 57.8±2.05 57.1±2.53 57.9±2.01

LastFM 4 80.3±1.46 79.7±2.18 81.0±1.24 80.8±1.56
8 83.1±1.06 83.2±1.15 83.3±0.56 83.4±0.89

Facebook 4 81.1±0.85 81.9±0.85 82.1±1.12 82.7±0.79
8 85.8±0.59 86.5±0.37 86.7±0.72 86.7±0.42

Amazon 4 84.4±1.05 82.9±1.30 83.8±1.14 83.1±0.89
8 86.1±0.64 85.6±0.84 85.7±0.65 86.1±0.72

Reddit 4 96.0±0.15 96.0±0.12 96.0±0.16 96.1±0.07
8 96.2±0.04 96.1±0.04 96.2±0.07 96.1±0.05

straints in distributed settings prevent the training server from
utilizing centralized methods for dataset partitioning.

7.3 Communication and Offline Setup Costs
In this section, we analyze the communication and offline
setup costs of DPA-GNN.

7.3.1 Communication costs. The communication overhead
of DPA-GNN is composed of two parts. The first part comes
from user-party interactions during aggregation. At each layer,
each user generates key-value pairs for her neighbors (the
number of which is 𝑑), splits them into 𝑡 secret shares, and
incurs 𝑂 (𝑘𝑑𝑡𝐶) communication overhead, where 𝐶 is the
number of feature/label dimensions and 𝑘 is the number of
layers. Subsequently, each of the 𝑚 parties sends the shares of

Table 5: Comparison of communication and offline costs
between DPA-GNN and initial approach.

Communication
User-Party Party-Party Offline
(per User) (Training) Computation

Initial 𝑂 (𝑚(𝑁 +𝐶 ) ) 𝑂 (𝑚𝑘𝑇 (𝑁2 +𝑁𝐶 ) ) 𝑂 (𝑚(𝑁 +𝐶 ) )
DPA-GNN 𝑂 (𝑘𝑑𝑡𝐶 ) 𝑂 (𝑚𝑁𝐶 ) 𝑂 (𝑘𝑑𝑡𝐶 )

his aggregated result to a single server, incurring a total cost of
𝑂 (𝑚𝑁𝐶), where 𝑁 is the number of users. Since the training
process is executed entirely on the single server, no additional
communication is required during the training iterations.

We compare DPA-GNNwith the initial approach. In the initial
approach, users share their features, labels, and𝑁-dimensional
adjacency lists with 𝑚 computing parties via secret sharing,
costing 𝑂 (𝑚(𝑁 +𝐶)). A 𝑘-layer GNN is then trained over
𝑇 iterations using MPC, with a cost of 𝑂 (𝑚𝑘𝑇 (𝑁2 +𝑁𝐶)),
where (𝑁2 +𝑁𝐶) accounts for data exchanged during MPC
multiplications. The results of these methods are summarized
in Table 5.

For the large-scale Reddit dataset, the communication cost
of a non-private method is 22𝐾𝐵 for each user, and no party-
party cost is required. Using additive secret sharing with a
128-bit modulus, the communication cost for DPA-GNN and
initial approach are as follows. For DPA-GNN, the user-party
communication cost for each user is 4.9𝑀𝐵, and the party-
party communication cost is 1.35𝐺𝐵 for each party. For
the initial approach, the user-party communication cost is
6.8𝑀𝐵 for each user, and the party-party communication cost
is 0.5𝑃𝐵 = 5×105𝐺𝐵 for each party.

7.3.2 Offline setup costs. The offline setup costs for these
methods include the process of generating data to be sent
to the computing parties. Accordingly, the offline setup
costs for DPA-GNN and the initial approach are 𝑂 (𝑘𝑑𝑡𝐶) and
𝑂 (𝑚(𝑁 +𝐶)), respectively, as illustrated in Table 5.

More experimental results are provided in Appendix B.

8 Related work

In this section, we briefly survey four lines of research: Dis-
tributed Differential Privacy, Graph Neural Networks, Central-
ized/Locally Differentially Private GNNs, and Other Privacy-
Preserving GNNs.

Distributed Differential Privacy (DDP).This line of research
processes data among multiple users or participants to satisfy
differential privacy. Goryczka et al. [17] propose the dis-
tributed Laplace perturbation algorithm. Huang et al. [14,24]
introduce distributed noise generation methods to reduce the
size of noise. Ruan et al. [39] propose a secure DPSGD pro-
tocol in secret sharing-based MPC frameworks. Humphries
et al. [25] use selective MPC to efficiently compute statistics
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Figure 9: Effect of clipping rate c on the accuracy of DPA-GNN, 𝜀 is set to 4 to 10.
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Figure 10: Effect of dummy parameter r on accuracy of DPA-GNN. 𝜀 is set to 4 to 10. Bar charts represent the number of dummies.

over key-value data. [4, 5] propose DP protocols with secure
multi-party computation. Cheu et al. [7] propose a shuffled
model for distributed DP algorithm. However, DDP has not
been applied to the privacy protection of GNNs.

Graph Neural Networks.GNN [42] has now become a popu-
lar model for processing graph-structured data. Researchers
have proposed various GNN models, including GCN [27],
GraphSAGE [19], GAT [46], GIN [52], etc. Currently, GNNs
have gained impressive success in various tasks such as node
classification [27], link prediction [43], and graph genera-
tion [55]. Due to their superior performance, GNNs have
been widely applied in social networks [53], recommendation
systems [54], drug discovery [34], and other scenarios.

Centralized/Locally Differentially Private GNNs.This line of
research focuses on constructing GNNs under the constraints
of centralized/local differential privacy (DP) [15]. For central-
ized scenarios, existing research (e.g., [8,10,41,51]) typically
employs the DP-SGD [1] algorithm or its variants [51] in
GNNs. However, these approaches cannot ensure node-level
privacy in distributed settings, as the server has access to
private data of each node. For distributed scenarios, existing
research only preserves edge-level privacy (e.g., [22, 58]),
attribute privacy (e.g., [3, 40]), or both (e.g., [31]), but not
node-level privacy. To the best of our knowledge, we are the
first to guarantee node-level DP in distributed settings.

Other Privacy-Preserving GNNs.This line of research is
primarily centered on generalizing privacy protection methods
other than differential privacy, such as data anonymization
[45], federated learning [29], and adversarial learning [30] to
graph data structures. Meden et al. [32] combine GNN with

anonymization mechanism, and provide formal guarantees for
privacy protection. Olatunji et al. [35] achieve the transfer
of model knowledge from private to public graphs. Hsieh
et al. [23] propose a graph perturbation-based method with
adversarial attacks. Chen et al. [6] protect the privacy of nodes
in vertically partitioned data scenarios.

9 Conclusion

This paper introduces Distributed Private Aggregation (DPA),
the first GNN aggregation method ensuring node-level dif-
ferential privacy (DP) in distributed settings. It allows for
computation using Secure Multi-Party Communication (MPC)
protocols, by substituting matrix multiplication in traditional
GNN aggregation with key-value structured addition. We
implement a GNN based on DPA, namely DPA-GNN. Extensive
experiments conducted on six datasets confirm that DPA-GNN
outperforms existing methods, striking an optimal balance
between privacy and utility.

Privacy protection in GNNs remains an emerging field with
significant potential for future research, particularly in the con-
text of dynamic graphs. Compared to static graphs, building
privacy-preserving GNNs for dynamic graphs presents greater
challenges. The temporal information in dynamic graph up-
dates may expose additional node-specific information and
reveal interaction patterns between nodes, requiring the allo-
cation of extra privacy budgets. Furthermore, each update in
a dynamic graph consumes privacy budgets for aggregation,
and frequent updates inevitably over-split the privacy budget.
To address these challenges, our future research will focus on
exploring more efficient privacy-preserving mechanisms.
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A Proofs

A.1 Proof of Theorem 1
In the Step 0 (Initialization) of DPA-GNN, the confidentiality
of nodes’ private information is satisfied via secret sharing.
During this step, each user constructs key-value pairs and
anonymously sends them to the parties, preserving edge-level
privacy. The proof is as follows:

Edge-level privacy must be protected in two key aspects:
(1) the edges between nodes and (2) the degree of each
node. The first aspect is achieved through the key-value data
structure combined with anonymous communication. Each
key-value pair reveals only one node index for each edge.
Once the computing parties receive these key-value pairs,
they cannot infer the edges between nodes because the source
of the key-value pairs remains unknown due to anonymous
communication. Importantly, no privacy budget is consumed
during this stage.

For the second aspect, the degree of node 𝑉𝑖 can be calcu-
lated as as the frequency of key 𝐾𝑖 . To protect this information,
the Selective MPC protocol [25] is employed. In Selective
MPC, users first generate a specified number of dummy key-
value pairs using a geometric distribution. The probability
mass function (PMF) of geometric distribution with parame-
ters r and z is given by:

G(𝑧;𝑟) = (1− 𝑟)𝑧𝑟. (27)

The dummy key-value pairs are generated once and reused
across subsequent layers without incurring additional privacy
costs. Next, each user randomly selects a subset of parties
to send key-value pairs, which is equivalent to adding noise
drawn from a binomial distribution. On average, each party
observes a subset (𝑡/𝑚) of the key-value pairs. The PMF of
binomial distribution with parameters a, p and z, is given by:

B (𝑧;𝑎, 𝑝) =
(
𝑎

𝑧

)
𝑝𝑧 (1− 𝑝)𝑎−𝑧 . (28)

According to Theorem 6.1 in [25], this process satisfies 𝜀𝑒-DP
with

𝜀𝑒 = 𝑙𝑛

(
𝑚𝑎𝑥

{
1

1− 𝑟 ,
1

1− 𝑝 +1− 𝑟
})
. (29)

With the edge information and node degrees protected,
DPA-GNN satisfies edge-level DP.

We further prove that the SC module in DPA-GNN does not
disclose any node information. The node representation H𝑖 𝑗

and label Y𝑖 𝑗 of node 𝑉𝑖 are split into secret shares ⟨H𝑖 𝑗⟩
and ⟨Y𝑖 𝑗⟩ according to Eq. (16). Through this cryptographic
mechanism, the SC module ensures the confidentiality of both
node features and labels.

In conclusion, the SC module of DPA-GNN guarantees the
confidentiality of node representations and labels while satis-
fying edge-level 𝜀𝑒-DP.

A.2 Proof of Theorem 2

Following the Share Construction (SC) module, the confiden-
tiality of all node features and labels remains guaranteed in the
SA module. For the first layer of DPA-GNN, the computing par-
ties introduce distributed Gaussian noise to the secret shares
of node representations and labels within the SA module,
ensuring node-level DP. The proof is as follows:

For any 𝛿 ∈ (0,1), each of the 𝑚 parties adds Gaussian
noise 𝑁 (0,𝜎2

ℎ
/𝑚) with variance 𝜎2

ℎ
/𝑚 = 2𝑆2 log 1.25

𝛿
/(𝜀2

ℎ
𝑚)

to the aggregated representations. Similarly, Gaussian noise
𝑁 (0,𝜎2

𝑦/𝑚) with variance 𝜎2
𝑦/𝑚 = 2𝑆2 log 1.25

𝛿
/(𝜀2

𝑦𝑚) is
added to the aggregated labels. This approach exploits the
infinite divisibility property of the Gaussian distribution to
ensure consistent noise addition across all parties, as discussed
in [24].

Given the maximum degree 𝐷 of the graph, DPA-GNN is de-

fined under bounded DP with the ℓ2 sensitivity 𝑆 =
√︃

2(𝐷 +1).
The node representations satisfy (𝜀ℎ, 𝛿)-DP, where 𝜀ℎ is
calculated as:

𝜀ℎ =
𝑆

𝜎ℎ

√︂
2log

1.25
𝛿

=
1
𝜎ℎ

√︂
4(𝐷 +1) log

1.25
𝛿
. (30)

The labels satisfy (𝜀𝑦 , 𝛿)-DP, where 𝜀𝑦 is calculated as:

𝜀𝑦 =
1
𝜎𝑦

√︂
4(𝐷 +1) log

1.25
𝛿
. (31)

For subsequent layers of DPA-GNN, the SA module operates
on private information that already satisfies node-level DP.
According to the post-processing [15] of DP, the SA module
satisfies edge-level 𝜀𝑒-DP. Furthermore, by the sequential
composition [15] of DP, the SA module satisfies node-level
(𝜀ℎ + 𝜀𝑒 + 𝜀𝑦 ,2𝛿)-DP:

𝜀𝑒 + 𝜀ℎ + 𝜀𝑦 = 𝜀𝑒 + ( 1
𝜎ℎ

+ 1
𝜎𝑦

)
√︂

4(𝐷 +1) log
1.25
𝛿
. (32)

A.3 Proof of Theorem 3

According to the post-processing [15] of DP, reconstructing
the perturbed node representations and labels at each layer
does not consume additional privacy budget. The SC module
satisfies both edge-level DP and node-level DP.

A.4 Proof of Theorem 4

The private node representations and labels from the final layer
are jointly used to train DPA-GNN through the MLP. As a result,
no additional queries are made on the private data, ensuring
that the model training module satisfies both edge-level DP
and node-level DP.
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A.5 Proof of Theorem 5
Each module of DPA-GNN satisfies DP. By the sequential
composition [15] of DP, DPA-GNN satisfies both edge-level
𝜀𝑒-DP and node-level (𝜀𝑒 + 𝜀ℎ + 𝜀𝑦 ,2𝛿)-DP.

B More Experimental Results

B.1 Degree Distribution
In this experiment, we randomly select ten nodes and present
their true degrees, dummy degrees, and the degrees assigned
to each party at 𝑟 = 0.5 and 𝑝 = 2/3. The results are displayed
in Figure 11. The difference between the degrees recorded by
each party and the true degrees (as observed on the user side)
demonstrates the effective protection of node degrees.
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(f) Reddit

Figure 11: The degree of 10 random selected nodes. The blue
and red line represent true degrees and dummy degrees, and
bar charts represent the degrees of three parties.

B.2 Effect of Scaling Factor
In this experiment, we evaluate the accuracy of DPA-GNN
under varying scaling factors. Since the scaling factor 𝛼𝑖
is calculated from the degree of the node 𝑑𝑖 , we analyze
the effects of different processed degrees, including the raw,
clipped and dummy degrees. We set 𝜀 to {3,5,7,9,11}, with
𝜀ℎ = 5%𝜀 and 𝜀𝑒 = 1.25. The results, presented in Table 6,

indicate that dummy degrees achieve higher accuracy on
DPA-GNN compared to the other two types of degrees.

Table 6: Effect of scaling factor on the accuracy of DPA-GNN.

Dataset 𝛼𝑖 3 5 7 9 11

Cora
Raw 40.3±6.37 64.4±3.42 72.3±1.93 74.7±2.16 76.3±2.46

Clipped 46.1±5.75 66.5±4.26 74.5±1.61 76.2±0.98 78.7±1.56
Dummy 52.5±2.53 71.9±3.02 77.5±1.76 77.7±1.02 79.4±1.38

CiteSeer
Raw 32.7±3.23 48.1±2.74 52.0±1.80 55.0±2.92 57.0±2.24

Clipped 35.4±5.80 50.2±2.07 53.8±1.71 57.0±1.68 60.4±1.38
Dummy 36.1±3.80 52.7±1.78 56.0±1.89 59.0±2.27 61.2±1.37

LastFM
Raw 64.1±4.93 74.3±2.34 74.1±3.35 75.0±0.79 76.8±2.18

Clipped 67.9±2.72 76.5±2.86 78.5±2.09 79.7±1.13 80.2±1.28
Dummy 74.5±3.75 81.2±1.40 82.5±0.62 82.9±0.93 82.9±1.04

Facebook
Raw 60.4±1.48 68.9±1.65 72.1±1.26 73.6±1.44 74.8±2.02

Clipped 69.0±3.17 81.2±2.12 83.2±1.84 84.3±1.13 85.5±0.87
Dummy 73.7±1.73 84.8±1.09 86.1±0.74 86.5±0.58 87.0±0.47

Amazon
Raw 64.7±1.19 71.5±0.67 74.3±0.84 74.3±1.11 74.9±0.55

Clipped 75.5±1.44 83.6±0.67 85.4±0.72 85.7±0.76 86.2±0.47
Dummy 80.1±1.63 84.4±0.79 86.1±0.60 85.9±0.76 86.6±0.66

Reddit
Raw 29.7±1.55 29.7±1.34 29.0±1.14 29.0±0.39 28.3±0.28

Clipped 94.9±0.17 95.2±0.12 95.3±0.06 95.5±0.08 95.5±0.08
Dummy 95.8±0.18 96.1±0.12 96.2±0.06 96.3±0.08 96.3±0.05

B.3 Effect of Distributed Noise
We evaluate the performance of distributed Gaussian noise
and distributed Laplace noise on DPA-GNN.
(1) Distributed Gaussian noise [24]: Each of the 𝑚 parties

adds Gaussian noise 𝑁 (0,𝜎2/𝑚) with variance 𝜎2/𝑚,
which is used by DPA-GNN. The total noise is given by:

𝑁 (0,𝜎2) =∑𝑚
𝜆=1𝑁𝜆 (0,𝜎

2/𝑚). (33)

(2) Distributed Laplace noise [18]: Each party adds Laplace
noise

√
𝐵𝑚−1L𝜆 (0,𝜎2), using ℓ1 sensitivity, where 𝐵𝑚−1

follows a beta distribution. The total noise is given by:

L(0,𝜎2) =
√︁
𝐵𝑚−1

∑𝑚
𝜆=1L𝜆 (0,𝜎

2). (34)

In this experiment, we compare the performance of
DPA-GNN using distributed Laplace noise and Gaussian noise
under identical settings. We set 𝜀 to {2,4,6,8,10}, with
𝜀ℎ = 5%𝜀 and 𝜀𝑒 = 1.25. The results are shown in Table 7.
We observe that on small datasets like Cora, both types of
distributed noise exhibit comparable performance. However,
on larger datasets such as Facebook, distributed Gaussian
noise achieves superior performance.

B.4 Evaluation of Running Time
We conduct experiments to evaluation the performance of
DPA-GNN and GCN in term of running time.

• GCN [27]: GCN uses the adjacency matrix 𝐴 and feature
matrix 𝑋 to aggregate the node representations.

• DPA-GNN: We set 𝜀ℎ =∞,𝜀𝑦 =∞, 𝑡 = 1 and𝑚 = 1 without
clipping, dummy and ReLU activation function.
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Table 7: Effect of distributed noise on accuracy of DPA-GNN.

Dataset Noise 2 4 6 8 10

Cora Laplace 31.1±7.37 64.5±3.98 73.9±2.31 77.3±1.0 79.1±1.66
Gaussian 27.1±3.97 66.8±2.07 74.5±1.95 77.4±1.94 78.4±1.42

CiteSeer Laplace 26.7±3.33 47.2±1.71 54.0±1.08 57.8±1.89 60.2±1.51
Gaussian 24.9±3.05 44.8±2.88 52.9±2.73 56.1±1.43 60.5±2.23

LastFM Laplace 40.1±5.79 79.6±1.15 82.9±1.46 83.0±1.12 83.6±1.06
Gaussian 41.6±8.73 80.3±1.46 82.7±0.86 83.1±1.06 83.8±1.01

Facebook Laplace 44.4±2.7 78.9±1.48 83.7±0.87 85.4±0.7 85.9±0.59
Gaussian 54.8±3.28 81.1±0.85 84.9±0.46 85.8±0.59 86.1±0.59

Amazon Laplace 33.0±9.66 74.0±1.11 83.0±0.80 84.4±0.82 85.5±0.78
Gaussian 46.1±4.98 82.2±1.05 85.5±0.66 86.0±0.70 86.6±0.68

Reddit Laplace 22.2±2.86 92.7±0.76 95.5±0.22 96.0±0.24 95.9±0.18
Gaussian 91.2±0.38 96.0±0.15 96.1±0.05 96.2±0.07 96.3±0.10

Table 8: Accuracy and running time of GCN and cleaned
DPA-GNN.

Dataset Method Accuracy (%) Runtime (𝑠)

Cora GCN 88.1±0.95 2.7±0.63
DPA-GNN 88.1±1.06 3.2±0.04

CiteSeer GCN 76.5±1.32 7.2±1.82
DPA-GNN 74.8±0.94 8.3±0.22

LastFM GCN 88.1±0.62 2.6±1.51
DPA-GNN 86.9±1.02 11.9±0.09

Facebook GCN 93.8±0.30 3.9±0.84
DPA-GNN 93.2±0.26 33.5±0.15

Amazon GCN 88.0±0.78 1.5±0.21
DPA-GNN 85.6±0.89 20.3±0.46

Reddit GCN 97.1±0.05 112.2±7.75
DPA-GNN 96.7±0.09 3634.2±13.59

In this experiment, we compare the classification accu-
racy and running time of a two-layer GCN [27] and cleaned
DPA-GNN. The results are shown in Table 8. DPA-GNN per-
forms comparably to GCN across various datasets. However,
as the dataset size increases, the running time of DPA-GNN
grows significantly due to its dependence on the key-value
data structure.

B.5 Effect of Feature Dimensionality Reduction

The communication costs of DPA-GNN are primarily driven
by the number of feature dimensions. To further reduce these
costs, we propose a straightforward dimensionality reduction
technique that randomly removes feature dimensions.

We conduct experiments to evaluate the effect of feature
dimensionality reduction, fixing 𝜀 = 8 and comparing the
accuracy of DPA-GNN with different numbers of feature di-
mensions ranging from [10, 20, 50, 100, 200, 500] to the
original size. The results are shown in Table 9. DPA-GNN
achieves comparable performance to the original when the
retained dimensions reach 3% to 13% of the original size,
demonstrating that DPA-GNN can significantly reduce commu-
nication overhead through dimensionality reduction, while
maintaining comparable performance.

Table 9: Effect of feature dimensionality reduction on accuracy
of DPA-GNN.

Dimensions

Dataset 10 50 100 200 500 Original
Cora 51.5±4.28 74.1±2.92 76.1±1.00 76.7±2.36 77.5±1.60 77.4±1.94

CiteSeer 30.8±1.92 43.8±1.17 50.8±2.08 54.4±1.25 56.1±2.25 56.1±1.43

LastFM 66.9±2.16 80.3±0.84 81.6±0.37 82.1±1.08 83.0±0.64 83.1±1.06

Facebook 46.1±0.79 65.6±1.57 74.1±0.91 80.3±0.90 84.7±0.71 85.8±0.59

Amazon 75.5±1.18 82.8±0.60 84.8±1.03 85.3±0.39 85.6±0.32 85.6±0.43

Reddit 94.4±0.48 96.0±0.13 96.2±0.07 96.2±0.05 96.1±0.04 96.2±0.07

C Parameter Settings

The primary parameters of DPA-GNN include 𝜀, 𝜀ℎ, 𝜀𝑒, 𝜀𝑦 ,
(𝑙ℎ, 𝑙𝑦), 𝑐, 𝑟, and 𝑝, all of which collectively influence the
trade-off between privacy and utility. A smaller privacy
budget 𝜀 provides stronger privacy protection, where 𝜀 =

𝜀ℎ +𝜀𝑒 +𝜀𝑦 . Allocating 5%𝜀 to 𝜀ℎ has been shown to improve
accuracy. 𝜀𝑒 is determined by the parameters 𝑟 and 𝑝, and
𝜀𝑦 represents the remaining privacy budget. Aggregation
operations help reduce noise [41], but excessive layers can
cause over-smoothing [27]. Experiments show that for large
datasets, the optimal number of feature aggregation layers 𝑙ℎ
is in the range [4,6], with the number of label aggregation
layers 𝑙𝑦 in the range [2,4]. For small datasets, 𝑙ℎ is in the
range [8,10], while 𝑙𝑦 is in the range [6,10]. The clipping
rate 𝑐 determines the sensitivity to noise, with smaller values
reducing the number of retained neighbors, thereby decreasing
sensitivity. It is recommended to set the clipping rate 𝑐 in
the range of [0.2, 0.6] for large datasets, and in the range
of [0.7, 0.9] for small datasets. The dummy parameter 𝑟 is
recommended to be set at 0.5, ensuring the number of dummies
is approximately twice the number of nodes, which effectively
balances privacy and utility. Although increasing the number
of computing parties and secret shares does not directly impact
the accuracy of DPA-GNN, it increases communication costs.
Thus, the selective parameter 𝑝 is recommended to be set to
2/3. Based on our parameter tuning experience, we provide a
recommended parameter configuration guideline, summarized
in Table 10, as a reference for future DPA-GNN applications.

Table 10: Parameter setting guideline

Param. Recommended setting
𝜀 range [4,10], 4(high privacy restrictions)
𝜀ℎ recommended 5%𝜀
𝜀𝑒 1.25 (default), determined by the parameters 𝑟 and 𝑝
𝜀𝑦 recommended range [2,6]
𝑙ℎ small datasets: range [8,10]; large datasets: range [4,6]
𝑙𝑦 small datasets: range [6,10]; large datasets: range [2,4]
𝑐 small datasets: [0.7,0.9]; large datasets: [0.2,0.6]
𝑟 0.5 (default), recommended range [0.1,0.5]
𝑝 2/3 (default), based on the number of parties and shares
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