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Abstract

Facial recognition is the most prevalent biometric modality in
commercial verification and identification systems, which typ-
ically operate under near-infrared (NIR) illumination. Such
systems are generally considered secure on the premise that
no commercial screen display can readily enable an NIR-
based video presentation attack. However, this work demon-
strates a critical vulnerability of NIR biometric authentication
systems without advanced anti-spoofing mechanisms by a
presentation attack, named Red Bleed attack, demonstrated
on a widely used enterprise-grade face authentication system
through a custom-built liquid crystal display (LCD) that costs
less than 400 USD.

Due to the scarcity of NIR video samples, it is more feasible
to sneak RGB images in the visible (VIS) spectrum through,
for instance, covert secret photography, photos posted on so-
cial media or screen captures during video conferencing. Be-
sides using live captured NIR video of the target subject’s
face, we also propose a novel identity-preserved NIR face
generative framework that combines a Variational Autoen-
coder (VAE) to convert VIS images into the NIR domain
for this attack. In conjunction with an advanced face swap-
ping technique, an RGB video can be transformed into a
video with NIR face, enabling a more sneaky and pragmatic
2D presentation attack on NIR face biometric authentication,
demonstrated also on the COTS face authentication module.

The hardware design and source code supporting our find-
ings are publicly available at Zenodo. This vulnerability has
been reported to Microsoft and the vendors of the three eval-
uated COTS Windows Hello face recognition modules. The
reported behavior has been confirmed by the Microsoft Secu-
rity Response Center (MSRC). Microsoft has published this
vulnerability under the Common Vulnerabilities and Expo-
sures CVE-2025-26644 and released a patch in KB5055523
to address this issue in its April 2025 security update.

1 Introduction

Face recognition has become one of the most prominent bio-
metric techniques in e-commerce, e-government, and personal
devices [2, 18]. Due to the various advantages, the majority of
popular facial recognition devices have unanimously chosen
to operate at near-infrared (NIR) wavelengths. For instance,
Windows Hello operates at 850nm. Utilizing NIR can provide
consistent images under varying lighting conditions (while
also allowing for subtle variations in appearance, including fa-
cial hair, makeup, etc.) [62]. The longer wavelength and lower
energy of NIR light reduce the risk to human eyes. NIR is in-
visible to the human eye, ensuring it does not affect the user’s
visual experience. The technology for NIR LEDs is mature
and highly efficient. To a large extent, it is widely believed
that using NIR can enhance the security of facial recogni-
tion devices [62]. This belief is founded on the assumption
that there is no NIR display available, thereby preventing pre-
sentation attacks. The reason for this assumption is easily
understandable. As display panels are highly sophisticated
products, no company would invest in developing a display
for NIR video that is invisible to the human eye, which has
practically no apparent use in reality.

However, this assumption no longer holds true. In this study,
we demonstrate that with a cost of less than 400 USD, an
ordinary liquid crystal display (LCD) can be modified into an
NIR display device. LCD is a widely used display technology
today. We utilized an LCD module with its backlight removed,
replaced it with an 850nm NIR backlight, and added the wired-
grid polarizers. This modified LCD module is capable of
displaying NIR images/videos with high contrast.

We further demonstrate that this modified LCD can be
used to perform a video replay attack on facial authentication
systems. We chose Windows Hello as the experimental target
and executed a presentation attack on this facial recognition
system using the NIR display. We used an infrared camera to
capture NIR facial video of the target volunteer and played it
on the NIR display, which resulted in a high success rate in
breaching Windows Hello facial authentication.
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Due to the required specialized sensors and illumination,
genuine NIR samples of target faces are not always easy to
acquire stealthily. To make the attack more practical, we also
explore advanced deep generative models to synthesize NIR
images from visible (VIS) inputs. Thus, this study represents
the first known successful 2D presentation attack on a well-
known and pervasively deployed commercial facial authenti-
cation system utilizing NIR illumination and the first attempt
to exploit generative techniques against such a system.
Windows Hello Facial Authentication. Windows Hello sup-
ports multiple authentication methods, including PIN, facial
recognition, and fingerprint recognition [63]. Compared to tra-
ditional password-based authentication, it offers higher user
acceptance and reduced authentication time. As noted by
Farke et al. [24], the facial recognition component in Windows
Hello is widely regarded as both secure and user-friendly.

The Windows Hello facial recognition module typically

comprises an 850nm NIR light source, an NIR camera, and
a conventional RGB camera. By default, only the NIR cam-
era is utilized for facial recognition. However, enabling the
enhanced anti-spoofing (EAS) feature activates both the NIR
and RGB cameras. With EAS enabled, the proposed attack
method fails to bypass the Windows Hello authentication.
While this configuration can improve recognition security,
it also prolongs authentication time and is less robust under
low-light conditions because it necessitates high-quality VIS
images. Also, it loses the convenience of using the privacy
shutter on the VIS camera without interfering with the NIR
system. In this work, we perform the Windows Hello verifica-
tion process under the default (NIR-only) setting.
Overview of the attack. In this work, we investigate a critical
vulnerability in the default Windows Hello facial authenti-
cation system using a modified NIR LCD. Our approach
consists of two primary components. First, on the hardware
side, we construct a modified LCD module using commer-
cially available materials, substituting the standard polarizer
with one that is capable of polarizing light at 850nm. This
customized LCD is then shown to successfully replay authen-
tic NIR video samples captured via an NIR camera, thereby
circumventing face verification with a high success rate. We
validate our method on faces registered by 22 volunteers in
three different brands of Windows Hello modules, each ex-
hibiting susceptibility to attack.

Second, from a software perspective, we develop a deep
generative model, using the variational autoencoder (VAE)
designed to synthesize NIR video samples from VIS images.
This method addresses the difficulty of acquiring genuine NIR
samples since it requires an NIR sensor and a light source to
obtain a good quality live NIR video sample of the target’s
face for the attack. Such a generative model preserves the
subject’s identity attributes while converting VIS samples into
the NIR domain. We further employ a publicly available face-
swapping framework, DeepFaceLab [69], to substitute the
synthesized NIR face into the red channel of the original VIS

image. Our findings confirm that a Windows Hello—enabled
system can be unlocked solely by feeding these generated
NIR samples through our improvised NIR LCD. Due to the
limited availability of NIR-VIS face image pairs in the public
domain, our generative attack requires at least one NIR-VIS
image pair of the target subject to synthesize the attack video.
We designate the vulnerability of NIR biometric authen-
tication systems to NIR presentation attacks as Red Bleed,
and the corresponding attacks targeting this vulnerability are
referred to as Red Bleed Attacks. Backlight Bleed is a unique
phenomenon in LCD where light leaks from the edges of the
screen. By replacing the backlight with 850nm infrared, the
name Red Bleed metaphorically suggests the hidden security
loophole in NIR-based biometric authentication systems that
is exploited by our modified LCD for this attack.
Our contribution. Our main contributions are summarized
as follows:

* We propose a method to modify an LCD at low cost to
enable it to display NIR images. This negates the long-
standing assumption that NIR display devices do not
exist.

We demonstrate that the modified NIR display can be
used to perform presentation attack. Its face video play-
back can successfully unlock Windows Hello facial au-
thentication with a full success rate on all our test sub-
jects.

We propose a new VAE-based deep generative model
to transform the VIS image samples into NIR image
samples. The generated NIR video from the few-shot
image learning could unlock the Windows Hello system
with our assembled NIR LCD with a very high success
rate of 97.93%.

2 Related Work

In this section, we review the literature on physical attacks on
face biometric systems, current face presentation attack detec-
tion algorithms, and recent development of deep generative
models for human face.

2.1 Attack on the Face Biometric System

Physical attacks aim to malfunction or impersonate the face
recognition system, exploiting algorithmic vulnerabilities to
manipulate recognition outcomes. Traditional hand-crafted
recognition algorithms are particularly susceptible to varia-
tions in lighting, facial orientation, and image quality, which
often leads to misclassifications under suboptimal conditions.
While advances in artificial neural networks have significantly
improved recognition accuracy, these networks remain vul-
nerable to minor input variations, which can cause drastic
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changes in inference results [86]. This inherent instability ex-
poses critical vulnerabilities, prompting widespread research
and discussion.

Sharif et al. [82] demonstrated an impersonation attack
by printing specific patterns on eyeglasses to deceive recog-
nition algorithms. Similar attacks have been proposed with
various physical artifacts, such as fake eyes [71] and spe-
cialized hats [45]. Adversarial makeup [99] and adversarial
stickers [31] have also been designed to degrade the face bio-
metric system’s recognition performance. Zhou et al. [109]
introduced a projector-based attack to cast targeted perturba-
tions, while Shen et al. [83] projected images directly onto
an adversary’s face to override recognition systems. These
attacks aim to mislead face recognition models into making
incorrect decisions but often disregard the anti-spoofing mod-
ule’s capabilities. Consequently, it remains dubious that the
unattested artifacts and perturbations used in such attacks can
actually evade presentation attack detection mechanisms.

Moreover, these adversarial approaches typically exploit
algorithm-specific weaknesses, which require access to white-
box models or training data to craft robust adversarial patterns.
This dependency poses significant challenges when attempt-
ing to bypass general-purpose black-box commercial face
authentication systems, leaving their real-world applicability
severely limited. Considering a black-box model, the Hua-pi
attack [94] employs a display device to present the unaltered
facial content of an authorized user to the face authentication
system, which successfully bypasses the anti-spoofing module
by tricking it into accepting the presentation as genuine. This
attack combines multi-modality information including RGB,
NIR and depth. However, the model employs laser-printed
NIR photos instead of NIR videos to perform the attack; there-
fore, they cannot provide any temporal information in the NIR
domain and fail to spoof robust NIR face biometric systems
like Windows Hello face authentication.

2.2 Face Presentation Attack Detection

The impersonation of identity—i.e., spoofing a face recog-
nition system to accept a targeted identity—is the primary
concern of this work. Face presentation attack detection or
anti-spoofing has received significant attention to ensure the
security of face recognition systems. Common attack meth-
ods include paper attacks, video replay attacks, and 3D mask
attacks [102]. Early face anti-spoofing (FAS) research primar-
ily relied on handcrafted features such as local binary pat-
terns (LBP) [1], histogram of oriented gradients (HOG) [15],
image quality indicators [28], optical flow motion [8], and
remote photoplethysmography (rPPG) clues [52] to detect
these attacks. These features have been proven to be discrimi-
native for distinguishing bona fide samples from presentation
attacks, and have been integrated into various hybrid mod-
els [25,49,50,75,101]. Additionally, some early research uses
CNN-based feature learning [11,30, 58] for texture classifica-

tion or incorporates long short-term memory to identify the
attack from the temporal information [17,64,93].

Deep models directly supervised by binary classification
often learn superficial cues (e.g., screen bezels) instead of
more intrinsic features. In contrast, pixel-wise supervision
provides fine-grained, context-specific clues, leading to more
robust feature learning. Accordingly, auxiliary supervision
signals such as pseudo depth maps [4, 54], binary mask la-
bels [29, 56, 85], and reflection maps [43, 100] have been pro-
posed to capture local live/spoof cues. In parallel, generative
approaches incorporating pixel-level supervision [55,56] have
recently shown promise for estimating generic spoof patterns.
Although these approaches achieve robust results in within-
dataset scenarios, performance often degrades on unseen do-
mains due to overfitting. As a result, domain adaptation tech-
niques have been introduced to FAS research [36,48,57, 107].

However, these existing FAS studies focus primarily on
the RGB-visible domain. Our newly proposed NIR replay
attack falls outside this conventional scope, as 3D mask at-
tacks—while also outside standard RGB—are typically con-
sidered less critical due to material-driven differences in facial
texture [102]. Additionally, our NIR attack leverages video
replay, which incorporates temporal information. This novel
type of spoofing warrants further research to effectively detect
and counteract it.

2.3 Face Generative Model

The field of facial image generation has made remark-
able advancements in recent years, particularly with the de-
velopment of style-based generative adversarial networks
(GANSs) [40-42, 61], achieving impressive results even in
view-consistent synthesis [3, 9, 10, 81]. While earlier at-
tempts focused on conditioning GANs using modalities like
text [37,38], the advent of diffusion models [19,32,84,96] has
propelled the field to new heights. Models such as DALLE-
2 [73], Imagen [79], and Stable Diffusion [76] have set bench-
marks in creative image generation by leveraging large-scale
datasets. Subsequent models have further enhanced detail
and realism [70]. Beyond traditional approaches, recent de-
velopments have enabled 3D human generation through gen-
eral [44,67] and text-guided diffusion models [35, 104]. For
greater control over generative outputs, image-based condi-
tioning alongside text has been introduced. Techniques like
ILVR [14] use iterative refinement with target images, while
SDEdit [60] adds noise to the input.

In the domain of subject-conditioned generation, face
recognition models play a pivotal role in extracting identity
features from facial images. These models generate facial
embeddings to measure identity similarity [7, 18], enabling
their inversion to produce facial images from identity embed-
dings in black-box settings [59, 74, 97]. These approaches
use GAN and diffusion architectures for zero-shot genera-
tion [21,39]. However, current inversion methods often rely
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on low-resolution datasets [21, 87] or high-quality but limited
images [39], which have severely restricted their generaliz-
ability.

Recent advancements in Stable Diffusion [76] have intro-
duced innovative paradigms like Textual Inversion [26] and
DreamBooth [77], which fine-tune diffusion models using
subject-specific identifiers to replicate individual subjects. En-
hancements like HyperDreamBooth [78] use LoRA [34] and
hypernetworks to optimize a text-to-image diffusion model
using only a single input image. Encoder-based approaches
such as E4T [27] and ProFusion [108] also contribute to faster
optimization, while CustomDiffusion [47] selectively tunes
network parameters. Other approaches, like Celeb-Basis [103]
and Stableldentity [90], use celebrity embeddings to condi-
tion text-based models, while Kosmos-G [65], a multi-modal
perception model, accommodates diverse inputs, including
facial images.

More recently, direct conditioning of diffusion models
on facial features has been explored for personalization
without tuning. Techniques like PhotoVerse [12], and Pho-
toMaker [53] employ CLIP [72] image encoders to represent
subjects, though they are limited by CLIP’s encoding capa-
bilities. Approaches such as Face0 [89], Dreamldentity [13],
and PortraitBooth [68] enhance fidelity by incorporating face
embeddings. Notably, [PAdapter [98] introduces a decoupled
cross-attention mechanism to separate subject conditioning.
InstantID [91] builds upon this with a stronger ID guidance
and facial landmark conditioning. FaceStudio [95] combines
CLIP and ID embeddings for stylized outputs, while Dif-
fusionRig [20] incorporates 3DMM rendering for explicit
control over pose, illumination, and expression.

ControlNet [105] stands out by achieving precise spatial
control in text-to-image models through trainable network
components, enabling fine-tuned spatial manipulation. Mean-
while, universal guidance [6] bypasses retraining during con-
ditioning. Although these methods combine text and spatial
control to manipulate input photos, they fall short of consis-
tently generating an individual’s identity under varying con-
ditions—a challenge effectively addressed by subject-driven
generative models. Arc2Face [66] uses the Arcface [18] fea-
tures as guidance to generate high-quality face image samples
that preserve identity information; however, such samples are
generated in the visible RGB domain, and the Arcface identity
guidance is insufficient for the generation of NIR samples to
spoof the Windows Hello facial authentication system.

3 Red Bleed Attack

For a long time, NIR-based biometric recogni-
tion/identification, such as iris [16] or face recogni-
tion/identification has been considered highly secure. This
is largely based on the assumption that there is no display
device capable of presenting images in the NIR wavelength.
In this work, we demonstrate that this assumption is no

longer valid. We present a novel presentation attack, called
the Red Bleed attack, that can be used to spoof NIR-based
biometric recognition/identification systems. We constructed
an infrared display device using commercially available
off-the-shelf products at a cost of less than $400. Experimen-
tal results on a diverse group of 22 volunteers representing
different races, genders, and age groups show that the Red
Bleed attack can successfully spoof one of the most widely
used face recognition systems in the commercial market,
Windows Hello, with a 100% success rate. Furthermore, we
tested modules from three different suppliers, which are Dell,
HP, and Lenovo, and found that all of them are vulnerable
to the Red Bleed attack. The vulnerability of NIR-based
biometric recognition/identification systems to the Red Bleed
attack is general and not limited to a specific device or
supplier.

3.1 Threat Model

To better define the scope of the attack, this section will briefly
outline the threat model.

Threat Objectives: To illicitly authenticate someone by
presenting a captured or forged NIR video of a legitimate
enrolled user to the NIR image sensor, or conduct unautho-
rized access to devices or facilities, data theft, or disruption
of secure services.

Security Assumptions: The implementation of the tar-
geted face recognition system assumes that a display device
in NIR does not exist. To maintain a good performance in
low-light environments, only infrared image sensors are used
for recognition in a wide variety of environments. The tar-
geted face recognition system lacks advanced anti-spoofing
mechanisms, such as structured light or time-of-flight sensors.

Adversary Profiling: The adversary needs to build an NIR
display device using off-the-shelf components and needs to
get access to the victim’s NIR videos using the existing facial
recognition module or NIR cameras. The adversary has direct
physical access to the target device to conduct the presentation
attack.

3.2 Structure of the LCD

Before we describe the Red Bleed attack, we first introduce
the structure of the LCD, which is the key component of the
infrared display device.

The Thin Film Transistor Liquid Crystal Display (TFT-
LCD) technology has been widely used in various display
devices, such as smartphones, tablets, and laptops. Since the
early 1970s, LCD has gradually emerged as the predominant
display technology [80].

Liquid crystals possess a property known as electro-optical
effects. Under the influence of an electric voltage, liquid-
crystal cells can alter the polarization state of light passing
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Figure 1: The structure of the LCD and our modification. In
the modified design, the backlight source is changed from
visible white light to NIR light, and traditional polarizers are
replaced by wired-grid polarizers.

through them, a property that is crucial for display function-
ality. A complete LCD comprises several primary layered
structures, as shown in Figure 1. From back to front, these
primary layers are the Backlight layer, Back Polarizer layer,
Liquid Crystal layer, Color Filter layer, and Front Polarizer
layer. Since liquid crystal is a passive element and does not
emit light by itself, it must be illuminated by a backlight layer.
The backlight layer typically emits white light, which includes
red, green, and blue wavelength components. The light emit-
ted by the backlight layer passes through the back polarizer
layer, which only allows light with a specific polarization state
to pass through. This specific polarization direction is called
transmission axis of the polarizer. The transmission axis of
the back polarizer layer is perpendicular to the transmission
axis of the front polarizer layer. In the absence of the lig-
uid crystal layer, the light passing through the back polarizer
layer would be blocked by the front polarizer layer, due to
their perpendicular transmission axes. However, each pixel in
the liquid crystal layer can change the polarization direction
of light passing through it by applying an electric voltage.
This change in polarization direction allows the light to pass
through the front polarizer layer and be visible to the user.
Different polarization directions result in varying intensities
of light transmission, with light parallel to the transmission
axis of the front polarizer being fully transmitted, and light
perpendicular to it being completely blocked. The intensity
related with the polarization direction follows the Malus’s
Law, as shown in Equation (1).

I = Iycos(0) (1)

where I and Iy are the transmitted and incident intensities,
respectively, and 0 is the angle of incidence to the direction
of polarization.

By applying different voltages to the liquid crystal layer, the
intensity of pixels can be adjusted to display various images

on the screen. For color display, the color filter layer is used
to filter the white light into red, green, and blue components,
which are then combined to form the desired color.

3.3 Modifying the LCD for NIR Display

A straightforward idea is to replace the backlight of an LCD
with an NIR light source to convert a standard RGB display
into an NIR display. However, through practical experimenta-
tion, we discovered that simply substituting the backlight with
an infrared one cannot achieve the desired effect. Figure 2a
shows an image captured by an 850nm NIR camera of a scene
displayed under white backlighting. The image is completely
black, because the white light emitted by the backlight is not
visible to the NIR camera. Figure 2b shows an image taken
with the same NIR camera after replacing the backlight with
850nm NIR LEDs, where the NIR light completely penetrates
the entire screen, yet no image is clearly visible.

Through extensive testing, we found that after replacing the
ordinary white backlight LEDs with an 850nm NIR LEDs, the
light transmitted through the display is not perfectly linearly
polarized after passing through the front polarizer layer, as
would be expected. Therefore, we suspect that the issue is not
originated from the liquid crystal itself, but the polarizers.

The polarizers used in liquid crystal panels are typically in-
expensive and easily mass-produced polyvinyl alcohol (PVA)
polarizers. These polarizers are manufactured by stretching
PVA and then dyeing it with iodine [23]. The finished polar-
izers absorb polarized light perpendicular to their transmis-
sion axis. However, this property of absorbing polarized light
does not universally apply across all wavelength ranges. For
example, the XP42 polarizer, according to its datasheet, expe-
riences a rapid degradation in performance for wavelengths
beyond 700nm [22]. This will result in inadequately polar-
ized light when the wavelength of the light passing through
the polarizer exceeds 700nm. To verify if the problem lies
with the polarizer’s performance, we sought various types
of polarizers that can function at NIR wavelengths. Among
these, the wire grid polarizer offers excellent polarization per-
formance across a broad wavelength range of 400-1200nm.
Our experiment confirmed this, as shown in Figure 2c, where
the addition of wire grid polarizers to the front and back of
the liquid crystal screen allowed the LCD with 850nm NIR
backlight to clearly display images.

To construct an NIR display capable of showing NIR im-
ages, we need a display panel as the core to start with. Typi-
cally, the backlight of a screen is sold encapsulated with other
components, and the backlight is usually mounted on a metal
frame, making the disassembly process really challenging.
Removing the metal frame would leave the fragile glass sub-
strate of the panel without support. Additionally, the backlight
may be glued to other layers, making it difficult to perfectly
remove a display module’s backlight without damaging its
other parts. Fortunately, thanks to the special demand of the
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Figure 2: (a) Image captured by an 850nm NIR camera of a
scene displayed under white backlighting; (b) Image taken
with the same NIR camera after replacing the backlight with
850nm NIR LEDs; (c) Image taken with the same NIR cam-
era after replacing the backlight with 850nm NIR LEDs and
applying the wire grid polarizer.

masked Stereolithography (mSLA) 3D printing community,
which requires ultraviolet (UV) light sources for curing resin,
LCD modules designed for UV curing 3D printers with the
backlight already removed can be purchased off the shelf. We
selected the Sharp LS055R1SX04A model display module,
which is a 5.5-inch color LCD panel with a resolution of
1440(RGB) %2560, for the next step of modification.

For the polarizer, we selected the HC12N from Asahi Kasei,
a wire grid polarizer capable of providing a 1600:1 extinc-
tion ratio at the 850nm NIR wavelength. Its original size
is 240mm x 80mm, and we used a professional trimmer to
cut this polarizer into two pieces, measuring 160mm x 80mm

(D 850 nm NIR light board
@) PP diffuser

| (3 Polarizer P

| @ LCD with HDMI input
(®) Polarizer S
(© Windows Hello module

Figure 3: Our self-constructed NIR display.

and 80mm x 80mm, respectively. After attempting and dam-
aging two display panels, we chose not to remove the original
polarizers from the LCD panel, despite it could potentially
increase the backlight efficiency. Instead, the sliced wire grid
polarizers were attached to the front and back of the display
panel, with their transmission axes aligned with the original
polarizer.

Additionally, we design a custom printed circuit board
(PCB) to evenly mount 21 pieces of 850nm NIR LEDs to
provide a sufficiently bright NIR backlight. These LEDs were
arranged in a 7-series-3-parallel configuration, driven by three
sets of constant current circuits. Even then, the light emitted
by the circuit was not uniform enough. After trying various
materials and thicknesses, a Imm thick diffuser plate made of
Polypropylene (PP) material was inserted between the LED
backlight and the LCD module. This combination of the LED
backlight and the PP diffuser board was able to provide the
LCD module with sufficiently bright and uniform backlight-
ing. Furthermore, our tests revealed that the NIR light could
effectively and uniformly penetrate through the color filter
layer of this RGB LCD panel. This means that using our ex-
ternally powered NIR backlight, no compensation is needed
for the slight loss in brightness.

Finally, we 3D printed a bracket to fasten these components.
The final assembly is shown in Figure 3. All the components
of the constructed NIR LCD are COTS material with a total
cost less than 400 USD. The detailed bill-of-material (BOM)
is shown in Table 1.

3.4 Red Bleed Attack on Windows Hello Face
Authentication

We used this improvised 850nm NIR display to attack the
Windows Hello face authentication module. Our first step was
to capture a live NIR video of the target subject. We used
the OmniVision OV9281 monochrome camera module paired
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Table 1: The BOM of the constructed NIR LCD.

Product Name

Quantity  Price (USD)

Asaki KASEI Wired Grid Polarizer WGN 240mm x 80mm 1
Sharp 5.5-inch 2K LCD LS055R1SX04A
PP Diffuser 150mm x 100mm
Customized 850nm LED Board

309.90
1 30.90
1 0.07

1 15.50

Table 2: The specifications of three different brands of Windows Hello modules.

Brand Model Resolution Frame rates NIR light blink frequency
HP 830214-1U0 340x340 30 15
LENOVO Thinkpad X1 2019 integrated ~ 640x360 15 7.5
DELL CN-ONVHOJ 340x340 30 15

with an f2.8mm M12 lens equipped with an 850nm IR filter
for this purpose.

As mentioned previously, the algorithm used by Windows
Hello for face recognition is a black box to us. We do not know
exactly how it is implemented. Based on our experiments with
the HP module, we believe that Windows Hello uses only the
NIR camera for face recognition and not the RGB camera.
This is because after covering the RGB camera on the module
with aluminum foil tape, Windows Hello was still able to per-
form correct facial recognition authentication. This behavior
is expected, as these devices often need to function in poorly
lit indoor environments or at night, making it a highly avail-
able design decision to rely on the NIR LEDs’ illumination
to obtain a clear image of the user’s face. Additionally, we
found that Windows Hello has no special requirements for the
position or shape of the 850nm fill light source. Covering one
of the 850nm LEDs with aluminum foil tape did not affect
the recognition rate of Windows Hello. Moreover, even when
all the 850nm LEDs were covered, Windows Hello was still
able to pass facial recognition authentication with an exter-
nal NIR light source. This implies that the NIR illumination
requirement for capturing the live infrared facial image of a
subject for authentication is not very strict.

During our initial experiment, we used the HP Windows
Hello camera module to capture the NIR video of the target
subject’s face under the 850nm NIR illumination. We then
played this video on our constructed NIR display. The Sharp
LS055R1SX04A LCD panel we used is a 5.5-inch display,
which is significantly smaller than the actual size of a human
face. The primary reason for choosing such a small display
is due to the default 80mm width of the Asahi Kasei wire
grid polarizer available on the market. Fortunately for us (or
unfortunately for the Windows Hello module), the lens of
the NIR camera on the Windows Hello module has a shorter
focal length, and a lower resolution, which allows the NIR
camera of Windows Hello to stay focused even at very close
distances.

According to the pinhole camera model, we can simulate

Figure 4: Illustration of the relative geometric alignment be-
tween the camera, LCD, and real face.

the actual size of the human face by using a smaller display
panel and placing it closer to the NIR camera, with the Win-
dows Hello module aligned with the display screen at the
correct distance and angle. As illustrated in Figure 4, the Win-
dows Hello module is positioned with a calibrated geometric
alignment relative to the LCD screen.

By capturing the actual infrared video of the test subject
using the HP Windows Hello camera module, and playing
this video on our constructed NIR display, we can indeed
sometimes pass the facial recognition authentication of the
Windows Hello module. However, the success rate is not very
high, and the recognition rate is not stable. By comparing
the directly captured NIR video with the NIR video that was
played back on the NIR display and then recaptured by the
infrared camera, we conjecture that the main issue lies in
the inconsistency of brightness introduced by the missing
nonlinear mapping of gamma correction in the image signal
processing pipeline of the HP Windows NIR camera module,
since it does not have to feed the captured image to the display

USENIX Association

34th USENIX Security Symposium 7883



device. Through careful design of experiments, we found that
after applying a certain degree of gamma adjustment to the
HP module’s captured NIR video and then playing it through
the NIR display, it was possible to pass the Windows Hello
facial recognition authentication with a 100% success rate.
The gamma adjustment is shown in Equation (2), where
and I, are the input and output intensities of each pixel,
respectively, and 'y is the gamma value.

fouw = 1" @)
Our earlier experiments also showed that using the HP
Windows Hello camera module to capture the target’s live
face for our Red Bleed replay attack on the higher resolution
Lenovo Windows Hello module will reduce the attack success
rate to 55%. For this reason, we used a higher resolution NIR
camera for the experiments presented in Section 3.5.
Additionally, we tested the scenario of displaying a single
static NIR photo of the target and discovered that the static
NIR photo of the target could not effectively unlock Windows
Hello face authentication. We believe that Microsoft has suc-
cessfully enhanced the anti-spoofing strength of Windows
Hello by incorporating temporal information in response to
some previously demonstrated spoofing cases [88]. This en-
hancement made static photo presentation attacks ineffective
in unlocking the device.

3.5 Results of the Red Bleed Attack Using Live
Captured Samples

We conducted experiments using a live NIR video captured
with an OmniVision OV9281 monochrome camera module
to assess the effectiveness of our assembled NIR LCD. The
experimental setup and results are presented in this section.
Experiment Setting. We tested three different Windows
Hello modules shown in Figure 5 in this experiment. Their
models and configurations are listed in Table 2. The target
laptop was a Lenovo Thinkpad X1 2019 running Windows
11 Pro Version 23H2 with the default Windows Hello setting.
We captured a 6.6-second (200 frames), 1280720 NIR video
with the OmniVision OV9281 monochrome camera module,
then looped it from end to start to create a 13.2-second con-
tinuous replay video for the attack. The video uses FFV1
lossless encoding. One sample attack video is provided in
the supplementary file [5]. Figure 6 shows the captured real
face and the replay. We recruited 22 volunteers to register
their real faces in the Windows system and captured their live
video samples to carry out the attacks. The participants in-
cluded both male and female individuals from diverse origins
of China, Singapore, India, Myanmar, Indonesia, Turkey, and
the United States, with ages ranging from 20s to 60s. After
setting up the devices, we conducted 20 tests per subject on
each module and recorded the corresponding success rates.
Evaluation. The success rates are presented in Table 3.
Three video demonstrations of successfully unlocking the

(c) LENOVO Windows Hello module.

Figure 5: Windows Hello modules used in our experiments.

Table 3: Attack success rates of Red Breed on three different
COTS Windows Hello modules.

Brand Successful rate
HP 100%
LENOVO 100%
DELL 100%

(a) (b)

Figure 6: NIR image samples captured by the HP NIR camera.
(a) The real face sample used for the attack. (b) The recaptured
video frame shown on the NIR LCD (with a video player
progress bar below).

three tested Windows Hello modules are provided in the sup-
plementary file [5]. Previously, when we conducted the test
on one of the subjects using the HP Windows Hello camera
module to capture the 340 %340 video streams, it gave a lower
attack success rate of 55% on the higher resolution Lenovo
device. After changing to use OV9281 camera module with
ten times higher resolution and gamma adjustment in its im-
age processing pipeline to acquire the videos, the Red Bleed
attack can achieve 100% success rate on all the test subjects.

4 Generation of the NIR Video

One requisite of the Red Bleed attack is the acquisition of
a segment of the NIR video as short as 2~3 seconds of the
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target person under well-illuminated 850nm NIR lighting con-
ditions. Although our tests have shown that the attack does
not impose stringent requirements on lighting and equipment
for capturing such a video, and it is entirely possible to use a
quality NIR video captured with a very low-resolution camera
module, it is still not easy to physically sneak such a video
of a subject’s frontal face. In comparison, the RGB video
does not require any special camera module to capture. More-
over, there are diverse channels and ample opportunities to
acquire a snapshot of a subject’s frontal face without having
to physically capture it. Also, these video clips can be easily
and remotely accessed or downloaded from selfies on social
media or from online video conferences.

4.1 Lessons Learned from Unsuccessful At-
tempts

This task turns out to be very challenging and unprecedented,
as there is no demand for identity-preserved generative NIR fa-
cial video before our Red Bleed attack is introduced. The clos-
est 2D presentation attack is the laser-printed NIR image [94]
but it uses ground-truth NIR photos instead of generative im-
ages. We explored several generative methods to convert RGB
images into NIR images. Some of the unsuccessful attempts
are presented here to shed light on the unique problem we
encountered with these seemingly plausible methods. Due to
the lack of prior art, limited time and resources, there might
be tricks and optimizations that we have overlooked but could
potentially be applied to these baseline methods to achieve the
desired outcomes. Nevertheless, lessons learned from these
failed attempts have helped us understand the problem better
and paved the way to a workable solution introduced in the
later section.

The most straightforward method is to directly convert the
VIS image to the NIR image using a simple Auto Encoder
(AE) model. However, the prerequisite for this approach is
the availability of a sufficiently precise VIS-NIR face dataset
with pixel correspondence. Unfortunately, the highest qual-
ity dataset we could find is the CASIA NIR-VIS 2.0 face
database [51], which contains 725 subjects. Each identity in
the dataset has a dozen VIS and NIR photos. These photos
are taken under different lighting conditions, using different
cameras, at different moments; hence there is no pixel corre-
spondence between the VIS and NIR photos. We attempted
to align the photos using a facial landmark model and experi-
mented with various possible local constraints, such as using
local neural networks to try matching the pair of images with
the closest landmarks, and training with losses like structure
similarity index measure (SSIM) [92] or HoG [15] that are
less sensitive to pixel discrepancies. However, the results were
not satisfactory. The final NIR images generated by the model
are very blurry and pixelated, which do not resemble the real
NIR images, and fail to unlock Windows Hello with our Red
Bleed gadget.

Another method we attempted was to use a GAN to gener-
ate NIR images. We used a very intuitive and mature method,
CycleGAN [110], which is an unsupervised image translation
GAN that can achieve conversion between two different do-
mains without the need for paired training data. This feature
aligns perfectly with our requirements. Despite its promising
premise, the samples generated by CycleGAN have noticeable
flaws, which prevent them from passing facial verification. In
our attempts, we found that GANSs are difficult to converge.
Therefore, we did not delve deeper into exploring more possi-
ble GAN-based methods that require experience to overcome
method-specific mode and discriminator collapse issues in
model training.

Another promising candidate is the diffusion generative
model. Diffusion models have shown great capabilities in
generating high-quality images. There are some open-source
implementations of diffusion models with pretrained weights.
We tried to use Stable Diffusion v1.5 [76] for image genera-
tion, but it was evident that the model was not trained on the
NIR domain. We experimented with IP-Adaper [98], an image
prompt method that can adapt the diffusion model with the ref-
erence image. We also tried Textual Inversion [26], a method
that can fine-tune the diffusion model with text prompts. How-
ever, both methods failed to make the Stable Diffusion model
generate high-quality NIR images. We believe that the main
reason for the failure is that the Stable Diffusion model was
trained in the RGB domain. For uncommon data like NIR, the
use of pre-trained generative models or with simple domain
adaptation may not yield satisfactory outcomes.

Next, we tried training the diffusion model from scratch.
The Conditional Diffusion model [33] and Guided Diffusion
model [19] are two diffusion methods that we attempted.
However, neither was able to produce effective generated
samples. We believe that the main issue lies in the small train-
ing dataset, making it difficult to train an effective conditional
diffusion image generative model from scratch to model the
complex data distribution with limited data conditions. As for
the Guided Diffusion model, we require a pre-trained guid-
ance model. ArcFace [18] is a widely used face recognition
model that we adopted as the guidance model. However, Ar-
cFace is also a model trained on RGB images, and our tests
showed that its performance on NIR data significantly devi-
ated from that on RGB images. We attempted to fine-tune
ArcFace to reduce the performance deviation on NIR data, but
faced the bottleneck with limited dataset. Consequently, this
diffusion-based approach also failed to yield high-quality gen-
eration results that can successfully unlock Windows Hello
with Red Bleed.

4.2 Proposed Generative Method

Drawing from the experiences gained through the failures of
various attempts, we propose a VAE-based NIR face image
generation method. VAE, like GAN and Diffusion, is a gener-
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Figure 7: Block Diagram of the Proposed VIS-to-NIR Identity-preserving Face Generative Model
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Figure 8: Structures of the encoder and decoder

ative algorithm. Although it is very similar in model structure with NIR, which has only one channel, only the red channel
to AE, there are considerable theoretical differences between of the VIS photo is input into the encoder. The encoder f
VAE and AE. One main difference is that VAE introduces a will map the image x, whether NIR or VIS, to a mean y and a
probabilistic model into the latent space. standard deviation G, as shown in Equations (3) and (4).

The block diagram of Figure 7 illustrates the proposed
method. Firstly, all VIS or NIR photos containing faces are (Unirs Onir) = f (Xnir) (3)
aligned and resized into square images through affine trans-
formation. Ordinary VIS images have three channels: Red,
Green, and Blue. Since we want the encoder to be compatible (tyis, Ovis) = f(Xvis_r) 4
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Then, the respective latent output z is obtained by sampling
a Gaussian distribution A/ with the corresponding mean and
variance outputs of the encoder f, as expressed in Equations
(5) and (6).

Znir ™~ N(lunir» Gzir) ©)

Zvis ™~ N(,Uvisy G%j;) (6)

Additionally, we have incorporated ArcFace f,,. as the
identity information, the embedding is denoted as z;; in Figure
7. Since the ArcFace model is trained in the RGB domain, we
only use VIS photos to encode the target’s identity, and for
each identity, we calculate the average of their id embeddings,
as shown in Equation (7).

N
Zid = i Z farc (xvis,') (7

N =
For the decoder, its inputs are the latent vectors z and z;4.
Unlike the encoder, we employ two different decoders corre-
sponding to the NIR and VIS image domains, respectively.
These two decoders are represented by g,;- and g, in Equa-

tions (8) and (9), respectively.

xllu'r = &uir(Znir, Zid) (8)

Xpis = 8uis(2vis:Zid) )

The structures of the encoder f and the decoder g are sim-
ilar to that of a 2D U-Net used in Stable Diffusion [76] but
without the intermediate skip connections. Figure § illustrates
the structures of the encoder and decoder. The encoder f con-
sists of four levels of functional blocks, with the first three
being ResNet blocks and the last being an Attention block.
The output is mapped to a single channel by a 1 x 1 convo-
lution layer, then flattened into one dimension, and finally
passed through a linear layer to output vectors of length 512
for both i and 6. The decoder g has a similar but reversed
structure, where a vector of 512 is first passed through a lin-
ear layer. The ArcFace embedding is also concatenated on
the channels after the same mapping. It goes through a con-
volution layer and then four functional blocks to restore the
image size to 256 x 256. The first block is an Attention block,
followed by three ResNet blocks. The numbers of channels
for these blocks in the encoder are 64, 128, 128, and 256, and
these numbers are reversed for the decoder blocks. However,
since the encoder needs to accept both VIS and NIR images,
each block within the encoder has two layers, while each
block within the decoder has only one layer.

The loss functions for model training also originate from
VAE but with some differences. Firstly, there is the reconstruc-
tion loss, which represents the error in restoring the image
through the entire encoder and decoder chain. The reconstruc-
tion loss is calculated as the mean squared error between the

original image and the restored image, but only the face region
is considered in the calculation. It was done by using a facial
landmark model to calculate the mask regions ;. and m,;s
from the face images x,; and x,;, respectively. Consequently,
two reconstruction losses are obtained in Equations (10) and
(11). The ® operator denotes the element-wise multiplication,
which is used to mask the face region.

Lyec pir = ||mnir © (xnir _x;,u'r) | |2 (10)

Lrec_vis == | |mvi.\' ®© (xvis_r - x:)i‘y_r) ‘ |2 (1 1)

The second type of loss is the Kullback-Leibler (KL) loss,
which in VAE is typically used to represent the distance be-
tween a distribution and the standard normal distribution
AL(0,1). Here, we only calculate this loss for VIS because
VIS is the source image during inference. The KL loss term
is written as Lx7_norm in Equation (12).

LKLJwrm =KL (N(;uvisv G%is) ‘ |N(07 1)) (12)
=-05 (1 + lOg (G%is) _:u%is - 6%[5)

Additionally, we would like samples of the same identity
to have their VIS and NIR latent vectors close to each other.
To achieve this, we introduce an additional KL loss, as shown
in Equation (13).

Lir_ia = KL (N (tis, G%is) 1N (tanir Giir))

2 2 )2
=-05 (1 —log <Gg”> _ Ouis T (1(1:213 Hnir) )
vis nir
(13)

The final loss function is a weighted sum of the reconstruc-
tion loss and the KL losses, as shown in Equation (14), where
o and P are hyperparameters that control the weight of each
KL loss.

Ltotal = Lrec_nir + Lrec_vis + aLK L_norm + BLKL_id (14)

Inspired by CycleGAN [110], we have additionally intro-
duced a cycle loss, as shown in Equation (15). However,
since such implicit constraint losses often lead to training non-
convergence, this loss was not introduced at the beginning
of the training but was added after 2500 epochs of training
with L. The terms in loss L., represent that a VIS im-
age, after passing through the encoder f to obtain (s, Gyis),
and then through the decoder g; to generate an NIR image
xilir, is sent back to the encoder f to produce a latent vector
pair (Uyis_nir, Ovis_nir). We believe that ;s and pys i should
be as close as possible because they belong to different VIS
and NIR domains of the same photo. The cycle loss is cal-
culated as the mean squared error (MSE) between the two
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latent vectors, ;s and s nir. We did not consider the case
of ¢ because 6 may differ across different physical domains,
hence we only used MSE loss instead of KL loss here.

(,uvi_w Gvis) = f(xvisfr)
(.Uvis_nira Gvis_nir) = f(x;u'r> (15)

Lcycle = | |,uvis - ﬂvis_nir| ‘2

Once the model is trained, we can use the target’s video
frames for inference. Each VIS image frame of the target’s
video will pass through the trained encoder f along with
ArcFace f,., then the trained decoder g,;. During inference,
we do not sample from y and G but directly use u as z input to
gnir- The process is depicted in Equation (16). The final output
is a video consisting of a sequence of NIR image frames x/,;,
generated from the sequence of VIS image frames x,;;.

(,Uvisacvis) =f (xvis_r)
Zid = fare (xvis) (16)

/

Xpir = gnir(,uvisazid)

However, this method was found to severely overfit during
our training. This is primarily attributed to the training dataset
we could obtain, CASIA NIR-VIS, is too small, which con-
tains only 725 subjects (including repeated identities). Gen-
erally, generative models require a larger amount of training
data than classification models, and facial recognition models
like ArcFace are even trained on datasets with millions of
facial images. Therefore, overfitting on such a limited dataset
is expected. To validate our conjecture, we included a small
number of target samples in the training data and found that
this could produce comparatively better results. This renders
our method a few-shot learning approach, but we anticipate
that with sufficient training data, the method could achieve
zero-shot learning.

4.3 Results of the Red Bleed Attack Using Gen-
erative Samples

Instead of replaying a previously captured live NIR video, we
synthesize an NIR video from an RGB video record of each
volunteer, with the goal of spoofing the face authentication
on the HP Windows Hello module. The experimental setup
and evaluation results are detailed below.

Database and Preprocessing. The CASIA NIR-VIS 2.0
face database [51] comprises human face samples from 725
subjects. It is partitioned into four sessions, with each subject
having between 1-22 VIS samples and 5-50 NIR samples.
The original image resolution is 640x480. Due to image qual-
ity considerations, only the first three sessions are utilized in
our generative model training. In addition, we collected nine
NIR-VIS image pairs from each target subject for training and

Figure 9: Image samples in the generative experiment. (a)
VIS sample. (b) A ground-truth NIR sample with a similar
pose. (¢) The aligned VIS face using DeepFaceLab. (d) The
synthesis result from the VAE with nine-shot learning. (e)
The final generative image from nine-shot learning. (f) The
final generative image from one-shot learning.

100 VIS samples for attack sample synthesis. The collected
NIR images from OV9281 have a resolution of 1280x720,
while the collected VIS images from the Raspberry Pi camera
module 3 have a resolution of 2304 x1296. Using DeepFace-
Lab [69], we apply an affine transformation to crop and align
the full face region and generate the corresponding face mask.
The aligned images measure 256256 and serve as the input
for both training and testing.

Experiment Setting. Similar to the setup described in Sec-
tion 3.5, we displayed the generated video on our impro-
vised NIR LCD to unlock the Windows Hello. The generative
model was trained under two distinct protocols: (1) a nine-
shot learning protocol, wherein nine NIR-VIS image pairs of
the target subject (the volunteer registered in the system) were
integrated into the CASTA NIR-VIS 2.0 face database, and
(2) a one-shot learning protocol, wherein only one NIR-VIS
image pair was added to the CASIA training set. The Ar-
cFace feature embeddings are from ResNet-100 pretrained
with MS1MV3 dataset. In our training phase, we set a0 = 0.01
and § = 0.01. Both models were trained for 3,000 epochs at

7888 34th USENIX Security Symposium

USENIX Association



Table 4: Attack success rates of Red Breed tested using sam-
ples generated from our trained generative model with nine-
shot and one-shot learning.

Model Successful rate
Nine-shot learning 97.73%
One-shot learning 61.25%

an initial learning rate of 0.0001 using the Adam optimizer
with cosine annealing learning rate scheduler, after which we
generated 100 NIR images from 100 VIS inputs.

Subsequently, the mask was applied to the generated NIR
images to mitigate noise, and DeepFaceLab [69] was em-
ployed to transfer the generated NIR faces to the red channel
of the original images. Default settings were retained, with the
exception of an erode mask modifier of 15, a blur mask mod-
ifier of 72. Finally, the processed frames were concatenated
into an FFV1 code video at a frame rate of 30 fps. Similarly to
the setup described in Section 3.5, we displayed the generated
video of volunteers on our improvised NIR LCD to unlock
the HP Windows Hello module, then recorded the average
success rate of 20 attempts of each volunteer in a day.

Evaluation Results. The used image samples and gener-
ation results are illustrated in Figure 9. The overall attack
success rates for nine-shot and one-shot learnings are shown
in Table 4. In addition, the attack video and the attack video
record from the nine-shot learning are attached in the supple-
mentary file [5]. In our nine-shot learning experiment, only
the white American volunteer had failed to unlock the device
in 10 out of 20 attempts. This may be attributed to the bias in
the training data, as almost all subjects in the CASIA dataset
are from Asia. As for the one-shot learning, though less effec-
tive, such an attack is shown to be feasible and pragmatic in
the event that only limited sample pairs can be fetched. The
one-shot generative sample in Figure 9f has a subtle difference
compared with the nine-shot result shown in Figure 9¢, and
this is sufficient to affect the verification performance. The
performance may be further improved if a better quality cross-
spectral NIR-VIS face dataset with pixel correspondence is
used; however, we cannot find such a dataset in the public
domain at this juncture.

5 Suggested Countermeasures

Multimodal Authentication. When the enhanced face anti-
spoofing feature is enabled in Windows Hello, our attack
cannot bypass the facial authentication mechanism. This en-
hanced security measure requires a high-quality RGB image
for validation, an element not provided by our attack. How-
ever, this enhanced feature increases authentication time and
necessitates bright illumination, potentially rendering it im-
practical for certain access control scenes with poor lighting
conditions, and the authentication failure is further aggregated

by the increase in detection threshold upon every unsuccess-
ful attempt by an authentic user. Likewise, other biometric
systems can employ multimodal authentication for stringent
security requirements, although this option generally involves
additional sensors and extended authentication duration.
Active Projection or 3D Information Recovering. The
Red Bleed attack is only feasible on single-eye cameras that
lack robust 3D information capture. In contrast, sensors that
project structured light, such as Apple FacelD, are capable of
gathering 3D information for anti-spoofing, thereby thwarting
the Red Bleed attack. Similarly, dual-camera systems that re-
cover 3D geometry via multiview approaches can also defend
against this attack. However, these countermeasures typically
require additional hardware components and increase overall
costs.

Further Investigation of Spatial-Temporal Features in
NIR Domain. The Red Bleed attack is a newly introduced
NIR replay attack in the biometric domain. In a manner anal-
ogous to the substantial research on RGB face anti-spoofing,
researchers could further examine the unique characteristics
of this technique. For instance, noticeable differences between
the genuine sample and the attack sample, as shown in Fig-
ure 6, highlight potential artifacts that could be leveraged to
detect and mitigate spoofing events.

6 Conclusion

We present the Red Bleed attack, a face presentation replay
attack within the NIR domain, which exploits the vulnerabil-
ity of Windows Hello’s face authentication system under its
default settings. Our experiments, using real captured face
samples of 22 subjects of both genders, different races and
age groups, demonstrate 100% attack success rates, thereby
validating the effectiveness of this presentation attack. Fur-
thermore, we introduce a VAE framework designed to convert
visible image samples to NIR video samples, which can also
successfully unlock the Windows Hello facial authentication
mechanism with excellent success rate using few-shot learn-
ing and moderate success rate using one-shot learning. The
attack gadget can be easily self-constructed from COTS mate-
rials, highlighting the compelling awareness of this vulnerabil-
ity and necessity for both vendors and users to appropriately
fortify existing plain-vanilla NIR biometric systems and exer-
cise vigilance to mitigate the risk.
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Ethics Considerations

Disclosure: This NIR face authentication vulnerability was
discovered by surprise and sidetracked from our original re-
search intent to explore polarization imaging for liveness
detection against 3D face spoofing attacks. An immediate
social impact arises for users relying on the default Windows
Hello facial authentication: if their NIR or VIS images (or
associated video samples) are compromised, the vulnerability
detailed in this work can be exploited. Consequently, upon
confirming the effectiveness of the attack on September 25,
2024, we immediately notified the security departments of
Microsoft (MSRC), HP (HP PSRT), Dell (DELL PSIRT),
and Lenovo (LENOVO PSIRT). We received their respec-
tive case numbers (MSRC 91421, HP-PSRT-IR 5182, DELL
VRT-24281, LEN-174330) in prompt replies.

We subsequently collaborated with Microsoft MSRC to
further examine the “enhanced anti-spoofing” feature, which,
when enabled, can resist our Red Bleed attack presented in
this paper. This information was also shared with the other
three companies of which their products were used for our
investigation. All parties inquired about our disclosure time-
line, and upon being informed of our intention to submit this
research to a leading security conference in January, we did
not receive any objection about this submission.

We provided complete technical details in a report to each
vendor and addressed their questions. After verifying our find-
ings, HP, Dell, and Lenovo deferred to Microsoft MSRC to
coordinate and implement a comprehensive solution. In the
communication with MSRC on January 18, 2025, they con-
firmed our described behavior. At Microsoft’s request, we
shared our submitted conference paper. In their latest cor-
respondence on January 20, 2025, Microsoft indicated that
they would fully address this vulnerability in the June 2025
update. In accordance with responsible disclosure practices,
we have agreed to withhold public release of this research
until Microsoft has fully mitigated the issue. Microsoft man-
aged to address this vulnerability earlier than expected with
the CVE-2025-26644 published and the patch released in
the KB5055523 security update for all in-service Windows
versions on April 8, 2025.

Data Collection and Privacy: In the data collection process
for this study, 22 volunteers participated. These volunteers
provided explicit, written consent authorizing the academic
use of their facial biometric data. All participants involved in
conducting the evaluation of these vulnerabilities were fully
briefed on the study’s objectives and potential risks. For the
privacy and ethical concerns, we deleted the registration of
each individual volunteer immediately after the evaluation
in his/her presence. The volunteers’ biometric data will not
appear in the public domain except for one volunteer who has
signed the agreement explicitly. Moreover, we have signed

a formal agreement stipulating that the dataset used will be
used exclusively for academic purposes, in accordance with
established ethical guidelines.

Negative Outcomes: Although Microsoft remediated this
vulnerability in the Windows update on April 8, 2025, many
deployed devices, particularly air-gapped devices, experience
delayed patching. Since this vulnerability requires no internet
connection to exploit, we strongly recommend all potentially
affected users immediately upgrade to the latest system ver-
sion.

There are also traditional biometrics relying on the NIR
imaging, such as iris and palmprint [16,46, 106]. In the ab-
sence of more robust anti-spoofing (liveness detection) mea-
sures, or only elementary spatial-temporal strategies are em-
ployed, these systems are similarly susceptible to the Red
Bleed attack based on the same principal assumption of their
security. The vulnerabilities exposed in this study may be in-
herently difficult to remediate in these existing biometric sys-
tems. Publication may render existing devices susceptible to
exploits, with potential real-world consequences. We strongly
urge affected vendors to issue public security advisories, im-
plement proactive mitigation measures, and accelerate the
phase-out of vulnerable devices.

Positive Outcomes: This work clearly identified the root
cause of an intrinsic vulnerability of NIR-based biometric
authentication that allows for possible fortification to be de-
veloped. The disclosure of this long-lasting security myth
can raise awareness and increase the vigilance on the use
of legacy plain vanilla NIR-based biometric authentication
before malicious actors discover this attack method, which
may result in greater harms if the finding is kept private. We
anticipate that this work will inspire the development of more
secure anti-spoofing methodologies, thereby enhancing the
security posture of future biometric systems.

Open Science

Since the vulnerability CVE-2025-26644 has been made pub-
lic, and the fix was conducted in the latest update, we publicly
release all the code and hardware design details with docu-
mentation at Zenodo to the community for further research.
Microsoft has independently reproduced the results and con-
firmed the effectiveness following the provided documents
and video demos [5] of our initial successful attack setup.

The vulnerability has been patched in the latest Windows
update. For attack evaluation purposes, we recommend using
pre-April 8, 2025 system versions. The release of codes and
hardware design details not only ensures transparency and
reproducibility but also helps to promote the development
of more secure and efficient biometric authentication by the
research community.
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