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Abstract

Secure evaluation of non-linear functions is one of the most
expensive operations in secure two-party computation, partic-
ularly for activation functions in privacy preserving machine
learning (PPML). This work introduces SEAF, a novel frame-
work for efficient Secure Evaluation on Activation Functions.
SEAF is based on the linear approximation approach, but en-
hances it by introducing two key innovations: Trun-Eq based
interval test protocols and linear approximation with dynamic
precision, which have the potential for broader applicability.
Furthermore, we classify common activation functions into
several categories, and present specialized methods to evaluate
them using our enhanced techniques. Our implementation of
SEAF demonstrates 3.5x to 5.9x speedup on activation func-
tions Tanh and Sigmoid compared to SirNN (S&P’21). When
applied on GELU, SEAF outperforms Iron (NeurIPS’22) by
more than 10x and Bolt (S&P’24) by up to 3.4 x. For end-to-
end secure inference on BERT, the original GELU accounts
for 31.3% and 22.5% of the total runtime in Iron and Bolt,
respectively. In contrast, our optimized GELU reduces these
proportions to 4.3% and 9.8%, eliminating GELU as a bottle-
neck in secure inference.

1 Introduction

With growing concerns over privacy and security, privacy pre-
serving machine learning (PPML) has gained significant at-
tention in recent years. PPML facilitates distributed machine
learning while ensuring privacy, enabling multiple partici-
pants to collaboratively train a model without exposing their
individual datasets. In secure inference, a typical scenario
involves a client holding a private input x and a server pos-
sessing a pre-trained model A . The client seeks to obtain the
inference result M (x) without revealing x, such that the server
maintains the privacy of the model. To implement PPML, the
process of plaintext machine learning usually be followed,

"Hao Guo and Zhaogian Liu contributed equally to this work.
*Ximing Fu is the corresponding author.

replacing the underlying operations with their secure coun-
terparts, such as secure multiplication, secure comparison,
and secure evaluation of non-linear functions. The primary
challenge in implementing PPML lies in designing efficient
protocols for these sub-operations.

Secure multi-party computation (MPC) [8, 24, 25] is a
fundamental cryptographic technology proposed by Yao, en-
abling multiple participants to jointly evaluate a function
without revealing their inputs. Therefore MPC is particularly
well-suited for designing underlying protocols for PPML. Sev-
eral early secure computation or PPML frameworks such as
ABY [5], ABY2.0 [19], MiniONN [15] and SecureML [17]
are entirely based on MPC. These frameworks use Beaver’s
triples [3] for multiplication or convolution operations and
Garbled Circuits (GC) [24] technology to implement the
non-linear operations. Recently, Homomorphic Encryption
(HE) [22] has been employed for multiplication in linear lay-
ers, reducing communication costs and improving efficiency.
However, HE remains inefficient for evaluating non-linear
functions. Although GC can evaluate arbitrary functions, it
suffers from high communication and computational costs.
Thus, there is a pressing need for efficient MPC-based tech-
niques for evaluating non-linear functions.

A general approach for evaluating non-linear functions is
to decompose them into underlying sub-functions, which are
then combined. For instance, evaluating Sigmoid(x) = 17137»’
involves computing e* and the reciprocal operation. How-
ever, these sub-functions are also non-linear and difficult to
evaluate. To address this, approximation methods are em-
ployed. Disregarding the details of the non-linear function,
we regard it as a curve, and use polynomial functions or piece-
wise linear functions to fit it. Although the overhead of this
method is independent from the complexity of the function, it
still suffers from some inefficiencies. For instance, when eval-
uating non-linear function such as Tanh, Sigmoid or GeLU,
the initial step typically involves determining whether the in-
put lies within the non-linear or linear interval. Most existing
works, such as MiniONN [15], CipherGPT [11] and Bolt [18],
rely on two comparison protocols to identify the interval of
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the input, which consequently introduces significant overhead.
In this work, we focus on enhancing the piecewise linear ap-
proximation method by introducing several novel techniques,
which we believe have the potential for broader application
in various contexts. Our primary contributions are as follows:

* We propose a series of novel interval test protocols based
on the Trun-Eq approach, outperforming prior approach
by 1.2x to 1.97x.

* We introduce dynamic precision method to evaluate non-
linear functions, achieving both high accuracy and re-
duced overhead.

* We introduce SEAF, a general framework for efficiently
evaluating common activation functions. Our Implemen-
tation demonstrates significant improvements across sev-
eral widely-used activation functions and the end-to-end
secure inference task.

The details of our main contributions are listed below.

Trun-Eq based interval test protocols. Our interval test pro-
tocol is inspired by the observation that determining whether
x € [0,2") is equivalent to checking if L 2% ] = 0. This in-
sight enables implementation of a single interval test protocol
by combining a truncate-and-reduce protocol with a zero-
checking protocol. Compared to prior approach relying on
two comparison protocols in Bolt [18], this single interval
test protocol reduces communication costs by 41.6%, and
improves runtime performance by 1.66x to 1.97 x. Based on
this protocol, we also propose extended interval test protocols
for more complex application scenarios, which outperform
prior approach by 1.2x to 1.82x.

Evaluating non-linear functions with dynamic precision.
In the linear approximation method, the overhead depends
on the bitwidths of the slopes and intercepts of the linear
functions, while the accuracy is determined by their values.
We observe that these parameters typically fall within a small
range, enabling significant bitwidth reductions. We further
employ dynamic precision, optimizing the bitwidth to mini-
mize overhead while ensuring that the approximation error
remains bounded by a predefined threshold €. Compared to
prior approaches that uses fixed precision, the dynamic pre-
cision method can reduce the communication of the linear
approximation by approximately 29% to 48%, while main-
taining high accuracy.

Implementation. Based on these optimizations, we propose
SEAF, a general framework for efficiently evaluating acti-
vation functions. The overview of SEAF is shown in Fig-
ure 1. We implemented SEAF on several popular activation
functions, including ELU, Tanh, Sigmoid and GeLU. Com-
pared to SirNN [20], SEAF achieves 3.5x to 5.9 x improve-
ment on Tanh and Sigmoid. For GELU, SEAF outperforms
Iron’s work [10] by more than 10x, and outperforms Bolt’s

Trun-Eq based interval test protocol

T

Encoding intervals

inputz | [ output F(z)

Evaluating F(z)

L@} f() L)

Linear approximation with dynamic precision

Figure 1: Overview of SEAF.

work [18] by up to 3.4, while providing comparable or su-
perior accuracy. Specifically, the maximum ULP (Unit in the
Last Place) error of Bolt’s GELU is 14, and our high accuracy
GELU can reduce this error to 3, while it still has a 1.8 x to
2.7x improvement in runtime.

In the end-to-end benchmark, our optimized GELU reduces
communication in secure inference on BERT [6] by 20%,
with a 1.16x runtime improvement compared to Bolt. Com-
pared to Iron [10], our approach enhances the efficiency of
secure inference task by 1.39x. Additionally, in the original
Iron and Bolt, the GELU accounts for 31.3% and 22.5% of
the total runtime, respectively. By employing our optimized
GELU, these proportions are significantly reduced to 4.3%
and 9.8%, effectively eliminating GELU as a bottleneck in
secure inference on BERT.

1.1 Techniques Overview

This work uses the linear approximation method [11, 15]
to evaluate non-linear activation functions, while introduc-
ing new sub-protocols and methods to enhance its efficiency.
Most activation functions exhibit strong linearity for relatively
large or small input values, with non-linearity in a specific
interval [, B). Consequently, a non-linear activation function
AF can be approximated as:

L(x), ifx<a
AF(x) = F(x) =< f(x), ifa<x<B 1
L(x), ifx>p

where f(x) is non-linear function, while  and L are linear
or constant functions. The non-linear interval [0, B) is then
divided into smaller sub-intervals, within which f(x) is ap-
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proximated by linear functions:

Io(x), ifyo<x<m

£l ~ Lhix), ifyn<x<m )

In—1(x), ifye—1 <x <V
where Yo = a, ¥, = B and [;(x) = aix+d; fori=0,....n— 1
are linear functions. Using f(x), L(x), and L(x), the overall ap-
proximation F(x) is computed as an approximation of AF(x).
We propose the SEAF framework to efficiently evaluate
common activation functions using improved linear approxi-
mation method. The overview of SEAF is shown in Figure 1.
Similar to prior works in MiniONN [15] and CipherGPT [11],
SEAF evaluates activation functions in three steps: (1) de-
termining the interval x falls into, (2) computing f(x), L(x)
and L(x), and (3) compute F(x) from f(x), L(x) and L(x). To
enhance efficiency, SEAF employs a novel Trun-Eq based
interval test protocol and dynamic precision method. These in-
novations significantly reduce the cost of evaluating activation
functions. These technologies are described below.

1.1.1 Trun-Eq based interval test protocol

We begin with a simple single interval test problem that de-
termines whether x € [0,2"). A straightforward approach in-
volves invoking two DReLU protocols to determine whether
x> 0and x < 2", requiring 2A(I — 1) +28( — 1) bits of com-
munication for an /-bit input. This method is utilized in many
frameworks such as MiniONN [15], CipherGPT [11] and
Bolt [18]. However, observing that x € [0,2") is equivalent
to | & | = 0, we can use a truncate-and-reduce protocol (with
[-bit input) followed by a checking zero protocol (with [ — A
bits input) instead. Intuitively, the truncate-and-reduce oper-
ation maps the interval [0,2") to a point 0, and the checking
zero operation verifies whether x has been mapped to zero, as
shown in Figure 2. The total communication of this method
is %M + %kh, which is comparable to a single DRelLU pro-
tocol. DRelLU is the derivative of ReLU and defined as that
DReLU(x) = 1 if x > 0 and DReLU(x) = 0 otherwise.

To evaluate F(x) in Equation 1, additional checks for x <
o and x > P are required. We propose a new DReLLU and
checking —1 protocol to determine whether x > 0 and x = —1
simultaneously. Based on this sub-protocol, we design several
new interval test protocols for different o and 3, with similar
or slightly larger overhead than a single DRelLU protocol.
The details of our new interval test protocols are presented in
Section 3.

1.1.2 Evaluating f(x) with dynamic precision

The overhead of evaluating non-linear f(x) is primarily deter-
mined by the bitwidths of the slope a; and intercept d;. Prior
approach typically sets these bitwidths to the same as the

0 2t

Figure 2: Idea of single interval test.

input x’s bitwidth /. However, we observe that the values of g;
and d; lie within a small range (—1, 1) for most common acti-
vation functions. Therefore, only their fractional parts need
to be represented, and the bitwidths are determined by their
precisions , denoted as f, and f;. The accuracy of evaluat-
ing f(x) depends on the values of the slopes and intercepts,
which are influenced by f, and f;. Thus, the challenge be-
comes optimizing f, and f; to minimize overhead, and setting
the values of slopes and intercepts to achieve high accuracy.
We formulate this as an optimization problem, minimizing
an overhead function subject to an error constraint. By solv-
ing this model, we can get the optimal precisions, values of
slopes and intercepts for approximating f(x). This dynamic
precision method allows us to achieve both low overhead and
high accuracy. Additionally, we expect this method also to be
beneficial for evaluating general non-linear functions.

1.2 Related Work

Activation functions are crucial components in machine learn-
ing, and their secure evaluation often constitutes significant
overhead in PPML frameworks. Early PPML frameworks,
such as SecureML [17], employed garbled circuits technol-
ogy to evaluate complex activation functions, introducing
significant overhead. CrypTFlow2 [21] proposed an efficient
comparison protocol, enabling the development of a new pro-
tocol for secure ReLU computation. For evaluating complex
activation functions such as Tanh, Sigmoid, Sirnn [20] follow
plaintext procedures, designing new sub-protocols such as
exponential and reciprocal operations to evaluate them. While
these methods achieve high accuracy, they incur substantial
overhead. For highly complex functions like GeLU, the large
communication overhead renders these methods nearly im-
practical.

Non-linear activation functions can be viewed as curves
and approximated using (piecewise) polynomial functions.
Bolt [18] utilized fourth and fifth degree polynomials to
approximate GeLU and Tanh, respectively. Similarly, Bum-
bleBee [16] and PUMA [7] employed piecewise polyno-
mial fitting for GeLU. In contrast, MiniONN [15] and Ci-
pherGPT [11] adopted piecewise linear approximation, avoid-
ing multiple calls to multiplication protocols. Since it requires
querying lookup tables to retrieve the secret slope and inter-
cept, it still faces inefficiency.
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2 Preliminary

2.1 Notation

This work uses the notation [x]}’ to denote a shared value
x over the ring Z,:, and [-]# denote a boolean sharing over
Z,. 1{b} denotes the indicator function that is 1 when b
is true, and O otherwise. An element x € Z,, represents an
unsigned value, denoted as uint(x). The signed value of x,
denoted int(x), is computed as int(x) = uint(x) — MSB(x) - 2/,
where MSB(x) = 1{x > 2/~1}. The notation x >> k represents
truncating x by k bits, and |- | denotes the floor function. For
a bit b, =b means b & 1. The symbol [n] refers to the set
{0,1,...n—1}. X is the security parameter and typically set to
128.

2.2 Cryptographic Primitives

Fixed-point representation. Cryptographic operations are
performed over rings or fields. In this work, we encode real
numbers on the ring Z,; using a fixed-point representation. As
OT-based protocols on ring Z,; can perform better than on the
prime [12]. In this context, a real number £ € R is encoded
as an [-bit x € Zy, where the first / — f bits represent the
integer part, and the remaining f bits represent the fractional
part, also known as the precision. £ € R and its fixed-point
representation x € Z, can be calculated by each other as

x=%2/] mod2’and %= "2,

Secret sharing. This work employs the 2-out-of-2 additive
secret sharing schemes over different power-of-2 rings. A
shared x € Zy is denoted as [x])' = ([x]}, [x]}}), such that
x =[x}, + [x]; mod 2!, where P; holds [[x]]} and can not get
any information about [[x]}, _, for i € {0,1}. For simplicity, in
this work we abbreviate [x]/ as x; fori € {0,1}. When [ > 2,
the shares [[x])’ are referred to as arithmetic shares; when [ = 1,

they are called boolean shares and denoted as [[x]2.

Oblivious transfer. Oblivious Transfer (OT) is a very fun-
damental component in MPC. Let (£)-OT; denote a 1-out-
of-k OT protocol. In this protocol, the sender inputs k [-bit
messages my, ...,mg—1 and the receiver inputs a choice value
J € [k]. Then the receiver gets output m; for j € [k] while he
has no idea of other messages, and the sender receives no
output. The (¥)-OT; is generalized from the I-out-of-2 OT
using the OT extension technology [13, 14]. Additionally, we
also use the correlated 1-out-of-2 OT, denoted as (%)—COTI,
where the sender inputs an element x € Z,; and the receiver in-
puts a choice bit b. The sender then outputs a random r € Z,;,
while receiver outputs either r or x + r, depending on the
value of b. These OTs can be implemented using either
IKNP-style [13] or VOLE-style OT [4,23]. For IKNP-style
OT, the communication for (]1() -OT; and (?)—COT; is 20+ kl

and A+ [, respectively. Specifically, when k = 2, the commu-
nication for (%)—OT, is A+ 21 bits. In contrast, VOLE-style
OT achieves significantly lower communication overhead but
introduces higher computational costs. Throughout this work,
unless stated otherwise, we adopt IKNP-style OT for protocol
implementation.

Table 1: Descriptions of functionalities used in this work.

Functionalities Outputs

outputs [[z]|® satisfies z =x Ay

Fano ([x]%, V]®)

outputs [[z]/ satisfies
z=xifb=1,¢else z=0.

Fraux ([x]", [6]%)

outputs [[z]/ satisfies

Fes ([’ 1, [61%)

z=xifb=1,elsez=1y.

Fror (T, [1]™) outputs [T [7]]".

Fohin (6, 3) outputs [[b]? satisfies b = 1{x < y}.

FbreLu (611 outputs [b]? satisfies b = 1{x > 0}.

Fey(x,y) [b]® satisfies b = 1{x = y}.
(0]

Fr (X outputs [[b]|? satisfies b = 1{x = 0}.

[i5]
[i2]
outputs [[5]
[i2]
outputs [b]' and [b*]? satisfy

I
Fcompaeq(*:) b=1{x<y}and b* = 1{x =y}.

FE (D outputs [[z] satisfies z = x > k.

outputs [[z]’ satisfies

Fapotrun ([21)) 2= x> k+38]),8€{0,1}.

FE([x) outputs [[z]]/7* satisfies z = x > k.

Fsea (")

outputs [[x]]" where m < n.

Fenau (", ]")

outputs [[z]/" " satisfies z = xy.

2.3 2PC Functionalities

We denote two-party functionality for computing a function
func as Fgunc. The statement “Py and P; invoke Fync(x,y)
(resp. Frunc([x]))) to learn [z]” means that Py with input x
(resp. [x]Jo) and P; with input y (resp. [x]];) invoke Ffunc
and learn [[z]. The functionality is in the ideal world, and to
implement it in real world, the corresponding protocol ITg,nc
is invoked. The 2-party functionalities used in this work are
summarized in Table 1, and the corresponding protocols and
their overheads are listed below.

AND. The IIanp computes the logical AND of two bits a
and b. It takes Boolean shares [[a])® and [[5]|® as inputs, and
returns [[c[|® such that ¢ = a A b. TIanp can be implemented
using Beaver bit triples [21], with an amortized cost of A+ 20
bits per AND gate.

Multiplexer (MUX). The multiplexer protocol H{\/IUX takes
arithmetic shares [[x]|® and Boolean shares [[b]|® as input, and
outputs arithmetic shares [[y]]® where y = MUX(x,b) = x- b.
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IT},,x can be implemented using two calls to COT [20], with
communication 2(A+1) in 2 rounds.

Select shares (SS). We define a select shares protocol HISS,
which takes [[x]]/, [y]' and [[b]]® as inputs, and outputs [[x] if
b =1, and [[y])’ otherwise. This protocol can be implemented
by invoking one ITl,y as SS(x,y,b) = MUX(x —y,b) +y.
Further, if y = —x then Il outputs |x].

Lookup table (LUT). The lookup table protocol Iyt takes
a public lookup table T and an shared index [[]’ as input, and
outputs [T[/]]. For table T with M entries of n-bit each, this
protocol can be realized using a single call to (111/1 ) -OT,,, with
communication 2A + Mn in 2 rounds.

Millionaires’s protocol (Mill). The Millionaires’s protocol
IT},;, also known as comparison protocol, computes a Boolean
value [[b]|® such that b = Mill(x,y) = 1{x < y}, with x and y
being /-bit numbers held by Py and Py, respectively. CrypT-
Flow2 [21] provides an efficient implementation of H{vnn , with
communication less than Al + 14/ bits in log/ rounds.

DReLU. I, , takes [[x]’ as input, and outputs [[b]Z where
b=DReLU(x) = 1if x>0, and b = 0 otherwise. IT5 5, , can

be realized by invoking one H{\/Iiulll [21], with communication
less than A(I — 1)+ 14(I —1).

Equality (Eq). The equality test protocol Héq checks whether
two values are equal. Py inputs an /-bit x and P; inputs an [-bit
y, then ITg, returns [[b]]%, such that b = Eq(x,y) = 1{x = y}.
Héq can be implemented using the idea of the Millionaires’s
protocol in CrypTFlow?2 [21], with communication less than
%M + 41 in log! rounds.

Check zero (Zero). The check zero protocol T, takes [[x]’

Zero

as input and outputs [b]|? such that b = 1{x = 0}.TI,__ can

Zero
be realized by invoking a Héq, where Py inputs xo and P;

inputs 2! — x; mod 2!, with the same overhead as HIEq.

Compare and equal (Comp&Eq). Building on the work of
CrypTFlow?2 [21], the protocols ITy;, and ITg, can be imple-
mented simultaneously. SirNN [20] proposed the compare
and equal protocol Hl(:omp &Eq> Where Py inputs an [-bit x and
Py inputs an [-bit y, then they learn [b]]® and [[*]|® such that
b= 1{x <y} and b* = 1{x = y}. The communication of
TT ompiEq 18 €8s than Al 4 14/ in log/ rounds.

Truncation (Trun). Truncation protocol T4, is used to
truncate the last k-bit of the input, which takes [x]|/ as input
and output [[x > k]/'. Additionally, for the case one-bit error
is tolerated, we can instead use the one-bit error truncation
protocol Hl/&ppTrun, which outputs [x > k]’ + & where & €
{0,1}. Using protocols in SirNN [20] and Cheetah [12], the
communication of IT,,, and T} r. is M(I+3) + 15/ +k+
20 and A(I 4 1) + 141 + k, respectively. However, if MSB(x)
is known in public, their communication can be reduced to

Mk+3)+15k+1+2 and 2A+k+2.

Truncation-and-reduce (TR). The truncation-and-reduce
protocol T is also used to truncate k-bit of input x, while

different from IT5% it output [x > kJ/* but not [[x > kJ|'.

Trun?
This work implements SirNN’s HZT’];{, with communication
less than A(k+ 1)+ 15k in logk + 2 rounds.

Signed extension (SExt). The signed extension protocol
l'[ls’llExt takes [[xJ]l as input, and outputs [[x]) for I’ > I. We
implement Hgéxt using the method in SirNN [20], with com-
munication A(! + 1) + 13/ +1'. Further, if MSB(x) is known,
this communication can be reduced to 2A+ 1 — I’ + 2.

Signed non-uniform multiplication (SMul). The signed non-
uniform multiplication ITcyy, takes [x]™ and [[y]" as input,
and outputs [[z]]""" satisfies z = xy. The work implement
I1¢yy,, using the method in SirNN [20], with communication
3Mu+v) + (m+n)?+15(m+n), where u = min{m,n} and
v = max{m,n}. Further, if MSB(x) and MSB(y) are known,
this communication can be reduced to (2u+ 6)A + p® +u+
2(mn+m+n).

2.4 Threat Model

We consider the security of two-party computation within the
simulation paradigm, specifically against a static semi-honest
probabilistic polynomial-time (PPT) adversary 4. A semi-
honest adversary A4 is computationally bounded and corrupts
one of the parties at the beginning of the protocol. Although
the corrupted party follows the protocol honestly, the adver-
sary attempts to infer additional information about the input
of the honest party. To define the security of a protocol for
computing any function f, we define two types of interactions:
the real interaction and the ideal interaction. In the real inter-
action, parties Py and Py execute the protocol in the presence
of an adversary A4 and an environment Z. In the ideal interac-
tion, Py and P; submit their inputs to a trusted functionality
F, which computes f and returns the outputs to the respective
parties faithfully. Security requires that for every adversary 4
in the real interaction, there exists a corresponding adversary
S (referred to as the simulator) in the ideal interaction, such
that no environment Z can distinguish between the real and
ideal interactions. Many of our protocols involve multiple
sub-protocols, which we describe using the hybrid model. In
this model, the interaction is similar to the real interaction,
except that sub-protocols are replaced by calls to instances of
the corresponding functionalities. A protocol that invokes a
functionality ¥ is said to operate in the “¥ -hybrid model.”

2.5 Common Activation Functions

Activation functions are essential components in machine
learning. In this subsection we introduce several commonly
used activation functions. Some other common activation
functions are listed in Appendix A.
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ELU. The Exponential Linear Unit (ELU) is defined as
ELU(x) = max{0,x} + min{0, o - (¢* — 1)}, where a is a hy-
perparameter typically set to 1. Unlike ReLU, ELU outputs
non-zero gradients when the input is negative, addressing
the gradient vanishing problem during training. Additionally,
compared to ReLU, ELU can converge faster.

Tanh and Sigmoid. Activation functions such as Tanh and
Sigmoid are commonly used in recurrent neural networks
(RNNs), such as Google-30. These functions are defined as
Tanh(x) = ?;‘Z:z and Sigmoid(x) = H% It is obvious that
Tanh is an odd function. Moreover, since 1 — Sigmoid(x) =
Sigmoid(—x), we define a shifted version Sigmoid*(x) =
Sigmoid — %, which is also an odd function. We can easily
recover Sigmoid(x) from Sigmoid*(x).

GELU. The Gaussian Error Linear Unit (GELU) is widely
used in large language models such as BERT [6], and is de-

fined as GELU(x) = Jx- (1 +erf(%)), where the Gauss er-

ror function is erf(x) = %fé‘ e dr. Following Bolt [18],
we define g(x) = 1x- erf(%), so that GELU(x) = Jx+
g(x). The function g(x) exhibits good linearity for relatively
large or small inputs, with the limits lim, ;. g(x) = 5 and
lim, , . g(x) = —3. Additionally, g(x) is an even function,
making it easier to evaluate compared to the original GELU
as g(—x) = g(x) and only the not-negative input needs to be
evaluated.

3 Trun-Eq based Interval Test Protocol

The first step of evaluating F(x) in Equation | is to determine
the interval x falls into. In this section, we first classify the
common activation functions into several categories. Then for
each category, we propose new efficient interval test protocols
to identify the interval in which x lies. Additionally, we outline
the specific methods for evaluating F(x) in each category.

3.1 Classification of Activation Functions

Most common activation functions take the form of Equa-
tion 1, and can be considered non-linear only within the non-
linear interval [o, ). Based on the non-linear interval and
the function’s parity, we classify these functions into the fol-
lowing categories. Specifically, a function f(x) is an odd
function if f(x) = —f(—x), and it is even if f(x) = f(—x).
The details of activation functions listed in this subsection
can be seen in Appendix A.

Category 1. oo = B. Functions in this category have no non-
linear interval, and can be viewed as the concatenation of
two linear functions. To evaluate F(x), we need to compute
b = 1{x > a}, and then F(x) = (L(x) — L(x))-b+ L(x) =
MUX(L(x) — L(x),b) 4 L(x). This category includes activa-
tion functions such as RelLU, LeakyRelL U, PReLU and so on.

I
[1]

«a

o

Figure 3: Interval segmentation for activation functions in
Category 2.

Category 2. o < 0 and 3 = 0. For functions in this category,
we introduce two variables to encode the non-linear and two
linear intervals as follows:

b=1{x>0}, b*=1{xe a0} 3)

The values of b and b* are shown in Figure 3, where the
brown interval denotes the non-linear interval. Then F(x) can
be computed as:

F(x) = f(x)-b* +L(x)-b+ L(x) - (=b A—=b*)

R R B R 4
— L)+ ((F0) — £ -5 + (B — L)) -6 P

This expression reduces the number of multiplications from
three to two. Instances of activation functions in this category
include ELU, CELU, and SELU. Moreover, if f(x) is linear
function, then Hardsigmoid, ReLU6 and Softshrink can also
be classified in this category.

Category 3. a < 0, p = —a, and f(x) is an odd or even
function. In this category, the parities of functions are used.
We divide the interval into four parts as Figure 4, and encode
these intervals using three variables defined as:

b=1{x>0},b* = 1{x € [a,0)}," = 1{x € [0,B)}. (5)

Then we can compute F(]x|) F(x) as follows:

Flx) = £(]x]) - (0" @ b) + L(x) - (b "), ©)
F(x) = SS(F(Ixl), (=1)7 - F(|x]),b)

where p € {0, 1} is a public value, with p = 1 for odd func-
tions and p = 0 for even functions. Although an extra variable
b* needs to be computed, which introduces extra overhead,
the size of non-linear interval is reduced by half as only f(|x])
needs to be computed. Common activation functions like
Tanh, Sigmoid, Softsign, and Hardtanh fit into this category.
Additionally, functions like GELU can be computed using
functions from this category (see Section 2.5 for details).

Category 4. o < B and L(x) = L(x) = L(x). In this category,
the linear functions Z(x) and L(x) are identical. We represent
the non-linear interval by computing b = 1{x € [, )}, then
F(x) can be computed by:

F(x) = f(x)-b+L(x)-—b

— (f(¥) — L(x)) - b+ L(x). @
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Figure 4: Interval segmentation for activation functions in
Category 3.

Only some special activation functions such as Hardshrink
and Tanhshrink can be classified in this category. However,
in the training phase of ML, the derivatives of activation
functions are used. Moreover, for most common activation
functions, both the L(x) and L(x) are constant functions.
Then the derivative functions L/(x) = L/(x) = 0, and F'(x)
belongs to this category. Specifically, F'(x) can be evaluated
as F'(x) = f'(x) for x € [0, B), and F'(x) = O otherwise, re-
sulting in F'(x) = MUX(f"(x),b).

This work focuses on secure inference task, so we primarily
study how to evaluate the activation functions in Category
2 and Category 3. In the following subsections, we propose
our new interval test protocols to compute the variables in
Equation 3 and Equation 5.

3.2 Single Interval Test

In Section 1.1.1, we introduced the idea of the single inter-
val test protocol IT ¢, gle- I this subsection, we provide the
details of this protocol in Algorithm 1. H,Znsmg,e is used to
determine whether an input belongs to a given interval [a, ),
where we assume B — o = 2". We first shift x to y = x — «,
converting the problem into determining whether y € [0,2").
We observe that 1{y € [0,2")} = 1{ |35 ] = 0}, therefore a
truncate-and-reduce protocol with A-bit inputs and a check-
ing zero protocol with / — A bits input are invoked, with total
communication of %M + %Mz + 41 + 10h bits. In contrast,
traditional method [18] need to invoke two DRelLU proto-
cols with [-bit inputs, resulting in communication costs of
MI—1)+14(I — 1) bits. Using this single interval test proto-
col, we can compute the variable b = 1{x € [a, ) } efficiently,
and therefore efficiently evaluate functions in Category 4 fol-
lowing Equation 7.

3.3 Interval Test Protocol for Category 2

We now show how to compute the variables b and b* defined
in Equation 3. Similar to the single test protocol, we first
suppose 0, = —2" and truncate-and-reduce A-bit of x to get a

Algorithm 1: Single interval test, H,Znsmg,e:

Input: Py and P; hold [[x]/, and public interval [c, B)
where B — o = 2.
Output: P and P; output [[b]|?, such that
b=1{x € [a,B)}.
1 Py & P compute [y]’ = [x]' — o
2 Py & Py invoke FLo([y])') to learn [¢]'~".
3 Py & Py invoke F_"([¢]'~") to learn [b]5.

Zero

4 Py & P output [[b])5.

[ — h bits ¢t. Then the value of ¢ can be written as:

t<—1, ifandonlyif x<o
t=-1, ifandonlyif x€[a,0).
t>0, ifandonlyif x>0

Thus, computing b = 1{x > 0} and »* = 1{x € [®,0)} is
equivalent to computing b, = 1{t > 0} and b} = 1{r = —1}.
One straightforward approach would be to invoke a Ilzer
to check whether ¢t + 1 = 0, and a IlpgreLy to compute b, =
1{r > 0}. However, we find that these two protocols can
be performed simultaneously, and we propose a combined
DReLU and negone protocol IIprelygnegone for efficiently
computing both b and b*.

3.3.1 DReLU and negone protocol

Suppose Py and Py hold [[x]/, our goal is to design a proto-
col M| ygnegone Which outputs b = DReLU(x) and b* =
1{x = —1} together. CrypTFlow2 [21] proposes an efficient
method for computing DReLU(x). In their method, each party
parses their input as x; = m;||y;, where i € {0,1}, m; € {0,1},
y; € {0,1}=!. Then DReLU(x) is computed as DReLU(x) =
carry @ mo ©m; & 1, where carry = 1{yo +y; >2/"1 -1},
which is equivalent to computing carry = 1{(2/~!1 =1 —y) <
y1 }. Note that we can also invoke the HlCT)}np &Eq (0 compute
carry, while it outputs eq = 1{yo +y; = 2/~! — 1} addition-
ally. Moreover, we give Theorem | to show that 1{int(x) =
—1} = 1{xo +x; =2/ — 1} can be computed from eq. Based
on this theorem, we give the details of our H{DReLU &negone in
Algorithm 2, with total communication less than Al + 141.

Theorem 1 For x = xo +x; mod 2!, let x; = m;||y; where
m; € {0,1}, y; € {0,1}~! for i € {0,1}. Define: carry =
1270 —1—yg <y}, eq = 1{2" — 1 —y9 = y1} and
eq* =eqA (mo@®m;y). Then DReLU(x) = mo®m) ®carry® 1
and eq* = 1{int(x) = —1}.

The proof of Theorem | is shown in Appendix B.
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Algorithm 2: DRelLU

l—IIIDReLU&negone:
Input: Py and P; hold [x].
Output: Py and P; output [[b]|® and [p*], where
b= DReLU(x) and b* = 1{int(x) = —1}.
1 Fori€ {0,1}, P, parses [x]" as [x]! = my|[y;, where
m; € {0,1} and y; € {0, 1}/~1.
2 Py & Py invoke FE 1 e e (2771 —1—0,y1) to learn
[[carry]* and [[eq]”.
3 Py & Py compute [[b]|® = [carry][|B @ mo D my 1.
4 Forie {0,1}, P; sets [m*]|2 = m;.
5 Py & Py invoke [Tanp with inputs [eq])® and [m*]? to
learn [[b*])5.
6 Py & Py output [[b]|® and [p*]5.

and equal to -1,

3.3.2 Interval test protocol

Based on HlDReLu &negone> WE Propose the following interval

test protocol ancate2 in Algorithm 3 to compute b and b*
defined in Equation 3. The total communication of an(:ate2 is

bounded by Al 4 14/, which is slightly larger than the overhead
of a single call to ITh . .

- ; 1 .
Algorithm 3: Interval test for Category 2, I} ;.-

Input: Py and P; hold [[x]}/, and public o0 = —2".
Output: Py and P; output [b]|® and [b*]® as defined
in Equation 3.
1 Py & Py invoke FL ([[x])") to learn [¢]'~".
2 Py & P; invoke Tégi‘w&negone([[t}]l’h) to learn [[b])®
and [[b*]5.
3 Py & P output [[b]|® and [p*]B.

3.4 Interval Test Protocol for Category 3

Now we propose an interval test protocol H,ZnCate3 for com-
puting b, b* and b* as defined in Equation 5, where we sup-
pose B = —o = 2", The values of b and b* can be computed
by invoking anCate2. The value of b* can be computed as
b* =1{x €[0,B)} = 1{x > h = 0}, therefore an IT,_" is re-
quired. The details of IT, .. , are shown in Algorithm 4, with

total communication less than 712—3}' A+ 14 —4h.

Discussion. The approach of ITj,cate2 can also be adapted
to implement ITj,cate3, but this introduces an additional er-
ror and requires extra overhead to eliminate it. Specifically,
determining whether x € [a,3) is equivalent to computing
1{x — B € [-20,0)}, which can be achieved by invoking
I} cate2- However, all calculations are performed on the ring
Z,1, and when we compute x — 3, we actually compute (x — [3)

i . l .
Algorithm 4: Interval test for Category 3, IT| _;e3:

Input: Py and P; hold [[x]}’, and public B = —a = 2".
Output: Py and P; output [b]2, [p*]? and [p*]®
defined in Equation 5.
1 Py & Py invoke F ([x])) to learn [t~
2 Py & Py invoke el ynegone (111" to learn 6]
and [b*])5.
3 Py & Py invoke F2 " ([1]'") to learn [b*])5.

Zero

4 Py & Py output [[b]|B, [b*]|B and [p*]B.

mod 2/. Consequently, for negative x within the range int(x) €
[—2/~1 —2/=1 4 B), it will be shifted to the positive range
as (x—B) mod 2! € [2!~1 —B,2/~1). This shifting operation
changes the sign of x, leading to DReLU(x) # DReLU((x—B)
mod 2'). To resolve this issue, an additional I1;,,, is needed
to check whether x € [-2/~1, —2/=1 +-B). As aresult, the over-
head of the modified ITj,cate2 becomes comparable to that of
I cate3. Moreover, I, cate3 facilitates the use of activation
function parity, reducing the cost of evaluating the non-linear
f(x) in Equation 1. Therefore, ITj,cate3 is more suitable for
evaluating functions in Category 3.

4 Evaluating Activation Functions with Dy-
namic Precision

Section 3 introduces new interval test protocols and the meth-
ods to compute F(x) from f(x), L(x) and L(x). Consequently,
the remaining challenge is evaluating non-linear f(x). In this
section, we introduce the dynamic precision method to evalu-
ate f(x) and provide specific algorithms for evaluating activa-
tion functions.

4.1 Properties of Common Activation Func-
tions

We start by examining the key properties of common acti-
vation functions, including their non-linear intervals, expres-
sions of the linear functions L and L, parity, and their classifi-
cation, all of which are essential for efficient evaluation. Ad-
ditionally, we examine the range of slope and intercept in the
linear approximation method. Specifically, we approximate
f(x) using a linear function /; = a;x + d; within each inter-
val [y;,Yi+1) for i € [2°]. Intuitively, for monotonic f(x), the
optimal approximation satisfies |a;| < max{f’ (), f’ (Yi+1)},
where f’ is the derivative of f. To formalize this, we intro-
duce two functions AF'(x) and Dag(x), where AF'(x) is the
derivative of AF(x), and the function Dag(x) is defined as
Dar(x) = AF(x) — AF'(x) - x. Then the range of a; and d; can
be estimated by AF’(x) and Dar(x), respectively. These prop-
erties are summarized in Table 2. It is noteworthy that we
can compute g(x) to evaluate GELU(x)(see Section 2.5 for
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details), which is an even function and can be classified under
Category 3.

4.2 Evaluating a Non-linear Function f(x)

We employ the linear approximation method described in
Equation 2 to evaluate f(x) using piecewise linear functions
I; = a;x+d; for i € [n]. In this approach, the non-linear interval
[a, B) of size 2" is divided into n = 2* sub-intervals. The
evaluation begins with modulus and truncation operations
to compute / = (x mod 2") > (h — ), which is the index
of the sub-interval x falls into. Then the slope a = T,[I] and
intercept d = Ty[I] are retrieved from pre-constructed lookup
tables T, and 7. Finally, a multiplication protocol is invoked
to evaluate f(x) ~ ax+d.

The overhead of this method primarily lies in the LUT and
multiplication protocols, which depend on the bitwidths of
the slope, intercept and input x. The accuracy is influenced by
s and the values stored in 7, and T},. Prior works [11, 15] typi-
cally set the bitwidth and precisions of a and d equal to those
of x, resulting in large lookup tables and significant overhead
for multiplication protocol. Moreover, the values in lookup
tables may fail to achieve high approximation accuracy. To ad-
dress these issues, we propose a dynamic precision method to
reduce the bitwidths of a and d, and construct high-accuracy
lookup tables, enabling high accuracy with reduced overhead.

4.2.1 Evaluating f(x) with low bitwidth and precision

Let the bitwidth and precision of input x be / and f, respec-
tively, while the bitwidths and precisions of the slope and inter-
cept are denoted as Iy, f;, [; and f;. The linear approximation
method approximates f(x) using /; = a;x + d; within the inter-
val [¥;,Yi+1). From Section 4.1 and Table 2, we can constrain
a; and d; to a relatively small range, namely, (—1,1). Conse-
quently, only the fractional parts of a; and d; need to be repre-
sented, allowing their bitwidths to be reduced to /, = f, + 1
and l; = f; + 1 bits, respectively.

To further reduce the bitwidths, we apply dynamic preci-
sions method. Specifically, we let the precisions of @; and d; be
smaller than f, resulting in bitwidths reduced to /, = f, + 1
and l; = f; + 1. Given the parameters f, and f; and pre-
constructed lookup tables 7, and T, we propose Hnlmear in
Algorithm 5 to evaluate f(x). In this algorithm, f(x) is eval-
uated over the non-linear interval [—2" 0) for functions in
Category 2, and [0,2") for functions in Category 3, leveraging
the parity of f(x). When using dynamic precisions, additional
operations such as truncation, modulus, multiplication by con-
stants and extension are required to align the bitwidths and
precisions between a; - x and d; before performing the addition,
while these operations only take small overhead. It should
be noted that the signs of the inputs of Ilsmyl, ITappTrR and
IIsg,: are known in public, therefore these protocols can be
implemented more efficiently. Now, the remaining challenges

include determining appropriate parameters for f, and f; and
constructing high accuracy lookup tables.

Algorithm 5: Evaluating the non-linear function f(x),
1

nlinear*

Input: Py and P; hold [[x]}! with f-bit precision, a
public function f(x) with non-linear interval
[—2",0) or [0,2"). the precisions f, and fy, s
and and two lookup tables T, and T are given
in advance.

Output: Py and P, output [[z]/ where z is the

approximation of f(x) as Equation 2.

Let [¥]" = [+]".

if non-linear interval is [—2",0) then

| XD = [ 2"

end

Fori € {0,1}, P; computes [x]" = [x']! mod 2", then

they invoke F15*([x]") to learn [I]°.

6 Py & P, invoke TLUT(TLH [[I]]S) and .{]:LUT(Tda [[I]]X) to
learn [[a]]’ and [[d].
// Compute z = ax + d
7 Py & Py invoke et ([a]', [x]') to learn [[y]/+/.
8 Py & P invoke ¥, APPTR([[y]]I+l“) to learn [[y]]/*la=/a,
9 Forie {0,1}, Psets [yl = [y mod?2".

10 Fori € {0,1}, P; sets [d]l™/ /¢ = [q]l .2/ ~fa

mod 2la+f=ta.

11 Py & Py invoke f;g;f Jat ([d]la*t=1a) to learn [d])".

12 Py & Py compute [2]' = [y]' + []]".

-

L7 B U S

4.2.2 Setting precisions and constructing lookup tables

Prior works directly set the precisions of slope and intercept
to match the precision of the input x, thereby introducing
significant overhead. In this work, we take both the over-
head and accuracy into consideration, and propose a dynamic
precision method to balance overhead and accuracy. Our ap-
proach involves directly searching for optimal parameters f,
and f;, which minimize overhead while ensuring that the er-
ror remains within a given bound. Specifically, we define an
overhead function C(f, f;) to describe the communication
cost of IT,jinear- Additionally, we introduce an error function
MinError-¥i+1) (£, ,), which measures the minimum error
between the linear function /; = a;x+ d; and the target function
f(x) over the interval [y;,¥;+1). This minimum is computed
by optimizing over the precisions f, and f; of the coefficients
a; and d;, respectively. Given a specified error threshold &,
we formulate an optimization model where the objective is
to minimize C(f,, f;), subject to the constraint that the mini-
mum error MinError¥i%+1) (£, ;) for each i € [2] does not
exceed €. By solving this model, we obtain the optimal pre-
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Table 2: Some properties of common activation functions.

Activation Function =~ non-linear interval L L AF’ Dar Parity Category

RelLU - 0 X - - no 1

ELU (a=1) [-8,0) —1 X (0,1] (—1,0] no 2
Tanh [—4,4) 1 -1 (0,1] (0,1) odd 3
Sigmoid (shifted) [-8,8) -0.5 0.5 (0,0.25] (—0.5,0.5) odd 3
g(x)(GELU) [—4,4) 5 -3 ~ (—0.63,0.63) ~ (—0.29,0] even 3
Tanh’ [—4,4) 0 0 (0,1] (—1,1) even 4
Sigmoid’ (shifted) [-8,8) 0 0 (0,0.25] (0,1) even 4

cisions f, and f; corresponding to the given error bound €.
Additionally, the lookup tables are constructed using the inter-
mediate variables generated during the optimization process.
We give the details of this procedure in the following.

Overhead function. In I/, __ . the parameters 4, f and s are
predetermined in advance and can be treated as constants.
Thus, the total communication cost of this protocol depends

on the bitwidths [, and [/;, which is approximately as:

Cllgylg) =(2M+25+ 20+ 1, +4)l, +1g-2° + 15
+31— f+ (A4 14)(h—5).

Since I, = f,+ 1 and l; = f; + 1, we can define the overhead
function C(f,, fy) as:

C(farfa) = C(fat+ 1, fa+1). (8)

Error function. The error function is defined in plaintext
mode, which is equivalent to its secret-sharing counterpart.
An [-bit real number x with precision f is represented as x =
g-2~/, where g € Z and —2/~/~! < g < 2!=/~1, Similarly,
lety;, =k; - 2=/ and Yir1 = kit1 - 27f, and then x € [’Y,',’Y,'_H)
is represented as x = ¢ -2~/ where k; < ¢ < ki. For a;, d;
€ (—1,1) with precision f, and fy, we write a; = m -2/« and
d; =n-2714, where m,n € Z, =2/« < m < 2/« and —2/¢ <
n < 2/4. Using the maximum ULP (Unit in the Last Place)
error measure [9], the error between /; = a;x + d; and f(x) in
interval [Y;,Yi+1) is:

Error[y’m“)(fa,fd,ai,di)

ix+di —
o ol =0,
XE[Y;Yiv1) 21
B lm;-27Ja.q- 27/ n;- 271 — f(q-277)
= max . }.
ki<q<ki 2-f

The minimum error for given f, and f; in interval [y;,Yi11) is
defined as:

MinErrorYi+1) (£, £1)
=  min  Error®Y)(f, £ m;-2 n;-204),
_fac m; <2fa ,

—2Jd <n;<2fa

It is important to note that (m;,n;) can be different across
intervals, while the same f, and f; are applied to all sub-
intervals.

Optimization model. Based on the overhead and error func-
tions, the optimization model is formulated as:
min

C(fa,
,,in | (fas fa)

s.t. MinError[Y"’Yi“)(fa,fd) <e
fori=0,1,...,2° — 1.

This model can be solved using the Gurobi optimization
solver [2], yielding the optimal f, and f; for minimal over-
head. The intermediate variables m; and n; for i € [2*] are used
to construct lookup tables 7, [i] = m; -2/« and Ty[i] = n; -2/,
These parameters enable high accuracy with low overhead.

4.3 Applying to Activation Functions

Combining all the proposed techniques, activation functions
can be evaluated following the workflow illustrated in Fig-
ure 1. For a given activation function AF, its properties are
first determined as Table 2. Subsequently, the dynamic pre-
cision method is employed to obtain f;,, f;, and to construct
the lookup tables. These operations are executed offline and
in plaintext, requiring only a one-time setup for each acti-
vation function. In the online phase, the interval test proto-
col Ijncaten OF Ijncates, and the evaluation protocol Ipjinear
are invoked. The approximation F(x) of AF(x) is then com-
puted from f(x), L(x) and L(x), as described in Equation 4 or
Equation 6. In summary, evaluating F(x) involves invoking
protocols including Il (to extract the middle s bits), two
instances of IT) yT, IIpmy, an interval test protocol and several
instances of ITyyx. Below, we detail the evaluation algorithm
for specific activation functions.

Evaluating activation functions in Category 2. For activa-
tion functions in this category, ancate2 is invoked to deter-
mine the interval in which x falls. Then I, jinear 1S invoked
to evaluate f(x). Finally, F(x) is computed using Equation 3.
The details are outlined in Algorithm 6. It is worth noting that
H{nCatez and I, jihear can be performed in parallel, enabling
further optimization.
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Algorithm 6: Evaluating activation functions in Cate-
gory 2, Ircatez:

Input: Py and P; hold [[x]} with f-bit precision, and
an activation function AF(x) with non-linear
interval [-2",0).

Output: Py and P; output [[res]’ such that

res = AF(x).

1 Preprocess (in plaintext, only once):

2 Approximate AF(x) as Equation 1, and set the value of
s depending on the size of non-linear interval and
required accuracy.

3 Based on AF(x), construct and solve the optimization
model using the method in Section 4.2 to get f,, f4,
and generate the lookup tables 7, and 7.

4 Online:

5 Py & P; compute [[L;]' and [[L,]’ based on linear

function L and L.

Py & Py invoke the following functionalities:
Fincatea([]") to learn 5] and [5*]".

.‘Tnlinear([[ H s fayfd7Ta7Tb) to learn [[ HI
Fuaux (2] = (L], [6°]7) to learn [A]".

10 Fhux (L = (L], [6]) to learn [B]).

11 Py & Py compute [[res]' = [L,]' + [tA]' + [B]".

12 Py & Py output [[res]’.

R I B

Activation functions in Category 3. To reduce overhead,
parity is leveraged in evaluating functions in Category 3. First,
Fincates 18 invoked to identify the interval in which x falls. The
absolute value |x| is then computed, focusing on the positive
non-linear interval [0, B) for evaluating f(]x|). Finally, F(|x|)
and F(x) are computed using Equation 6.

However, an issue arises when x = o = —2". In this case,
Fincates outputs (b, b*,b*) = (0,1,0), and F(| — 2"|) should
be evaluated as a,_1x + d,—1. While when retrieving (a,d)
from lookup tables, the index I is computed as I = (|x|
mod 2") > (h —s) = 0. This results in the slope and inter-
cept being ag and dj, leading to F(| —2"|) being calculated as
aopx + dy. For certain activation functions such as Tanh and
Sigmoid, (ao,do) =~ (an—1,dn—1) = (0,0), so this error has
negligible impact on the correctness. But for g(x), which is
used to evaluate GELU, the discrepancy between a - 2" + dj
and a,_;-2"+d,_| is significant, resulting in substantial
errors. It is worth noting that although the index [ is also
0 for x = 2", this error does not occur as Fincate3 outputs
(b,b*,b*) = (1,0,0), and F(|2"|) is evaluated by L(|2"]). Wi
address this issue by slightly modifying the absolute func-
tion to mABS(x) = |x| — MSB(x), which outputs |x| — 1 for
negative inputs. Then, for x = —2"_ this modification ensures
mABS(x) = 2" — 1, allowing the correct (a,_1,d,_1) to be
retrieved from the lookup tables. For other values of x, this
approach can also provide approximately correct slopes and

intercepts. The detailed evaluation process for activation func-
tions in Category 3 is summarized in Algorithm 7. For eval-
uation on GELU, we first evaluate g(x) and compute 5 by
invoking a truncate 1-bit protocol, then GELU = g(x) + 3.

Algorithm 7: Evaluating activation functions in Cate-
gory 3, TTrcates:

Input: Py and P; hold [[x]' with f-bit precision, and
an odd or even function AF(x) with non-linear
interval [—2",2").

Output: Py and P; output [[res]’ such that

res = AF(x).

1 Preprocess (in plaintext, only once):

2 Approximate AF(x) as Equation [, and set the value of
s depending on the size of non-linear interval and
required accuracy.

Let p = 1 if F(x) is odd function, and p = 0 otherwise.

Based on AF(x), construct and solve the optimization
model using the method in Section 4.2 to get f,, fq,
and generate the lookup tables 7;, and 7p.

s W

5 Let 8 =0 if (T,[0], T4[0]) ~= (T,[2* — 1], T,[2* — 1)),
else d=1.
Online:

Py & Py compute [[L,])' based on linear function L.
Py & Py invoke the following functionalities:

Fincates ([x])') to learn [B]%, [6*]* and [*]".
0 Fs([x' ] — 8, [6]") to learn [xass]-

1 %Iinear([[xabs]]l7Safaafd; 1y, Tb) to learn [[Z]][

2 Fs([EL L] [0]8 @ [7]°) to learn [Fap])-

B3 Fs([Fansll' . (= 1)7 - [Fans])', [6]%) to learn [res]".
14 Py & Py output [[res])’.

N=RE- R -

Activation functions in Category 4. The key distinction of
functions in Category 4 is that their linear components are
identical, namely, I = L. As aresult, it is sufficient to identify
the non-linear interval without differentiating between L and
L. This allows the use of the more efficient interval test pro-
tocol H,nslngle, instead of ITjcatez OF I1jncate3. Furthermore,
evaluating F(x) is simplified, as demonstrated in Equation 7.
Thus, functions in this category can be evaluated with higher
efficiency.

4.4 Complexity Analysis

The communication costs of Algorithm 6 and Algorithm 7 are
summarized in Table 3, assuming that the functions in Cate-
gory 3 are odd functions. The parameter s is usually set to 6
or 7 and can be regarded as a constant. The results reveal that,
aside from the bitwidth /, the total communication is primarily
influenced by [/,. Consequently, reducing the bitwidth (or pre-
cision) of a significantly decreases the overall communication
costs of the protocol.
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Table 3: Communication of evaluating activation functions
in Category 2 and Category 3.

Category 2. Category 3
Inter. M 4141 T30 4 141 — 4h
f(x) C(layla) Cla,la)
Others. 4(A+20) 6(A+20)
M+ (23+20)M+ M+ (25+21,— 3h)A+
Total.  (26+21,)]+2(ls+14)  (30421,)1+25 (I, +14)

+12 431, + 112 12431, —4h + 112

S Experiment

Experimental setup. We conducted our experiments on a
server equipped with Intel Xeon processors operating at 2.3
GHz, featuring 64 cores and 128 GB of memory. To simulate
various network conditions, we used Linux Traffic Control
(tc), emulating a LAN environment with 1 Gbps bandwidth
and 0.8 ms RTT latency, and a WAN environment with 100
Mbps bandwidth and 80 ms RTT latency. Except for the ex-
periment in subsection 5.3.3, all experiments were imple-
mented on top of the SCI library [1], utilizing IKNP-style
OT protocols. This ensure fairness and consistency in bench-
marking, as all prior works used for comparison also adopted
IKNP-style OT. The implementations are publicly avail-
able at https://github.com/geralt-tian/SEAF. Addi-
tionally, following the Cheetah framework [12], we imple-
mented SEAF using VOLE-style OT protocol (in subsec-
tion 5.3.3). The implementations are available at https:
//github.com/geralt-tian/SEAF-VOLE-AF.

5.1 Interval Test Protocol

We implemented our new interval test protocols and com-
pared their performance with prior approach that invokes two
DReLU protocols in Bolt [18]. The experimental results are
presented in Table 4, where the input bitwidth is set to [ = 21.
The experimental results indicate that the overhead of our
single test protocol Ilj,single is comparable to that of a sin-
gle DRel.U protocol, reducing the communication costs by
41.6%, and improving the runtime by 1.66x to 1.97x. The
IMjncate2 incurs slightly higher overhead than ITj,single, as it
replaces Ilzero With IIpreLug&negone- Despite this, it achieves
a 1.53x reduction in communication costs and a runtime im-
provement of 1.51x to 1.82x. The I}, cate3 extends ITjncate2
by invoking an additional Ilz.,., therefore, with lower ef-
ficiency. However, it still outperforms the prior approach,
achieving 1.2x to 1.42x improvement in runtime.

5.2 Evaluating non-linear f(x)

The key for evaluating f(x) involves determining the preci-
sions of slope and intercept and generating lookup tables. In

Table 4: Comparison of our interval test protocols with prior
approach, with bitwidth / = 21. Runtime represents the total
execution time (in seconds) for 22 runs of the protocols,
while the communication denotes the data exchanged (in bits)
per execution.

Runtime Comm.
Protocol. .
LAN WAN (per instance)
Two IlpRreLu 11.84 57.33 4288
. 6.00 34.41 2504
InSingle
1.97 x 1.66 < 1.71x
N 6.47 37.96 2800
InCate2
1.82x 1.51x 1.53 %
N 8.30 47.40 3488
InCate3
1.42x 1.20% 1.22%

this subsection, we follow the method in Section 4.2 and con-
duct experiments on several real-world activation functions to
analyze the relationship between the overhead and the approx-
imation accuracy. For input x, we set its bitwidth to [ = 21,
and precision to f = 12. The non-linear intervals for these
functions are provided in Table 2. For a given maximum ULP
error € € {2,3,...,18}, we construct and solve the optimiza-
tion models for several activation functions as described in
Section 4.2 to obtain the minimum overhead. The results are
presented in Figure 5.

In Figure 5, the error and overhead exhibit an approxi-
mately inverse relationship, aligning with the intuition that
higher accuracy approximations necessitate greater overhead.
Notably, the curve in Figure 5 is steep for small errors but
gentler for larger errors. This indicates that the overhead is sig-
nificantly influenced by error reduction when high accuracy
is required, whereas the impact diminishes for lower accu-
racy. Take Tanh as an example, reducing the error from 4 to
2 increases communication by 758 bits (from 5622 to 6380),
whereas reducing the error from 16 to 8 only increases com-
munication by 374 bits (from 5246 to 4872). Furthermore,
we observed that in some cases, communication remains un-
changed even when the error bound is relaxed. This suggests
that increasing the error may not always incur additional over-
head, as the minimum communication for certain error ranges
can be identical. For example, in Figure 5(a), the communi-
cation for evaluating Tanh remains constant at 5118 bits for
error bounds ranging from 9 to 15. When the error bound
is € = 15, the minimum communication is 5118 bits, corre-
sponding to precision values f, =4 and f; = 9. However,
under these parameters, the minimum achievable error is 9,
implying that the actual error may be even lower.

The communications in Figure 5 are calculated using Equa-
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tion 8, representing theoretical estimates. When applied to the
complete activation functions, the error may increase slightly
due to the use of efficient but approximate sub-protocols, such
as ITappTR in Ipjinear. In the following subsections, we present
comprehensive experiments to demonstrate the actual error
incurred when evaluating real-world activation functions.

.....

error Emor

(a) Tanh. (b) Sigmoid.

§ 6500

S 6250
H

©) g (d) ELU.

Figure 5: The minimum communication (theoretical) of eval-
uating non-linear f(x) for given error € € {2,3,...,18} for
functions Tanh, Sigmoid, g and ELU, where [ = 21.

5.3 Evaluations on Activation functions

Following the workflow outlined in Figure 1, we implemented
SEAF to evaluate real-world activation functions. Initially,
SEAF was developed using IKNP-style OT and compared
with prior works such as SirNN [20], Iron [10], and Bolt [18],
which also adopt IKNP-style OT. This ensures a fair and con-
sistent comparison. Additionally, drawing inspiration from
recent advancements like Cheetah [12] and BumbleBee [16],
we implemented SEAF using VOLE-style OT [4] as the un-
derlying OT protocol.

5.3.1 Evaluation on SEAF

The experimental results of SEAF with IKNP-style OT are
presented in Table 7 in Appendix C. In these experiments, the
bitwidth and precision of the input are setto / =21 and f = 12,
respectively. The non-linear interval is divided into 2° seg-
ments, where s = 6 for Tanh, Sigmoid, and GELU, and s =7
for ELU, as the steeper curve of ELU necessitates more seg-
ments to achieve smaller errors. Both the average ULP error
and maximum ULP error are computed within the non-linear
interval. The second column of Table 7 presents results ob-
tained using general bitwidths [, = [; = [ and fixed precision

fa = fa = f, while we also use the method in Section 4.2.2
to generate lookup tables. Compared to the fixed precision
method, our dynamic precision technique reduces communi-
cation costs by approximately 29% to 48%. Furthermore, the
overhead is primarily influenced by f,, as it determines the
cost of the multiplication a - x. While f; has a minor impact
on overhead, it significantly affects accuracy. To optimize
performance while maintaining high accuracy, f,; should be
set small while f; can be set to a larger value.

One notable advantage of SEAF is its adjustable trade-off
between overhead and accuracy. For applications requiring
low accuracy, lower-precision parameters can be employed to
reduce overhead. Table 7 serves as a reference for determin-
ing the relationship between precision parameters and fitting
errors. Given a maximum acceptable error (either maximum
ULP or average ULP), one can consult Table 7 to identify the
optimal precision values f, and f; that minimize overhead.

5.3.2 Comparison with prior works

Based on Table 7, we roughly set three version of SEAF:
SEAF!, SEAF? and SEAF?, corresponding to high, medium,
and low accuracy. These variants were compared against
SirNN [20] and Bolt [18], with the results summarized in
Table 5. For Tanh and Sigmoid, SEAF reduces communi-
cation costs by 74% to 79%, and achieves 3.5x to 5.9x im-
provement in runtime compared to SirNN. Moreover, the high
accuracy SEAF! demonstrates comparable or lower ULP er-
rors relative to SirNN. The slightly higher errors observed in
SEAF? and SEAF? are attributed to their use of lower pre-
cision parameters f, and f;, which enhance efficiency. For
GELU, SEAF significantly outperforms Bolt [18], reducing
the communication costs by nearly 61% to 69%, and im-
proves the runtime by 1.8x to 3.4x. In terms of accuracy,
both SEAF! and SEAF? exhibit substantial error reductions,
encompassing both maximum and average ULP errors. Even
the low accuracy SEAF surpasses Bolt in average ULP per-
formance, with only a slight increase in maximum ULP errors
(from 14 to 17).

5.3.3 Implementation with VOLE-style OT

Compared to IKNP-style OT, VOLE-style OT introduces
greater computational overhead but achieves lower commu-
nication costs. Therefore, some frameworks such as Chee-
tah [12] and BumbleBee [16] adopt VOLE-style OT as the
foundational component to minimize the communication. In
this work, we follow the Cheetah framework and implemented
SEAF using VOLE-style OT, with the experimental result
presented in Table 8. Compared to the IKNP-style OT imple-
mentation (shown in Table 7), the VOLE version achieves
reduced communication overhead. This results in a runtime
improvement of approximately 2 to 3 times under a WAN
environment. However, in LAN environment, while the ad-

USENIX Association

34th USENIX Security Symposium 3429



Table 5: Comparison of SEAF with prior works on evaluating Tanh, Sigmoid and GELU. The bitwidth and precision of input x
are set as [ =21 and f = 12. The bitwidths of slope and intercept are set as (I,,l;) = (fu + 1, fa + 1). The results of SEAF are
listed with high, medium and low accuracy, corresponding to SEAF!, SEAF? and SEAF>. The communication and timing are

accumulated for 2%° runs of the protocols.

Time. (s)

Protocol. (fas fa) TAN WAN Comm. (GB) avg ULP max ULP
SirNN [20] - 85.204 460.037 5.439 1.34 4
Tanh SEAF! (6,12) 19.137 115.553 1.420 0.82 3
SEAF? (4,10 17.886 105.950 1.242 1.67 9
SEAF? (3,8) 14.462 100.562 1.151 5.53 18
SirNN [20] - 68.703 466.558 5.509 0.95 3
Sigmoid SEAF! (8,12) 19.68 125.420 1.438 1.07 3
SEAF? (5,10) 18.545 111.391 1.373 1.74 7
SEAF3 (3,11) 18.448 104.077 1.280 2.73 17
Bolt [18] - 34.517 324.331 3.827 5.91 14
CELU SEAF! (7,12) 19.224 119.898 1.477 1.09 3
SEAF? (4,10) 18.189 106.572 1.248 1.53 7
SEAF? (3,8) 15.306 94.961 1.184 4.19 17

vantage of reduced communication persists, the substantial
computational overhead introduced by VOLE-OT has a more
significant impact on efficiency, leading to slightly lower over-
all performance compared to the IKNP-based implementa-
tion.

5.4 End-to-End Performance

We conducted end-to-end secure inference experiments on
BERT [6] to demonstrate the improvements introduced by
SEAF. Specifically, we integrate SEAF into the frameworks
of Iron [10] and Bolt (with Word Elimination) by replacing
their GELU implementations with our optimized version. For
our GELU, we set the bitwidths and precisions of slope and
intercept as (I;,1;) = (4,11) and (f,, f4) = (3,10). In this
precision, the maximum ULP and average ULP error are 7
and 1.53, respectively, which are smaller than those of Bolt’s
GELU. Therefore, SEAF achieved similar accuracy than Bolt
on secure inference task. The experiments were conducted
under WAN settings, as GELU contributes only minimally to
the total overhead in LAN settings for Bolt. The experiment
results are summarized in Table 6 and Figure 6. Compared to
Iron’s GELU, our optimized GELU reduces communication
costs by 90% and the number of communication rounds by 80
%. Consequently, the total communication and communica-
tion rounds for secure inference are reduced by approximately
30% and 18%, respectively, and the total runtime is improved
by nearly 1.39x. Furthermore, the proportion of runtime at-
tributable to GELU decreases from 31.3% to 4.3%. When
compared to Bolt, our approach reduces end-to-end communi-
cation by over 20%, and improves the total runtime by 1.16x.
Moreover, our improved GELU accounts for only 9.8% of the
total runtime, compared to 22.5% in the original Bolt imple-

mentation. As a result, GELU is no longer a primary overhead
in Iron+SEAF and Bolt+SEAF frameworks.

Table 6: Communication and rounds comparing Iron, Bolt,
with SEAF. The communication is measured in GB.

GELU Total

Comm. Round Comm. Round

Iron 90.16 4152 276.25 18106
SEAF + Iron 8.61 864 194.49 14818
10.47 x 4.81x 1.42x 1.22x

Bolt 8.73 1440 25.71 14452
SEAF + Bolt 3.15 888 20.13 13900
2.77 x 1.62x 1.28x 1.04 <

IRON 25010

IRON + SEAF 17959

3512

8
'

I Total time
I Total time
3016 B GELU time
Bz GELU time

BOLT + SEAF

O_.

| | i | |
5000 10000 15000 20000 25000
time(s)

Figure 6: Comparison of runtime (in seconds) among Iron,
Bolt and SEAF for the end-to-end inference of BERT.
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6 Conclusion

This work presents SEAF, a novel framework designed for
the efficient evaluation of common non-linear activation func-
tions. SEAF integrates two core techniques: Trun-Eq based
interval test protocols and linear approximation with dy-
namic precision. These optimizations deliver significant per-
formance improvements for real-world activation functions,
enhancing their efficiency by several times. Furthermore, by
leveraging these optimized activation functions, SEAF signif-
icantly improves the overall efficiency of end-to-end secure
inference.

The proposed techniques have the potential applications
beyond the scope of this work. Interval test is a common
challenge in many scenarios, where our optimizations can
be effectively utilized. Furthermore, the dynamic precision
approximation method may be particularly well-suited for
evaluating other general non-linear functions, such as the nor-
mal distribution function. We believe that SEAF can achieve
strong performance in these applications as well.
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A The Definitions of some Activation Func-
tions

e LeakyRelLU :

x, x>0

LeakyReLU(x) = { ~0
ax, x

where a is a small, positive constant.

This coefficient ensures that the network can propagate
gradients even for negative input values, thereby mitigat-
ing the "dying ReLU" problem.

e PRelLU:

x, x>0
ox, x <0

PReLU(x) = {
where o is a learnable parameter. PReLU adapts o dur-
ing training, allowing the network to optimize its activa-
tion function based on the data characteristics.

¢ Hardtanh:
1, x>1
Hardtanh(x) =< -1, x< —1
X, otherwise
¢ Hardsigmoid :

Hardsigmoid(x) = max{0, min{1,ox + B} },

where o and P are constants.

e RelLU6:
6, x<6
ReLUb(x) =¢x, 0<x<6.
0 x<0
* Softshrink :
x—a, x>a
Softshrink(x) = ¢ x+a, x<-—a
0, otherwise

where a is a constant.

* Softsign :

X
Softsign(x) = ——.
B0 =T
e Hardtanh:
1, x>1
Hardtanh(x) =< -1, x< -1
X otherwise
e Hardshrink :
X, x>a
Hardshrink(x) =< x, x< —a

0 otherwise

where a is a constant.

e Tanhshrink :

Tanhshrink(x) = x — Tanh(x).

B  The proof of Theorem 1

Proof 1 The computation of DReLU(x) has already been
proven in CrypTFlow?2 [21], so we focus on proving the equal-
ity function part. At first, int(x) = —1 if and only xo +x; =
2l — 1. As x; = m; -2/~ 4 y; for i € {0, 1}, we have xo +x) =
(mo+my)-2!=1 4 (yo +y1). Therefore, xo+x; = 2! —1 ifand
only if mo+mi =1 and yo+y; =21 =1, as 0 < yo,y1 <
2/=1 1. Finally, we have 1{int(x) = —1} = eq A (mo ® my).

C Experimental Results

Experimental results for SEAF and the comparisons to prior
works are presented in Table 7 and Table 8. Experiments are
implemented using IKNP-style OT in Table 7, and VOLE-
style OT in Table 8.
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Table 7: The communication cost and runtimes of SEAF on activation functions Tanh, Sigmoid, GELU, and ELU, with IKNP-
style OT. The Time (L) and Time (W) denote the runtime under LAN and WAN, respectively. The bitwidth and precision
of input x is [ = 21 and f = 12. For (I4,17) # (21,21), the precision is (fa, fg) = (lo — 1,15 — 1). For (I,,1z) = (21,21), we
set f, = fy = f = 12. The runtime (in seconds) is accumulated for 2%° runs of the protocols, and the Comm. rows list the
communication costs (in bits) for a single instance.

(a) Tanh
(Iola) QL2 [ (7.13) (7,12) (6,12) (6,11) (5 11) (5100 (4100 (4,9
Comm. 16583 10824 10760 10376 10320 9936 9872 9488 9424
Time (L) 27.76 21.64  21.37 21.28 21.17 21.34 20.89  20.86  20.16
Time (W) || 205.21 | 136.82 136.44 13250 131.08 127.54 127.09 122.67 122.26
maxULP 3 3 4 5 6 9 10 17 18
avgULP 0.76 0.82 0.83 1.05 1.41 1.67 2.59 3.15 5.53

(b) Sigmoid
(Unl) [ CL2D [ O, 13) (8, 12) (1,12) (6,13) (6,11) (512) (5, 11) (4, 12)
Comm. 16734 11776 11296 10912 10592 10464 10144 10080 9760
Time (L) 28.31 22.61 21.86 21.78 21.32 21.26 20.76 20.65 20.02
Time (W) 206.38 | 149.97 143.37 13893 135.18 134.19 130.04 129.82 126.59
maxULP 3 3 4 5 6 7 10 11 17
avgULP 1.11 1.07 1.28 1.32 1.42 1.74 1.90 2.14 2.73

(¢) GELU
(layla) (21,21) | (8,13) (6,13) (6,12) (6,11) (5,11) (4,11) (4,100 (4,9
Comm. 16881 11264 10496 10432 10368 9984 9600 9536 9472
Time (L) 28.40 2217 2178  21.24  21.17  20.63  20.77  20.28  20.12
Time (W) || 209.52 | 142.62 133.85 132.54 13233 127.68 124.38 123.05 125.10
maxULP 3 3 4 5 6 7 9 12 17
avgULP 1.08 1.09 1.14 1.13 1.36 1.53 2.05 2.59 4.19

(d) ELUs=7
(la,1a) (21,21) | (8,13) (6,13) (6,12) (5,12) (5,11) (5,100 4,11) (4,9
Comm. 18161 12040 11000 10872 10152 10024 9896 9568 9312

Time (L) 29.31 24.47 23.85 23.56 23.53 22.88 22.61 22.57 22.34

Time (W) 220.42 | 149.34 139.77 135.81 135.02 126.54 121.45 120.34 120.17

maxULP 2 2 3 4 5 7 9 13 17
avgULP 0.46 0.39 0.37 0.40 0.50 0.68 1.28 0.90 2.95
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Table 8: The communication cost and runtimes of SEAF on activation functions Tanh, Sigmoid, GELU, and ELU. The only

difference between this table and Table 7 is that the experiments in this table are implemented using VOLE-style OT.

(a) Tanh
(ol T@L2D [ (7,13) (7,12) (6,12) (6,11) G, 1) (5,100 (4,10) (4,9)
Comm. 5512 2736 2680 2688 2488 2360 2432 2104 2176
Time (L) 31.12 2396 2338 23.11 2407 2299 2273 2212 2203
Time (W) 100.18 | 50.89 49.76  47.25 4757 4493 4395 4090 40.65
maxULP 3 3 4 5 6 9 10 17 18
avgULP 0.76 0.82 0.83 1.05 1.41 1.67 2.59 3.15 5.53
(b) Sigmoid
(lay1g) (21,21) | (9,13) (8,12) (7,12) (6,13) (6,11) (5,12) (5,11) (4,12)
Comm. 5568 3096 2848 2856 2648 2664 2456 2392 2408
Time (L) 33.18 2606 2530 2520 2494 2429 2466 24.64 23.39
Time (W) 10291 | 56.53 5334 51.84 4980 4759 4753 4640 44.16
maxULP 3 3 4 5 6 7 10 11 17
avgULP 1.11 1.07 1.28 1.32 1.42 1.74 1.90 2.14 2.73
(c) GELU
(lay1a) (21,21) | (8,13) (6,13) (6,12) (6,11) (5,11) 4, 11) 4,100 4,9)
Comm. 5576 2920 2664 2736 2536 2368 2360 2160 2232
Time (L) 30.78 2220 22,61 2223 2200 21.64 2003 21.26 20.76
Time (W) 101.66 | 51.40 48.19 46.82 46.03 4424 40.72 4143 39.40
maxULP 3 3 4 5 6 7 9 12 17
avgULP 1.08 1.09 1.14 1.13 1.36 1.53 2.05 2.59 4.19
(d) ELUs=7
(lay1g) (21,21) | (8,13) (6,13) (6,12) (5,12) (5,11) (5,100 4, 11) 4,9
Comm. 8344 4216 3888 3760 3504 3312 3248 3192 2800
Time (L) 39.69 26.73  25.21 2498 25.05 2440 2437 2354 2278
Time (W) 159.12 | 69.08 6134 59.64 5738 5440 5341 51.67 48.25
maxULP 2 2 3 4 5 7 9 13 17
avgULP 0.46 0.39 0.37 0.40 0.50 0.68 1.28 0.90 2.95
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