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Abstract

Local Differential Privacy (LDP) protects user privacy while
collecting user data without the need for a trusted data col-
lector. Nowadays, LDP protocols have been adopted and de-
ployed by several major technology companies. A basic build-
ing block of LDP protocols is the frequency protocol, which
estimates the frequency of each value in a specified domain.
Although several frequency protocols have been proposed, all
these protocols make compromises among the performances
of accuracy, computation cost, and communication cost. In
this paper, we introduce a precise and convenient equation
to evaluate the accuracy of frequency protocols. We use it
to analyze the advantages and disadvantages of existing pro-
tocols quantitatively. Based on the analysis, we address the
shortcomings of these protocols and propose a new proto-
col, Random Wheel Spinner (RWS), which achieves optimal
accuracy with low computation and communication costs si-
multaneously. Extensive experiments on both synthetic and
real-world datasets demonstrate the advantages of our pro-
posed protocols.

1 Introduction

In recent years, a large amount of data has been collected and
analyzed to aid in decision-making and service improvement.
However, in many cases, these data are obtained from end-user
devices and should be considered highly sensitive, describing
the behaviors, preferences, or characteristics of individuals.
To preserve the privacy of users while collecting data, Local
Differential Privacy (LDP) has been proposed and grown to
be one of the de facto standards for preserving privacy. In the
LDP setting, users perturb their data locally and only report
the perturbed data to the data collector. Since the raw data
never leaves end-user devices, LDP enables collecting and
analyzing data from users while preserving the privacy of
users with "plausible deniability". Nowadays, LDP protocols
have been adopted and deployed by several major technology
companies, including Google [8], Apple [17], Microsoft [7],
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etc. Examples of usage include collecting web settings to help
identify malicious hijacking; collecting commonly used emo-
jis and phrases to enhance typing suggestions; or collecting
telemetry data to improve the user experiences.

Frequency estimation is a fundamental task in LDP proto-
cols and aims to learn the frequency of each value across all
users. Numerous frequency estimation protocols [1,3,8,12,17,
20,27] have been proposed where data collectors can estimate
the frequency of values in a specified domain. These protocols
are designed to minimize the estimated error, computation
cost, or communication cost to provide unbiased estimates
of individual frequencies. However, none of them achieve
perfect performance in all respects and situations, and their
drawbacks are not negligible in specific cases.

To propose a protocol with the least compromise, we first
introduce a new universal and convenient equation to evaluate
the analytical mean squared error (MSE) of frequency pro-
tocols, which is based on the pure framework [20] to assess
the accuracy more precisely across all frequencies and reveal
the connection between the variance and the domain size.
This equation also helps us to choose the optimal parameters
when rounding is required. We then quantitatively analyze
the advantages and disadvantages of four state-of-the-art fre-
quency protocols in terms of accuracy, computation cost, and
communication cost. Table 2 summarizes the analysis.

According to the analysis, we find that Optimized
Unary Encoding (OUE) [20] and Optimized Local Hashing
(OLH) [20] do not achieve optimal accuracy performance
among UE and LH protocols, especially for the small domains.
Although OLH reduces the communication cost compared
with OUE, its computation cost is quite high. Subset Selection
(SS) [15, 18,27] has the optimal accuracy but its communica-
tion cost is linear with domain size d, which is unacceptable
for large domains.

Based on the proposed analytical MSE, we optimize the
accuracy of OUE and OLH for the small domain. With domain
size d = 2 and privacy budget € = 4, the optimized MSE is
reduced to about 1/3 of the original. We replace the hash
function with a reproducible randomization process in the
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LH protocols, thus reducing the number of function calls
and the computation cost in aggregation from O(ndlog d)
to O(nd). With d = 4096, the optimized aggregation time is
only about 1/91 of OLH. We fuse the key ideas of LH and
SS to propose the Random Wheel Spinner (RWS) protocol
which achieves optimal accuracy with low computation and
communication costs whether the domain size d is large or
small. The communication cost of RWS is O(log n), which is
much lower than O(d) of SS when the domain size is large.

To summarize, this paper makes the following contribu-
tions:

* We introduce a universal and convenient equation to eval-
uate the analytical MSE of frequency protocols, which
can assess the accuracy more precisely across all frequen-
cies and reveal the connection between the variance and
the domain size. This equation also helps us to choose
the optimal parameters when rounding is required.

* We quantitatively analyze the advantages and disadvan-
tages of four state-of-the-art frequency protocols in terms
of accuracy, computation cost, and communication cost.

* We partially address the shortcomings of existing proto-
cols and propose a novel Random Wheel Spinner (RWS)
protocol which achieves optimal accuracy with low com-
putation and communication costs.

* We conduct experiments on both synthetic and real-
world datasets. Experimental results demonstrate the
advantages of our proposed protocols.

Roadmap. In Section 2, we provide the preliminaries on LDP
frequency protocols and introduce a new equation to evaluate
the analytical MSE of frequency protocols. We then apply this
equation to study existing frequency protocols in Section 3.
Existing protocols are optimized, and a novel RWS protocol
is proposed in Section 4. Experimental results are shown in
Section 5. We review related work in Section 6 and conclude
in Section 7.

2 Preliminaries

2.1 Local Differential Privacy Protocols

In LDP protocols, the data collector wants to gather informa-
tion from users willing to help the data collector. However,
there is no guarantee that the data collector is trusted. To
protect their privacy, users send locally perturbed data rather
than the raw data to the data collector. Then, the data col-
lector gathers all user reports and obtains overall statistical
information through the aggregation algorithm. To satisfy the
LDP privacy requirement, the perturbation algorithm applied
locally must comply with the following definition.

Definition 1 (e-Local Differential Privacy). An algorithm 4
satisfies €-local differential privacy (e-LDP), where € > 0, if
and only if for any inputs vV, we have

Vy € Range(4) : Pr[4(v) = y] < €°Pr [A(V) =]
where Range(4) denotes the set of all possible outputs of 4.

By this definition, we can find that any two inputs in LDP
have close probabilities of being mapped to the same output,
which preserves the privacy of every user even if the data
collector is not trusted.

2.2 Problem Definition

Assume there are n users, and each user possesses a value v
from a specific domain [d], which is denoted as {1,2,...,d}.
In frequency estimation, the data collector is to learn the
frequencies of each value across all users, and f; is the fre-
quency of the value i. Frequency estimation is a fundamental
task in LDP protocols and a key building block for other
advanced tasks, e.g., heavy hitter identification [2, 11, 23],
range queries [5, 13,21], frequent itemset mining [14,22], etc.
Improving frequency estimation performance will enhance
the effectiveness of other protocols. More background and
introduction on frequency estimation under local differential
privacy are presented in the recent survey [26].

2.3 Pure Framework

A very useful framework proposed by Wang [20] is the notion
of pure frequency protocols. Most existing frequency proto-
cols can be considered pure and thus can be conveniently
analyzed via this framework [6]. The definition of pure fre-
quency protocols is as follows.

Definition 2 (Pure Frequency Protocols). A protocol is pure
if and only if there exist two probability values p* > q* in its
perturbation algorithm A such that for all inputs v

Pr[A(v) € {y[v € Support(y)}] = p,
V4 Pr[A(V') € {ylv € Support(y)}] = ¢*

where the set {y|v € Support(y)} denotes all outputs y that
“support” the input v.

Since in a pure frequency protocol, p* is the probabil-
ity that the input v is mapped to an output that supports
v; and ¢* is the probability that every v # v is mapped to
an output that supports v, we have the expected number of
outputs from n users that support a specific input value i is
E(Y7_; Lsupporcty) (1)) = nfip* +n(1 — f;)q". Consequently,
the data collector can estimate the frequency f; of input value
i in aggregation using the following equation:

g ZZ:] 1Support(yk) (l) - nq*
fi - * *
n(p*—q*)

ey
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In addition, the estimation f; can be considered the scaled
summation of nf;(resp. n(1 — f;)) independent random vari-
ables drawn from the Bernoulli distribution with parameter
p*(resp. ¢*). Thus, the variance of estimation f; is

nfip*(1—p*)+n(1— f)q* (1 —q")
nZ(p* _q*)Z
fill—p*—q*)
n(p* —q*)

2
q(1-9q") ?

- on(pt—q*)?

If frequency f; is considered as a variable, the variance
Var|f;] increases as f; increases, and the second term can be
viewed as a slope. But with a sufficiently large domain size
and no dominant frequency f;, the second item can be ignored.
Thus, we can use the first term to represent the approximate
variance as “(1— ")

[ 7 q —q
Vil = =g ®

Since the f; is uncertain, existing studies usually use Equa-
tion (3) to analyze and optimize the frequency protocols. How-
ever, omitting the second term inevitably degrades the preci-
sion of the analysis, especially for the small and medium-sized
domains. To address this issue, we introduce a new equation
of analytical MSE in pure frequency protocols.

Analytical MSE. We are inspired by the consistency (i.e.,
the sum of all frequencies is 1) in [24] and the analysis of
LDP noise in [9]. As the sum of all frequencies is 1 and
each variance Var[f;] can be viewed as independent, we can
eliminate the uncertain value f; in analytical MSE as

1 ~
MSE = — ¥ Var[f]

g(1-q) 1-p"—q"
- + 4
n(p*—q*)*  nd(p*—q*) @
g (l—=q") 1 1-2p*

nd(p* —q*)

The empirical MSE is widely used to evaluate the accuracy
of frequency protocols but requires extensive experiments.
Our proposed equation of analytical MSE gives a universal
and convenient way to assess the accuracy of pure frequency
protocols more precisely. This equation reveals the connection
between variance and domain size d in frequency protocols.
Thus, we can apply it to study the best-suited domain size for
existing frequency protocols. We can also use this equation
to choose the optimal parameters when rounding is required.

S n(pt—q)?  nd

3 Frequency Protocols

LDP frequency protocols usually consist of three algorithms:
encoding, perturbation, and aggregation. Encoding converts
each user’s value into a specific format. Perturbation ran-
domizes the encoded value locally, and users then send the
perturbed value to the data collector. Aggregation gathers all

reports from users to estimate each value’s frequency. Ex-
isting frequency protocols vary in these algorithms and thus
offer different accuracy guarantees, communication costs, and
computation costs, resulting in the different best-suited do-
main sizes. Our study aims to optimize existing protocols in
these metrics and find the optimal trade-off.

The following are four commonly used state-of-the-art pure
frequency protocols.

3.1 Generalized Randomized Response (GRR)

The randomized response (RR) technique [25] in LDP can
be traced back to 1965. Holohan [10] proves that choosing
p= % gives the RR technique minimum expected error.
Note that the RR technique is only defined for the domain
size d = 2. Kairouz [12] extends it to a larger domain called
Generalized Randomized Response.

Encoding. In GRR, Encode(v) =v and v € [d].

Perturbation. Perturb(v) outputs y € [d] as follows

€ .
p=wrg1 ifv=y
ifv#y

Aggregation. In GRR, each output value i supports the
input i. The data collector gathers all the outputs to get the
support number on each value. As we have p* = p,¢* = g, the
data collector then estimates the frequency using Equation (1),
and the analytical MSE is

ef+d-2 d—2
n(e€—1)2  nd(ef—1)

Pr[Perturb(v) = y] = { |
9= &ra—1»

MSEGRrr = )

Cost. As the output of each user is y € [d], the communica-
tion cost is O(log d) and the computation cost is O(1) on the
user side. The data collector’s computation cost is O(n + d)
or O(n) since typically n>> d.

3.2 Optimized Unary Encoding (OUE)

The unary encoding technique converts the user’s input into
a length-d one-hot encoding vector and then perturbs each
bit independently. RAPPOR’s implementation [8] uses Sym-
metric Unary Encoding (SUE), which chooses p = % and
q= ﬁ OUE [20] optimizes the parameters p and g to
minimize the approximate variance in Equation (3).

Encoding. Encode(v) = [0,...,0,1,0,...,0], a length-d
one-hot encoding vector B where only the v-th bit is 1.

Perturbation. OUE perturbs vector B bit-by-bit indepen-
dently into B’ as follows

1 .
=1 fB: —
Pr[Perturb(Bj) = 1} = {p 20 1 J

Aggregation. In OUE, the input i is supported if the i-th
bit in the output vector B is 1. The data collector accumulates
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the output vector to obtain all the support numbers. With
p* = p,q" = g, the data collector estimates the frequency
using Equation (1). However, with different encoding and
perturbation, the analytical MSE is
4t 1 46t

n(et —1)2 Tad” n(et —1)2

Cost. To output the length-d vector, the communication
cost and the computation cost are both O(d) for each user.
The computation cost of the data collector to estimate every
value’s frequency is O(nd).

MSEoug = (6)

3.3 Optimized Local Hashing (OLH)

OLH [20] uses a hash function to map the input values into a
smaller domain [g] and then perturbs the hash value to achieve
lower communication costs than OUE with the same accuracy.
To minimize the approximate variance in Equation (3), g =
e+ 1]or[ef+1].

Encoding. Encode(v) = (H,x), where H is generated from
hash family H by uniformly choosing seed s from [n] and
H(v) =x.

Perturbation. OLH perturbs (H,x) into (H,y), just like
GRR, as follows

€
— e 3 7
P= g ifx=i

Vie[g]yPr[yﬂ]:{ ifx#i

_ 1
q= eftg—17

Aggregation. For each user’s output s and y, the data
collector regenerates the hash function H using the seed
s and iterates over domain [d] to find all the values that
H(v) =y, i.e., the values that the output supports. With
pr=pqg=Lip+ %q = é, the data collector uses Equa-
tion (1) to estimate the frequency. If we ignore the error
introduced by rounding g, the accuracy performances of OLH

and OUE are the same. The analytical MSE is
4¢t 1 4¢t

MSE = — >
oL = + n(et —1)32

(e£—1)2  nd ™

Cost. The communication cost is O(log n) due to the total
number of users n > g. Since the computation cost of the hash
function is linear with the message length, the computation
cost of one call on the user side is O(log d). The data collector
needs to call the hash function nd times in aggregation. Thus,
its computation cost is O(ndlog d). Furthermore, there is an
additional fixed cost for the initialization and finalization of
each hash function call. This indicates that OLH can be very
slow with a large domain size.

3.4 Subset Selection (SS)

SS [15, 18,27] outputs a randomly selected subset of a fixed
size k with a specific probability containing the user’s pri-
vate value. To minimize the estimated error, the optimal

k= |4 |or [ 4 ]. In addition, the SS protocol is equiv-
alent to the GRR protocol when k = 1. Hence, SS can be
viewed as a further extension and optimization of GRR.
Encoding and Perturbation. Let Z; be the set of all k-
subsets containing the private value v in the domain [d] and
Z, be the set of all k-subsets not containing the value v in the

domain [d], we have

P=rgr iyE 2
ifye Z

Aggregation. As each value i in the output subset supports
the corresponding input value i in SS, we have p* = p,¢* =
p% +(1-p) ﬁ. Then, the data collector uses Equation (1)
to estimate the frequency. If we ignore the error introduced
by rounding k, we have p* = 1/2,¢* = ESLI %. The
q* of SS is smaller than that of OUE or OLH. However, as d
increases, it gets closer and closer to ﬁ, which is identical
to OUE or OLH. The analytical MSE of SS is

Pr[Perturb(v) = y| = { it
9= retrd—k>

4 (d—1)e +(6d—2)ef +d— 1
MSEss = n(et—12 nd? (et —1)2
oA
n(et —1)>2
®)

Cost. Since the subset size k is linear with the domain
size d and selecting k values from domain [d] requires gen-
erating at least k random numbers, the communication cost
and the computation cost are both O(d) for each user. The
computation cost of the data collector is O(nd).

3.5 Summary of Frequency Protocols

The listed frequency protocols achieve different accuracy,
computation cost, and communication cost combinations.
These protocols are summarized together with the follow-
ing optimized protocols in Table 2. Note that the equations of
MSE for OLH and SS do not consider the rounding error of g
or k in Table 2.

Among all these protocols, GRR is the simplest and fastest
protocol, but its MSE is only optimal for a small domain size
d and grows linearly with d, which is unacceptable for a large
d. In contrast, OUE and OLH only achieve optimal MSE for
a large d. The communication cost of OUE is linear with d.
Compared with OUE, OLH achieves a lower communication
cost but a relatively higher computation cost on the server
side. Whether the domain size d is large or small, SS obtains
the optimal MSE. However, its communication cost is also
linear with d, which is unacceptable for a large d.

Furthermore, previous research [20] suggests that the inter-
section point between the MSE results of GRR and OUE
(or OLH) is d = 3e® +2 by using the approximate vari-
ance in Equation (3). However, with the proposed analyt-
ical MSE, we can give a more precise intersection d =
€ +3/24 /2% + 36 +5/4 72415 +2.56.
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4 Further Optimized Frequency Protocols

As we summarized, existing frequency protocols have their ad-
vantages and disadvantages in accuracy, computation cost, and
communication cost. This leaves room for further optimiza-
tion of these protocols. More specifically, the parameters of
OUE and OLH are inferred by the approximate Equation (3),
which results in OUE and OLH not achieving optimal accu-
racy performance across the UE and LH protocols, especially
for the small domains. OLH is designed for large domains,
but its computation cost may need to be lowered for the data
collector. SS achieves optimal accuracy performance, but its
communication cost is relatively high. In addition, since OUE
and OLH have the word "optimized" in their names, our pro-
posed protocols are called further optimized or re-optimized
protocols.

4.1 Re-optimized Accuracy
4.1.1 Re-optimized Unary Encoding (RUE)

Here, we re-optimize the parameters of OUE through the pro-
posed analytical MSE to enhance its accuracy performance.
To guarantee €-LDP, the parameters in the UE protocols need
to satisfy the following conditions [20].

Theorem 1 (Privacy of UE). The UE protocols satisfy e-LDP
for
efq

=1 9
e ©)

Proof. In the UE protocols, for any inputs v, v/, and output
vector B, we have

Pr(B  TIL PrlBiY
Pr(BlV]  [TL, Pr[B;|V]
Pr[B, = 1|v|Pr[B, = 0|v]
~ Pr[B, = l|v’]Pr[Bvr =0]V]
_p 1=
q 1-
= eE
This yields p = =4 O
Therefore, with p* = p,q* = g, plugging the p = Fffifegq
into Equation (4), we have
(" =Dg+1)* 1 l—g—¢q

MSEyg =

n(ef—1)%q(1—q) nd  ndq(1—q)(e*—1)
(10)
To minimize the analytical MSEyg, we take its part deriva-

tive with respect to g and solve for the re-optimized p and q

when the result is 0.

IMSE 1
S 7=
—1+1/e
i e d—1+ef +1
1
p =
d—1+1/et
d—14¢ +1
Compared with OUE, there is a coefficient & = d(;lﬁéf ‘

integrating both domain size d and privacy budget € in the
re-optimized parameters. It is worth noting that when d = 2,

we have h=1/¢%/%, p= £ s/2+1 and g = 8/2 - which take the

same values as SUE; when d tends to 1nﬁn1ty, we have h =1,

p= % and g = ﬁ which take the same values as OUE.
With the coefficient h, plugging the re-optimized p and g

to Equation (10), we have the analytical MSE of RUE as

2e° n 2e* B 2 (11
n(et—1)2  nh(ef—1)2  ndh(et —1)

MSERyg =

4.1.2 Re-optimized Local Hashing (RLH)

The LH protocols use a hash function to reduce the size of the
domain in encoding, while the perturbation algorithm is the
same as GRR. Since GRR satisfies e-LDP, the LH protocols
satisfy e-LDP as long as the perturbation algorithm is not
altered.

As in RUE we brmg g 1r1to the analytlcal MSE. With

pr=p= e€+g gt = —p—|— e q = subst1tut1ng g into p*
and ¢* in Equation (4), we have
frg—1)? 1 —1—¢f
MSE; — & F8=1) L 1 €)
n(e€—1)2(g—1) nd nd(g—1)(ef—1)
12)

As in the derivation in RUE, we solve for the re-optimized
g to minimize the MSE} .

OMSE d—l-l-l/eS
————=0=g=f/———
dg §=¢ d—1+¢t
There is also a coefficient h = dd:lalé fs in the re-

optimized g. Obviously, as domain size d varies from 2 to
infinity, the re-optimized g subsequently varies from €%/ 4 1
to ef 4 1. Therefore, RLH can be considered equivalent to
OLH when the domain is sufficiently large. In practice, g
needs to be rounded to an integer, and we choose the integer
that minimizes the analytical MSE of Equation (4) or (12)
from the two nearest integers.

Neglecting the error introduced by rounding g and plugging
the re-optimized g into Equation (12), the analytical MSE of
RLH is

2¢° 2¢° 2

n(et —1)2 + nh(e€ —1)2  ndh(ef —1) (13)

MSERrLH =
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Table 1: The value of coefficient & for different d and €

d=50| d=100 | d=500 | d=1000
€=0.5 1] 09897 | 0.9948 | 0.9990 0.9995
e=1 | 09770 | 0.9884 | 0.9977 0.9988
€=2 | 09335 | 09653 | 0.9928 0.9964
€=3 | 0.8426 | 0.9120 | 0.9805 0.9901
e=4 | 0.6879 | 0.8029 | 0.9494 0.9738
€=5 | 04982 | 0.6326 | 0.8779 0.9331

As there is a coefficient 4 in the parameters of both RUE
and RLH, the coefficient 4 can be regarded as a similar-
ity factor reflecting the degree of similarity between the re-
optimized and original parameters. The larger the d or the
smaller the privacy budget €, the closer the coefficient / is to
1, leading to a higher similarity. Table 1 shows the coefficient
h for different domain size d and privacy budget €.

4.1.3 Optimal Parameterizations at Different Frequency
Levels

Reviewing Equation (2), (3) and (4), we can find that the ana-
lytical MSE takes the same value as Var[f;] when frequency
fi =1/d. Therefore, minimizing analytical MSE is equivalent
to minimizing Var[f;] at frequency f; = 1/d, and minimizing
approximate Var* [ﬁ] is equivalent to minimizing Var[ﬁ] at
frequency f; = 0. Thus, OUE and OLH can be considered
as obtaining parameters by minimizing Var[f;] at frequency
fi = 0. In contrast, RUE and RLH solve for the parameters
by minimizing Var[f;] at frequency f; = 1/d. Consequently,
our re-optimized parameters can better balance the variance
between frequent and infrequent values to achieve optimal
performance in terms of accuracy. If the parameters are solved
at frequencies higher than 1/d, the variances of the infrequent
values are further sacrificed to improve the accuracy of the
frequent values. This strategy may be useful for the heavy
hitter identification but worsens the total variance.

4.2 Re-optimized Computation Cost

Another limitation of OLH is that it can be very slow with total
nd calls of the hash function in aggregation. Reconsidering
the utility of hash functions in this protocol, we can find it
is designed to divide all the possible inputs into g groups.
Thus, a specific output y of LH protocols is a subset (i.e.,
the y-th group), and all values in this subset are the support
inputs. By transmitting the generating seed instead of the
subset, OLH reduces the communication cost but needs to
regenerate the hash function and the grouping results on the
server side. The computation cost of one hash function call
is linear with the message length, and it can only identify
one value’s grouping result in a single call. To determine the

complete grouping results, the data collector must make d
hash function calls, bringing a computation cost of O(dlog d)
in aggregation for just one user’s report. Furthermore, the
additional cost incurred by initializing and finalizing each
hash function call cannot be ignored.

However, a complete randomized grouping result for do-
main [d] can be obtained with only O(d) computation cost if
we use the random number generator. Consider generating d
random numbers, each taking values ranging from 1 to g. The
computation cost of this random process is O(d), and we only
need to call the random function once using NumPy, which
reduces the total cost of initialization and finalization. As in
OLH, we use the uniformly chosen seed for the random group-
ing to reduce communication costs and ensure reproducibility.
Therefore, we replace the hash function with a randomized
grouping process in encoding as:

Encoding. Encode(v) = (B,x), where B is a randomized
grouping vector generated by uniformly choosing seed s from
[n] and B(v) = x. B is a length-d vector, each taking values
ranging from 1 to g.

Although we use a random process to replace the hash func-
tion, the essence remains the same, so the improved method is
called Re-optimized Local Hashing (RLH). With the random-
ized grouping vector B, the server-side computation cost can
be reduced from O(ndlog d) to O(nd). The communication
cost remains the same because the user reports seed s and
y € [g] to the data collector as in OLH. Since the perturbation
algorithm has not changed, RLH still satisfies e-LDP.

We can also explain the similarity between the UE and
LH protocols through the equivalent grouping process. More
specifically, both UE and LH protocols’ outputs can be con-
sidered a subset of grouping results, and their restrictions on
parameters are essentially the same, i.e., the outputs should
satisfy e-LDP. Thus, with the same optimization objective,
their randomization processes are equivalent.

Furthermore, we can find that all UE, LH, and SS can be
considered outputting a subset. In these protocols, the critical
difference for SS to achieve optimal accuracy is to fix subset
size. Hence, there only exist two probabilities for each subset
to be output in SS: a high probability of the subset including
the user’s value and a low probability of the subset excluding
the user’s value. In contrast, there are various probabilities
for different-sized subsets to be output in OUE and OLH,
bringing tighter restrictions on the parameters to satisfy &-
LDP.

4.3 Fusion of Local Hashing and Subset Selec-
tion with RWS

The SS protocol derives the parameter k by minimizing the
L, loss, which is equivalent to minimizing the proposed ana-
lytical MSE. The SS protocol achieves optimal performance
in accuracy by outputting a fixed-size subset but its com-
munication cost is linear with d, and the LH protocols can
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Figure 1: Random Wheel Spinner protocol

efficiently reduce the communication cost by using local hash-
ing technique (i.e., using a seed instead of generating results
in reports). To address the communication issue, we propose
the Random Wheel Spinner (RWS) protocol, which combines
the advantages of LH and SS.

Figure | presents the randomized model of the RWS proto-
col. Assume a spinning wheel is divided into d sectors, each
of which is marked with one of the values 1 to d. The wheel
initially lands on the user’s private value v. The user randomly
generates a subset with a fixed size k from domain [d] via ran-
dom seed s € [n], i.e., randomly select k values from domain
[d] without replacement. The optimal k = | =4 | or [ 4 |
that minimize the analytical MSE of Equation (4) or (15), and
k>1.

The wheel is biased so that the probability of landing on a
specific value in the k-subset is kesi%’ while the other values
have equal probabilities of m. The user then spins the
wheel to get a random value (v — y)%d where y is the number
of sectors passed after spinning. The valid y can only be from
1 to d because the wheel "wraps around" every d sectors
(i.e., 360 degrees). After spinning, the user only reports the
seed (instead of the k-subset) and the number y to the data
collector. The formal encoding, perturbation, and aggregation
algorithms are as follows:

Encoding. Encode(v) = v and v € [d]. Selects k values
from domain [d] without replacement to generate the uni-
formly chosen k-subset using randomly chosen seed s € [n].

Perturbation. Perturb(v) randomly outputs y € [d] as fol-

lows
Vi € [d],
Py =i = P~ @ (0 0%d Chosubser
q= g if (v—1)%d ¢ k-subset

where (v —i)%d is the value that the wheel lands on after i
sectors of rotation. Because [d] starts at 1 in the paper, we
specify that 0%d = d. This is not required if the practical
implementation starts at 0.

Aggregation. For each user’s report of s and y, the data col-
lector regenerates the k-subset and processes it with the opera-
tion (k-subset+y)%d. Each value in the processed subset sup-
ports the corresponding input value. As (v —y)%d € k-subset
can be equivalently converted to v € (k-subset + y)%d, the
probability that the processed k-subset contains the private

value v is p* = kp. For any other value, it is included with
probability g* = p*% +(1- p*)%. Then, the data collec-
tor uses Equation (1) to estimate the frequency. If we ignore

the error introduced by rounding k and k = ﬁ, we have
pr=1/2,q" = egﬂrl w, which are identical to SS pro-
tocol. The analytical MSE is

4t (d—1)e* 4 (6d —2)ef +d — 1
MSErws = n(et—1)2 nd?(et —1)2
o d
n(et —1)2
(14)

Cost. Typically, the total number of users n > d, thus the
communication cost is O(log n) which is the same as the LH
protocols. Since the subset size k is linear with the domain
size d, the computation cost of generating a subset is O(d),
and the total computation cost in aggregation is O(nd).

Theorem 2 (Privacy of RWS). The proposed RWS protocol
satisfies €-LDP.

Proof. In the RWS protocol, for any two inputs v, v/, and
output seed s and angular displacement y, we have
Prly|lv,s]  Pr[Perturb(v) = y|
Pr[y|v/,s]  Pr[Perturb(v/) = y]

Theorem 3 (The optimal k of RWS). The RWS protocol

. . . _d
achieves the optimal analytical MSE at k =

Proof. In the RWS protocol, we have p* =kp,q* = kp 5:11 +
(1 —kp) ﬁ. Plugging these values into Equation (4), we
have
(kef+d—k—e®)(ket+d—k—1) 1
MSErws = k(e —12(d—k) td
(d—1)(d — k — ke®)
nkd(et —1)(d —k)

(15)

To minimize the analytical MSE, we take its part derivative
with respect to k and solve for k when the result is 0.

OMSERws

x 0

N (d—1)?(k(ef+1) —d)(k(e® 4+ 1) +d)
nk2d(e€ —1)2(d — k)2
d
41

=0
=k=

O

Comparison with SS. The proposed RWS achieves the
same optimal accuracy as SS, but the communication cost is
significantly reduced from O(d) to O(log n) for large domains.

USENIX Association

34th USENIX Security Symposium 2777



Table 2: Comparison of frequency protocols

Frequency Analytical MSE Aggregation | Communication
Protocols Equation d=2 d— o cost cost
GRR rf(e;dI)ZZ + nd?esz ) ﬁ oo O(n) O(log d)
OUE "(ege 1)2 + "d n(eé%)z + Zn n(ege_el)z O(nd) O(d)
RUE n(ege Tt nh(es 0z~ ndh(gtl) ,,(es/szz 0z ,,(ege_sl)z O(nd) 0(d)
OLH "(ege 1)? + ”d n(;e 1)2 + 2n ,,(egejl)z O(ndlog d) O(log n)
RLH n(eE 1)2 + nh(ezseE 7~ R n(ee/szil)z ,,(ege_el)z O(nd) O(logn)
S5 ”(egil)z e i;;((gg*f));grd*l n(esil)z n<e§ejl)2 O(nd) 0(d)
RWS n(e;‘e—sl)z — e is;g((gg_f))zeerd_l (112 n(eiefl)z O(nd) O(logn)

— Jd—1+1/et
h= \/ d—1+¢

. For more precise equations of LH, SS, and RWS that consider the rounding error of g or &,

please refer to Equation (4), (12) and (15) and bring the rounded parameters to these equations.

We can roughly assume that the worst-case scenario is n = 8
billion since the current world population is about 8 billion.
In this worst-case scenario, O(log n) ~ 33. Furthermore, SS
directly outputs a subset related to the user’s private value. In
contrast, the subset generated using a random seed in RWS
is independent of the user’s private value, thus making it
possible to reduce the communication cost.

Comparison with the Wheel Mechanism. The Wheel
Mechanism [19] is a continuous version of LH protocols and
its output cannot suggest a fixed number of possible inputs.
It uses the seed to hash the private value to a floating point
x € [0,1.0) and perturbs x in the range of [0, 1.0) where the
probability mass in the coverage area [x,x+ ¢) (we use ¢ in-
stead of p in [19] to avoid confusion. ) is higher than the rest.
Like LH protocols, it reports the seed and perturbed value
to the data collector. For different perturbed values, the hash
seed produces various numbers of possible coverage areas
(i.e., possible inputs in the domain). The true coverage prob-
ability % and false coverage probability ¢ in [19] are
equivalent to the p and ¢* respectively in the pure frame-

work. As p* = i, in LH protocols, we can find

es+g 1 q
these probabilities are identical if we make ¢ = 1 Thus, the
Wheel Mechanism is equivalent to the LH protocols and its
optimal accuracy is the same as RLH with ¢ = - es +7- In con-
trast, our proposed RWS uses the seed to generate a k-subset
independent of the private value and ensures that every out-
put suggests a fixed number of possible inputs. This makes
the restrictions on the parameters p* and ¢* more relaxed
in RWS, thus achieving higher accuracy compared with the
Wheel Mechanism and LH protocols.

4.4 Summary of Further Optimized Frequency
Protocols

We summarize the accuracy, computation cost, and communi-
cation cost of listed protocols in Table 2. Note that the equa-
tions of MSE for OLH, RLH, SS, and RWS do not consider
the rounding error of g or k. To get a more precise equation,
we should bring the rounded g or & into the analytical MSE,
but it may be too complicated and cannot intuitively show
the connection between the MSE and the domain size d. The
aggregation cost is the computation cost of the data collector.
We omit the computation cost on the user side because this
cost is too small for the user to perceive. The longest exper-
imental perturbation time for a user among all protocols is
less than 0.04 seconds, even if the domain size is 1 million.

We enhance the accuracy of OUE and OLH for small do-
mains and recall them as RUE and RLH, respectively. We
also reduce the computation cost of OLH on the server side
from O(ndlog d) to O(nd) effectively. Our proposed RWS
fuses the key ideas of SS and LH to achieve optimal accuracy
with low computation and communication costs. Among all
protocols (except GRR), RWS achieves optimal performance
in every metric. Although GRR has a minimal computation
cost, it performs poorly when the domain size d is large; when
d is small, the difference in computation and communication
costs among protocols is negligible.

In UE, LH, SS, and RWS, a tight MSE bound
when d tends to infinity. Notably, it is a tight lower bound for
UE and LH, while for SS and RWS, it is a tight upper bound.

Numerical values of analytical n-MSE for different fre-
quency protocols using Equation (4) are given in Table 3 and
Figure 2. Since the values of OUE and OLH are very similar,
as are the RUE and RLH, and SS and RWS, we plot values
on two separate figures to make the results (especially for the

(e E 1)2 exists
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Table 3: Numerical values of analytical n-MSE for different frequency protocols with € = 4

GRR OUE RUE OLH RLH SS RWS
d=12 0.01901 | 0.5760 | 0.1811 0.5798 | 0.1812 | 0.01901 0.01901
d=2% 10.04020 | 0.1385 | 0.1148 | 0.1390 | 0.1148 | 0.04020 0.04020
d=27 10.08123 | 0.08383 | 0.08311 | 0.08389 | 0.08311 | 0.06747 0.06747
d=2"10.3934 | 0.07700 | 0.07699 | 0.07701 | 0.07699 | 0.07491 0.07491
The values of OUE and OLH are slightly different because we consider the rounding error,
as are RUE and RLH.
—— GRR OUE —A- RUE —#— SS —¥— OLH —*— RLH RWS
10° E 10° E
% 107! o % 1071 5 .
2 ] < ] o—=< €
2‘1 2‘2 2‘3 2‘4 2‘5 2‘6 2‘7 2‘5 2‘9 2‘10 2;1 23II.2 2‘1 2‘2 2‘3 2‘4 2‘5 2‘6 2‘7 2‘8 2‘9 2:II.0 2‘11 212

Domain size d

(a) Varying d, fixing e =4

Domain size d

(b) Varying d, fixing € =4

Figure 2: Numerical values of analytical n-MSE for different frequency protocols

following comparison of empirical and analytical MSE) more
readable.

Guideline. With different domain sizes, our analysis pro-
vides the following guidelines for choosing protocols.

* When domain size d is small, more precisely, when d <
V2% 4+0.25+ 1.5 (i.e., the optimal k = 1), GRR, SS
and RWS have the optimal MSE.

e When d > v/2¢%€ +0.25 + 1.5 and the communication
cost O(d) is acceptable, we should use SS or RWS.

* When d is so large that the MSE of RLH and RWS
€
tends to n(e‘%l)Z and the communication cost O(d) is

unacceptable, we should use RLH or RWS which have
the communication cost of O(log ).

e If only one protocol can be chosen for various domain
sizes, RWS is all you need. It offers the optimal MSE
with low computation and communication costs whether
d is large or small.

S Experiments

5.1 Experimental Setup

Datasets. We conduct experiments on the following two
datasets (one synthetic and one real-world).

Synthetic Zipf’s dataset. The synthetic data is generated
from Zipf’s distribution with parameter s = 1.1, similar to
experiments in [20]. For every given domain size, we sample
100,000 points (i.e., n = 100,000).

Taxi pickup time dataset. Taxi pickup time dataset comes
from March 2024 New York Yellow Taxi Trip Records
[16]. There are 3,582,628 records in this dataset (i.e., n =
3,582,628). We normalize the time records to [0,1] and cate-
gorize them at different given domain sizes.

Figure 3 shows the frequency distribution of datasets used
for experiments. The frequencies in Zipf’s dataset vary dra-
matically, while the frequencies, especially the top frequen-
cies, in Taxi dataset are relatively even.

Setup. All frequency protocols are implemented in Python
3.10.4 using Numpy 1.26.4 and xxhash 3.4.1. All experi-
ments are conducted on a PC with AMD Ryzen 9 7950X and
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Figure 3: True frequencies of values in the experimental datasets with d = 27

64GB memory. Unless stated otherwise, all experiments are
performed 100 times with their results averaged to reduce
randomness.

Metrics. We verify the correctness of the analytical MSE
and evaluate the accuracy and aggregation cost of all fre-
quency protocols on two datasets.

We compare the empirical and analytical MSE to verify the
correctness of our analysis. The empirical MSE, % Yoeld (fr—
£,)?, is also used to evaluate the accuracy of all protocols. It
measures the mean of the squared errors, i.e., the average
squared difference between each estimate and ground truth.
As data collectors are usually more interested in frequent
values, we also compute the MSE results on top k frequent
values instead of the full domain. The empirical aggregation
time is used to evaluate the computation cost on the server
side of all frequency protocols.

5.2 Verification of Analysis

We introduce the analytical MSE to analyze the accuracy of
frequency protocols and further optimize the parameters of
OUE and OLH. To verify the analytical MSE, we now show
that the analytical MSE matches the empirically measured
MSE.

Figure 4 shows the empirical and analytical MSE results
for all protocols on both synthetic and real-world datasets
with € = 4. The empirical results match very well with the
analytical results in both datasets, although there is a slight
fluctuation when the domain size is small. This is because
MSE is the average of the variances of all the values in the do-
main, and the smaller the domain size, the smaller the number
(i.e., the sample size) of averages and the greater the fluc-
tuations according to the law of large numbers. We run the
experiments 100 times with the results averaged to reduce the
fluctuations. More experiments could further reduce fluctua-
tions but would be very time-consuming.

5.3 Accuracy Evaluation

To compare the accuracy of all protocols straightforwardly, we
plot each protocol’s full-domain MSE results on the same sub-
figure in Figure 5. The empirical results on Zipf’s dataset are
very similar to those of Taxi dataset, which is consistent with
our analysis. That is, the sum of all frequencies is 1, which
makes the full-domain MSE independent of the distribution
of the dataset.

In Figure 5a and 5c, we fix € = 4 and vary the domain size
d. We can find that RWS and SS achieve almost identical
performance, as well as the performance of OUE and OLH,
and RUE and RLH, respectively. RWS and SS achieve the
best accuracy in all protocols regardless of domain size. GRR
achieves the same MSE with RWS and SS when d <= 25.
This is because the optimal subset size k = 1 in RWS and
SS when d < v2e%* +0.25 + 1.5 &~ 78.7 according to the
guideline. When k£ = 1, RWS and SS are equivalent to GRR.
However, when d > 27, the performance of GRR starts to be
surpassed by other protocols. OUE and OLH perform poorly
when the domain size is small. RUE and RLH enhance the
accuracy of OUE and OLH for small domains, and when
d >= 25, they achieve very close performances to OUE and
OLH. When d >= 219, all protocols except GRR have very
close performance due to tending to the analytical bound. We
can find an intersection of GRR and other protocols (except
RWS and SS) at about d = 27, which is consistent with our
analytical intersection 2.41e® +2.56 ~ 134.

In Figure 5b and 5d, we fix d = 27 and vary the privacy
budget €. We can find that the effect of € is opposite to that of
d. More specifically, the effect of increasing € on the empirical
MSE is equivalent to decreasing d. As with the performance
with varying d, RWS and SS are optimal for all € values. GRR
performs poorly when € is small and performs better than
UE and LH protocols when € > 4. In contrast, UE and LH
protocols perform much better than GRR when € is small.

As data collectors are usually more interested in frequent
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Figure 4: Comparing empirical and analytical MSE results with € = 4

values, we give the empirical MSE results on top k values
from 2 to 30 with d = 27 and € = 4 in Figure 6. No frequency
protocols are aware of the top k values in processing. Because
all protocols except GRR have very similar pure parameters
of p* and ¢* for a large d, their performance on top k values
would be identical if d is large. Thus, we choose a middle-
sized d = 27 instead of a large d to compare the accuracy of
all protocols for frequent values. All protocols except RWS
and SS achieve similar full-domain MSE results at d = 27,
which gives us a better perspective to compare the treatment
of frequent values among protocols.

We can find that the results on Zipf’s dataset are quite
different from those on Taxi dataset due to the different dis-
tributions of the two datasets. Notably, RWS and SS perform
very close to each other and outperform other protocols in
both datasets.

Figure 6a gives the top k values” MSE results on Zipf’s

dataset. In this dataset, the most frequent value occurs about
twice as often as the second most frequent value, three times
as often as the third most frequent value, etc. Since the vari-
ance of a particular value decreases as its frequency decreases,
all protocols’ MSE results on top k values decrease as k in-
creases. We can see that GRR achieves the worst MSE on
top k values, although it has a similar or slightly better full-
domain MSE to other protocols except RWS and SS at d = 27
and € = 4. The result of OUE is slightly better than that of
OLH. Our proposed RUE and RLH achieve better MSE re-
sults on the top k values than OUE and OLH, respectively.
This is consistent with our theoretical analysis that RUE and
RLH enhance the accuracy of frequent values to achieve bet-
ter full-domain MSE. We can find that RUE and RLH perform
even slightly better than RWS and SS when k <= 6.

Figure 6b gives the top k values’ MSE results on Taxi
dataset. In contrast to Zipf’s dataset, the frequencies of top
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Figure 5: Empirical MSE results of different frequency protocols

k values are quite even in this dataset. All protocols’ results
fluctuate as k increases. OLH achieves the worst MSE values

on top k values, while GRR performs between OLH and OUE.

The proposed RUE and RLH still achieve better MSE results
on the top k values than OUE and OLH, respectively. RWS
and SS outperform other protocols for all k£ values.

Furthermore, both Figures 6a and 6b indicate that RUE
and RLH are superior to OUE and OLH when k is small, that
is, for high frequent values. This matches the discussion in
Section 4.1.3, where RUE and RLH improve the accuracy
of the frequent values by solving for the optimal parameters
at frequency f; = 1/d instead of 0. Solving the parameters

at frequency f; = 1/d can also achieve the optimal MSE.

However, if the data collector is only interested in frequent
values (like heavy hitter identification), it can solve for the
parameters at a frequency higher than 1/d.

5.4 Aggregation Cost Evaluation

To show the aggregation cost of all frequency protocols, we
measure the runtime of each protocol’s aggregation process
while fixing € = 4, varying d. The experiment is run only once,
as there is basically no randomness in the running time. To
measure the cost more precisely, we do not take advantage of
multiprocessing or parallelism, which can massively reduce
the running time in practice.

Figure 7 shows the aggregation times of all protocols. The
running times on Zipf’s dataset are very similar to the results
on Taxi dataset, except for the numerical differences. The
reason is that the aggregation time is linear with n for all
protocols and n = 100,000 and 3,582,628 in Zipf’s and Taxi
datasets, respectively.

We can find that the running time of OLH grows the fastest
with d, while GRR has the shortest running time, which com-
plies with our theoretical analysis. The proposed RLH is de-

2782 34th USENIX Security Symposium

USENIX Association



—— GRR OUE —A— RUE

—r— OLH

4x1076 4

3x107° 4

2x107° 4

MSE)

10~

(a) Zipf’s

—— RLH —#— SS RWS
3x1078 4
m
%)
=
R
2x10°° 1 w\-’“i\._-_, A5
T T T T T T
5 10 15 20 25 30
k
(b) Taxi

Figure 6: Empirical MSE results on top k values from 2 to 30 with d = 27 and € = 4

—+— GRR OUE —A— RUE

—r— OLH

102 E

10! A

100 ] Ot

Aggregation Time(seconds)

107t E

. 4 . PR
102 4 T + t +—t—
T T T

T
21 22 23 24 25 26 27 28 29 210 211 212
Domain size d

(a) Zipf’s

—*— RLH —#— SS RWS

104 E

10° E

10t 5

Aggregation Time(seconds)

100 E

N
2
N
%
N
%
N+
Nt
N
e
N
%
N
>
N
>
N
)
B
N
2
B
N
2
8

Domain size d

(b) Taxi

Figure 7: Aggregation Times of different frequency protocols with € =4

signed to reduce the running time in aggregation. Compared
with OLH, the running time of the RLH grows much slower
as d grows. When d = 2'? in Taxi dataset, the running time of
RLH is 88.5s while the running time of OLH is 8101.2s (about
2.25 hours), 90 times more than RLH. This gap will increase
further as d increases. When d is small, the running times of
RLH and RWS are the most; this is because Numpy and its
random number generator are optimized for large amounts of
data (i.e., they perform poorly with small sizes of data) and
the cost of initialization and finalization in regenerating the
subsets dominates when d is small. However, the proposed
RLH and RWS have much lower runtime growth rates than
OLH, especially RWS, which is even lower than OUE and

RUE. As expected, OUE and RUE achieve almost identical
running times in aggregation since their implementations are
identical except for different parameters. SS achieves a simi-
lar running time to OUE and RUE, but its growth rate is much
lower. While the running times of SS, RWS, OUE, and RUE
are all linearly with d, the running times of SS and RWS are
more precisely linear with k = ﬁ, which is smaller than d.
There is a drop between d = 2° and 27 in the running time
of SS. We believe the time drop is due to the various perfor-
mances in Numpy’s array with different subset sizes k and
we can find that subset size k = 1 and 2 at d = 2° and 27,
respectively. In addition, as k = 1 when d <= 26 users can
report the subset instead of the seed to eliminate the cost of
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regenerating users’ subsets in the aggregation of RWS. In this
case, the running time of RWS is similar to that of SS.

5.5 Discussion

In summary, we run experiments on synthetic and real-world
datasets to verify the correctness of our analysis and evaluate
the accuracy and aggregation time of all frequency protocols.

Experimental results demonstrate that the empirical MSE
matches our analytical MSE very well. The proposed RUE
and RLH achieve better accuracy for small domains than
OUE and OLH by enhancing the accuracy of frequent values.
RLH is also much faster in aggregation than OLH for large
domains. The proposed RWS achieves the same accuracy as
SS, which is optimal for all protocols regardless of domain
size d and privacy budget €. The growth rate of aggregation
time in RWS is similar to SS and lower than OUE and RUE
as d increases. The communication cost of RWS is much
lower than SS for large domains. Therefore, RWS achieves
optimal accuracy with low computation and communication
costs simultaneously.

6 Related Work

Frequency estimation is a fundamental task in LDP protocols.
We present a detailed comparison of four state-of-the-art LDP
frequency protocols in this paper. GRR [12] performs best
for small domains, but its accuracy worsens rapidly for large
domains. OUE [20] optimizes the parameters of Basic RAP-
POR [8] and achieves the optimal accuracy for large domains,
but suffers high communication costs. Compared with OUE,
OLH [20] reduces the communication cost for large domains
but with complex server-side computation costs. Additionally,
OUE and OLH are not as accurate as GRR for small domains.
SS [15,18,27] achieves the optimal accuracy for both small
and large domains but suffers high communication costs as
OUE. We partially address the weaknesses of these protocols
and propose the RWS protocol that achieves optimal accuracy
with low computation and communication costs.

Several other frequency protocols have been proposed re-
cently but still with tradeoffs. Hadamard Response [1] is
similar to SS with a fixing k = d/2 and reduces the commu-
nication cost with Hadamard transform. Since the optimal
k=d/(ef+1) in SS, the accuracy of Hadamard Response is
unsatisfactory. Fast Local Hashing [6] uses a limited range
of hash functions to achieve computational gains but sacri-
fices some accuracy compared with OLH. The Wheel Mech-
anism [19] is a continuous version of LH protocols, thus
inheriting all the advantages and disadvantages of OLH.

Wang [20] proposes a pure framework that can be used
to conveniently analyze frequency protocols that satisfy the
pure definition. Since Definition | of e-LDP requires that
frequency protocols treat each value in the domain equally,
protocols should ensure some kind of interchangeability and

symmetry (i.e., pure) among the values in pursuit of optimal
accuracy. There are only a few non-pure frequency proto-
cols. For instance, RAPPOR (Basic RAPPOR with Bloom
filters) is not pure due to collisions caused by Bloom filters.
Without Bloom filters, Basic RAPPOR is pure. RAPPOR in-
tegrates Bloom filters to handle non-categorical values but
with accuracy loss.

In real-world deployments, Google implements RAPPOR
in Chrome for browser telemetry. Basic RAPPOR collects
statistics on categorical values (client properties in browser
telemetry, numerical and ordinal values with buckets). For
non-categorical values, Bloom filters technique is integrated
to map the values to a processable domain. Our proposed
RWS can replace the Basic RAPPOR in RAPPOR to collect
the categorical data straightforwardly. For non-categorical val-
ues, RWS can be applied to each hash result after Bloom filters
by splitting €. Due to the lower communication cost of RWS
than Basic RAPPOR for large domains, the domain size of
hash results can be larger to reduce collisions. PROCHLO [4]
implements the ESA (Encode, Shuffle, Analyze) design for
privacy-preserving software monitoring. By introducing the
trusted Shuffler, PROCHLO provides high utility while pro-
tecting user privacy. Encoders in PROCHLO may utilize LDP
frequency protocols for categorical values, in which case RWS
can be used to improve utility.

7 Conclusion

This paper presents a further study on frequency estimation
under local differential privacy. A universal equation is in-
troduced to evaluate the analytical MSE of LDP frequency
protocols. It enables us to assess the accuracy of frequency
protocols precisely and conveniently. We then quantitatively
analyze the advantages and disadvantages of existing proto-
cols in terms of accuracy, computation cost, and communica-
tion cost. RUE and RLH are proposed to enhance the accuracy
of OUE and OLH for small domain sizes. RLH also reduces
the aggregation time massively compared with OLH. We fuse
the key ideas of LH and SS and further propose the RWS
protocol, which achieves optimal accuracy with low computa-
tion and communication costs simultaneously. Experimental
results verify the correctness of our analysis and demonstrate
the advantages of our proposed protocols in both synthetic
and real-world datasets.
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Open Science

We mainly use Python 3.10.4 with Numpy to run experi-
ments and Matplotlib to draw the results. Pyarrow is used
to read the taxi dataset from TLC Trip Record Data. We
run the experiments on a PC with AMD Ryzen 9 7950X
and 64GB memory and the code should be compatible with
any recent versions. To ensure the code runs properly, it
is recommended to use a computer with at least 32 GB
of memory. Our artifact is available on GitHub at https:
//github.com/SEUNICK/LDP_Frequency_Protocols and
Zenodo at https://zenodo.org/records/14715748.
The components of the artifact are as follows:

* fp: Source code folder of all frequency protocols in this
paper.

* vellow_tripdata_2024-03.parquet: The taxi dataset from
TLC Trip Record Data.

* main.py: Main entrance for experiments (using multipro-
cessing to save time and memory) and save results in the
results folder.

* runtime.py: Get the aggregation runtime (without multi-
processing) of every frequency protocol in this paper.

e drawxx.py: Draw the experimental results into figures
in this paper and save them in the draw folder. More
specifically:

— drawAnaMSE.py: Draw Figure 2.
— drawDis.py: Draw Figure 3.

— drawAnaEmpMSE.py: Draw Figure 4.
— drawEmpMSE.py: Draw Figure 5.
— drawTopk.py: Draw Figure 6.

— drawRuntime.py: Draw Figure 7.

* README.md
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