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Abstract
Decentralized Autonomous Organizations (DAOs) use smart
contracts to foster communities working toward common
goals. Existing definitions of decentralization, however—the
‘D’ in DAO—fall short of capturing the key properties char-
acteristic of diverse and equitable participation.

This work proposes a new framework for measuring
DAO decentralization called Voting-Bloc Entropy (VBE, pro-
nounced “vibe”). VBE is based on the idea that voters with
closely aligned interests act as a centralizing force and should
be modeled as such. VBE formalizes this notion by measuring
the similarity of participants’ utility functions across a set
of voting rounds. Unlike prior, ad hoc definitions of decen-
tralization, VBE derives from first principles: We introduce a
simple (yet powerful) reinforcement learning-based concep-
tual model for voting, that in turn implies VBE.

We first show VBE’s utility as a theoretical tool. We prove
a number of results about the (de)centralizing effects of vote
delegation, proposal bundling, bribery, etc. that are overlooked
in previous notions of DAO decentralization. Our results lead
to practical suggestions for enhancing DAO decentralization.

We also show how VBE can be used empirically by present-
ing measurement studies and VBE-based governance experi-
ments. We make the tools we developed for these results avail-
able to the community in the form of open-source artifacts in
order to facilitate future study of DAO decentralization.

1 Introduction

A Decentralized Autonomous Organization (DAO) is an
entity or community that operates based on rules encoded
and executed on a public blockchain [19, 43]. DAOs can
serve many goals, including investment [49], grant distribu-
tion [8], gaming-guild organization [6,7], and ecosystem gov-
ernance [10, 11]. DAOs play a prominent role in blockchain
ecosystems, and are rising rapidly in popularity: at the time
of writing (Aug. 2024), the aggregate value across all DAO
treasuries exceeds $22 billion [5].

As the name suggests, a DAO’s governance is decentral-
ized, meaning that decision-making does not rely on a single
individual or highly concentrated authority—in contrast to,
e.g., a corporation, where a CEO and board of directors make
major decisions. Instead, decisions in a DAO are typically
made through community votes on proposals, the outcomes of
which are enforced automatically by the blockchain in which
the DAO’s rules, i.e., its smart contract, reside.

Decentralization is a core property that DAOs strive for,
as diverse and equitable participation are fundamental ideals
in these communities (and the blockchain ecosystem more
broadly) [1]. Most DAOs have their own associated crypto as-
sets (or “tokens”) and weigh voting power by token holdings.
However, it is common for vote outcomes to be determined
by a small set of “whales”—a colloquial term used to denote
the largest token holders. Such centralization, as well as low
voting participation, are a pervasive source of concern in DAO
communities.

Decentralization is of critical importance and concern not
just when it comes to successful governance of DAOs but also
DAO security. As noted in [32], “if a large (delegated) token
supply is held only by a few addresses or entities, many attack
vectors become more likely to succeed.” Poorly decentralized
DAOs have historically been at higher risk of various gover-
nance attacks, including cabals pushing through adversarial
proposals, e.g., [83], attackers plundering treasuries [32, 62],
and systemic voter bribery [20]—for which active market-
places exist today [59].

Academic works and DAO community participants have
studied DAOs [27, 32, 33, 41, 73] and recommended ways
to improve their decentralization [48]. To do so effectively,
though, requires an ability to model and measure decentral-
ization in a way that is reflective of a broad set of real-world
concerns. These requirements motivate our work in this paper.

DAO decentralization: previous attempts. The most com-
mon basis for evaluating decentralization in DAOs and other
blockchain settings is token ownership, specifically the distri-
bution of assets and consequently voting rights among partic-
ipants [41, 73]. Informally, concentration of a large fraction
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of tokens in a small number of hands—and thus the ability
of a small group to determine voting outcomes—is indica-
tive of strong centralization. More widespread distribution,
conversely, suggests decentralization. Prior decentralization
measures generally formalize this intuition by computing a
particular function over the distribution of tokens among in-
dividual members of the DAO, such as entropy,1 the Gini
coefficient [35] or the Nakamoto coefficient [9].

Token ownership distribution across individual accounts
has serious shortcomings as a framework for decentralization,
however. To begin with, it is visible on chain only in terms of
per-address holdings, not control by real-world individuals.
For instance, an individual who holds 51% of tokens in a
DAO, but spreads them among a large number of addresses,
could create an appearance of decentralization while having
majority control. Even if tokens are held by distinct entities,
a notion put forward in, e.g., [51], those entities may have
aligned interests and act in concert—a form of centralization.
The following examples illustrate cases in which a DAO may
be strongly centralized, even if token ownership appears to
imply strong decentralization.

Example 1 (Low participation / apathy). Lack of participa-
tion in DAO governance votes is widespread in practice [23]
and induces a form of centralization. Consider, for example,
a DAO proposal where half of voters do not vote and voters
other than whales vote “yes” by a 2:1 margin. Whales with
just 12.6% of all tokens can swing the vote and force a “no”
vote—an example of centralized power.

Example 2 (Herding). Interviews with DAO participants
reveal a tendency to vote in alignment with influential com-
munity members to preserve reputation [73], as individual
votes are today usually publicly observable. This effect—
often called herding [14]—has a centralizing effect. It aligns
votes around the choices of a few participants. (This problem
is similar to “herding” in classical voting theory [42].)

Example 3 (Bribery / vote-buying). Bribery—specifically,
vote-buying—has been a longstanding concern of DAO orga-
nizers [20, 31]. It has a centralizing effect, as it aligns voters
around a choice dictated by the briber.

Recognizing that token-ownership alone doesn’t give a full
picture of decentralization, researchers have explored broader
notions. Most notably, Sharma et al. [73] have considered
entropy measures limited to those voters who participate in
votes, and have also explored graph-based representations
of voting patterns (degree centralization, degree assortativity,
etc.). Token-ownership distribution among voting participants
overlooks important issues, such as those in Examples 2 and 3,
however, and it is unclear how to interpret graph-based empir-
ical models. With no consensus in the community about how

1Entropy is typically defined over a random variable. A token ownership
distribution may be viewed as a random variable for an experiment where a
token is selected uniformly at random and its owner is output.

to measure DAO decentralization today, there is a lack of prin-
cipled guidance on ways to improve DAO decentralization
and to combat threats to decentralization, such as vote-buying.
Voting-Bloc Entropy (VBE). The primary contribution of
our work is to introduce Voting-Bloc Entropy (VBE, pro-
nounced “vibe”), a decentralization measure tailored to DAO
governance. VBE is based on a core principle: individual
voters with closely aligned interests across elections are a
centralizing force—who operate in concert as single, abstract
voting entities—and should be modelled as such. Expressed
differently, the key idea in VBE is to define centralization as
the existence of large voting blocs.

Formally, we express this principle in terms of the utility
functions [39] of DAO participants, i.e., quantification of the
gain or loss associated with voting outcomes. For a given set
of elections, a voting bloc is a cluster of voters whose util-
ity functions are similar over outcomes. VBE then, measures
entropy over voting blocs based on utility functions—rather
than over individual token holdings. The result is a broad
concept that captures the centralization embodied in all of
our examples above. Thus, VBE is a more accurate reflec-
tion of decentralization than prior metrics, as it accounts for
subtle, centralizing forces which are not apparent from token
ownership alone, but which affect a DAO’s true degree of de-
centralization. These centralizing effects are reflected in the
alignment of voters’ utility functions, which VBE’s clustering
step is sensitive to. Note that VBE is in fact a framework: It al-
lows different notions of clustering and entropy to be plugged
in, and thus can be tailored to particular applications.

Unlike prior decentralization metrics, we arrive at VBE
from first principles. Toward this end, we introduce the Learn-
ing Hypothesis of DAOs (LHD), a reinforcement learning (RL)
conceptual model of voting in DAOs. The key insight in the
LHD is that the purpose of voting is to collectively explore a
policy space, with the goal of maximizing some global reward
function, (e.g., the DAO’s treasury), as well as individuals’
local reward functions (e.g., their monetary returns).

We show how this process can be naturally modeled as an
RL problem, specifically a multi-agent RL or MARL prob-
lem. This modeling—the basis for the LHD—underpins our
reasoning about DAO decentralization. Specifically, existing
work on MARL stresses the importance of agent diversity, an
aspect of MARL that motivates our formulation of VBE.
VBE in theory. VBE is an abstract metric: It cannot be mea-
sured directly, since users do not typically express (or even
know) their utility functions explicitly. That is, utility func-
tions are so-called latent variables [36], and thus VBE is as
well. However, VBE provides an important basis for reasoning
about the impact of policy choices on decentralization.

We use VBE to prove a number of simple theorems about
how various practices might increase or decrease DAO decen-
tralization. In some cases, our theorems capture intuitive or
folklore notions of decentralization expressed by the commu-
nity (e.g., the three examples mentioned above). In other cases,
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they offer new insights about decentralization. For example,
we show that as the decentralization of a DAO rises, so does
the risk of systemic bribery—and vice versa. This result—
alongside our theorem showing that the act of bribery de-
creases decentralization—sheds new light on the connection
between bribery in DAOs and decentralization.

Most importantly, several of our theorems lead to actionable
recommendations regarding DAO governance. Further, our
theorems serve as examples of a higher-level contribution:
VBE’s utility as a theoretical tool to derive formal results
about decentralization.

VBE in practice. While latent variables are not directly mea-
surable, they can be estimated via measurable quantities called
observable variables [36]. As such, we introduce observable
VBE (oVBE), an observable variable that can be used to esti-
mate VBE. oVBE estimates voters’ utility functions in terms of
observable, on-chain data—such as voting history—and clus-
ters voters using this data. Like VBE, oVBE is a framework
that can be instantiated with various clustering and entropy
notions. By preserving VBE’s structure, oVBE inherits the ben-
efits of our framework, particularly with an accurate estimate
of utility functions (we discuss this extensively in Section 5).

Since oVBE is directly measurable, it opens the door for
VBE-based measurement studies and decentralization experi-
ments. We report on two example use cases of oVBE.

First, we perform a measurement study of the historical
oVBE across a number of popular DAOs, which we make
available in the form of a public dashboard. Our dashboard
contains a variety of per-DAO oVBE metrics, and updates
weekly to reflect the evolving oVBE landscape.

Second, we show how oVBE can serve as a metric in gov-
ernance experiments to understand the effect of a particular
mechanism on a DAO’s decentralization, by presenting an
example experiment taking place in an ongoing collaboration
with the Optimism Collective, who are using oVBE as a de-
centralization signal in an upcoming governance experiment
in RetroPGF [69].

To perform these studies, we developed a suite of tools to
process governance data and compute oVBE in a variety of set-
tings. As an additional contribution, we make these artifacts
available to the community in the form of a comprehensive,
open-source oVBE toolkit for further decentralization stud-
ies. Our toolkit—which can be run as a standalone program
or integrated as a library—supports various instantiations of
oVBE, and is structured in a modular way so that users can
easily tweak the various parameters to fit their use case.

Contributions. In brief, our contributions in this work are:

• Learning Hypothesis of DAOs (LHD): We introduce
LHD, a simple multi-agent RL-based model of DAO
voting (Section 2). This model is of independent interest,
as it enables principled study of other questions about
DAO governance.

• Voting-Bloc Entropy (VBE): We use the LHD to derive

VBE, a new framework for DAO decentralization that
generalizes prior metrics and addresses a number of their
shortcomings (Section 3).

• Proving results about DAO governance: We leverage
VBE to prove results about the impact of DAO practices
and designs on decentralization (Section 4), in some
cases reaffirming some folklore notions and in others re-
vealing new insights about DAO decentralization. More
broadly, these theorems are examples of VBE’s utility as
a theoretical tool.

• Empirical studies: We introduce oVBE, a directly mea-
surable variant of VBE. We perform a oVBE-based mea-
surement study of popular DAOs, presenting a public
dashboard with our results (Section 5.3). We also re-
lease an open-source toolkit for oVBE to stimulate future
empirical work in this space, and report on real-world
governance experiments using the toolkit (Section 5.4).

• Practical guidance: Based on our theoretical and ex-
perimental results, we present and summarize concrete
points of practical guidance for DAO design and deploy-
ment (Section 6).

The main conceptual contribution of our work is a new con-
ceptual model for DAO decentralization that captures voting
entities—instead of individual accounts—characterized by
their alignment of incentives. From this foundational idea, we
derive our theoretical and experimental results. While these
results are independently interesting (and indeed yield the
actionable lessons we summarize in Section 6), they show-
case a broader point, namely, VBE’s flexibility and utility
as a powerful tool to understand decentralization, which we
hope motivates future work in assessing both the effective-
ness of DAO governance. Furthermore, since decentralization
is a critical security feature for DAOs, an accurate model
and measure for decentralization are of central importance
to DAO security—both in terms of monitoring propensity to
risk, as well as the development of new techniques aimed at
enhancing security by increasing decentralization.

2 Voting as a Learning Problem

The goal of our work is to introduce a decentralization frame-
work for DAOs that addresses the gaps of existing metrics. To
do so, we take a different approach to this problem than that
of prior works: rather than starting from a candidate decen-
tralization metric, we first take a step back, and start from a
more foundational question instead: What is a first principle
for voting in DAOs, from which we can then derive a de-
centralization metric? That is, what is DAO decentralization
itself?

Towards this, we introduce the Learning Hypothesis of
DAOs (LHD) in this section. The LHD is a multi-agent rein-
forcement learning (MARL)-based model that characterizes
voting in DAOs, thus serving as a foundational principle from
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which we can study DAO governance. We use the LHD to
cast DAO decentralization as an analogue to agent diversity
in MARL; this insight will serve as the starting point for
VBE. This first-principles derivation thus supports VBE as a
logical choice among possible metrics. We discuss the main
conceptual ideas behind our model in this section—which
are sufficient to understand the rest of our work—and refer
readers to the extended version of our paper for more details
(including additional background on MARL).

Brief background on MARL. Reinforcement learning
(RL) [38] is a field of machine learning that studies the behav-
ior of an agent that interacts with an environment, with the
goal of maximizing some long-term expected reward. Multi-
agent reinforcement learning (MARL) [37] is a particular
type of RL, in which multiple agents are present in a shared
environment.

MARL is a broad framework that can be used to model a
multitude of problems. A MARL model has a few key com-
ponents. There is an environment, and a set of states for this
environment. There is a set of agents present in this envi-
ronment, each with a set of actions, which defines the ways
they can interact with the environment. The environment tran-
sitions from one state to the next as a result of the agents’
collective actions; this transition is modeled via a state transi-
tion function, which denotes the probability of transitioning
from one state to another given the agents’ actions. Whenever
the environment makes a state transition, each agent receives
an immediate reward, which is modeled via a reward function.

The model proceeds in rounds. In each iteration, the agents
observe the environment’s current state and each receive a
reward, from which each chooses its next action. This vector
of actions is fed back to the environment, which transitions
to a new state (as per the state transition function), resulting
in new rewards for the agents (as per the reward functions).
This process continues iteratively.

The actions taken by each agent are defined by a policy,
which denotes the probability that the agent takes a particular
action in a particular state. The quality of a “policy” can be
expressed in terms of a state-value function, which represents
the long-term expected return of executing the policy for many
time-steps. The goal of each agent, then, is to find an optimal
policy that maximizes the value function. Finding this optimal
policy requires a balance between exploration and exploita-
tion: the agent needs to search for new potential strategies
while also taking advantage of its present understanding of
the environment.

The relationship between the reward functions of the agents
is a key property of MARL models. All agents can cooperate,
which means that they have the same reward functions. Two
agents can compete against each other, which means that their
reward functions are the negative of each other. More gener-
ally, agents may have related but different reward functions,
i.e., there are elements of both cooperation and competition
(which is typically referred to as a “general-sum game”).

Diversity in MARL. Diversity of viewpoints is well recog-
nized as a key aspect of collective decision making, as the
“wisdom of the crowds” often leads to better decisions than
singular viewpoints [76]. Similarly, in the context of MARL,
diversity between individual agents (particularly in the fully
or partially cooperative setting) is an important property of a
model that leads to more efficient learning in many contexts.

Agent diversity is a loose term that captures the degree of
heterogeneity between agents, which can be analyzed from
many angles (e.g., roles [77], actions [47], rewards [50], poli-
cies [65], etc.). Diversity has many benefits, including more
efficient exploration [56], development of more advanced co-
operation policies [56], discovery of niche skills [70], etc. As
such, a number of diversity-boosting techniques have been
put forth in the MARL literature, leading to experimental val-
idation that diversity improves the collective performance of
a multi-agent model [55, 56, 65]. Indeed, agent diversity has
led to improved performance in many concrete applications
of MARL, such as investment portfolio management [54],
multi-robot systems [18], autonomous driving [86], etc.

To study the benefits of agent diversity for model perfor-
mance, it is important to have a way to measure diversity
to begin with. As such, there are many proposed diversity
measures in the MARL literature. While an in-depth system-
atization of diversity metrics is outside the scope of this work,
below we provide a high-level overview of diversity metrics.

A (short) taxonomy of MARL diversity metrics. We per-
formed a literature review of diversity metrics in MARL
to understand their similarities and differences. We discuss
our main takeaways here, and refer interested readers to,
e.g., [57, 58] for more technical details on diversity metrics,
which are outside the scope of our work.

Conceptually, existing MARL diversity metrics have two
main ingredients. First, some property of the agents is selected
as the basis for gauging diversity (e.g., actions, reward func-
tions, value functions, policies, etc). This is followed by com-
puting some function over the the distribution of this property
across agents (e.g., a statistical distance measure, correlation
coefficient, entropy measure, etc.). Examples of mathematical
objects that are used as the basis for agent diversity include
policy functions [44, 60, 85], reward functions [70, 84], ac-
tions [66], and state or action-value functions [44, 82]. Then,
examples of functions that are computed over these objects
are entropy [85], Jensen-Shannon divergence [60], total varia-
tion distance [66], KL divergence [44, 85], and the Pearson
correlation coefficient [84].

While diversity metrics vary a lot in their details—and there
seems to be no consensus in the community for what is the
best metric—our literature review revealed an important con-
ceptual lesson: diversity metrics characterize differences in
behavior (e.g., actions or policies) and incentives (e.g., reward
or value functions) of the agents, instead of just individuality
of the agents. Indeed, works in this space have emphasized
the fact that “differences” is not equivalent to “diversity”, and
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how only optimizing for the former can lead to, for example,
learning circular behaviors [81]. This insight, in addition to
the two-point structure of agent diversity metrics, will form
the basis for VBE.
Learning Hypothesis of DAOs (LHD). We now describe
the Learning Hypothesis of DAOs (LHD), a simple MARL
model for voting in DAOs. This model is based on the insight
that the fundamental goal of voting is to collectively explore
a policy space in order to maximize a set of related objectives.
While members of a DAO have individual objectives (e.g.,
maximizing their monetary holdings), these are related to
each other by the fact that (by definition) DAO members have
shared assets among themselves, e.g., the DAO’s token. Thus,
they share a global goal, such as maximizing the value of
this token or the DAO’s treasury. To pursue these goals, the
members collectively perform iterative “actions” in some
policy space, as determined by the proposals and the resulting
votes. We can frame this process as a simple MARL problem,
which is what we refer to as the Learning Hypothesis of DAOs
(LHD). The LHD serves as a foundational model for DAO
voting.

The environment corresponds to the blockchain, and each
state corresponds to a state of the blockchain at the time
when an election is taking place. The agents correspond to
the members of the DAO. At each iteration, each agent has
three available actions corresponding to voting choices for the
election in question. The collective action of the multi-agent
model consists of the vector of votes of all players, and the
state transition function then moves to the next blockchain
state as per the outcome of the vote, based on the DAO’s
voting system. After each state transition, the reward for each
agent corresponds to their monetary utility for that election.

The goal of each agent is to maximize their long-term ex-
pected rewards. These rewards, however, are underpinned
by some common objective, which broadly speaking repre-
sents the well-being of the DAO. As such, LHD represents a
general-sum game, were players need some level of coordina-
tion in order to achieve individual benefit.
DAO decentralization as agent diversity. Based on the
model of DAO members as MARL agents in LHD, we can
frame decentralization in DAOs as equivalent to agent di-
versity in MARL. Diversity reflects the true heterogeneity
of MARL agents, i.e., the fundamental differences between
these that lead to meaningful improvements in exploration,
contribute new perspectives, and lead to greater collective wis-
dom. These are the same set of principles that fundamentally
represent decentralization in DAOs, thus providing a new lens
through which to study decentralization. Based on this insight,
we can leverage the literature on diversity metrics to inspire
a construction for a DAO decentralization metric; while the
specific diversity metrics in MARL are highly bespoke for
RL and application-specific, we can base our construction on
the core principles behind these. This leads us to VBE, which
is the main contribution of our work.

3 Voting-Bloc Entropy (VBE)

We introduce Voting-Bloc Entropy (VBE) in this section, our
new framework for decentralization that generalizes prior met-
rics and sidesteps their limitations. It does so by normalizing
token holdings based on voters’ utility functions.
VBE: core ideas. The starting point for VBE is the main
conceptual takeaway we gleaned from our study of MARL
diversity metrics: an accurate measure of decentralization
should be reflective of the different behaviors and incentives
among agents (voters), instead of merely identifying that the
agents are different entities. This directly leads to the key
idea behind VBE: instead of modeling decentralization in
terms of the distribution of tokens across individual voters
(as prior metrics do), we frame it instead in terms of the
distribution of tokens across groups of voters with aligned
interests across elections, which are functionally acting as a
single entity. Similar to diversity in MARL, aggregating voters
based on aligned interests allows us to capture interactions and
relationships among players in the system, which determine
the true degree of decentralization of a DAO.

We formalize the notion of “aligned interests” in terms of
the DAO members’ utility functions [39] across elections. In
our setting, this is the natural mathematical object that rep-
resents the voters’ incentives across elections (and, indeed,
corresponds to reward functions in LHD, which is a common
first-ingredient in MARL diversity metrics). VBE, then, com-
putes some function over these utilities in order to partition
the set of players, which ultimately serves as the basis upon
which to gauge the distribution of tokens. Thus, conceptually,
VBE generalizes existing decentralization metrics by boot-
strapping the two-point structure of MARL diversity metrics
as a pre-processing step to determine the groups—or blocs—
of voters with aligned incentives, over which we can then
compute the entropy (or other similar function) of tokens.
DAO abstraction. Before presenting the formal definition
of our VBE framework, we introduce the notation that our
definition and theorems rely on.

Let P = {P1, . . . ,Pn} be the set of token holders in a sys-
tem, and tokens : P → R+ a mapping specifying the number
of tokens held by each P ∈ P . (We will often overload this
notation, and input a set of accounts to tokens instead, by
which we mean the total tokens held across all accounts in the
set). These token holders participate in a set of (binary) elec-
tions E = {e1,e2, . . . ,em}, where we denote by voteP : E →
{true,false,⊥} player P’s vote in election e; ⊥ indicates
that P abstained from voting in e. We represent all of P’s votes
across E by VE,P. We define utilP : E ×{true,false} → R
to be the monetary utility of an outcome of true or false
in e to player P, where we make the simplifying assumption
that utilP(e,true) = −utilP(e,false). Player P’s total util-
ity across all elections E is represented by a vector UE,P :=
(utilP(ei,true))i∈[m] ∈ Rm; we denote by UE,P all players’
utilities, i.e., UE,P := (UE,P)P∈P .
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Token holders often have low stakes in the elections, re-
sulting in lack of interest or abstaining from voting altogether.
More formally, we say that player P is ε-apathetic in election
e if and only if |utilP(e,true)| ≤ ε. We denote this set of ap-
athetic voters by A . If the system supports vote delegation
(for example, as a means to combat voter apathy), players
may delegate their tokens to others, who cast a single vote on
behalf of all the tokens they now hold.

3.1 Framework for VBE

We present VBE in this section. VBE is an abstract framework
for decentralization, which is parameterized by: (1) a cluster-
ing function, and (2) an entropy measure, which are the two
key ingredients that underpin our definition.

Clustering. We let C : UE,P ×UE,P → {0,1} be a cluster-
ing function2 that outputs 1 if the utilities of two players are
“aligned” across all elections E, and 0 otherwise. Our defini-
tion of VBE is agnostic to a specific clustering function, and
instead only assumes that C specifies an equivalence relation
∼C on the set UE,P . Note that C additionally induces a parti-
tion on P , whereby Pi and Pj are in an equivalence class if
and only if C(UE,Pi ,UE,Pj) = 1. That is, C partitions P into
classes of players with aligned utility functions across elec-
tions. We will often overload notation and directly refer to C
as a partition of P . Following standard notation, we denote
that two players are in the same class by Pi ∼C Pj, the set of
all classes by P/∼C, and the class P belongs to by [P].

Note that our model (and, thus, our definition of clustering)
assumes that players vote on binary elections. This assump-
tion is just for clarity of presentation. We could also consider
clustering functions that partition players based on their util-
ity functions over elections with more outcomes. (In fact, we
explicitly do this in one of our experiments in Section 5.)

Entropy. The clustering step serves as a way to normalize
token holdings based on the players’ aligned incentives across
a set of elections. After this, we can then, as is standard,
compute some measure of the distribution of tokens, but this
time across the resulting equivalence classes.

More formally, we let F : P×PR+ →R be a function from
the distribution of tokens across sets of accounts to real num-
bers. In this notation, P denotes the set of all partitions of P .
So, the function F takes as input a partition of P and the func-
tion tokens : P → R+ (which maps accounts to the tokens
they own), and returns some real number. The purpose of F
is to measure, in some sense, how “evenly distributed” tokens
are across voting blocs. For instance, F can be any of the
many variants of Rényi entropy3 (e.g., min-entropy, Shannon

2Formally, a clustering function takes as input a set and returns a partition
of it. For clarity of presentation, we represent C as the induced equivalence
relation of the partition, as these are corresponding terms.

3Entropy is formally defined over a random variable, but we are over-
loading notation to think of the mapping between sets of accounts and their
respective cumulative token balances as the probability mass function of a

entropy, or max entropy), or any of the token distribution func-
tions found in prior decentralization metrics. (In particular,
note that we can represent any prior decentralization metric
as an instantiation of VBE, by using the vacuous clustering
function wherein each bloc has one and only one account,
over which we compute the distribution function used by the
metric.) We stress, however, that in principle F can be any
function, and our definition makes no assumptions about its
structure.

We are now ready to define VBE. Intuitively, our definition
says that a DAO is more decentralized if the distribution of
tokens across the blocs specified by ∼C has high entropy
according to F . More concretely:

Definition 1 (Voting-Bloc Entropy). For a set of elections
E, a set of players P with corresponding utilities UE,P , a
mapping specifying token ownership across accounts tokens,
a clustering metric C, and an entropy measure F , we define
Voting-Bloc Entropy (VBE) to be:

VBEC,F(E,P ,UE,P , tokens) := F(P/∼C, tokens).

Note that, since VBE is a framework, it is (more accurately)
a family of decentralization metrics, all under the umbrella of
VBE’s two-step structure. That is, concrete decentralization
metrics are a result of instantiations of VBE with particu-
lar clustering functions and entropy measures. In particular,
VBE can be instantiated with, for example, state-of-the-art
clustering functions (e.g., K-means, hierarchical clustering,
DBscan, etc.), and commonly-used entropy measures (e.g.,
Shannon or min-entropy). The specific instantiation of VBE to
use is problem-specific, analogous to how different clustering
functions are better suited for different types of inputs and
applications. (We discuss this in more detail in Section 5).

An overview of VBE uses. As we emphasized in Section 1,
(any instantiation of) VBE is a latent metric, i.e., it cannot be
measured directly. This is due to the fact that utility functions
are latent variables [36]—conceptually important, but not al-
ways directly measurable. Thus, a priori, VBE’s primary use
case is as a theoretical tool to formally derive results about
the impact of policy choices or practices in decentralization,
for which conceptual reasoning about utility functions is suf-
ficient. We discuss this use case in more detail in Section 4.

The second application of VBE is as an empirical tool for
VBE-based measurement studies and governance experiments.
While we cannot directly measure the “true” VBE of a DAO,
we can estimate it: utility functions (and, thus, VBE) can
be approximated via measurable observable variables [36].
This variant of VBE, which we cover in depth in Section 5,
inherits all the conceptual benefits of the VBE framework
while additionally being tractable.

random variable.
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3.2 VBE and DAO Security
While VBE is a decentralization metric, it has important con-
nections to DAO security as well, which we discuss in this
section. Uses of VBE (which are the focus of subsequent
sections) therefore have direct applications to DAO security.

Decentralization and DAO security. As discussed in Sec-
tion 1, decentralization is a critical security feature for DAOs:
inadequate decentralization can lead to unfair extraction of
value from DAOs by subgroups, and even outright theft in the
form of governance attacks. Notable examples of governance
attacks include treasury raids [83], rug pulls [46], systemic
bribery [20], flash loan attacks [28], and more. DAOs that
are more centralized are at higher risk for such attacks [32].
Adversaries often attack DAOs by acquiring sufficient voting
power to perform a malicious action. Thus, more centralized
DAOs—particularly those with high voter apathy—are espe-
cially vulnerable because of: (1) a low threshold to trigger an
attack, (2) easy formation of adversarial coalitions, and (3)
difficulty in reverting the impact of attacks. A healthy degree
of decentralization is thus critical for mitigating security risks.

VBE and DAO security enhancements. The importance of
decentralization for DAO security highlights the fact that an
accurate decentralization measure is a critical security tool.
VBE can thus help bolster DAO security in two ways:

• Monitoring: Continuous tracking of a DAO’s decentral-
ization helps monitor its security and propensity to risk.
By offering a more accurate decentralization measure,
VBE more accurately reflects a DAO’s risk profile than
previous measures. Importantly, many governance at-
tacks are underpinned by dangerous group alignment,
which VBE, unlike prior metrics, is sensitive to.

• Design: VBE offers a means of assessing the impact
of governance design choices aimed at increasing de-
centralization to enhance security. VBE can be used to
formally prove the directional impact of policy choices
on decentralization (Section 4); and to experimentally
test decentralization interventions aimed at increasing
security (Section 5).

Now that we have introduced the VBE framework, and its
relevance to DAO security, the rest of our work presents and
exemplifies its use cases.

4 VBE in Theory

We present a variety of theoretical results implied by VBE in
this section. In some cases, our results are simple, and show
how VBE confirms intuitive notions about decentralization ex-
pressed by the community. While simple, these results show
how VBE is able to capture many of the subtle issues that im-
pact decentralization in a DAO. In other cases, VBE provides
novel insights on decentralization, from which we can derive

practical guidance (see Section 6). More broadly, this section
showcases VBE’s utility as a theoretical instrument, and how
it can serve as formal groundwork for future results about
decentralization. In particular, VBE can be used as a tool to
assess the theoretical impact of governance design choices
that are aimed at enhancing a DAO’s security by increasing
decentralization (Section 3.2).

Before presenting the implications of VBE, we first remark
that for most “reasonable” instantiations of F (such as Shan-
non or min-entropy), the “trivial” clustering function which
assigns each player to its own cluster gives an upper bound on
VBE. Concretely, this fact holds for any F that increases when-
ever the tokens held by any players’s voting bloc increase: if
this is the case, for all players in the system, the number of
tokens held by their bloc according to any clustering metric
is necessarily greater than or equal to the number of tokens
held by a “bloc” that only contains themselves. In particular,
recall from Section 3 that prior decentralization metrics can
be cast in the VBE framework precisely as instantiations that
use this trivial clustering function. As such, VBE is, at worst,
equivalent to the entropy-based notions introduced by prior
work, which focus on account balances alone. (We also show
this empirically in Section 5.)

4.1 Implications of VBE

We now explain the theoretical insights implied by VBE.
VBE Master Theorem. Our theoretical results all aim to
show the impact of policy choices or system changes on DAO
decentralization, in terms of VBE. They all have a similar
structure: (1) we consider two systems such that the only
difference between them is some “transformation” of inter-
est, e.g., a portion of the voters become apathetic, votes are
instead private, etc; (2) we reason about the impact of this
transformation on the voting blocs of both systems; (3) based
on this, we compute and compare the VBE of both systems.
We now define a “master” theorem for VBE which captures
this structure, and thus serves as a proof template that can be
instantiated with concrete transformations of interest to prove
different results. Our theorem is stated in terms of an arbi-
trary clustering function C, and min-entropy as the entropy
measure. Min-entropy captures the amount of “information”
in the largest voting bloc by token holdings, i.e., for a set of
sets of addresses A with a total of T tokens held across all
individual accounts,

Fmin(A, tokens) := log2

(max
A′∈A

tokens(A′)

T

)
.

We use min-entropy to state the VBE master theorem for
clarity of presentation, but it can be refined to account for
other entropy measures.

Theorem 4.1 (Voting-Bloc Entropy Master Theorem). We
define T to be a function that represents a system transfor-
mation, i.e., a change in the players, elections, utilities of
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the players, and/or the distribution of tokens, which we de-
note by (P ′,E ′,U ′

E ′,P , tokens′) := T (P ,E,UE,P , tokens). The
total number of tokens in the system stays constant, how-
ever. Let B and B′ be the (not necessarily unique) largest
clusters by token holdings according to clustering function
C for (E,UE,P , tokens) and (E ′,UE ′,P , tokens′), respectively.
Then, it follows that

tokens′(B′)≥ tokens(B) ⇐⇒
VBEC,min(E,P ,UE,P , tokens)≥ VBEC,min(E ′,P ′,U ′

E ′,P , tokens′).

Proof. This follows directly from the definition of VBECε,min:

tokens′(B′)≥ tokens(B)

⇐⇒ tokens′(B′)

∑
P∈P ′

tokens′(P)
≥ tokens(B)

∑
P∈P

tokens(P)

⇐⇒ − log2

( tokens′(B′)

∑
P∈P ′

tokens′(P)

)
≤ − log2

( tokens(B)
∑

P∈P
tokens(P)

)
⇐⇒ VBEC,min(E ′,P ′,U ′

E ′,P ′ , tokens′)

≤ VBEC,min(E,P ,UE,P , tokens)

Note that, if B′ represents a (new) majority by token hold-
ings, then VBE strictly decreases; equality follows when
tokens′(B′) = tokens(B).

This master theorem thus serves as a template that individ-
ual theorems can bootstrap from: simply specify a transfor-
mation T , explain how this modifies the largest voting bloc
(if at all) according to the clustering function, and invoke
Theorem 4.1. Armed with this formula, we now move on to
concrete theoretical insights implied by VBE. Due to space
constraints, we present the full theorem statement and proof
for only the first of our results, to showcase the general struc-
ture of these. For the rest, we present the conceptual ideas
behind the results here, and refer readers to Appendix A and
the extended version of the paper for the full details,.

As explained in Section 3.1, the VBE framework is com-
patible with any clustering function that defines a partition
on P , even if the function is vacuous or contrived. There-
fore, in order to derive meaningful conclusions, our results
will need to assume basic properties about the clustering
algorithm in use, as generic results for arbitrary partitions
would lead to trivial conclusions. For the rest of this sec-
tion, we assume that we are dealing with any clustering func-
tion C satisfying two simple properties. First, there exists
some small constant ε such that, if Pi and Pj are such that
|utilPi(e,true)| ≤ ε and |utilPj(e,true)| ≤ ε for all elections
e ∈ E, then C(UE,Pi ,UE,Pj) = 1. Second, if Pi and Pj are such
that their utilities for every election have the same sign, then
C(UE,Pi ,UE,Pj) = 1. We note that our results can be modified
in straightforward ways to accommodate for other “natural”
assumptions of clustering functions, and thus our conceptual
takeaways are general; we restrict ourselves to the aforemen-
tioned ones for clarity of presentation. More importantly, these

assumptions are satisfied by all standard clustering functions
if we focus our analysis on ordinal utility functions. Looking
ahead, this will be the case in Section 5, where we empirically
estimate VBE using voting history (there, we also discuss or-
dinal utilities, and their extensive use in economics, in more
detail).

Result #1: Owning multiple accounts. As explained in Sec-
tion 1, previous notions of entropy fail to capture the central-
ization that is present (but hidden) when a whale distributes
tokens across multiple accounts / addresses. In such cases, it
may appear that tokens are well diversified across accounts,
while a large fraction are in fact under the control of one en-
tity. Unlike prior notions, VBE captures this nuance: all these
accounts would indeed be grouped together in a single voting
bloc (we make the simplifying assumption that an individ-
ual’s utility function is the same across all her accounts). We
formalize this below.

Theorem 4.2 (Sybil Attacks and VBE). Let
(P ′,E,U ′

E,P ′ , tokens′) = Tmult(P ,E,UE,P , tokens) be
the transformation where some player P ∈ P divides her
tokens across a new set of accounts P̂ , i.e., P ′ = P ∪ P̂ ,
tokens′(P̂ ) = tokens(P), and ∀P̂ ∈ P̂ , U ′

E,P̂ =UE,P. The rest
of the system remains unchanged. Then, it follows that

VBEC,min(E,P ,UE,P , tokens) = VBEC,min(E,P ′,U ′
E,P ′ , tokens′).

Proof. Let B be the largest voting bloc by token holdings
before Tmult, which may or may not include P. By assumption,
all P̂ ∈ P̂ are such that U ′

E,P̂ =UE,P. Thus, all new accounts
will be in the same voting bloc B′ after Tmult, namely, B′ = [P].

It follows then that, even though P’s tokens are distributed
between all individual accounts in P̂, they are in fact still under
the control of the same block, i.e., B′. As such, tokens′(B′) =
tokens(B′). So, since no blocs acquire any new tokens, B
is still the largest voting bloc by token holdings after Tmult.
Then, from Theorem 4.1 it follows that

VBECε,min(E,P ,UE,P , tokens) = VBECε,min(E,P ,U ′
E,P , tokens)

as desired.

This result shows that, according to VBE, the “true” decen-
tralization of the system does not change when a whale splits
her tokens into multiple accounts, as they are all still under
the control of the same voting entity. Conversely, metrics that
focus on account balances alone would mistakenly conclude
that the decentralization of the system strictly increased, since
a set of tokens is diversified across more accounts.

Result #2: Apathy. A system where voters are apathetic,
i.e., not interested in the direction of the community, is not
aligned with the goals of a DAO: distribution of tokens is
irrelevant if individuals abstain from voting, as elections are
narrowed squarely to the set of more invested stakeholders.
Our definition captures this fact. Intuitively, apathetic voters
all have similar utility functions, which reflects their lack
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of stake in the elections. VBE groups all of these players
within the same voting bloc, i.e., the cluster of voters with
low utilities.

If the disinterested players are small stakeholders to begin
with, apathy has a centralizing effect, as they now belong to a
larger bloc of aligned voters. Indeed, in practice, it is common
for the set of apathetic voters to represent a majority of token
holdings [23, 41]. We refer to the bloc of apathetic voters in a
DAO, i.e., non-voting token holders, as the inactivity whale.
This term reflects the collective and potentially systemically
important inactive behavior of this group.

Result #3: Delegation. Intuition would suggest that dele-
gation leads to a more centralized system: tokens that are
originally held by a large set of players are instead under the
control of the (smaller) set of delegates. However, VBE shows
how this situation is more nuanced, as delegation actually
tends to make a DAO more decentralized: before delegation,
the tokens are all held by a single voting bloc, namely, the
inactivity whale. Delegation then diversifies the tokens held
by this “whale”, and distributes them amongst a set of voting
blocs (the delegates). Assuming that the size of the inactivity
whale is larger than each delegate’s total tokens—which tends
to be true in practice [23, 41]—the system is now more de-
centralized. That is, as long as the delegates are not “too big,”
delegation has a decentralizing effect. Conversely, if some
delegate is a whale, or gets delegated an overwhelming major-
ity of tokens, then the system may become more centralized.
Thus, delegation is most useful in cases of high apathy.

Result #4: Herding. A core goal of DAOs—and any demo-
cratic system more broadly—is for token holders to vote ac-
cording to their true preferences. In practice, however, many
DAOs exhibit herding behavior: when votes are publicly ob-
servable, social dynamics lead to the formation of “coalitions”
of voters. For example, token holders have reported feeling
influenced to vote a certain way, often in alignment with influ-
ential community members, in order to thwart the reputational
risks associated with opposing popular viewpoints [73]. Simi-
larly, it has been observed and measured that token holders
often vote in alignment with their peers [67], who now oper-
ate as a single, large entity. In both cases, the utility derived
from the social impact of a player’s vote skews the utility
of her desired outcome in a vacuum. Herding leads to more
centralization, as votes artificially converge on one outcome.
Unlike token distribution across individual accounts, VBE
does conclude that reputational risk lead to more centraliza-
tion: it aligns the utilities of the players towards the socially
preferred outcome, which results in a bloc of aligned voters.

An important conclusion of this theorem is that privacy
instead increases the decentralization of a system, as it serves
as a “mitigation” to herding. That is, if votes are private, token
holders can vote for their true preferences, instead of being
influenced by, e.g., social optics or the votes of their peers.

Result #5: Voting slates. Grouping together various elec-

tions into a lesser number of (more general) elections—so-
called “voting slates”—is in opposition with decentralization:
decision-making is more diluted, thus decreasing the rela-
tive impact of each voter in the underlying proposals. That
is, voting slates “factor out” differences in the viewpoints
of individuals, yielding more homogeneous utility functions.
For example, two players may disagree in many of the indi-
vidual proposals, but agree on a few of the more important
ones, resulting in them casting the same overall vote. VBE
reflects the fact that bundling proposals indeed decreased
decentralization: by considering a narrower set of elections,
which smoothens utility functions, different voting blocs are
combined to form larger ones.
Result #6: Bribery. There is an intuitive relationship be-
tween decentralization and bribery, namely, that successful
bribery poses a threat to decentralization: in such a case, the
entity that acquires the votes of the other players now com-
mands a higher proportion of the total tokens than before.
While ownership of tokens has not changed, VBE is sensitive
to this centralizing effect, as it groups all bribed voters into
the briber’s bloc, since all bribee’s now have aligned utility
functions in line with the bribers desired outcome.

A second, more nuanced observation is that successful
bribery must be systemic, i.e., must involve a large number
of tokens, if (and only if) a system is highly decentralized.
Intuitively, if a DAO is highly centralized, a briber can directly
coordinate with a few large players to guarantee an election
outcome; or, if the briber is a whale herself, she only needs
to bribe a few of the smaller players to accumulate enough
tokens to mount a successful attack. Instead, in a more decen-
tralized system, players are smaller, so a briber needs to widen
the scale of their attack if they want to win an election. In
this case, successful bribery requires large-scale coordination
among various smallholders. Thus, as a DAO becomes more
decentralized, a higher number of tokens need to be corrupted
to guarantee an election outcome, since all players are small
to begin with. Conversely, in a more centralized DAO, large
whales only need to coordinate among themselves, or corrupt
relatively few additional tokens to guarantee their desired
election outcome.

Though a longstanding concern, systemic bribery is gener-
ally not considered realistic in secret ballot elections, due to
logistical and economic challenges and criminal penalties—
not to mention difficulty in verifying voters’ compliance with
bribers’ demands. DAOs, however, are vulnerable: (1) Vote-
buying is increasingly legal for proxy voting and thus may
well be for DAOs [24]; and (2) Vote-buying in DAOs can be
programmatically executed and verified by smart contracts,
as shown by active marketplaces such as Votium [59]. It is
even technically possible in principle for vote-buying to occur
confidentially [27].
Result #7: Quadratic voting. Quadratic voting [53] is a vot-
ing mechanism that attempts to dilute the influence of whales
on election outcomes. To do so, a vote from a player that
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owns n tokens will only have an impact of
√

n in the outcome
election. At face value, quadratic voting seems to make a
system more decentralized: the quadratic “tax” is directly pro-
portional to the number of tokens a player owns, which thus
shrinks the gap between smaller players and whales. However,
quadratic voting is known to be vulnerable to Sybil attacks
and other forms of malicious coordination [78], and thus may
have a centralizing effect: players that are in large voting
blocs implicitly subvert the quadratic tax due to the fact that
their true token count is split among all bloc members.

5 VBE in Practice

As we have emphasized throughout this work, utility func-
tions are latent variables, and consequently VBE is as well.
Thus, even though VBE serves as a powerful conceptual tool,
it is not directly measurable, which is an inherent limitation
of any metric that depends on utility functions (including im-
portant results and models from voting theory, e.g., [29, 78]).
However, latent variables, such as utility functions, can be
measured indirectly, by inferring them via observable vari-
ables, which do lend themselves to direct measurement. We
introduce “observable” VBE (oVBE) in this section, a variant
of VBE based on estimating utility functions from observable
data. Unlike its latent counterpart, oVBE is directly measur-
able, and thus provides an estimate for the “true” VBE of a
DAO. oVBE represents the practical, measurable half of the
VBE framework, which opens the door for exciting applica-
tions, many of which we highlight in this section.

5.1 Observable VBE (oVBE)
Recall that the VBE framework consists of two main steps:
(1) clustering players based on utility functions, followed by
(2) computing some entropy measure over the distribution of
tokens over the resulting clusters. oVBE simply adds a pre-
liminary step to this template: represent each player’s utility
function in terms of relevant observable data, and perform
the clustering based on this representation instead. We now
define oVBE formally, and then move on to study oVBE in
practice, including an empirical validation of oVBE.

Defining oVBE. oVBE extends the VBE framework by in-
troducing a metric space M := (S,d) as a third parameter
(alongside the clustering function and entropy measure) to
the framework, where S is some set with |P | elements and d
is a distance function on S. The space S represents a class of
observable data that are being used to estimate utility func-
tions, and the function d allows a clustering metric to partition
S, since clustering functions require some similarity metric
between their inputs in order to assign clusters. We thus get
the following definition of oVBE:

Definition 2 (Observable Voting-Bloc Entropy). For a set of
elections E, a set of players P , a mapping specifying the dis-

tribution of token ownership tokens, a clustering function C,
an entropy measure F , and a metric space M = (S,d) with |P |
elements, we define Observable Voting-Bloc Entropy (oVBE)
to be:

VBEC,F,M(E,P , tokens) := F(P/∼CM , tokens).

In the notation above, P/ ∼CM represents partitioning P
based on how C partitions S using d. That is, Pi and Pj are in
the same equivalence class if and only if Si ∼Cd S j.

oVBE in practice. More intuitively, oVBE simply consists of
(1) using some relevant dataset (e.g., on-chain metrics) that
characterizes the DAO members’ utility functions across elec-
tions, (2) defining a notion of “distance” between elements
of this dataset, (3) computing a clustering function over this
dataset (which uses the distance metric), and (4) computing
the entropy metric over the tokens held by each cluster.

The observable data used for clustering is a key param-
eter for oVBE. There is a rich body of work dedicated to
inference of latent variables (and of utility functions specifi-
cally) [68], and indeed oVBE is agnostic to the method used.
The most natural starting point, which we use throughout
the rest of this work, consists of using voting history as the
observable data that estimate a player’s utility function for
a set of elections. Assuming that players are rational actors,
their vote (or lack thereof) in an election is equivalent to the
direction of their utility for that particular election. That is, for
any player P and election e, it follows that if voteP(e) ̸= ⊥,
then utilP(e,voteP(e))> ε; conversely, if voteP(e) =⊥, then
|utilP(e,true)|< ε. As such, P’s vector of votes in the set of
elections E, denoted by VE,P, represents their ordinal utility
function for E.

In this example, the dataset for clustering consists of a
matrix HP ,E := (VE,P)P∈P , where each row represents the list
of votes for that particular player across elections. We can then
use any number of distance metrics and clustering functions
for vectors, such as cosine similarity or Euclidean distance
for the former, and K-means or hierarchical clustering for
the latter. As with other applications of clustering, the best
variant to use depends on the nature of the input data. So,
the choice of algorithm is a function of the observable data
being used, and its characteristics. Standard considerations
for choosing between algorithms apply to our setting (e.g.,
dataset size, dimensionality of points, sparsity of data, etc),
and so ample literature [80] on clustering functions is directly
applicable. For the example of HP ,E as input data, many of
these clustering considerations translate to the nature of the
DAO’s elections, such as the number of proposals and voters,
the degree of voter apathy, etc.

We note that, in some cases, a DAO’s proposals and goals
may be purposefully designed for broad acceptance, e.g., pro-
posals for security patches or defeating attacks. oVBE is
equipped to capture this nuance, by using a clustering function
that is refined to take this into account. For example, we can
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use a standard clustering function and apply less weight on
these “popular” proposals, or remove these from the clustering
altogether. Similarly, the duration of alignment for clustering
can be adjusted, simply by modifying the size of each oVBE
window, i.e., the number of proposals that are included in each
computation of oVBE.

How closely oVBE estimates VBE will be primarily based
on the observable data that are gathered, and how accurately
it estimates utility functions. We refer readers to external
sources such as [68] for more details on this relationship,
which is outside the scope of our work. As mentioned above,
for the rest of this work we will use voting histories, i.e., or-
dinal utilities, to compute oVBE. Ordinal utilities are widely
used in the economics literature as a suitable estimate for
utility functions [63] (and, in fact, are equivalent to cardinal
utilities in some cases [40]), and thus our instantiation of
oVBE serves as a good proxy for VBE. Other potential on-
chain data that could indicate alignment include, for example,
assets owned, membership in other DAOs, sponsored propos-
als, etc., and thus could potentially also be used as observable
data. An interesting direction for future work is the use of
off-chain data sources, such as social media interactions or
low-cost straw polls, to refine estimates of utility functions.

oVBE open-source toolkit. Now that we have introduced
oVBE, we are ready to perform measurement studies and de-
rive VBE-based applications. For this purpose, we prepared
a comprehensive oVBE toolkit that can be used for easily
computing oVBE as part of broader applications. Our toolkit,
which we make available to the community as an open-source
artifact [2], contains a variety of popular distance metrics,
clustering functions, and entropy metrics, which can be as-
sembled together to get a myriad of oVBE instantiations. Our
toolkit can be used as both a standalone program or integrated
as a library in applications, and simply requires users to input
a dataset and select a clustering function, distance function,
and entropy measure. In the documentation of our toolkit, we
include guidance for selecting specific oVBE instantiations
based on the nature of the input data, to complement existing
documentation on choices of algorithms.

Our toolkit is modular by design and can be easily extended
to add support for more algorithms. Further, our toolkit pro-
vides a number of additional features besides just computing
oVBE. For example, it has support for an intermediate report
of the clusters and support for automatic detection of parame-
ters. We refer readers to the documentation of our toolkit for
more details on the features included.

While our toolkit is agnostic to the dataset used as input,
we assume that voting history will often be used as observ-
able data. As such, we include scripts for scraping the voting
history of DAOs using open source APIs in a format that is di-
rectly compatible with the rest of our toolkit. (As described in
Section 5.3, scraping voting history is surprisingly difficult).

In the rest of this section, we put this toolkit to the test by
performing a variety of oVBE-based empirical studies. While

these are independent contributions, they additional serve to
showcase the flexibility and uses of our toolkit (and of oVBE
more broadly).

5.2 Empirical Validation of oVBE

The starting point for our empirical work is an an experimental
validation of oVBE. We first identify a natural experiment that
can be used as the basis for testing a decentralization metric,
which we then apply to oVBE.

A natural decentralization experiment. An ideal experi-
ment to validate a decentralization metric consists of a single
population of players who vote on two sets of proposals, such
that the proposals in one set are purposefully crafted to yield
more centralized results than the other. Then, one could in-
dependently compute a candidate decentralization metric on
both sets of proposals, and see whether the outputs agree with
the expected centralization.

It turns out that a natural example of this experiment takes
place in some DAOs today, in the form of two-round vot-
ing. In these DAOs, proposals initially go through a prelimi-
nary round of voting—a so-called temperature check—during
which the community discusses the proposal and agrees on
its parameters. This is followed by a second round of voting,
which decides whether the proposal is ultimately accepted.
The goal of the first voting round is precisely to form con-
sensus around proposals, thus explicitly inducing a form of
centralization for the second round. As such, two-round vot-
ing is, by design, a clean, natural playground to test a decen-
tralization metric: we can independently compute the metric
on (1) all off-chain, temperature-check proposals, and (2) all
on-chain, second round proposals, and confirm whether the
metric reports higher centralization for the second type.

Of all DAOs with two-round voting, Uniswap serves as a
particularly compelling test case for this experiment. First, as
a mature DAO with years of governance history, Uniswap has
one of the largest DAO treasuries and readily-available pro-
posal history [5]. Second, Uniswap follows a straightfoward,
unicameral legislative structure with UNI token holders serv-
ing as the sole decision-making body for all proposals [12].
This is unlike other major DAOs that follow a bicameral
process, such as Arbitrum’s Security Council [15] and Opti-
mism’s Citizen House [25].

Uniswap also explicitly defines the purpose of off-chain
temperature checks to signal community sentiment prior to
an on-chain vote, and the on-chain vote should incorporate
feedback from prior voting rounds [4, 12]. Because of this
governance mechanism design, we can reasonably infer that
there would be more agreement in the second-round on-chain
vote versus the off-chain vote.

oVBE validation. We performed this experiment on Uniswap
using oVBE as a decentralization metric, and confirm that
oVBE reports a higher level of decentralization in the first
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round of voting. We computed oVBE using K-means for clus-
tering and both min-entropy and Shannon entropy, in windows
of 10 proposals across Uniswap data on Snapshot (round 1)
and Tally (round 2). We then averaged these values to ob-
tain the average oVBE for each voting round. The first round
of voting resulted in an oVBE of 0.7804 (min-entropy) and
1.3149 (Shannon entropy), while round two resulted in 0.6601
(min-entropy) and 1.1527 (Shannon entropy).

Importantly, note that, unlike oVBE, prior decentralization
metrics would not pass this empirical validation test, since the
centralization induced by the first round of voting is orthog-
onal to account balances. In particular, if all token balances
stay the same, these metrics would report that decentralization
did not change.

5.3 The oVBE Landscape

After our empirical validation of oVBE, our next goal was to
conduct a measurement study of DAOs, to understand how
decentralization compares across the DAO ecosystem. We
discuss the main steps of this process below. For a more
extensive account of our methodology, we refer readers to the
documentation in our open-source oVBE artifact [2].

Step #0: corpus of DAOs. We first assembled a corpus of
target DAOs to include in our analysis. We defined qualifying
DAOs for the study as those with the top 20 largest treasury
sizes, at least 25 recorded proposals, over 5,000 unique vot-
ers, and data availability in open source APIs for Snapshot
and Tally. Narrowing down this list was critical for resource
management, data quality, and applicability of the study. The
final list included 34 DAOs.

Step #1: data collection. Once we had a list of target DAOs,
the next step consisted of scraping the voting history and to-
ken holdings of all members of each DAO, to use as inputs
to oVBE. Acquiring this data turned out to be a surprisingly
difficult task. As prior work also points out, “in practice it is
not trivial to acquire all governance related information from
raw blockchain data” [33]. The greatest challenge we faced
in this step was navigating the heterogeneity of voting data
formats across DAOs, which required us to create data extrac-
tion scripts to assemble a full dataset of voting history and
incorporate manually added metadata; we make these scripts
available as part of our oVBE toolkit. Collecting the gover-
nance data of all 34 DAOs from our study took approximately
8 hours using a typical laptop.

Step #2: computing oVBE. Once we had a dataset with
the voting history of each DAO, we used our toolkit to com-
pute oVBE across proposal windows. We used K-means with
k = 3 as our clustering function, since align with the nature
of voting choices which are normally “Yes,” “No,” and “Ab-
stain.” In addition, we used Euclidean distance as the distance
metric for clustering, a rolling window of 10 proposals, and
min-entropy and Shannon entropy as our entropy measures.

For comparison, we additionally computed other popular de-
centralization metrics for DAOs, such as the Gini Nakamoto
coefficients. Performing all these computations took approx-
imately 3.5 hours using a typical laptop. In our study, as
little as 10 proposals sufficed for clustering. Exploring the
theoretically-minimum number of proposals required to com-
pute oVBE is an interesting direction for future work.
Step #3: results and analysis. We display the results of
our measurement study in a public dashboard, which can be
found at [71]. We also show a summary of a few DAOs in
Table 1. Our dashboard updates weekly to show the evolving
VBE landscape. The focal point of our dashboard is the oVBE
of each DAO. The dashboard first presents an overview of
all DAOs, with high-level statistics such as proposal count,
unique voters, voter participation, oVBE, Gini and Nakamoto
coefficient. The DAO-specific view displays current, average,
max, and min oVBE, as well as a graph of oVBE fluctuations.
Finally, the proposal view specifies vote counts and voting
power allocated to proposal choices, discussion URL, descrip-
tion, and outcomes by voter power and by vote count.
Dashboard use cases. The main use case of our dashboard is
to track and monitor the oVBE of a particular DAO and under-
stand shifts in decentralization over time. This can help reason
about the overall “health” of a DAO, and investigate potential
forces in proposals or voter behavior that may change oVBE
internally in an organization. For example, a stakeholder may
want to understand the cause of a spike or drop in oVBE
and whether it aligns with their expectations. These metrics
and understanding of an organization can be used to improve
a DAO’s governance structure, build safeguards to protect
against governance attacks, or serve as an alert function for
risks or suspicious behavior. We note, however, that a limita-
tion of oVBE is that, a priori, it does not provide direct insights
on cross-DAO comparisons.

As a second example, our dashboard can also help prac-
titioners refine delegation measures and governance mecha-
nisms. Clustered voting blocs can allow voters to easily iden-
tify delegates that align with their preferences, reducing this
barrier of entry to delegation and thus increase voter partici-
pation in DAOs. Furthermore, many DAOs today implement
measures to increase decentralization by redistributing voting
power, such as delegating large amounts of voting power to a
council of independent delegates [3]. DAOs can dynamically
change the amount of voting power they provide to these
councils in order to stay within a target range of oVBE.

5.4 oVBE in Governance Experiments
We discuss another application of oVBE in this section: as a
decentralization metric in governance experiments. oVBE can
be a useful metric to, for example, empirically test hypotheses
about the impact of mechanism choices on the decentraliza-
tion of a DAO. In particular, such governance experiments can
be used to, e.g., empirically verify the impact of mechanisms
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DAO Avg.
VBE

Std. dev.
of VBE

Treasury Category Unique
Voters

Total Pro-
posals

Avg Voter
Participa-
tion

Nakamoto
Coeffi-
cient

Gini Index

Optimism 0.9929 0.2461 $2,800.00M Infrastructure 221,066 222 20.18% 20 0.997135224
Arbitrum 0.9254 0.2374 $2,100.00M Infrastructure 283,300 544 19.18% 24 0.994582646
Nouns DAO 0.8806 0.2493 $13.30M DAO Tool 1,059 563 2.97% 35 0.779029699
Gitcoin 0.8536 0.2417 $42.20M Funding 11,903 141 9.87% 16 0.994281210
Uniswap 0.7435 0.2161 $2,500.00M DeFi 68,240 328 9.56% 28 0.998941837
Decentraland 0.5995 0.2544 $93.80M Gaming, NFTs 1,244 285 4.62% 6 0.972266008
Aave 0.5394 0.2320 $138.90M DeFi 9,565 398 0.70% 9 0.995135576

Table 1: Summary of a subset of the DAOs included in our measurement study of oVBE calculated with min-entropy.

designed to increase the security of a DAO by increasing de-
centralization (Section 3.2). While governance experiments
can use any decentralization metric as their outcome, oVBE
has the potential to be particularly informative due to its sensi-
tivity to social dynamics like herding and apathy. We describe
this application through the lens of a real-world case study,
in the form of an ongoing collaboration with the Optimism
Foundation.

Example: collaboration with Optimism. Optimism [11]
is a collective that runs the popular RetroPGF [69] program,
an initiative based on the idea of retroactively rewarding
projects that provide positive value to the community. Every
funding round, a set of chosen voters determine the “impact”
of each nominated project, by submitting ballots in the form
of a distribution of some total dollar amount across the set
of nominated projects. These ballots are then aggregated to
determine the monetary reward for each project. To date,
Optimism has had four rounds of funding, allocating over
$100 million to various projects [26].

Maintaining a healthy level of decentralization is of central
importance for RetroPGF and its security, as collusion be-
tween voters could lead to millions of dollars of misallocated
funds. For this reason, Optimism is performing an experi-
ment on a future round of RetroPGF, to understand whether
changes to their governance structure would lead to higher
decentralization. In particular, their goal is to test whether
a random selection of voters (sampled from the Optimism
ecosystem) leads to a more decentralized funding round than
web of trust, which is their current mechanism to select voters.
This hypothesis will be tested by comparing the casted ballots
of two groups—a set of 100 voters selected at random, and a
set of 100 voters selected via web of trust—using some de-
centralization metric to quantify the alignment of each group.
This experiment would help inform whether random sampling
could lead to a more heterogeneous group of voters.

Optimism has decided to use oVBE as their decentraliza-
tion metric to use for this upcoming experiment. We worked
with them to adapt oVBE to their particular governance struc-
ture, showcasing oVBE’s ability to mold itself to a variety of
governance structures. The main challenge in this process
was selecting an instantiation of oVBE that matched their
non-standard voting structure (i.e., where ballots are vectors

of integers instead of a single, binary number). To address
this, we adapted clustering functions used in other domains,
where inputs are also vectors of higher dimensions, such as
document clustering tasks [45]). This is based on the insight
that, conceptually, we can think of a retroPGF ballot as anal-
ogous to a document in the bag-of-words model, and thus
we can leverage document similarity metrics for the cluster-
ing of voters. At a high-level, these metrics tend to follow
a typical template, where documents are first pre-processed
to normalize for common words, followed by a clustering
algorithm (such as K-means or hierarchical clustering) on
the input vectors, which under-the-hood relies on a distance
metric for the vectors, e.g., Euclidean distance or cosine simi-
larity. In our case, the pre-processing step would correspond
to normalizing for highly popular projects.

The result of Optimism’s experiments are pending. xHow-
ever, our process of working with them serves as a case-study
of oVBE utility as a metric for governance experiments, and
its flexibility to meet a wide range of requirements and unique
settings.

6 Summary Guidance for DAOs

Our VBE framework and the theoretical implications we show
in Section 4 suggest a number of forms of concrete guid-
ance for DAOs seeking to enforce or improve meaningful
decentralization. We summarize our guidance for practition-
ers in Table 2.

Apathy / inactivity whale and delegation. One way to di-
minish the size of the inactivity whale is through delegation.
Intuitively, if tokens associated with the inactivity whale are
distributed between at least two delegatees in distinct clus-
ters, then they come to represent distinct utility functions—–
and thus contribute to decentralization. Our theorems also
show that when the inactivity whale is large—with respect
to delegatees—delegation increases decentralization. (Other-
wise, delegation may or may not have this effect.)

Herding / voting privacy. Herding arises because votes are
publicly visible. Voting privacy in principle alleviates such
pressure and therefore has a decentralizing effect. Snapshot, a
popular platform for DAO voting, has recently implemented
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Topic General Guidance Reason Relevant
result

1. Vote dele-
gation

Given a large inactivity whale,
vote delegation tends to in-
crease decentralization.

Delegation increases decentralization
by diversifying tokens away from a
big inactivity whale.

Thm. A.2

2. Voting
privacy

Voting privacy increases decen-
tralization.

Private voting eases herding, whose
effects are centralizing.

Thm. A.3

3. Voter
bribery

The scale of bribery increases
with decentralization.

Low alignment of utility functions
means systemic coordination is re-
quired to impose alignment.

Thms. A.5, A.6,
and A.7

4. Identity
verification

Weak identity verification
increases centralization in
quadratic voting.

A whale that can spread tokens across
identities amplifies its voting power.

Analysis in
Section 4.1

5. Voting
slates /
proposal
bundling

Bundling choices into slates
(like protocol upgrades that in-
clude many voting issues in one
package) decreases decentral-
ization.

Bundled choices artificially align oth-
erwise heterogeneous utility functions
and/or induce apathy by smoothing
out utility functions.

Thm. A.4

6. Data col-
lection

Careful voting-statistic collec-
tion facilitates decentralization
measurement.

Lack of systematic collection and pub-
lication of detailed voting statistics
makes decentralization measurement
challenging today.

Discussion
in Section 5.

Table 2: Guidance implied by this paper’s results regarding
DAO decentralization.

a form of privacy called shielded voting [74]. This form of
privacy, however, is only ephemeral: Votes are private when
submitted, but revealed at the end of the vote-casting period.
So it is unclear that it can fully address the centralizing effects
of herding. End-to-end verifiable voting systems have been
proposed in the literature for decades that achieve both voting
integrity and confidentiality [13]. How to implemented them
with token-based weighting is, to the best of our knowledge,
though, an open problem.

Voter bribery. DAOs today are largely centralized [20, 33,
73]. Bribery may not be especially useful, as whales generally
exert strong control and require relatively little coordination
to align utility functions into a favorable voting bloc. Voter
bribery, however, is a problem in many settings, both in polit-
ical voting [64] and in corporate governance (see, e.g., [72]).
One implication of our results is that as DAO decentraliza-
tion increases, in order for bribery to succeed, it will need
to be systemic. DAO designers should therefore recognize
large-scale bribery as a future risk.

Voting slates / bundling proposals. As the practice of
bundling proposals / measures has the goal of aligning util-
ity functions, from the standpoint of VBE, it generally has
a centralizing effect. DAOs may therefore wish to consider
limiting the practice and instead explore way to unbundle
multi-component proposals.

Data collection. As discussed in Section 5, we found it chal-
lenging to collect full voting histories even for popular DAOs.
A recommendation for the community is to establish and
adhere to standards for archiving DAO voting data.

Future work: practical insights from LHD. In Section 2,
we introduce the Learning Hypothesis of DAOs (LHD), a
conceptual model for DAO decentralization, which we use
to derive VBE. Yet, we believe LHD has profound (practical)
applications to DAO decentralization beyond just VBE. For

example, techniques to increase diversity in MARL could
form the basis for the development of mechanisms aimed
at increasing DAO decentralization. Similarly, LHD could
be used to motivate existing approaches to decentralization
that otherwise lack principled motivation. For example, ex-
isting proposals for rewarding the use of voting power (by
voting or delegating) is akin to diversity-boosting in MARL
via tailoring of reward functions. Exploring these (and other
applications of LHD) is an interesting direction for future
work.

7 Related Work

DAOs. Research literature on DAOs has been limited to date,
but has included measurement studies [33, 73], retrospectives
on the failure of The DAO (e.g., [30]) and ways of addressing
related technical flaws in smart contracts such as dangerous
reentrancy (e.g., [61]), DAO mechanism design (e.g., [16]),
and exploration of DAOs from the standpoint of legal theory
(e.g., [43]) and economics and governance (e.g., [17]). Works
exploring measurement of DAOs’ degree of decentralization
most notably include Feichtinger et al. [33], who explore
Gini and Nakamoto indices, as well as participation rates and
the monetary cost of governance, Sharma et al. [73], who
consider various notions of entropy, participation rate, and
graph-based measures of decentralization, and [79], which
taxonomizes DAOs by comparison with other autonomous
systems. Sun et al. use clustering to identify voting blocs in a
study of MakerDAO [75]. Also of note is the informal notion
of “credible neutrality,” a community standard articulated in,
e.g., [21, 22].

Social choice and voting theory. A long line of work on
social choice and voting theory investigates how best to ag-
gregate preferences of individual voters (see, e.g, [34, 52]
for overviews)—the same functionality that DAOs seek to
provide in the decentralized setting. There are some major
differences between the classical and DAO settings, however.
For instance, the permissionless nature of DAOs—and use of
token weighting—changes the nature and meaning of voter
participation. Further, while the threat of large-scale voter
bribery is typically safe to ignore in classical voting, both
due to the high likelihood of detecting such an attack, as well
as the the challenge in coordinating the attack itself, it is a
realistic threat in DAOs, as we have explained.

8 Conclusion

We have introduced Voting-Bloc Entropy (VBE), a metric
for DAO decentralization stemming from a new model of
DAOs that derives from multi-agent reinforcement learning
(MARL). VBE ’s sensitivity to aligned behavior among voters
makes it a powerful tool, yielding insights well beyond those
of existing token-distribution-based metrics. VBE yields both
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theoretical results and practical guidance for DAO commu-
nities, particularly through its observable variant oVBE. We
envision that the open-source dashboard and analysis tools we
introduce here will serve as springboards for principled future
research and practices that enhance the governance efficacy
and security of DAOs.

9 Extra: Ethics and Open-Science

In this section, we discuss the ethical considerations of our
work, and our compliance with the open-science policy.

Ethical considerations. Our research starts with theoretical
principles to derive a decentralization metric (VBE) with the
goal of advancing a principle embraced by the DAO commu-
nity at which our work is directed. We perceive no ethical
dilemmas in that portion of our work. Additionally, based on
public data, we have published a dashboard reporting on VBE
in current DAOs. We believe that there is a compelling deon-
tological motivation for such publication: researchers have
a duty to surface information that sheds light on features of
DAOs that reflect their security properties and conformance
with publicly stated objectives.

The consequentialist perspective raises the question or con-
cern of whether reputational harm might arise for DAOs that
score poorly on this metric. With this consideration in mind,
we offer a clear statement of the limitations of our metric
and also offer a number of alternative metrics and statistics
on our dashboard. Conversely, however—and more impor-
tantly given the potential scope of impact and the irremediable
consequences—users that engage unknowingly with DAOs
exhibiting poor decentralization can incur any of a number
of real harms that have already occurred in practice. These
harms range from disenfranchisement to a loss of funds result-
ing from a treasury raid. We conclude that there is a strong
ethical argument in favor of the transparency our dashboard
will provide the community.

Compliance with the open-science policy. We have released
the tools we used for our results in the form of an open-source
toolkit, accompanied by detailed documentation and an in-
depth report of our methodology [2].
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A Additional Theorems and Proofs

In this section, we show the rest of our theorems and proofs
from the theoretical implications of VBE (Section 4). Due to
space constraints, we defer some of our proofs to the extended
version of the paper.

Theorem A.1 (Apathy and VBE). Let (E,U ′
E,P , tokens) =

Tapath(P ,E,UE,P , tokens) be the transformation where play-
ers P̂ ⊆ P become ε-apathetic, i.e., ∀P ∈ P̂ ∀e ∈ E,
|util′P(e,true)| ≤ ε. The rest of the system remains unchanged.
Then, if ∀P ∈ P̂ , tokens(A)≥ tokens([P]), it follows that

VBECε,min(E,P ,UE,P , tokens)≥VBECε,min(E,P ,U ′
E,P , tokens).

Proof. Let B be the largest voting bloc by token holdings
before Tapath. We first note that all apathetic voters belong to
the same voting bloc B′, according to C: by the definition of
ε-apathetic, it follows that, for all Pi,Pj ∈ P̂ and e ∈ E,

|util′Pi
(e,true)|, |util′Pj

(e,true)| ≤ ε,

which corresponds precisely to the bloc of apathetic vot-
ers in C, containing all players in A . Then, by assumption,
tokens(B′) = tokens(A) ≥ tokens([P]), ∀P ∈ P̂ . So, since
no other blocs decrease in size, it follows that tokens(B′)≥
tokens(B): either the bloc that aggregates all apathetic voters
is now the largest bloc, or the same bloc is the largest in both
instances. Thus, from Theorem 4.1, it follows that

VBECε,min(E,P ,UE,P , tokens)≥ VBECε,min(E,P ,U ′
E,P , tokens)

as desired.

Theorem A.2 (Delegation and VBE). Let
(E,U ′

E,P , tokens′) = Tdeleg(P ,E,UE,P , tokens) be the
transformation where players P̂ ⊆ P , who are ε-apathetic,
instead delegate their votes to a set of delegates D ⊂ P , i.e.,
tokens′(D) = tokens(D) + tokens(P̂) and tokens′(P̂ ) = 0.
The rest of the system remains unchanged. Then, if ∀d ∈ D,
tokens(A)≥ tokens′([d]), it follows that,

VBECε,min(E,P ,U ′
E,P , tokens′)≥ VBECε,min(E,P ,UE,P , tokens).

Proof. Let B by the largest voting bloc by token holdings
before Tdeleg. As discussed in the proof of Theorem A.1, all
players in P̂ belong to the same voting bloc for all elections in
E—the inactivity whale—since they are all part of the set of
apathetic voters A . Let B′ be the largest voting bloc by token
holdings after Tdeleg; note that it may be the case that B′ = [d]
for some d ∈ D.

We first note that B′ is equal to either (1) B itself, (2) the
second largest voting bloc after B before delegation, or (3)
[d], for some d ∈ D. That is, since the only blocs that change
after Tdeleg are all the [d] and the inactivity whale (which lost
tokens(P̂) tokens), it must the be case that the new largest
voting bloc is either the same one as before delegation, the
second largest voting bloc before delegation (i.e., B was the
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inactivity whale, which got fractionated by delegation), or one
of the [d] which increased in size.

For (1) and (2), it is clearly the case that tokens(B) ≥
tokens′(B′). Then, for (3), note that, by assumption,
tokens(A) ≥ tokens′([d]), for all d ∈ D. So, tokens(B) ≥
tokens(A) =⇒ tokens(B)≥ tokens′([d]) = tokens′(B′).

It follows then that, in all cases, tokens(B)≥ tokens′(B′).
Thus, from Theorem 4.1, we get that

VBECε,min(E,P ,U ′
E,P , tokens′)≥ VBECε,min(E,P ,UE,P , tokens)

as desired.

Theorem A.3 (Herding and VBE). Let (E,U ′
E,P , tokens) =

Therd(P ,E,UE,P , tokens) be the transformation where play-
ers P̂ ⊆ P exhibit herding toward, without loss of generality,
true. That is, for all P ∈ P̂ and e ∈ E, the monetary repu-
tational cost of voting for false is greater than or equal to
max(2 ·utilP(e,false])+ ε,0) for some constant ε. The rest
of the system remains unchanged. Then, it follows that

VBECε,min(E,P ,UE,P , tokens)≥VBECε,min(E,P ,U ′
E,P , tokens).

Proof. Let B be the largest voting bloc by token holdings
before Therd. Note that, after Therd, all voters in P̂ belong to
the same voting bloc B′: for every P ∈ P̂ , U ′

E,P will consist of
only positive values: either P preferred an outcome of true
in e to begin with, or their monetary utility of true is now
|utilP(e,false)|+ ε. Thus, since sgn(utilP(e,true)) = 1 for
all e ∈ E, all of P̂ consists of a single voting bloc B′ according
to C.

It follows then that tokens(B′) ≥ tokens(B), as either the
“new” voting bloc B′ is now the largest bloc, or the same bloc
is the largest before and after Tmirr. Then, from Theorem 4.1,
it follows that

VBECε,min(E,P ,UE,P , tokens)≥VBECε,min(E,P ,U ′
E,P , tokens)

as desired.

Note that the corollary that privacy increases decentraliza-
tion follows directly via a proof by contradiction of Theo-
rem A.3).
Result #5: voting slates. We model a player’s utility for a
slate of elections simply by adding the utilities of the under-
lying proposals. That is, for all P ∈ P and some election E
comprised of some subset of elections of E, the utility of P in
E is:

utilP(E ,true) = ∑
e∈E

utilP(e,true).

Voting slates are generally used to “hide” unpopular pro-
posals among a larger set of benign, popular proposals, and
thus increase their chances of passing. We model this by say-
ing that if two Pi,Pj have aligned utilities (according to C)

on all proposals underlying E , then they will agree on E it-
self, i.e., Cε(UE,Pi ,UE,Pj) = 1 =⇒ sgn( ∑

e∈E
utilPi(e,true)) =

sgn( ∑
e∈E

utilPj(e,true)).

Theorem A.4 (Voting Slates and VBE). Let
(E ′,U ′

E ′,P , tokens) = Tslates(P ,E,UE,P , tokens) be the
transformation where all elections E are bundled together
into slates to form a smaller set of elections E ′. The rest of
the system remains unchanged. Then, it follows that

VBECε,min(E,P ,UE,P , tokens)≥ VBECε,min(E ′,P ,U ′
E ′,P , tokens).

Proof. Let B be the largest voting bloc by token holdings
before Tslates. Then, note that all players in B are still in the
same voting bloc B′ after Tslates: since Cε(UE,Pi ,UE,Pj) = 1
for every pair of players in B, by assumption, it follows that

∀E ∈ E ′, sgn(∑
e∈E

utilPi(e,true)) = sgn(∑
e∈E

utilPj(e,true)).

Conversely, players who did not belong to B may, in fact,
join B′ after Tslates: even if the players disagree in some of the
underlying proposals for a particular slate E , they may cast
the same overall vote for the entire slate. As such, B′ contains
strictly more players than B, which implies that tokens(B′)≥
tokens(B). Then, from Theorem 4.1, it follows that

VBECε,min(E,P ,UE,P , tokens)≥VBECε,min(E ′,P ,U ′
E ′,P , tokens)

Result #7: bribery. Before presenting our results, we first
introduce some additional notation. We define bribeP : E ×
{true,false} → R to be such that it is possible for player
P to achieve an outcome of true (resp., false) in a par-
ticular election e via bribery for any expenditure greater
than bribeP(e,true) (resp., bribeP(e,false)). Note that we
make the simplifying assumption that bribery costs are in-
dependent across elections. We assume that bribing a given
P to flip its vote from true to false (respectively, false
to true) costs max(2 · utilP(e,true) + ε,0) (respectively,
max(2 ·utilP(e,false)+ ε,0)), for some constant ε. Success-
ful bribery to achieve an outcome of true in e means flipping
enough votes to cross a certain threshold q of votes for true
in e (and vice versa for false). For example, a typical value
for q may be q = 0.5. We note that this represents the thresh-
old to ensure the desired outcome in an election, and not just
to win it.

Theorem A.5 (Bribery and VBE). Let (E,U ′
E,P , tokens) =

Tbribe(P ,E,UE,P , tokens) be the transformation where an
entity successfully bribes players P̂ ⊆ P in elections E to
achieve an outcome of, without loss of generality, true. The
rest of the system remains unchanged. Then, it follows that

VBECε,min(E,P ,UE,P , tokens)>VBECε,min(E,P ,U ′
E,P , tokens).

(1)
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Proof. Let B be the largest voting bloc by token holdings
before Tbribe. First, note that, after Tbribe, all voters in P̂
belong to the same voting bloc B′. Recall that, in our DAO
abstraction, bribing a player P to flip its vote in election e
from false to true costs max(2 ·utilP(e,false)+ ε,0). So,
for every P ∈ P̂ and e ∈ E, either utilP(e,true) was already
positive to begin with, or it is now |utilP(e,false)|+ ε. Then,
since sgn(utilP(e,true)) = 1 for all e ∈ E, all of P̂ consists of
a single voting bloc B′ according to ε-TOC.

It follows then that tokens(B′) ≥ tokens(B), as either the
“new” voting bloc B′ is now the largest bloc, or the same bloc
is the largest before and after Tbribe. Then, from Theorem 4.1,
it follows that

VBECε,min(E,P ,UE,P , tokens)≥ VBECε,min(E,P ,U ′
E,P , tokens)

as desired.

Theorem A.6 (Internal Bribery and VBE). Let
(E,U ′

E,P , tokens) = Tbribe(P ,E,UE,P , tokens) be the
transformation where U ′

E,P is some arbitrary change in
the utilities of the players. The rest of the system remains
unchanged. Assume that an entity in P needs to bribe
other players holding a total of at least n1 and n2 tokens to
guarantee an outcome of true in elections E before and after
Tbribe, respectively. Then, it follows that

n1 > n2 ⇐⇒ VBECε,min(E,P ,U ′
E,P , tokens)

< VBECε,min(E,P ,UE,P , tokens).

This result sheds light on the scale of bribery in the case
where the briber is a malicious tokenholder a priori. Con-
versely, the briber may instead be some external entity. In
this case, decentralization also raises the risk of systemic
bribery: if there are large players in the system, the briber can
directly coordinate with whales to achieve their desired elec-
tion outcome. If, however, the DAO is highly decentralized,
the outcome of the election depends on many stakeholders,
which thus requires large-scale coordination among these.
More formally:

Theorem A.7 (External Bribery and VBE). Let
(E,U ′

E,P , tokens) = Tbribe(P ,E,UE,P , tokens) be the
transformation where U ′

E,P is some arbitrary change in
the utilities of the players. The rest of the system remains
unchanged. Let n1 and n2 be the minimum number of players
that an external entity needs to corrupt to guarantee an
outcome of true in elections E before and after Tbribe,
respectively. Then, it follows that

n1 > n2 ⇐⇒ VBECε,min(E,P ,U ′
E,P , tokens)

< VBECε,min(E,P ,UE,P , tokens).

Result #7: quadratic voting. Our formalism captures the
relationship between quadratic voting and bribery (which
has been informally identified by prior work [27]). We de-
fine “small” accounts to be, concretely, those whose fraction
of the total tokens increases with quadratic voting in place,
and thus have their impact amplified. More formally, we de-
note that a player P ∈ P benefits from quadratic voting by
quad(P, tokens) = 1, where

quad(P, tokens)= 1 ⇐⇒ tokens(P)
∑

p∈P
tokens(p)

<

√
tokens(P)

∑
p∈P

√
tokens(p)

.

The relationship between quadratic voting and bribery
hinges on whether the cost to bribe a player is the same with or
without quadratic voting. Whether quadratic voting changes
a player’s utility or not will vary across systems. Broadly
speaking, if DAO members take governance seriously and
are invested in election outcomes, quadratic voting indeed
changes utilities: since smaller accounts become more “piv-
otal” as a result of quadratic voting, their utilities increase
correspondingly. Conversely, if members have little interest
in governance, the fact that their vote can now have a greater
impact in the election will not change their utilities. As such,
the nature of a community must be taken into account when
deciding to use quadratic voting.

Theorem A.8 (Quadratic Voting and Bribery). Let
(E ′,UE ′,P , tokens) = Tquad(P ,E,UE,P , tokens) be the trans-
formation where all elections E employ quadratic voting. We
denote the election corresponding to e ∈ E by e′ ∈ E ′. Let f
and f ′ be the fraction of total votes that a bribing entity is
able to control for some fixed expenditure t in elections E and
E ′, respectively. Then, it follows that

f < f ′ ⇐⇒ ∃P̂ ⊆P | ∀P∈ P̂ ,
(

quad(P, tokens)= 1∧UE,P =UE ′,P

)
This result thus shows that quadratic voting may be favor-

able for a bribing entity. In particular, if there are enough small
voters whose utilities are unchanged, the cost to guarantee
successful bribery decreases:

Corollary 2.1. Assume that, for P̂ as defined in Theorem A.8,
tokens(P̂)> q ·∑P∈P tokens(P). Let t and t ′′ be the expendi-
ture required to guarantee an outcome of true in elections
E and E ′, respectively. Then, it follows that t ′ < t.

This corollary simply follows from the fact that, as proved
in Theorem A.8, the expenditure t ′ required to control a frac-
tion of q votes in E ′, and thus guarantee successful bribery
in E ′, would only be enough to acquire a fraction of q− ε

votes in E. As such, some additional expenditure is required
to cross the threshold of q votes.
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