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Abstract

In this work, we propose a novel framework called PolySys for
modeling and designing leakage attacks as constraint-solving
algorithms over polynomial systems. PolySys formalizes the
design of attacks using invertible encodings, structural and
leakage equations, and efficient constraint-solving algorithms
including SAT and constraint solvers. It is capable of model-
ing resolution, known-data, and inference attacks for common
leakage patterns.

To demonstrate the practicality of our framework, we im-
plement a PolySys attack engine in Python and apply it to
state-of-the-art query recovery, data resolution, and query in-
ference attacks on point and range multi-maps. Our results
show that PolySys outperforms all existing attacks under
identical assumptions, achieving up to 60x higher recovery
rates in some scenarios. While scalability remains a chal-
lenge for larger datasets, PolySys represents a promising
step toward a general-purpose framework for designing leak-
age attacks. We believe future work can further enhance its
efficiency to scale to larger and more complex workloads.

1 Introduction

Encrypted search algorithms (ESA) are cryptographic primi-
tives that allow one to search over end-to-end encrypted data.
ESAs can be designed using a variety of cryptographic primi-
tives including property-preserving encryption (PPE) [5, 16],
oblivious RAM (ORAM) [48], secure multi-marty computa-
tion (MPC) [47,101], fully-homomorphic encryption (FHE)
[44] and structured encryption (STE) [29].

Leakage regimes. Any ESA with sub-linear search time
leaks some information about the data and/or queries. This
includes ESAs based on ORAM, STE, PPE and sub-linear
MPC. Following [10], sub-linear ESAs can be categorized
into the following five leakage regimes:

* high-leakage solutions reveal non-trivial information
about the secrets from the encrypted data alone;
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* mid-leakage solutions reveal minimal information about
the secrets (e.g., size) when only the encrypted data is
available, but can reveal non-trivial information if query
and update transcripts are available [26,28,31,34,38,46];

* low-leakage solutions reveal minimal information about
the secrets given both the encrypted data and any query
or update transcripts [8, 10,43, 66];

* zero-leakage solutions hide everything about the secrets
beyond the size of the data structure [66] and possibly
the maximum response size;

* subliminal solutions provide zero-leakage security but
also hide metadata such as the number and timing of
queries, and even whether any occurred at all [10].

While the security of subliminal and zero-leakage solutions is
relatively clear, it is more challenging to evaluate the security
of high-, mid-, and low-leakage solutions. To address this, two
complementary approaches have been pursued. The first and
most recent approach is the development of leakage analysis
frameworks, i.e., theoretical frameworks that allow one to
formally analyze a leakage profile. One such example is the
Bayesian Leakage Analysis (BLA) framework of Espiritu,
Kamara, and Moataz [36], which can be used to analyze the
resistance of a leakage profile to various statistical attacks.
Another example is the Quantitative Information Flow (QIF)
framework [30] which was adapted to the ESA setting by
Jurado and Smith to analyze the resistance of deterministic
and order-preserving encryption to certain attacks [58]. We
refer the reader to Section 2 of [36] for additional examples
and comparisons of leakage analysis frameworks.

Leakage attacks. The second approach is the design of
leakage attacks, which are cryptanalytic algorithms aimed at
extracting as much information as possible about the secrets
from the leakage and, potentially, some auxiliary information.
There are many different kinds of leakage attacks, each with
distinct goals, assumptions and adversarial models, but they
can be broadly categorized as follows:
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* inference attacks take as input the leakage from an ex-
ecution and an auxiliary probability distribution over
the secrets and attempt to recover information about the
secret. If, instead of an auxiliary distribution, the attack
takes an auxiliary dataset, we refer to the attack as an
empirical inference attack;

* known-data attacks take as input leakage and knowl-
edge of some fraction of the data and attempt to recover
information about the secret;

* resolution attacks take as input the leakage and return in-
formation about the secrets without requiring additional
auxiliary information.

Note that inference attacks are the most general kind of at-
tack since they can capture known-data attacks by setting the
auxiliary information to known data and can capture resolu-
tion attacks by setting the auxiliary information to nothing, or
to the uniform distribution. Leakage cryptanalysis offers in-
sights into the practical security of a leakage profile but a key
limitation of this line of work is that attacks must be custom-
designed, which is labor-intensive. Consequently, many leak-
age profiles have not yet been thoroughly cryptanalyzed.

Attack engines. To address this limitation, [36] proposed
the notion of leakage attack engines; that is, general-purpose
cryptanalytic frameworks that can target a broad range of
leakage profiles. To demonstrate the feasibility of this con-
cept, they also implemented an attack engine called Bayle
built on the BLA framework. Cryptanalyzing a leakage pro-
file with Bayle requires describing the profile as a Bayesian
network which is a class of probabilistic graphical models
commonly used in statistics and machine learning. A statisti-
cal inference algorithm is then applied to recover information
about the secrets. The authors observe that the Bayesian net-
work representations of most leakage profiles exhibit a similar
structure, which they call hidden function networks (HFNs),
and they present a (relatively) optimized statistical estimation
algorithm for i.i.d. HFNs.

1.1 Our Contributions

In this work, we continue the research initiated in [36] on
leakage attack engines by proposing a new engine called
PolySys, which is based on an alternative formalization of
leakage attacks. We make the following contributions.

The PolySys framework. We show how to model leakage
attacks against a leakage profile A as constraint solving prob-
lems and, specifically, as polynomial systems over [F>. At a
high level, our framework consists of the following steps,

* (secret modeling) define an efficiently invertible encod-
ing enc: S — S, that maps secrets in S to a subspace S

of F5*™, for some n,m > 1. For example, for data recov-
ery attacks, the secret space S is the set of all possible
data structures under consideration and the F,-matrices
generated by enc is their algebraic representation.

o (structural equations) if S C ngﬁ, then define an equa-
tion fo over [ that characterizes S; in other words, such
that S is the set of solutions to fp;'

* (leakage modeling) define a leakage function leak : S —
K that maps secrets in S to a subspace K of F3*", for
some n,m > 1.

* (leakage equations) given observed leakage £ € KK, use
the relationships implicitly defined by enc and leak to
generate a system sys(fp, ..., fx) of polynomial equa-
tions over S.

* (solving) use a solver to search S for the elements that
satisfy fo,..., fi;

* (decoding) use enc™! to decode the solutions back to
secrets;

We refer to a collection

xa = (enc, leak,sys(fo,-- -, fx))

as A’s resolution model.

Modeling inference attacks. As described so far, a polysys
resolution model captures resolution attacks; that is, given
some observed leakage one can recovery all the secrets that
could have produced the leakage. The framework, however,
can be extended to capture inference attacks as well. To do
so, we include an objective function obj that takes as input
an encoded secret S and an auxiliary distribution o over the
secret space and assigns them a utility. An inference attack 4
can then be modeled as

\P/q((X) = ((X, ObjﬂaXA)

where )5 is A’s resolution model and the solving step now
consists of solving the optimization problem:

argmaxobj4(S,a),
SeS
subject to the constraints defined by the system of equations in
xA- We refer to ¥ 4(ot) as 4’s inference model and, through-

out, we use the term polysys model to refer to either a resolu-
tion or an inference model.

I'Note that in certain cases, S can be characterized by more than one
equation.
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Modeling the MAP adversary. In Section 5, we prove for
any deterministic leakage profile, the adversary An,, that
computes the maximum a-posteriori (MAP) estimate has a
polysys inference model. More precisely, we show that, for
any deterministic profile A, the MAP adversary Am,p given
auxiliary distribution o can be modeled as

¥ 3., (@) = (0, 0enc ™ xa).

This theorem is particularly significant because it allows us
to construct inference models for various attack settings. In
particular, we will use it to demonstrate that, depending on the
dependency structure of ¢, the resulting objective function
can have a lower degree, thereby increasing efficiency.

Modeling known-data attacks. Our framework can also
capture known-data attacks and, perhaps more interestingly,
provides a new perspective on them. In Section 4.4, we show
that known-data attacks can be viewed as resolution attacks
with a simplified system of equations. In other words, known-
data attacks are effective because knowledge of the data re-
duces the number of variables in the polysys model.

Attacking point and range multi-maps. After formalizing
our framework, we use it to generate state-of-the-art query
and data recovery attacks on point and range multi-maps.
(Specifically, we describe invertible encodings for multi-maps,
sequences of point queries, and sequences of range queries.)
We show how to model common leakage patterns, including
the query equality pattern, which reveals if and when two
queries are equal; the size pattern, which reveals the size of a
multi-map; the response identity pattern, which reveals the
responses to a query sequence; and the response length or vol-
ume pattern, which reveals the length of a query’s response.

Based on our encodings and leakage functions, we then
show how to build polysys models for the following set of
attack settings for point multi-maps:

* query recovery with known data against the response
identity

* query inference against the query equality pattern.

We also use our framework to generate polysys models for
the following attack settings over range multi-maps:

* data resolution against the response identity
* approximate data attacks against the response identity

* approximate data resolution attacks against the query
equality and the response identity.

The PolySys engine. The polysys models we build for
the settings described above are quadratic, so in principle they
can be solved by generating Grobner basis methods. Unfor-
tunately, this approach did not scale for our purposes since
usually the algorithms that generate the basis (such as Buch-
berger’s algorithm) are inefficient and scale exponentially
with the number of variables and polynomials degree in the
system. For instance, we were unable to scale past 10 queries
for query recovery attacks against the response identity pat-
tern using the solve method in the SymPy Python library [2].
To address this, we instead use SAT solvers, but not in a naive
way. A naive approach would transform the model directly
into CNF formulas; however, SAT solver efficiency generally
decreases as the number of clauses increases, so we cannot
do this without care. Instead, we apply a set of optimized
transformations tailored to the types of equations found our
polysys models. Some transformations are standard, such as
the commander-variable encoding [72] and Tseitin decompo-
sition [98], while others are new and of independent interest.

When using PolySys to design inference attacks, we did
not rely on SAT-solvers, but constraint solvers from Google
OR-Tools [89]. To do this, we first reformulated the objec-
tive function as a polynomial. Notably, we show that the
dependency structure of the auxiliary distribution has a sig-
nificant impact on the degree of the objective function. For
the constraints in the system of equations of x, we applied a
standard technique known as relinearization, which reduces
the degree of polynomials over [F, to linear. This reduction
comes at the cost of increasing the number of variables, but it
allows the system to be more efficiently solved.

Comparison to the state of the art. By utilizing the above
transformations and techniques, we implement our PolySys
engine in Python to perform query recovery, data resolution,
and query inference attacks against the most common leak-
age patterns. When compared to prior state-of-the-art attacks
on various real-world and synthetic workloads, we find that
PolySys outperforms all attacks operating under identical at-
tack settings. This includes the Count [23], Subgraph-ID [14],
IHOP [87], Decoding-Bin [60], LMP-ID and LMP-APP [76],
and GLMP [51] attacks. In some cases, PolySys achieves a
recovery rate that is 60 higher than the best-known attack.

The only cases where PolySys underperforms are when
competing attacks incorporate additional assumptions into
their design. This is true for both the GenKKNO and Ap-
proxValue attacks [52], which assume that queries are sam-
pled uniformly—an assumption that PolySys deliberately
avoids. Even in such cases, PolySys often still outperforms
GenKKNO and ApproxValue in other scenarios.

Discussion on results and limitations. As discussed above,
PolySys performs well against competing attacks operating
under the same attack settings. However, leakage engines—
and leakage attacks in general—should not be solely evalu-
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ated under conditions in which they perform well. It is crucial
to assess them across a variety of scenarios, including those
where their recovery rates may decline. This is essential for de-
termining whether attacks can be considered practical and for
identifying conditions where cryptanalysis can be improved.

For PolySys, the recovery rate against the response iden-
tity pattern depends on the underlying query distribution. For
instance, recovery rates dropped when the query distribution
shifted from uniform to a Zipf distribution with parameter
o = 2 (see Figures 3c and 3d in Section 7.2). Similarly, the
attack is also affected by the data distribution, which is illus-
trated by a decline in recovery rate when using a real dataset—
specifically, the MIMIC dataset from [57]—as opposed to a
synthetic dataset (see Figures 3¢ and 3a also in Section 7.2).

Moreover, as expected, our results show that the less in-
formation a pattern reveals, the more difficult it becomes to
attack. Specifically, we evaluated PolySys against both the re-
sponse length pattern (also known as the volume pattern) and
the lesser-known total response length in the context of point
multi-maps.” Our findings showed that, among all the leakage
patterns we studied, PolySys had the lowest recovery rates
against these two; suggesting that the response length and the
total response length are likely very difficult to exploit.

Finally, another limitation of PolySys is its scalability.
While our implementation performs well on small- to medium-
sized datasets, it does not scale efficiently to larger datasets.
For certain leakage patterns, the number of constraints and
variables in the SAT-based PolySys engine grows quadrati-
cally, see Table 3. This presents a non-trivial practical cost
as system variables increase. Nonetheless, we believe that
PolySys represents a promising step toward a general frame-
work for designing leakage attacks, and we are confident
that future work can enhance its efficiency to handle larger
datasets.

2 Related Work

Structured/searchable encryption. Structured encryption
(STE) was introduced in [29] as a generalization of index-
based searchable symmetric encryption [31,46,95]. One of
the most widely studied STE primitives are multi-map en-
cryption schemes since they are used as a building block
for the majority of sub-linear encrypted search systems, in-
cluding expressive search [24, 38], encrypted relational and
non-relational databases [27, 63, 65], and other end-to-end
encrypted applications [35,67,93]. Numerous works focus on
various dimensions of multi-map encryption schemes includ-
ing dynamism [26,33,68,69], I/O efficiency [7, 18,25,82,84],
expressiveness [24,38,39,62,63,88], concurrency [3,4,21,65]
and leakage suppression [45, 64, 66].

2While the response length pattern has been analyzed in the context of
range multi-maps, as far as we know, neither of these patterns has been
studied in the context of point multi-maps.

Leakage attacks. There is a long line of research on leak-
age attacks [14,23,51-53,56,60,70,73-75,79, 87, 102] with
point and range multi-maps as the main attack targets. This
work compares the PolySys engine to state-of-the-art leakage
attacks against a single leakage pattern.” First, we compare
PolySys to attacks against point multi-maps, including to the
Count [23] and Subgraph-ID [14] attacks which are query re-
covery attacks with known data against the response identity
pattern rid. We also compare PolySys to the IHOP [87] and
Decoding-Bin [60] attacks, which are query inference attacks
against the query equality pattern qeq under the assumption
that user queries are sampled from a Markov process.

We also consider attacks against range multi-maps. In
particular, we compare PolySys to the LMP-ID and LMP-
APP [75] range attacks, which are data resolution attacks
against the response identity pattern rid that assume the
dataset is dense. We also compare to GenKKNO [52] and
ApproxValue [52] which are approximate data resolutions
against the response identity pattern that require user queries
to be sampled independently and uniformly at random. Note
that PolySys requires neither assumption to operate. Finally,
we compare to [51] which are count resolution attacks against
the response length pattern (or the volume pattern) rlen.

The Bayle engine. We could not compare PolySys to the
Bayle engine [36] for two reasons: first, the current version
of Bayle is only designed to work for attacks against point
multi-maps. Second, Bayle only scales to small label spaces
(at most size 10); we evaluate on larger spaces in this work.

Grobner basis. Solving polynomial equations can also be
done by computing a Grobner basis. Various algorithms exist
for this computation, including the Buchberger algorithm [22],
as well as Faugere’s F4 [40] and F5 [41] algorithms. Sev-
eral computer algebra systems (CASs) implement optimized
versions of Buchberger’s, F4, and F5 algorithms, such as
Macaulay?2 [50], Magma [17], Maple [78], Mathematica [100],
SageMath [97], and Singular [32]. Howeyver, these algorithms
do not scale well with respect to the number of equations and
variables we handle—on the order of hundreds of thousands of
equations and tens of thousands of variables. Roune and Still-
man [94] evaluated various algorithms using different CASs,
while Berthomieu et al. [12] compared their msolve polyno-
mial system solver against Magma, Maple, and Singular. In
particular, solving the Katsura-14 system—comprising 14
quadratic equations with 14 variables—using msolve took
15 days, whereas Maple and Magma were unable to solve it
even after six months. This inefficiency is due to the inherent
worst-case doubly exponential computational complexity of
the Grobner basis.

3Note that we do not compare against attacks that leverage more than a
single pattern such as SelVol [14] or ARR [74].

3360 34th USENIX Security Symposium

USENIX Association



SAT and SMT solvers in cryptography. SAT and SMT
solvers are used to find solutions to the Boolean satisfiability
problem. Modern SAT solvers are complex and use a com-
bination of heuristic and optimizations to solve this problem
practically. SAT solvers have been used in cryptography and
security. Soos et al. [96] first used SAT solvers in the con-
text of cryptography to attack stream ciphers. SAT solvers
have also been used to attack hash functions [83], key sched-
ules [59] and universal hash functions [49, 103], symmetric
encryption schemes [11], and optimizing secure MPC [91].

Recently, Zinkus, Cao and Green used SAT solvers to de-
sign attacks against the functionality-inherent leakage (FIL)
of reactive secure computation protocols [104]. In [104], FIL
refers to the information about the inputs that are inherently
revealed by the output of the functionality being evaluated
and the authors consider adaptive attacks where the adversary
can generate inputs to the protocol, observe the outputs, and
use that to choose inputs for the next round. While related,
our focus is on the leakage of sub-linear encrypted search
solutions and we restrict ourselves to non-adaptive attacks.
To the best of our knowledge, this is the first work that uses
SAT solvers in the context of encrypted search.

SAT/SMT solvers in quantitative information flow. Quan-
titative Information Flow (QIF) is a framework developed to
quantify the leakage of secret information in software sys-
tems. Given a program and a secret, QIF helps determine how
much an adversary can infer about the secret by observing
the program’s output. There has been significant progress in
automating QIF analysis using SAT/SMT solvers, particularly
for estimating the number of distinct values that could lead
to a set of observations [9,54,55,71,80,81, 85,90, 99]. This
count can then be used compute an entropy-based metric. Au-
tomated QIF analysis has also been applied in the context of
side-channel attacks, where the observations consist of side-
channel information such as runtime or program size, and
the adversary attempts to infer details about the secret. While
related, our PolySys framework and engine are not primarily
focused on quantifying leakage—though they can be used to
do so by, as in QIF, counting the number of solutions—but on
explicitly learning information about the secret.

3 Preliminaries

Notation. We use blackboard font X to denote sets, over-
lined blackboard font X to denote subspaces of 3 " for some
n,m > 1, calligraphic font X to denote probability distribu-
tions, uppercase italic X to denote random variables, upper-
case bold font X to denote matrices, lowercase bold italic
font x to denote vectors, and lowercase x to denote variables.
Given a matrix X, x; denotes the ith row, a:lT denotes the ith
column, and x; ; denotes the component at the ith row and the
Jjth column. For some m,n > 1, we denote by 1"*™, the matrix

with all 1s. The set of all binary strings of length » is denoted
as {0, 1}", and the set of all finite binary strings as {0,1}*. We
write x <— D to represent an element x being sampled from

a distribution D, and x <i S to represent an element x being
sampled uniformly at random from a set S. The output x of
an algorithm Alg is denoted by x <— Alg. Given a set S, we
use #S to refer to its cardinality.If S is a set with a total order
and a,b € S, then [a, ] is the set of all elements larger than
a and smaller than . When S is the set of non-negative inte-
gers N, then [a,b] = {a,a+1,---,b}. If nis a positive integer
then [n] is the set {1,...,n}. We denote by & (n) the set of all
ranges of size at most n; that is, R (n) = {[a,b] : a < b < N}.
When considering a totally ordered set S, we will assume
the existence of an efficiently-computable order-preserving
bijection between S and the non-negative integers [#S] and
often identify the elements of S using their image under this
bijection. We write 1y, to denote the indicator function
that equals 1 if the proposition prop is true and 0 otherwise.
Given a random variable X, we write Pr[s] to denote Pr[X = s]
when the random variable is clear from the context.

Multi-maps. A multi-map MM over a label space L and a
value space V is a collection of label/tuple pairs {(¢;,V;); }i<n,
where for all i € [n], {; € L and for all j € #v; ;, vij € V.
Multi-maps support Get and Put operations. We write v; :=
MM[¢;] to denote getting the tuple associated with label ¢;
and MM[¢;] := v; to denote assignment of the tuple v; to label
£;. We sometimes denote by Lyv the set of labels stored in
MM. We denote by M (L, V) the set of all multi-maps over
label space L and value space V. Multi-maps are the abstract
data type instantiated by hash tables or binary trees.

Range multi-map. A range multi-map is a multi-map
RMM over a label space [N], for N € N, and a value space V.
In addition to a Get and Put operations, a range multi-map
also supports range queries: given a range r € R (N), return
the set of values V := J,c, RMM[{]. We write V := RMM[r]
to denote getting the values associated with the range r. Range
multi-maps are the abstract data type instantiated by binary
trees, b-trees, or segment trees. In this work, we consider
range multi-maps indexing a numerical column of a relational
table or a numerical field in a non-relational table. With this
assumption, the intersection of any two distinct tuples in the
range multi-map is an empty set. This assumption captures
the fact that a single numerical value exists at most in a given
column cell. With this additional assumption, we can compare
to all existing range attacks.

Structured encryption. Structured encryption (STE)
schemes allow a client to outsource an encrypted data struc-
ture to a server while supporting private query and update
operations. More precisely, a type-T structured encryption
scheme X = (Setup, Query) consists of two efficient algo-
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rithms. Setup takes as input a security parameter 1¥ and a
data structure DS of type T and outputs a secret key K and
an encrypted data structure EDS. Query is a two-party proto-
col between a client and a server. The client inputs its secret
key K and a query ¢ and the server inputs an encrypted data
structure EDS. The client receives a response r and the server
receives . We refer the reader to [29, 66] for more formal
details. In this work, we focus on multi-map encryption and
range multi-map encryption schemes.

Adversarial models and security. There are different ad-
versarial models that we usually consider in the encrypted
search area. The most common are persistent and snapshot
adversaries. The former receives the encrypted data as well as
the transcripts of all queries and updates. The latter is weaker
and only receives the encrypted data after the execution of ev-
ery query or update. Here, we study leakage patterns usually
revealed at query time to a persistent adversary. STE security
definitions are parametrized by a leakage profile, which were
introduced by Curtmola et al. [31] and capture the follow-
ing: given a leakage profile A, we say that an STE scheme
is A—secure, if a persistent (or a snapshot) adversary cannot
learn more than what is captured by the leakage profile, A.
For formal definitions, we refer the reader to [29,31].

4 The PolySys Framework

4.1 Secret Modeling

‘We now show how to encode query sequences, multi-maps
and range multi-maps as F,-matrices but note that similar
encodings can also be designed for other data types.

Encoding query sequences. We model a query sequence
of length 7 over a label space L of size m, for7,m > 1, as a
matrix in Q C F5*" and define the encoding

gseq: L' — Q C FY", qseq({1,...,4)=Q
where Q is a matrix with rows indexed by the queries in the

sequence and columns indexed by the labels in L. and such
that for all i € [¢] and all j € [m],

o 1 lf qi = Ej
9ij = 0 otherwise.

By definition, Q can only have a single 1 in every row which
means that Q is the subspace of " that satisfies the follow-
ing t linear equations,

Y aij=1, i€ [t]. (1)
=1

Encoding multi-maps. We model a multi-map over a label
space IL of size m and a value space V of size v, for m,v > 1,
as a matrix in )" and define the encoding

mmap : M(L,V) - F™",  mmap(MM) =M
where M is a matrix with rows indexed by the labels in L. and
the columns indexed by the values in V and such that for all
i €[m]andall j € ]v],

o 1 iijEMM[e,']
Mij =Y 0 otherwise.

Encoding range sequences. We model a range query se-
quence of length 7 over range space R (N), where N € N as a
matrix in R C IFIZXN and use the encoding

rseq: R(N)' = R CFyN, rseq(ri,...,n) =R
where R is a matrix with rows indexed by range queries and
columns indexed by labels in [N] and such that for all i € [¢]

and all j € [N],
{1 ifjern
rij =

0 otherwise.

By definition, every row in R can only have 1-values in a
single, contiguous region in [N]. This region would then rep-
resent the queried range. This implies that R is the subspace
of F,* that satisfies the following 7 quadratic equations,

N—1 N
er-r,’,Hl:Zri’j—i—l, ie[t]. )
= =

Encoding range multi-maps. We model a range multi-
map over the label space [N] and a value space V of size v,
for N,v > 1, as a matrix in )" and define the encoding
rmmap : M ([N],V) - C C F5*", rmmap(RMM) =C
where C is a matrix with rows indexed by the integers in [N]

and the columns indexed by the values in V and such that for
alli e [N]and all j € [v],

[ 1 ifv;e RMM[]
€Li*=) 0 otherwise.

As discussed in Section 3, we consider range multi-maps
where a value can only exist in at most one tuple. This implies
thta C can only have a single 1 in every column which means
that C is the subspace of F5*" that satisfies the following
linear equations,

N
Yoj=1, Jj€M. 3)
i=1
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Scheme Type Leakage Pattern

id rlen trlen

v v

Kol
0]
Ke)
=

Z-1DX [46]

SSE-1, SSE-2 [31]

Tlhass Tpacks T2Lev [26]

Sophos [19]

Diana [20] point
VLH, AVLH [64]

Tethys [18]

FIX [6]

AZL [66]

FJKT [38]

L-BRC, C-BRC [34]

BPP [15] range
Torq [77]

POPE [92]

AN N N N N N N NENENENEN
AN N R Y NENENENEN
NN NN R NS NENENEN
SN N N N RN N NENENEN

Table 1: A non-exhaustive list of schemes and their leakage.
Note that schemes may leak more than the patterns listed
above and that rid reveals rlen which in turn reveals trlen.

Remark. We refer to Equation | as the structural equation
for multi-maps, and Equations 2 and 3 as the structural equa-
tions for range multi-maps.

4.2 Leakage Modeling

The most common representation of leakage patterns in lit-
erature is the functional representation. Each pattern maps
the query and/or the data space of the underlying data type to
some output space. Here, we follow the same approach where
we additionally view the output of any mapping as a matrix.
In the following, we describe the standard leakage patterns
and refer the reader to [66] for more details. Note that all the
patterns we discuss below are described in the same manner
for all multi-maps, including for range multi-maps. The leak-
age patterns we study in this work are the most common in
the encrypted search literature, as highlighted in Table 1.

Multi-map size pattern. The multi-map size reveals the
size of a multi-map which is defined as its number of la-
bel/value pairs. More precisely, it is defined as

mmsize : M (L, V) — N> mmsize(MM) =S
where S is a 1 x 1 matrix such that

S1,1= Z#MM[K].
Lell

Query equality pattern. The query equality reveals if and
when a query is repeated. More precisely, it is defined as

qeq: Q" —Fy', qeqlqi,...,q:) =E

where E € F,' is such that

o =1 itai=aqj
b 0 otherwise.

Response identity pattern. The response identity reveals
the responses of a query sequence and is defined as

rd: M (L, V) x L' = FYY,  rid(MM,¢;,...,6) =1

oo 1 ifv; € MM[¢}]
77710 otherwise.

Response length (volume) pattern. The response length
pattern, which is also referred to as the volume pattern, reveals
the sizes of the responses of a query sequence. More precisely,

rlen: M(L,V) x L' - N> rlen(MM,¢;,....4,) =L
where [; | = #MM[(;].

Total response length pattern. The total response length
pattern reveals the total sizes of the responses of a query
sequence. More precisely, it is defined as

trlen : M (L, V) x L' = N1 trlen(MM, ¢y,...,4) =T
where 111 = Y #MM[{;].

4.3 Leakage Equations

In the following, we show how to derive the leakage polyno-
mial systems for four leakage patterns: the data size pattern,
the query equality pattern, the response identity pattern, and
the response length pattern, and for two data types: multi-
maps and range multi-maps. As highlighted earlier, these pat-
terns and data types are one of the most studied in STE/SSE
literature both in terms of design and cryptanalysis.

Size equations. Based on our multi-map encoding mmap
and size function mmsize, we can now define the following
matrix equation that relates multi-maps to their size. For all
MM € M(L,V),

11><m_M_1v><1 —S

where M = mmap(MM) € F7” and S = mmsize(MM) €
N'*! This equation, however, can be rewritten as the follow-
ing linear equation over [y,

m v

Z mi ;=511 @
1

i=1j=
Similarly, for range multi-maps, we obtain the following linear
equation over [y,

v

Zci,jZSLl, )

i=1j=1

where C = rmmap(RMM) € FY>".

M=
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Query equality equations. Based on our query sequence
encoding gseq and our query equality function geq, we define
the following matrix equation which relates query sequences
to their query equality. For all (¢1,...,¢;) € L', we have that

Q'QT:E7

where Q = gseq({1,....4) € Q C FY" and
E = qeq({1,...,4) € FY, which can be rewritten as
the following > quadratic equations over [y,

13
Y dik-qjx=eij, i,j€t]. (©6)
k=1

In the case of range multi-maps, the formulation of the
system is similar but a bit more complex as it involves intro-
ducing a new matrix variable, R € IF’ZXX that maps a range
query to its corresponding range index, i.e., every row in R is
a unitary vector, where A =#R (N) = N(N + 1) /2. In particu-
lar, based on our range query sequence encoding rseq and our
query equality function qeq, we define the following matrix
equation that relates range query sequences to their query
equality. For all (ry,...,r;) € R(N)', we have that

R-R" =E,
where  7ij = Tle,rik = Thhenp, (1 — rig), R =
rseq(ri,...,r) € R C F5Y and E = qeq(ry,...,r;) € Fy.
The above matrix product can be rewritten as the following
degree-N polynomials over [F,,

t
Y rikrii=e; ijel] 7
k=1

Response identity equations. Based on our multi-map en-
coding mmap, our query sequence encoding gseq and our
response identity function rid, we can define the following
matrix equation that relates multi-maps and query sequences
to their response identity. For all multi-maps MM € M (L, V)
and query sequences (¢1,...,¢) € L', we have

QM:L

where Q = gseq(/y,....4) € Q CFy",M = mmap(MM) €
7" and I = rid(MM, ¢y,...,¢;) € F5*". Note, however, that
this equation can be rewritten as the following ¢ - n quadratic
equations over Fp,

t

Z%’,k‘mk.,j:ii,j»
=1

i€l jeln. (8)

Similarly, using our range sequence encoding rseq, we can
write the following matrix equation for all range multi-
maps RMM € M ([N],V) and query sequences (ry,...,r;) €
R(NY,

R-C=I

where R = rseq(ry,...,r;) € R ¢ FyN, € =
rmmap(RMM) € FY*” and I = rid(MM, ry,...,r,) € Fy.
This can be rewritten as the following # - n quadratic equations
over [

t
Y rik-crj =iy, i€lt],j€n] ©))
k=1

Response length (volume) equations. As above, we can
use our multi-map encoding mmap, our query sequence en-
coding gseq and our response length function rlen to de-
fine a matrix equation that relates multi-maps and query se-
quences to their response length. For all MM € M (L, 7) and
(41,...,4) € L', we have

Q_M_1v><1 :]'_‘7

where Q = qseq(/y,...,4) € Q C FY"",M = mmap(MM) €
FJ>V and L = rlen(MM, 4,...,4,) € IFIZXI. Note, however,
that this equation can be rewritten as the following 7 quadratic
equations over [F,,

t

Z( qi,k-mk,j>:l,~ i€ ). (10)
j=1 \i=1

Similarly, using our range sequence encoding rseq, we can
write the following matrix equation for all range multi-
maps RMM € M ([N],V) and query sequences (ry,...,7;) €
R(NY,

R-C-1"'=L

where R = rseq(ry,...,r;) € R c FyYN, C =
rmmap(RMM) € FY* and I = rid(MM, ry,...,r,) € F5*.
This can be rewritten as the following ¢ quadratic equations

over [
t

i ( ri,k~€k,j> =1 i€ t]. (11)
j=1 \ik=1

Total response length equations. As above, we can use
our multi-map encoding mmap, our query sequence encoding
gseq and our total response length function trlen to define a
matrix equation that relates multi-maps and query sequences
to their total response length. For all MM € M (L, V) and
(4y,...,4) €Ll, we have

11><t QM 1V><l :L,
where Q = gseq(/1,....4) € Q C F5",M = mmap(MM) €
F5>" and T = trlen(MM, ¢y,...,¢,) € F}*!. Note, however,
that this equation can be rewritten as the following quadratic
equation over [Fp,

! \4

)y (Z Cli,k'mk,j> =1. (12)
k=1

1,j=1

14
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4.4 Handling Known-Data Attacks

As described, our framework addresses resolution attacks. We
now show how it can also be used to capture known-data
attacks. In particular, we will see that knowledge of the data
translates directly to fewer variables in the model of the attack.

The polysys model of a known-data attack parallels
that of a resolution attack. However, if we know a subset
{(€x; Vk;) Yicpp) of label/tuple pairs in the multi-map, then for
alli € [B] and j € [n], we can set

My, j = 1 if Vi € Vg;.

If we have complete knowledge of the entire data structure,
we can further reduce the number of variables by assigning 0
to all values known not to appear in the structure. Formally,
forall i € [B] and j € [n], we can set

mkl‘,j = II-{VJ'EVki}'

The system requires m-n (or N -n in the case of a range
multi-map) fewer variables. Also, all leakage equations except
for the query equality equations become linear, substantially
reducing the computational cost of solving the system.

5 Extension to Inference Attacks

In the previous section, we showed how our framework can be
used to model and design resolution and known-data attacks.
We now show how to extend it to handle inference attacks.
At a high level, we do this by formulating an optimization
problem based on the resolution model of the leakage profile
under consideration. In this problem, the objective function
depends on the attack and the adversary’s auxiliary distribu-
tion. But before we can describe the approach in more detail,
we recall the formalization of inference attacks from [36].

Inference attacks. Recall that an inference attack takes as
input the observed leakage and an auxiliary distribution over
the secret space. Using the formalization of [36], a leakage
model is a joint random variable X = (S,H, L), where S is
a multivariate random variable over a secret space S, His a
multivariate random variable over a hidden space H and L is
a multivariate random variable over a leakage space K. In this
framework, leakage patterns define the likelihood functions
p(€|s), for all s € S, of the joint random variable and leakage
attacks are statistical inference algorithms 4 (£, o) that output
an estimate § of s, where (s,h,£) < X and o is an auxiliary
distribution over the secret space S. Note that, in the BLA
framework, the adversary A4 works over the joint random
variable X = (A,H, L), where the secret random variable S
is replaced with an auxiliary random variable A ~ a. In [36],
the authors study several adversaries including one based on
the maximum a-posteriori (MAP) estimate which outputs

maps(£,Q) &f argmax p(£ | s) - a(s).
seS

Modeling the MAP adversary. We now show how the
MAP adversary described above can be modeled in our frame-
work when the leakage profile is deterministic.

Theorem 1. Let x5 = (enc,leak,sys(fy,...,fx)) be a resolu-
tion model for a deterministic leakage profile A. Then, for all
auxiliary distributions o. over the secret space S, the adver-
sary Amap can be modeled as

lIIﬂmap ((X) = (OC, oo encil’xl\)'

We use Theorem | to formulate inference models of MAP-
based query recovery attacks in various settings:

e arbitrary auxiliary distributions, where queries can ex-
hibit any form of dependency;

* Markovian auxiliary distributions, where a query can
depend on at most the query that precedes it;

* independent auxiliary distributions, where the queries
are independent.

Due to space constraints, we only describe the inference
model for arbitrary auxiliary distribution and defer the last
two cases to the full version of the paper. One of the main
observations is that, the less dependency the queries exhibit
the simpler the objective function of the inference model will
be and the more computationally efficient the attack will be.

Remark. While we focus on point multi-maps and query
recovery attacks, the same approach can be used for other
structures and other types of recovery.

5.1 Arbitrary Query Sequences

Theorem 1 allows us to translate the MAP adversary to a
polysys inference model but, for computational purposes, the
objective function in the model has to formulated as a polyno-
mial with some fixed degree. In the following corollary, we
show that this is the case. Due to space constraints, the proof
of the theorem is in the full version.

Corollary 1. Let A be a deterministic leakage profile and
Amap be the query recovery adversary that outputs the MAP
estimate. Then, for all auxiliary distributions o. over the query
sequence space . =1Ly X --- X Ly, Amap can be modeled as

lP/leap ((x’> = ((X‘7 o enC71 7XA)

where the objective function &oenc™!

mial over Fy. Specifically,
o (enc_l(Q)) =
q1j -+ -4ij; - 108 <O€ (Eji | gji—l e 7gjl) ))

is a degree-t polyno-
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Relinearization. Given that the objective function as well
as the system of equations composing the constraints are
polynomials over F,, we make use of a standard technique
called relinearization that reduces the degree of polynomials
at the cost of increasing the number of variables. Due to space
limitations, we discuss the details in the full version.

6 The PolySys Engine

Various methods can be used to solve systems of polyno-
mial equations. In this work, we use SAT solvers, which are
designed to solve the Boolean satisfiability problem (SAT).
Given a set of clauses in conjunctive normal form (CNF), a
SAT-solver determines whether there is a truth-value assign-
ment to the variables that makes the formula true.

Our main observation is that finding a solution to a system
of polynomial equations can be reduced to transforming the
system into an equivalent CNF and checking whether it is
satisfiable. The main technical challenge lies in converting
each polynomial equation into a set of Boolean clauses, which
are then expressed in CNF. The CNF of the entire system is
simply the conjunction of the CNFs corresponding to each
individual equation.

Because SAT-solver performance depends on the size of the
formula—both in terms of variables and clauses—our trans-
formations aim to minimize these quantities. The following
section details how to transform polynomial equations into
CNF. We categorize these equations into four types, which
are described in the subsections that follow.

Binary sums. This category includes the linear equations
that sum to one. In particular, both Equation | and Equation 3
have the following format ZLI x; = 1 where x; € {0,1} for
all i € [y] and v € N. Such a summation can be represented as
the following Boolean clause

( \ x,-> A (i{é\jx,-v)c.,)

i€l

where the binary variables, x;, can also be considered to be
propositional variables in {false, true}. The first term captures
that at least one variable is equal to 1 while the latter captures
that at most one variable equals 1. While the formulation is
already in its CNF, the number of constraints in the second
term is O(y?), which is quite prohibitive. We instead use a
standard encoding, called commander-variable encoding [72],
where we can define a recursive function that enforces that
at most one variable in a given sequence is equal to one, and
which we denote by AMO, defined as,

AMO(x1,...,xy) = ND(x1,...,x3,y) A AMO(3,x4, ..., Xy),

where y is a new propositional variable and where ND is the
naive Boolean expression for a conjunction of disjunctions

defined as,
ND(x1,...,x3,y) = ( A xiij> A ( /\x,~\/y>.
i,j€[3] i€[3]
i#]j

Using the commander-variable encoding, the number of
Boolean clauses composing the CNF becomes O(y) and with
O() additional variables. The final Boolean formula is :s

( \/ x,-) AAMO(xy, ..., xy).

i€yl

Quadratic sums. This category includes equations with
quadratic terms such that their sum is binary. In particular,
Equations 6, 8 and 9 have the following format,

Z XiVi = b (13)
ie

where x;,y; € {0,1} foralli € [y and Y€ N, and b € {0,1}.
In the following, we analyze the cases when b =0 and b = 1.

Case 1. When b = 0, then we can reformulate the sum in
Equation 13 as, /\;jcjy X VY;, which is already a CNF format
with O(Yy) clauses.

Case 2. When b = 1, then we can reformulate the sum in
Equation 13 as the following Boolean formula

( \/ xi/\yi> A (/\xi\/)’i\/xj\/)’j)
]

i€y i#j

where the first term captures the fact that at least one product
x;yi, fori € [y], is equal to 1, whereas the second term captures
the fact that at most, one term is equal to 1. Notice that the
first term is not a CNF, and using the (naive) De Morgan’s
distribution laws, the resulting CNF would be composed of
O(2Y) clauses, which is extremely prohibitive. Instead, we
use Tseitin decomposition [98], which works as follows. We
introduce Y new propositional variables z; such that z; —
x; Ay, and we can rewrite the disjunctions of conjunctions:

\/ xiAyi= (\/z,) A < A (Zi\/xi)/\(ziVyi))

i€lyl iey i€ly

which is in CNF with O(Yy) clauses and O() additional vari-
ables. The second term of our Boolean clause has O(y?)
clauses, but by leveraging commander-variable encoding, we
can reduce it to O() using the recursive AMO function:

/\Tci\/y,-\/?cj\/yj = AMO(x; Ay1, ... 7xY/\yY)'
i#]
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To sum up, the resulting Boolean clause has O(Yy) clauses and
O(y) variables and is equal to

(\/Zi> N ( A (Zi\/xi)/\(zi\/yz')>
iey i€l
ANAMO(x1 Ay, ... xy Ayy).

The z; variables provide us an equisatisfiable formula such
that an assignment of the x; and y; variables to the rewritten
formula is also a satisfying instance to the original.

Mixed sums. This category includes equations that have
both quadratic and linear terms. In our case, only Equation 2
fits in this category and has the following format,

Z XiXi—1 = Z x;+1.
iefy—1] i€y

A naive Boolean representation of the equation above is to
list all contiguous ranges such that,

TR

icly,jelin

This Boolean expression has O(}y?) clauses and is in a DNF.
It can be reformulated naively into a CNF form, resulting in
0(2%) clauses. We can transform this expression into one
that only requires O(Y) clauses and O(Yy) additional variables.
We first introduce the variables ay, ...,ayand by,.. ., by where
a; = true if there exists j > i such that x; = true; and b; = true
if there exists j <17 such that x; = true. We then reformulate
these two definitions as the following Boolean clauses,

Xi = a;=%;Va; and aiy1 = a;=aj+1 Va;

xi = bi=%x;Vb; and b; = bj EE,‘\/b,’.H

We finally ensure that there is no index i € [y] such that x; =
false and a; = true and b; = true. We capture this by,

x,-\/ﬁ,-\/E, i€ [’Y}

The final Boolean expression is the conjunction of all these
clauses, which is in a CNF such that,

(ié}yxi\/a,)/\(/\xi\/b,-) /\( N\ @i

] i €fy] i €fy—1]
\/a,-) A ( A b,-vb,-H) A < N x,-\/a,-vb,»).
i€fy—1 i€

Non-binary linear sums. This category includes equations
composed of quadratic terms such that their sum is an integer
strictly larger than 0. In particular, Equations 11 and 12 have
the following format,

Z Z XiYi,j = €,

Jjelliely]

where ¢ € [n] and Yc |y xiyi j € {0, 1}. A naive representation
of the equation above as a Boolean expression is,

V(L m)

(j],...,jc)ecn \jlwch

where B is the Boolean expression corresponding to the sum
Yiep*ivi,j € {0,1}. The expression above captures the fact
that () possible combinations, Cy, of indexes in {1,...,n}
can result in a sum equal to ¢. The above Boolean expression
is also very costly to solve as it is written in a DNF, and a naive
CNF representation would result in 2" clauses. Instead, we
leverage the sequential counter encoding result by Frisch and
Giannaros [42] where we can generate the Boolean expres-
sion with O((c +7) - n) clauses and O((c +7) - n) additional
variables, where ¢ € [n]. We denote by AMC, the function
that takes as input n truth variables B; and generates at most
c-out-of-n combinations. The resulting CNF is defined as the
conjunction of the following five clauses,

c n—1
/\ﬁl_j and /\ /\ﬁ,’_l"j\/R,’_j and /\ Ei\/R,'J

i=2 i=2j €l i €ln—1]

c
/\Ei\/kifl,jfl \/Rw‘ and /\Ei\/Rifl,m
i=2 j=2 ic]

where R; ; are truth variables (called registers in [42]), for all
i € [n] and j € [c]. In our case, to get the Boolean expression
for exactly c-out-of-n, we take the conjunction of both at most
and at least c-out-of-n defined as,

AMCC(Bl,...7Bn)/\AMCC(§1,...,§n). (14)

As a second step, we need to compute the concrete Boolean
expression of B;, for i € [n]. For this, we start by leveraging
Tseitin’s decomposition [98] where we introduce Y- n vari-
ables z; ; such that z; ; < x; Ay; ;. This equivalence can be
represented as, for all i € [y] and j € [n],

@Vx) AN @ VYL A (@ VTV ) (15)

Given the z; j’s we can rewrite B; as B; < /\ie[y] z;,j. Using
Tseitin’s decomposition a second time, we can rewrite this
equivalence as the conjunction of the following three clauses,
forall j € [n],

z1;V...Vzy; VB; and AMO(z; 6
/\Zw‘\/Bj. (16)
i€p]

V...Vzy)VB; and

Finally, the resulting CNF is the conjunction of the clauses in
Equations 14, 15 and 16, for all i € [y] and j € [n].
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Attack Target Leakage  Auxiliary Data Assumptions Ave. Runtime
Profile = Queries  Data Queries Data
Count [23] K co — Partial Non-rep. — <ls
Subgraph-ID [14] K rid — Partial Non-rep. — <ls
IHOP [86] K geq P - - - <ls
Decoding-Bin [60] K geq P - - - <ls
LMP-ID [76] RV rid — — — Dense <ls
LMP-APP [76] RV rid — — — Dense <ls
GenKKNO [52] RV rid — — Uniform — <ls
ApproxValue [52] RV rid — — Uniform  Specific <ls
GLMP [51] RC rlen — — A — <ls
GJW-Basic [53] RC rlen B — Ap - DNR
GJW-Missing [53] RC rlen B,k — Ap k — DNR

Table 2: List of attacks in evaluation. The target is either Keyword query (K) or Range (Value/Count, RV/RC) reconstruction. B
is the maximum width and k the amount of missing queries per width. 4 denotes that all possible response lengths occur (only
within all widths < B for A, or k missing therein for Ag ;). P represents a known Markov transition matrix. The Avg. Runtime
represents the average time the attack takes to run across all trials in the evaluation. We use < 1s to represent the fact that the
attacks run on the order of ms, and DNR means that the attack fails on the parameter regime considered in this work.

7 Evaluation

We implement the PolySys engine in Python and make use
of cadical [13] as the underlying SAT-solver when using
PolySys as aresolution or known-data attack, and the Google
OR-tools [89] as the underlying optimization problem li-
brary when using PolySys as an inference attack. PolySys
is written in 3,700 lines of code. For comparison, we use the
Python implementations of prior attacks in LEAKER [61].

Setup. We evaluate PolySys on an AWS m6i.2x large in-
stance with 32GB of memory. All runs are performed on a
single thread, and the results are reported as an average over
10 trials along with the 25th and 75th percentiles.

Comparison. We compare PolySys against state-of-art
point and range attacks as described in Section 2. Table 2
lists all attacks we considered and their runtimes. The attacks
are evaluated against real-world datasets, which are described
below. Additionally, in cases where an attack cannot be eval-
uated on real-world data due to some assumption on data
distribution or scalability limitations, we compare the attacks
on synthetic datasets. We assess the set of attacks on both
uniform and Zipf-distributed query sequences, with o0 = 2.
For known data attacks (Figure 1), we vary the known data
rate where we uniformly sample the data records known to the
adversary. For other attacks, we vary the number of queries ¢
to demonstrate the efficacy of the attacks.

Datasets. We evaluate the attacks on two real-world
datasets: the Enron dataset [1] for keyword attacks and the

MIMIC dataset [57] for range attacks:

e Enron [1]: Enron is an email dataset for various em-
ployees of the Enron Corporation. We use the emails of
allen_p and select the top 200 most common keywords
to create a dataset for the evaluation. Selecting the top
200 keywords creates a dataset of 602 emails.

e MIMIC [57]): Medical Information Mart for Intensive
Care is an open-source medical dataset that contains
patient readings of medical metrics. In this evaluation,
we use the MIMIC-T4 dataset, which measures patients’
free thyroxine levels. We use the first 500 readings for
the sake of this evaluation. This creates a sparse dataset
with domain size N = 64.

7.1 Attacks Against Point Multi-Maps

We evaluated PolySys as a query recovery attack in two
settings: first, as a known data attack against the response
identity pattern rid; and then, as an inference attack against
the query equality pattern geq. For both these cases, PolySys
significantly outperforms all existing attacks, sometimes with
a recovery rate 60x higher than the best-known attack.

Known data attacks against rid. Figure 1a and Figure 1b
show the recovery rates of PolySys, Count, and Subgraph-ID
attacks when varying the known data rate on the Enron dataset.
We also consider that user queries are sampled uniformly or
following a Zipf distribution. The query sequence length was
set to 150, and the recovery rate is computed as the fraction
of queries (out of 150) that are correctly matched. Note that
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Figure 1: Recovery rates for known data attacks against rid
on the Enron database for a query sequence of length r = 150.

although the Count attack uses the co-occurrence pattern, this
is implied via the response identity pattern.

PolySys outperforms all other attacks in low and high
known data rates. Even with a 10% known data rate, PolySys
achieves a recovery rate of 92% and 79% with uniform and
Zipf-distributed queries respectively, whereas Subgraph-ID
has a low recovery rate of 9% and 1%. This nontrivial gap is
probably because PolySys does exceptionally well in extract-
ing all the information from the leakage as it fully describes it
as a system of equations. In contrast, the Subgraph-ID attack
and (even worse) the Count attacks are custom attacks that do
not leverage all leaked information. We note that the recov-
ery rate of PolySys (and all other attacks) dropped when the
query distribution was changed from uniform to Zipf.

Inference attack against geq. Figure 2 shows the recovery
rates of PolySys, IHOP and Decoding-Bin attacks when vary-
ing the lenght of the query sequence. For these attacks, we
assume that the query sequence was sampled according to a
Markov process with transition matrix P and original distribu-
tion u. We also consider the setting where the adversary has
exact knowledge of the stochastic process, i.e., both P and u.
Due to scalability limitations, we evaluate the attacks on a
small synthetic multi-map with a number of labels equal to
m = 10. Every row in the transition matrix P is equal to a ran-
dom permutation of the pmf of a Zipf with parameter 2, and
the initial distribution is uniform, i.e., u = (1/m,...,1/m).

PolySys  significantly outperforms [IHOP  and
Decoding-Bin and achieves nearly perfect query recon-
struction for a query sequence of length 100. In contrast,
IHOP’s recovery is extremely low, whereas Decoding-Bin
can only recover a small percentage. We recognize that a
downside of PolySys is its scalability, which we discuss at
the end of this section.

7.2 Attacks against Range Multi-Maps

In this section, we evaluate PolySys as a data resolution
attack against the response identity pattern and as a count res-
olution attack against the response length pattern, where the

100

80

60

. Ay

20 // e \\1{,—0— Polysys

Recovery Rate (%)

—<- [HOP
=»- Decoding-Bin

(] 20 40 60 80 100
Num Queries (t)

Figure 2: Attack against qeq with Markovian queries.

latter only attempts to recover the number of records/values
that map to each numerical value in the range multi-map. As
above, PolySys outperforms all known range attacks in all
cases, with the exception of one case we discuss below.

Data resolution against rid. Figure 3a and Figure 3b show
the recovery rate of the GenKKNO, ApproxValue, LMP-ID,
and PolySys on the MIMIC dataset for uniform and Zipf-
distributed queries, respectively. The recovery rate is the
mean absolute error accounting for reflection. As expected,
PolySys slightly underperforms prior work in the uniform
case while outperforming them in the Zipf case as the num-
ber of queries increases. The slight underperformance in the
uniform case is due to hardcoded distributional knowledge
in the attacks; an assumption PolySys does not use. Specif-
ically, GenKKNO and ApproxValue were designed assuming
the queries were uniformly distributed. This explains the dif-
ference in performance between the uniform and Zipf case.
Because LMP-ID and LMP-APP are only usable in the case
where the dataset is dense (e.g., there exists at least one record
for each value in the domain), we additionally test PolySys
and the other attacks on a synthetic dense dataset for the same
size as the MIMIC dataset (N = 64, v = 500). We do this by
fixing N records/values to be each value in the domain [N]
and then uniformly sampling the remainder. The results of the
attacks for uniform and Zipf-distributed query sequences on
this synthetic dataset are shown in Figure 3c and Figure 3d.
In the dense case, PolySys again outperforms all prior work.
In particular, PolySys can obtain > 99% data reconstruction
and > 85% reconstruction rate in the uniform and Zipf case,
respectively, with 300 queries. Similar to the point attacks,
varying the query distribution and, in this case, the data distri-
bution can impact the recovery rate, as illustrated in Figure 3.

Count resolution against rlen. Figure 4a and Figure 4b
show the recovery rate of the GLMP attack and PolySys on
the MIMIC dataset for uniform and Zipf-distributed query
sequences, respectively. We note that the GJW attacks are
missing from the figures because they do not successfully run
on the MIMIC dataset due to infeasible search space size.
PolySys outperforms GLMP in both scenarios. This is be-
cause GLMP assumes that all response lengths are observed in
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Figure 3: Recovery rates for data resolution attacks against
rid for both the MIMIC dataset and a dense synthetic dataset.
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Figure 4: Recovery rates for data resolution attacks against
rlen for the MIMIC database.

the query sequence, which might not necessarily be true. Note
that we compare PolySys and GLMP on histogram recon-
struction because GLMP is unable to recover the underlying
values, while PolySys has the capability to do so.

8 Limitations

Scalability. The scalability limitation arises in two places:
the runtime of the attacks and the number of vari-
ables/constraints required to represent the SAT program. Ta-
ble 3 shows the average runtime and the average program
size for the various attacks considered in this work. As seen
in Table 3, the runtime of PolySys is on the order of sec-
onds/minutes, while the specialized attacks in prior work run
much more quickly (on the order of ms - see Table 2). This is
due to the fact that PolySys is a much more general frame-

100
—e— Polysys-TRlen

—<— Polysys-Rlen
80 ysy:

60

40

Recovery Rate (%)

20

%o 100 200 250

150
Num Queries (t)
Figure 5: Recovery rates for count resolution attacks against
rlen and trlen for a dense, synthetic database.

work and that prior works are often specially tailored a specific
leakage pattern. Despite this, we believe that insights provided
by PolySys are sufficient to draw meaningful conclusions.

First, a high recovery rate against a given leakage pattern
under specific attack settings that increases with the size of
the data and parameters is an indication that the leakage pro-
file might not be secure enough for that setting—even if the
results are for small datasets and parameters. Conversely, if
the recovery rate is low, it may suggest that the leakage is
more challenging to exploit.

Extending to more secure patterns. It is important to eval-
uate attacks in settings where they may not do well. To this
end, we evaluated PolySys against the response length (also
known as volume) and the total response length which, in-
tuitively, seem very hard to exploit. Note that we consider
the easier setting of a count resolution attack against dense
uniformly-sampled data (as opposed to sparse data) with a
domain size of N = 100. Table 3 presents PolySys’ recovery
rate. One can see that it recovers at most 15% of the data
when attacking rlen and at most 6% when attacking trlen.
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Leakage Pattern  Type  Avg. Runtimes # Vars # Clauses (CNF)
fid point 2.35-9.9s 0.45m-2.65m 4.73m-15.81m

range  49.95-280.8s 1.26m-2.25m 5.08m-8.06m

geq*  point 14.0s—497.5s 6.7k —42.7k 19.6k —129.0k

Hlen point  29.95—65.9s 0.84m-1.67m 2.25m-6.83m

range 141.6s—3283.0s 0.26m-0.52m 1.05m-2.09m

trlen  point 4.6s-10.2s 0.23m-0.45m 0.93m-2.29m

Table 3: Middle quartile range for runtime, number of CNF variables, and number of CNF constraints across all runs for the
attacks evaluated in this work. *Note that the attack against geq is an inference attack that makes use of PolySys-AUX, which is
implemented using an SMT solver rather than a SAT solver, hence the lower number of variables and clauses.

9 Open Science

The artifact used in the experimental evaluation is available
on Zenodo at [37].

10 Ethics Considerations

The evaluation in our paper makes use of two public datasets
that potentially contain sensitive information (e.g. email logs,
medical history) of the original parties in order to evaluate
the efficacy of our encrypted search attacks.

The first dataset is Enron and is publicly available online
and is explicitly made available for academic purposes. The
second data is MIMIC which is a medical history dataset.
Use of the MIMIC dataset is access-controlled and was only
handled via approved authors who completed the required
training and data use agreements laid out on the corresponding
website [57].

Before the datasets were used in our experiments, all of the
information was tokenized and anonymized, since the only
information required for our work are the keywords and the
numerical values of the data entries. We stress that we did
not attempt to de-anonymize any of the relevant parties in the
used datasets.

Our research builds an attack framework for analyzing en-
crypted search schemes on real-world datasets. While this fur-
thers the landscape of attacks on encrypted search databases,
we note that this could have a potential negative impact be-
cause it could be theoretically used by an attacker to recover
sensitive information from a confidential dataset. However,
we believe the benefits from advancing the encrypted search
attack landscape outweighs the small risk of an attacker using
this framework in practice.
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