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 Background: Speaker Recognition (SR) has been applied widely
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 Problem: DNN-based SR systems can be fooled by Adversarial Examples
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 Solution: Existing defenses against adversarial example attacks
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They all fall within a limited scope of attack algorithms, due to the 
training procedure based on pre-assumed AE-generating algorithms.

To address this issue, we proposed an adversarial example detection method that leverages 
an intrinsic characteristic of AEs, making it independent of specific attack algorithms.



 Preliminary: An intrinsic characteristic of  AEs
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Three Challenges: 
1. How to quantify this instability of model predictions? 
2. How to evaluate a specific audio distortion technique? 
3. How to effectively combine multiple audio distortions?
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 Challenge 1: How to quantify this instability of model predictions?
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Distorted Audio Sample: d(x)

Original Audio Sample: x

Audio Distortion Technique: d( ⋅ )

Score Function: Score( ⋅ )

DSd(x) = |Score(x) − Score(d(x)) |
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 Challenge 2: How to evaluate a specific audio distortion technique?
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 Challenge 2: How to evaluate a specific audio distortion technique?



 Challenge 3: How to effectively combine multiple audio distortions?



 Method: Framework of FraudWhistler
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1. How does FraudWhistler perform against different AE attacks? 
2. How does FraudWhistler perform in physical world?  
3. How does FraudWhistler perform against an adaptive adversary?



 Result 1: How does FraudWhistler perform against different AE algorithms?

• Dataset: VCTK (110 speakers) 
• SR system: ECAPA-TDNN1 (VoxCeleb 1/2) 
• 5 AE Algorithms: FGSM, PGD, CW, FM, UNIV 
• SOTA Detections: WG2, TD3 
• Running Environment: 

• Ubuntu hirsute 21.04 
• 40 Intel Xeon Silver 4210R CPU 
• 256 RAM 
• Four 48GB NVIDIA RTX A6000 GPU

 Experimental Setup

• Evaluation Metrics 
• Detect Accuracy on AEs ( ): 

 

• Accuracy on Benign Examples ( ):    

 

• Robust Accuracy on AEs ( ): 
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 Result 1: How does FraudWhistler perform against different AE algorithms?

Overall Performance

• FraudWhistler achieves highest detection accuracy on AEs for all SR architectures. 
• FraudWhistler only induces a minor degradation of 6.1% accuracy on benign examples. 
• The SR system protected by FraudWhistler achieves 97.6% robust accuracy at worst 

compared to 80.6% for WG and 58.6% for TD.
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 Result 2: How does FraudWhistler perform in physical world?

 Experimental Setup



 Result 2: How does FraudWhistler perform in physical world?



 Result 2: How does FraudWhistler perform in physical world?



 Result 2: How does FraudWhistler perform in physical world?



 Result 3: How does FraudWhistler perform against an adaptive adversary?



 Result 3: How does FraudWhistler perform against an adaptive adversary?



 Result 3: How does FraudWhistler perform against an adaptive adversary?
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Summary

• We present a study evaluating a wide range of audio distortion techniques from several 
aspects. 

• We propose an audio distortion-based adversarial example detection method for speaker 
recognition systems, FraudWhistler. 

• The experimental results show that FraudWhistler achieves resilient performance against 
various attack algorithms, robust in complex realistic conditions, and effective even under 
adaptive attack settings.
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