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Privacy Regulations
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q Data Transparency

q Purpose Limitation Principle

q Personal Data Protection

Individuals should be fully informed about how their personal data is being 
collected, used, shared, and stored.
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Purpose Limitation Principle
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q Personal data should be collected for specified, explicit, and legitimate purposes and
not further processed in a manner that is incompatible with those purposes.

Service 
Provider

Data

(Transparency)

Processing
𝑭𝑨(𝒙)

Result
Allowed

Data Owner

(Purpose Limitation)

Inform 𝑭𝑨(𝒙) and 
get authorized

Only allowed for authorized Algorithm 𝑭𝑨(𝒙),  but not for other unauthorized algorithms. 
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Practical Scenarios & Challenges
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q Scenario #1

q Scenario #2

Service Provider
……

Get authorized

……
Get authorized

Third-party
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Practical Scenarios & Challenges
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q Scenario #1

Service Provider
……

Get authorized

q Scenario #2

……
Get authorized

Third-party

v Transparency alone is
insufficient to protect
user privacy.

v When data reaches the
backend or third parties,
it places the data owner
in an unfair position,
where they lose control
over their data
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Practical Scenarios & Challenges
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q Scenario #1

q Scenario #2

Service Provider
……

Get authorized

……
Get authorized

Third-party

Enforcing the Purpose Limitation principle 
is of urgent significance!
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Existing Solutions
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q Fully Homomorphic Encryption (FHE) [1] q Differential Privacy (DP) [2]

Encrypt 
Key

(Authorized)

(Unauthorized)

Decrypt 
Key

v Asymmetric encryption systems increase computational
complexity.

v Data can still undergo unauthorized computations while
encrypted.

v The result can be decrypted using the decrypt key to
determine if unauthorized operations have been
performed.

Laplace
/Gaussian

Noise

v To achieve privacy protection, a substantial
amount of noise should be added, leading
to a reduction in the accuracy of the
calculation results.

v Not only preventing unauthorized algorithms
from producing correct results but may also
affect authorized algorithms.
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Leverage 
polynomial 
properties
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Our Solution: AlgoSpec Algorithm Specificity (AlgoSpec)

q Main Idea

Polynomial 
Approximation

𝐹 = 𝛼!𝑥! +⋯+ 𝛼"𝑥 + 𝛽

Data Processor Third Party

is the substitution of

contains the information of both and

AlgoSpec ensures that only authorized algorithm can be calculated to get correct result by using
polynomial approximation and its properties.

v

v

v
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Two Goals of AlgoSpec
q Goal #1. Algorithm specificity q Goal #2. One-way obfuscation

𝑥
𝑚, 𝐴

𝑓"()

𝐴 𝑚 = 𝑓"(𝑥)

𝑓# 𝑚 ≠ 𝑓#(𝑥)

…

𝑓$ 𝑚 ≠ 𝑓$(𝑥)

AlgoSpec

𝐴 𝑚 = 𝑓" 𝑥 = 𝑟

𝑥 𝑥

v Only executing the authorized algorithm
can obtain correct results.

v Given 𝑚 and 𝐴, the polynomial time adversary
(PTA) cannot recover the original data.

v Assuming the original algorithm is complicated,
given the final result 𝑟, the PTA cannot recover
the original data

𝐹

(Authorized)

(Unauthorized)

(Unauthorized)

𝑥
𝑚, 𝐴

𝑓"()

AlgoSpec

𝐹
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Approach
Polynomial 

approximation
Obscured list 
construction

Calculation rule

Determine the 
highest order 𝑛

𝑛
𝐹 = 𝛼!𝑥! +⋯+ 𝛼"𝑥 + 𝛽

Create exponent 
adjustment factor 𝑑

Create coefficient 
adjustment factor 𝜆

𝛼!𝑥! +⋯+ 𝛼"𝑥
[𝑚!, 𝑚", … ,𝑚"#]

𝛽
[𝑚"#$!, … ,𝑚%]

𝑀 = [𝑚!, … ,𝑚"# , … ,𝑚%]
Γ

𝑑
𝜆

𝐴 𝑀 = 𝑚!×𝑚" +⋯+𝑚%&!×𝑚%

Automatically 
generated

Determine the highest order 𝑛 using discrete logarithm problem & Diffie-Hellman problem [3, 4]. 𝑛 is indistinguishable

Uniqueness of the polynomial with respect to the degrees for polynomial approximation [5]. Achieve Goal #1 
algorithm specificity

Use the polynomial fitting method, a typical machine learning strategy, to do polynomial approximation with 𝑛.

Create distance list Γ

Determine number 
of items 𝑁
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Approach
Polynomial 

approximation
Obscured list 
construction

Calculation rule

Determine the 
highest order 𝑛

𝑛
𝐹 = 𝛼!𝑥! +⋯+ 𝛼"𝑥 + 𝛽

Create exponent 
adjustment factor 𝑑

Create coefficient 
adjustment factor 𝜆

Create distance list Γ

𝛼!𝑥! +⋯+ 𝛼"𝑥
[𝑚!, 𝑚", … ,𝑚"#]

𝛽
[𝑚"#$!, … ,𝑚%]

𝑀 = [𝑚!, … ,𝑚"# , … ,𝑚%]
Γ

𝑑
𝜆

𝐴 𝑀 = 𝑚!×𝑚" +⋯+𝑚%&!×𝑚%

Automatically 
generated

Set 𝑁 ≫ 2𝑛 to ensure the highest order 𝑛 is hidden Achieve Goal #2 one-way obfuscation

Determine number 
of items 𝑁

𝑚" =
𝛼!
𝜆!
𝑥!#$' 𝑚% = 𝜆!𝑥$' … 𝑚%!#" =

𝛼"
𝜆"
𝑥"#$( 𝑚%! = 𝜆"𝑥$( Processing of non-constant terms

pattern: A pattern refers to the distribution of the distance . /log &)
&)*(

, where 𝑖 is odd.

𝑚%!'" 𝑚%!'% … 𝑚(#) 𝑚(#% follows the patterns, and randomly select 𝑚(#", then 𝑚( =
𝛽 − (𝑚%!'"×𝑚%!'% +⋯+𝑚(#)×𝑚(#%)

𝑚(#"
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Approach
Polynomial 

approximation
Obscured list 
construction

Calculation 
rule

Determine the 
highest order 𝑛

𝑛
𝐹 = 𝛼!𝑥! +⋯+ 𝛼"𝑥 + 𝛽

Create exponent 
adjustment factor 𝑑

Create coefficient 
adjustment factor 𝜆

Create distance list Γ

𝛼!𝑥! +⋯+ 𝛼"𝑥
[𝑚!, 𝑚", … ,𝑚"#]

𝛽
[𝑚"#$!, … ,𝑚%]

𝑀 = [𝑚!, … ,𝑚"# , … ,𝑚%]
Γ

𝑑
𝜆

𝐴 𝑀 = 𝑚!×𝑚" +⋯+𝑚%&!×𝑚%

Automatically 
generated

Determine number 
of items 𝑁

𝑚%!#"×𝑚%! =
𝛼"
𝜆"
𝑥"#$( × 𝜆!𝑥$( = 𝛼"𝑥"𝑚%!#" =

𝛼"
𝜆"
𝑥"#$( 𝑚%! = 𝜆"𝑥$(

𝑚( =
𝛽 − (𝑚%!'"×𝑚%!'% +⋯+𝑚(#)×𝑚(#%)

𝑚(#"
𝛽 = 𝑚%!'"×𝑚%!'% +⋯+𝑚(#"×𝑚(

𝒎𝟏×𝒎𝟐 +⋯+𝒎𝑵#𝟏×𝒎𝑵 = 𝜶𝒏𝒙𝒏 + 𝜶𝒏#𝟏𝒙𝒏#𝟏 +⋯+ 𝜶𝟏𝒙 + 𝜷 = 𝑭𝒙(𝒙)

Calculation rule Polynomial Original Algorithm

Ensure the accuracy of computation
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Security Analysis
q Main theorem (Unrecoverability of original data)

Under a CPA, the original data is not recoverable by analyzing obscured list
or solving the polynomial by obtaining the highest degree.

q Theorem 1 (Confidentiality of the highest order)
Under a CPA, the highest order is not recoverable either from the obscured
list or the initialization step.

q Theorem 2 (Indistinguishability of obscured list)
Given 𝑀% and 𝑀& that are generated from different degrees 𝑛% and 𝑛&,
respectively, 𝑀% and 𝑀& are indistinguishable when given a large 𝑁.

We leverage Decisional Diffie-Hellman problem [4], Discrete logarithm problem [3],
Chosen-plaintext attack [6], Indistinguishability [7] to construct Code-based Game Playing
to prove the three theorems showing the security of our AlgoSpec.
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Experimental Evaluation
q Benchmarking
q Apply AlgoSpec to entropy method

Baseline
AlgoSpec
FHE
DP(L)
DP(G)

v The results obtained using AlgoSpec most closely align with those calculated by the baseline. 
v AlgoSpec achieves the lowest MSE of 0.289 compared with other methods.
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Experimental Evaluation
q Scalability
q Settings: Dataset from the scale of 10' to 10(.

v The results obtained by AlgoSpec are the
closest to those calculated by the baseline
across all scales of dataset.

v AlgoSpec achieves the lowest MSE
compared with other methods across all
settings.

v FHE encounters computation failure when
the scale of dataset is very large, while
AlgoSpec maintains the high accuracy.

v The loss in accuracy of AlgoSpec is
significantly smaller than DP and FHE.
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Experimental Evaluation
q Scalability

Efficiency of different scale datasets from 10) to 10/ on entropy method

v AlgoSpec outperforms FHE across all scales of dataset, in terms of total computation time.
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Conclusion

q AlgoSpec achieves Goal #1 algorithm specificity primarily by leveraging polynomial
approximation and its nature of the uniqueness results of a certain polynomial.

q Compared to data transparency, executing purpose limitation principle faces more
challenges, so we hope that more studies could look into this domain.

qWe make a preliminary attempt on the algorithm level to achieve purpose limitation
principle.

q AlgoSpec achieves Goal #2 one-way obfuscation by constructing a hidden highest
order of the polynomial using the Discrete logarithm problem and Diffie-Hellman
problem.
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