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Reference-based Phishing Detection

Domains Representations

adobe.com

alibaba.com

ebay.com

paypal.com

instagram.com

Phishing site: abc.com
Reference list

Brand match

Domain not match

Alert: Phishing!
Explanation: Domain-brand inconsistency!
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Reference list free
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PhishLLM

Reference list free

Domains Representations

adobe.com

alibaba.com

ebay.com

paypal.com

instagram.com

“Look” and “Read”

LLM is a comprehensive knowledge base LLM is good at understanding and 
reasoning with textual semantics



PhishLLMReference list free
“Look” and “Read”

Phishing site: abc.com

Logo Description
A red and white logo with a stylized 
"A" on the left and the word "Adobe" 
in bold letters on the right

Brand-domain 
Inconsistency !!

Brand: adobe.comBrand Recognition

Brand Validation

Logos from Adobe:

Compare

Brand Recognition Module



Reference list free
“Look” and “Read”

Phishing site: abc.com

Webpage 
Description

Adobe Cloud Document To read the 
document, please enter the valid …

Credential-taking 
Prediction

PhishLLM

The webpage is non-credential-
taking.

Credential-taking Status

Credential-taking 
Transition UI 
Prediction

VLM

Top 1 Transition UI

CRP Prediction Module & CRP Transition Module



Reference list free
“Look” and “Read”

Phishing site: abc.com

Webpage 
Description

Sign in with Office 365 email. Email. 
Password. Close. Login

Credential-taking 
Prediction

PhishLLM

The webpage is credential-taking.

Credential-taking Status

CRP Prediction Module & CRP Transition Module



Phishing site: abc.com

PhishLLM

Brand-domain 
Inconsistency 

Credential-taking 
Intention

Phishing 
Alert

Brand Recognition Module
Logo 

Description Brand: office.comBrand 
Recognition

CRP Prediction Module 
& CRP Transition Module

Webpage 
Description CRP Prediction Credential-taking 

Status
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Brand is outside the reference list
Brand is included in the reference list



Demo Site: http://34.204.95.231:6789/
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Demo Site: http://34.204.95.231:6789/

https://ipfs.io/ipfs/bafkreia4pkd2ucwxgsua6iun7q6lih5llarkqgijtfmv2nnrkdhmkpz75m



Demo Site: http://34.204.95.231:6789/



Demo Site: http://34.204.95.231:6789/



Demo Site: http://34.204.95.231:6789/

Generating Logo Description 
and Webpage Description ……



Demo Site: http://34.204.95.231:6789/

Brand Recognition



Demo Site: http://34.204.95.231:6789/

CRP Prediction



Demo Site: http://34.204.95.231:6789/

Final Decision



Deployment Scenarios

https://appurl.io/iZI8xTYWLl

http://adobedocumentation.weebly.com/

……

…….

PhishLLM

URL Stream

S1: URL consumption service



Deployment Scenarios

PhishLLM

Zero-day Phishing Alerts

Emerging Websites Feed

S2: Threat intelligence feed



S3: Service for Hosting Providers 

Deployment Scenarios

PhishLLM

Web Hosting Providers



Phishing site

PhishLLM

Brand-domain 
Inconsistency 

Credential-taking 
Intention

Phishing 
Alert

Brand Recognition Module
Logo 

Description Brand: office.comBrand 
Recognition

CRP Prediction Module 
& CRP Transition Module

Webpage 
Description CRP Prediction Credential-taking 

Status

“Look” and “Read”

Reference list free



Interested to Know More? 

Code:  https://github.com/code-philia/PhishLLM/

Website:  https://sites.google.com/view/phishllm/home

Email:  liu.ruofan16@u.nus.edu


