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Number of phishing attack victims in the United States [1]

[1] Statista. https://www.statista.com/statistics/1390362/phishing-victim-number-us/
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[2] Liu, R., Lin, Y., Zhang, Y., Lee, P. H., & Dong, J. S. (2023). Knowledge Expansion and Counterfactual Interaction for
{Reference-Based} Phishing Detection. In 32nd USENIX Security Symposium (USENIX Security 23) (pp. 4139-4156).
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# Reported Phishing in the Wild (one-week)
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No. Distinct Target Brands Covered by the Reported Phishing
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Demo Site: http://34.204.95.231:6789/
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PhishLLM Demo (This demo is for English webpages)

Input the URL here

You can select a URL from the dropdown list to test. These URLs are sampled from the OpenPhish feed.
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Demo Site: http://34.204.95.231:6789/
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N7

Activate brand validation: (_ Capturing screenshot

Number of logo images used
for brand validation:

5
L

Logo matching threshold used
for brand validation:

0.7
[

CRP transition exploration
depth limit:

1




Demo Site: http://34.204.95.231:6789

Adjust the
Hyperparameters

Temperature for LLM
(0 for deterministic, 1 for more
creative response):

0
[ ]

Activate brand validation:

Number of logo images used
for brand validation:

5

Logo matching threshold used
for brand validation:

0.7
O

CRP transition exploration
depth limit:

PhishLLM Demo (This demo is for English webpages)

You can select a URL from the dropdown list to test. These URLs are sampled from the OpenPhish feed.

https://ipfs.iofipfs/bafkreiad pkd2ucwxgsuabiun7q6lih5llarkqgijtfmv2nnrkdhmkpz75m SL'\*

Sign in

Email, phone or Skype

No account? Crease onc!

Run PhishLLM ‘ Go Back




Demo Site: http://34.204.95.231:6789/

Number of logo images used
for brand validation:

5

Sign in

Email, phone or Skype

Logo matching threshold used
for brand validation:

0.7
o

CRP transition exploration
depth limit:

Run PhishLLM ‘ Go Back ‘

Response

Time taken for initializing webdriver: 3.540012836456299 Generating I-ogo Description
and Webpage Description ......

Response
Time taken for logo detection: 8.043853521347046

Time taken for webpage preprocessing: 17.068352460861206




Demo Site: http://34.204.95.231:6789/
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Given the description on the brand's logo, the logo's OCR text, and the industry sector. Question: What is the brand's domain?

Answer:

Response

Time taken for LLM brand prediction: 0.7974746227264404

Brand Recognition

Detected brancj ONEArive.live.com |




Demo Site: http://34.204.95.231:6789/
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Given the HTML webpage text, Questionl A. This is a credential-requiring pageh. This is not a credential-requiring page.

Answer:

Time taken for LLM CRP classification: 1.437190055847168

CRP Prediction

- There is no confusing token. Then we find the keywords that are related to login: Sign in, Email, phone or Skype. Therefore the answer
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Response

] Phishing discovered, phishing target is onedrive.live.com

Final Decision

PhishLLM has finished running.

‘ Go Back




Deployment Scenarios

S1: URL consumption service
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Deployment Scenarios

S3: Service for Hosting Providers
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Interested to Know More?

‘ ’ Code: https://github.com/code-philia/PhishLLM/

Website: https://sites.google.com/view/phishlim/home

Email: liu.ruofanié@u.nus.edu
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