
Inference of Error Specifications
and Bug Detection

Using Structural Similarities

Nora Dossche and Bart Coppens August 14 2024



Error Check Bugs

2

Bug Types



Error Check Bugs

3

Bug Types

Incorrect Checks



Error Check Bugs

4

Missing ChecksBug Types

Incorrect Checks



Error Check Bugs

5

Missing Checks

Propagation Bugs

Bug Types

Incorrect Checks



Error Check Bugs

6

Missing Checks

Propagation Bugs

Bug Types

Incorrect Checks
if (generate_seed && RAND_bytes_ex(...) < 0)
  goto err;
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retval = xmlTextWriterStartElement(...);
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  return false;
xmlTextWriterEndElement(...);
if (retval == -1)
  return false;

if (generate_seed && RAND_bytes_ex(...) < 0)
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zend_result zend_update_static_property(...) {
  ...
  bool retval = zend_update_static_property_ex(...);
  ...
  return retval;
}
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Conventions Specifications

Model Errors

(Semi-)manual Automatic

e.g. NULL, EINVAL, goto error

malloc: {0}
open:    {-1}
zend_get_property_info: {0} U {0xffff...}
...

e.g. EESI [1] e.g. APEx [2], Ares [3]
ESSS
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Source: OpenSSL 3.0

int ossl_rsa_sp800_56b_check_keypair(...) {
  int ret = 0;
  if (!rsa_check_public_exponent(rsa->e)) {
    ERR_raise(ERR_LIB_RSA, RSA_R_PUB_EXPONENT_OUT_OF_RANGE);
    return 0;
  }
  BN_CTX *ctx = BN_CTX_new_ex(rsa->libctx);
  if (ctx == NULL)
    return 0;
  if (!BN_mul(...))
    goto err;
  ret = rsa_check_prime_factor(...) && rsa_check_crt_components(...);
  if (ret != 1)
    ERR_raise(ERR_LIB_RSA, RSA_R_INVALID_KEYPAIR);
err:
  BN_CTX_free(ctx);
  return ret;
}
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int f() {
  int x = fallible();
  if (x != 0) {
    ERR_raise(...);
    return x;
  } else {
    return 0;
  }
}
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int f() {
  int x = fallible();
  if (x != 0) {
    ERR_raise(...);
    return x;
  } else {
    return 0;
  }
}

Association analysis

Single check
No similar code
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int f() {
  void *x = malloc(...);
  if (x == NULL) {
    return -1;
  }
  ...
}
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int f() {
  void *x = malloc(...);
  if (x == NULL) {
    return -1;
  }
  ...
}

malloc: {0}

f == -1
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827 inspected bugs in 7 projects
541 true positives
46   fixed in 3 projects

16 fixes 1 fix 29 fixes
(1 security bug)



And More!
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- More experiments and details in paper
- Open-Source on GitHub: https://github.com/csl-ugent/ESSS 
- Artifact evaluated

https://github.com/csl-ugent/ESSS
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