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Abstract
Media reports show an alarming increase of data breaches
at providers of cybersecurity products and services. Since
the exposed records may reveal security-relevant data, such
incidents cause undue burden and create the risk of re-
victimization to individuals whose personal data gets exposed.
In pursuit of examining a broad spectrum of the downstream
effects on victims, we surveyed 104 persons who purchased
specialized devices for the secure storage of crypto-assets
and later fell victim to a breach of customer data. Our case
study reveals common nuisances (i. e., spam, scams, phishing
e-mails) as well as previously unseen attack vectors (e. g.,
involving tampered devices), which are possibly tied to the
breach. A few victims report losses of digital assets as a form
of the harm. We find that our participants exhibit heightened
safety concerns, appear skeptical about litigation efforts, and
demonstrate the ability to differentiate between the quality of
the security product and the circumstances of the breach. We
derive implications for the cybersecurity industry at large, and
point out methodological challenges in data breach research.

1 Introduction

Data breaches (i. e., the leakage or disclosure of sensitive, con-
fidential, or otherwise protected information to unauthorized
parties [58]) continue to plague businesses and customers
around the globe. As these unwanted events become common-
place in some industries [70], it is worrying that more and
more cybersecurity vendors and service providers appear in
the headlines of reports announcing new leaks. Last year’s no-
torious examples include Microsoft, with over two terabytes
of disclosed business customer data [16], and the LastPass
password manager, which suffered from an unauthorized ac-
cess to its backup of customer vault data [40].

Breach cases of this kind are noteworthy for two reasons.
First, they demonstrate that even the cybersecurity industry
cannot effectively prevent breaches and thus must adopt a

‘not if, but when’ security mindset. Security providers must

prepare for potential breach events, so that their crisis com-
munication can respond in a fully transparent, timely and
instructive manner. Second, high-profile breaches may place
a particularly high burden on the individuals whose personal
data gets exposed, because these events can serve as stepping
stones for future attacks. Customer data leaked by security
providers may inadvertently supply threat actors with valu-
able facts about people and their security actions. As a result,
victims become subject to increased and more targeted attacks,
which force them to maintain high security vigilance.

To date, data breach research has not studied this kind of
incidents and wider implications thereof. In fact, there is still
a lack of knowledge and methods to estimate the downstream
effects of conventional (i. e., lower-profile) breaches on cus-
tomers and their post-breach behavior. Only recently, scholars
began to study victims’ reactions, such as attitude changes
concerning risk and trust [7, 10, 72], emotional [8, 34, 52]
and behavioral responses [12, 44, 50, 69, 72], monetary and
psychological harms [37], and perceptions of litigation ac-
tions [26]. However, many studies either narrow their scope of
analysis to a single type of an attack or behavior, or discuss hy-
pothetical scenarios, for which customer-facing consequences
are overly general or unfounded. Effects may take many forms
and, therefore, neither approach yields an in-depth picture of
the aftermath of a breach.

To address these research gaps, we present a case study of
the data breach affecting Ledger customers, which happened
in July 2020 [42]. This incident meets our criteria of being
‘specific’, because it affected one of the leading manufacturers
of hardware wallet devices intended for secure offline storage
of crypto-assets. Personal data (including names, postal and
e-mail addresses, phone numbers) of a subset of the com-
pany’s global customer base got publicly exposed, while the
purchased security devices were not compromised.

We are interested in examining the effects of this particular
event for several reasons. Crypto-asset owners are attractive
targets for both amateur and professional fraudsters looking
for ways to monetize the leaked data. Compared to the aver-
age internet user, crypto-asset owners who proactively pre-
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fer specialized storage devices demonstrate higher security
awareness and caution [2, 45]. Hence, they might be less sus-
ceptible to successful crimes and serious damages. Finally,
security-aware victims of this incident may serve as a reliable
and knowledgeable source of information when it comes to
reporting about the aftermath of the breach.

Our study focuses on the three key research questions cov-
ering a broad spectrum of the potential effects of a data breach.
First, we aim to elicit which harms, be they financial, emo-
tional distress, or invasion of privacy, have been experienced,
and in what ways this incident has impacted the affected per-
sons (RQ1). We are guided by insights from prior research
suggesting that leaked sensitive data results in an increased
risk of online identity theft [59], account compromise [68],
and phishing [55]. Furthermore, cryptocurrency markets them-
selves are deemed to be prone to fraud, thefts, and hack-
ing [11, 30]. This suggests potentially heightened interest in
the leaked data from perpetrators specializing in this domain.
By collecting empirical evidence of the experienced threats
and harms, we set to build a knowledge base, sought-after
also in policy debates on data breach legislation [37, 58].

Concerning our second research question: in order to miti-
gate harm, victims are advised to adopt protective measures,
such as changing passwords [25], adding two-factor authen-
tication [19], and managing multiple e-mail aliases for ac-
count registration [50]. However, these advisable actions
are rarely observable in practice, as past studies repeatedly
show [50, 73]. Drawing on these results, we seek to investi-
gate which responses and changes in individuals’ security be-
haviors this breach has triggered (RQ2). The fact that crypto-
assets (without consumer protection and little chance of legal
recourse) are at stake, adds relevance to this research question.

Third, the analysis of a breach affecting a security provider
would be incomplete without studying far-reaching impacts
on customer attitudes, trust, and loyalty. To this end, we sought
inspiration in the marketing literature [15, 28], which suggests
separating an individual’s corporate and product associations.
With RQ3, we intend to explore to what extent the breach
may have affected consumer attitudes to the company itself
as compared with the impact on its security product.

To address these questions, we recruited 104 participants
using e-mail addresses from the leaked dataset. This recruit-
ment method makes us confident that many of our respondents
are in fact victims of the breach. By implementing a series
of risk mitigation measures outlined below in the paper, our
study was approved by the Institutional Review Board (IRB).

The rest of this paper is organized as follows. We first
present our case, including a timeline of relevant events (Sec-
tion 2). Then, we review the state-of-the-art literature on data
breaches (Section 3). Next, we thoroughly explain the method-
ology of our study (Section 4). We present the empirical re-
sults broken down by research question in Section 5. Finally,
we discuss the implications of our results for practitioners and
researchers, recall limitations, and conclude (Sections 6, 7).

2 The Case

Ledger,1 headquartered in France, is a vendor of hardware
crypto-wallets. Their products are portable physical devices
purposefully designed for offline storage of cryptographic
keys to crypto-assets. Hardware wallets are widely advertised
as the most secure option for managing digital assets [6].
However, upon device compromise—or in this case a long
recovery phrase being disclosed—an attacker can get access
to all crypto-assets secured by the device and transfer them
irrevocably to accounts under his control.

In this market, Ledger competes with a handful of ven-
dors selling similar security products. The vendor offers its
customers a choice of two products, with basic or advanced
functions, in the price range between e 80 and e 150. Given
their technical features and purchase price, hardware crypto-
wallets are often recommended for long-term storage, large
crypto-asset portfolios, or users interested in additional secu-
rity [2, 53].

Figure 1 shows a timeline of the key events of the breach
and our study. Our reconstruction of the case is mainly
sourced from information published by the companies in-
volved [43, 63], as independent and objective public infor-
mation is rare. Ledger partnered with Shopify, a popular e-
commerce platform, to manage its online sales. In spring
2020, rogue employees at Shopify reportedly gained unautho-
rized access to customer records of up to 200 merchants [63],
including Ledger [43]. In July 2020, a bug bounty hunter no-
tified Ledger of a breach of their e-commerce and marketing
database, involving a third-party API key. Ledger patched this
problem and initiated internal investigations to estimate risks
and protect its customers [43]. A subset of Ledger’s market-
ing database, alleged to be the contents stolen earlier, was
dumped in plain text on Raidforum on December 20, 2020.
This public database contained personal information (first and
last names, postal and e-mail addresses, phone numbers) of
approximately 272 000 customers [43].

We got notified of this leak via social media and down-
loaded the dump from the Intelligence X search engine and
data archive2 on December 21, 2020. Given our purpose of
use, we erased all personal data contained in the dump ex-
cept for e-mail addresses of customers. We started the study
by seeking legal advice form our university’s data protec-
tion officer. For this, we outlined a document explaining our
study, its methods as well as potential issues of concern. The
design of a questionnaire started in June 2021, followed by
several rounds of peer revision and pretests in October 2021.
In parallel, we applied for ethical approval from the IRB in
summer 2021. The recruitment of survey participants started
on November 9, 2021 and continued until February 22, 2022.
The data analysis and reporting of results were started and
finalized in the summer and winter of 2022, respectively.

1https://www.ledger.com/
2https://intelx.io/
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Figure 1: Timeline of key events in our case study

In the beginning of October 2021, before the start of the
field phase, we notified Ledger about our study using the only
e-mail address the security vendor provided on its website.
The company’s representatives established contact and dis-
cussed the study with us in January 2022, after they received
reports about our running survey from the customers. We also
shared a pre-print of the conditionally accepted paper in May
2023, allowing the company to prepare for potential customer
reactions. Feedback received from the company at this stage,
after cross-checking against independent sources, has helped
us to clarify some facts. We did not interact with Shopify.

The broader community of crypto-asset owners reacted to
the breach on Reddit almost immediately after the vendor
announced this fact on its website and in newsletter e-mails.
When the dump got exposed to the public, the community
created a subreddit forum dedicated to this incident. Also, a
US-based law firm reportedly filed a class action complaint
against the vendor in April 2021 [46]. The vendor has made
efforts to support its customers by expanding their educa-
tional materials on security practices, shutting down phishing
websites, and tracking scammers’ transactions [43].

Note that we decided against using the community term
‘Ledger breach’ in this paper. We are interested in studying
the effects of this breach, but do not want to discredit any
of the involved companies, which in this case reportedly fell
victim to cybercriminals themselves.

3 Related Work

Data breach research spans various disciplines, topics and
methods. Historically, the most popular topics of study were
breached organizations, their preventive and response mea-
sures [5, 29], costs [57, 62], stock market reactions [71], and
workforce decisions [9]. Schlackl et al. [60] present a sys-

tematic review of more than 120 articles published in 1990–
2021 on a range of the factors preceding and following a
breach. One key takeaway of this work—underpinning our
own view—is that this emerging research field lacks empiri-
cal studies measuring the effects of breaches on individuals,
chiefly how much real harm was incurred.

We conducted our own systematic search of potentially
relevant articles in the ACM, IEEE, and information systems
digital libraries, using a combination of key terms searched
in titles or abstracts. For greater coverage, we also included a
few academic venues which may solicit works related to data
breaches. In total, we identified 92 papers of interest, out of
which 20 can be found in the sample reviewed in [60]. Our
own search reconfirms the ongoing evolution and growth of
this research area. We summarize the most relevant findings
here and refer the reader to [60] for a more detailed overview.

Topics of growing interest in the recent years include in-
creased concerns [35], perceptions [27, 31, 39, 50, 72], dam-
ages of different nature [8], post-breach reactions and behav-
iors of victims [12, 50, 69]. Methodologically, some stud-
ies survey general population panels to sample respondents
with self-reported or verified breach experience [1, 50]. Other
works use hypothetical scenarios to frame potential effects of
a breach and inquire individuals’ behavioral reactions to it, al-
though the respondents may never have experienced a breach
event [35]. A number of studies, like us, adopt a case-based
approach to examining consumers’ perspective on breaches.
Selected examples include Equifax [72], the US Office of
Personnel Management [8], Ashley Madison [21], Home De-
pot [64], and Canva [51]. However, we could not find any
study examining a breach affecting a security vendor. To the
best of our knowledge, the present work is novel in this regard.

The results of prior studies indicate that individuals af-
fected by a breach not always act on notifications or heed
enclosed security advice [33, 72, 73]. For example, only half
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of the population sample surveyed in [1] reported having
changed passwords or personal identification numbers after
being notified about an incident. Recent data on behavioral
reactions to breaches look slightly better, with 88% of the
breach victims reporting to have changed their passwords
in [50]. However, the scope of this study spans a multitude of
breaches of varying size and magnitude, which adds noise to
the signal. Turning to explanatory factors, the general reluc-
tance to make mitigation efforts can be explained partly by
high perceived costs associated with protective actions [72], as
well as low levels of concern for specific accounts or breached
data items [1, 50]. Against this backdrop, our work adds to
the expanding body of knowledge by looking at a case involv-
ing victims with heightened security awareness [2, 45] and
concerns about their digital assets. Moreover, our study stands
out for its analysis of more targeted and previously unseen
threats.

4 Method

Surveying a sample of crypto-asset owners is known to be a
challenging task in research [2]. The main obstacles include
a globally disperse and heterogeneous population, the use
of digital pseudonyms as user identifiers, privacy concerns,
and the ensuing non-response bias. While commercial crowd-
sourcing recruitment platforms extended their pre-screening
filters with cryptocurrency-related fields and are being tested
by scholars [2, 48], they still lack reliable and non-intrusive
measures for the detection of fake self-reports of crypto-asset
ownership. Against this backdrop, the leaked e-mail addresses
offered us a unique research opportunity to recruit victims
of the high-profile breach who are very likely to be genuine
crypto-asset owners.

With ethical approval from our IRB and data protection
officer, we sent out one-off, non-personalized e-mail invita-
tions to a randomly chosen subset of the leaked addresses.
Given a contentious nature of our recruitment approach and
being guided by the principle of research transparency, we de-
vote the next subsection to the discussion of legal and ethical
aspects of our study. As we aim to demonstrate full trans-
parency on our course of action, we specify technical and
non-technical measures taken to minimize (additional) harm
to the concerned parties. We then describe our recruitment and
survey design processes in more detail (Sections 4.2 and 4.3),
comment on the data quality (Section 4.4), and describe the
socio-demographics of our survey respondents (Section 4.5).

4.1 Legal and Ethical Aspects
The use of personal data—including nonconsensually ac-
quired or leaked—has turned into a debated topic in the sci-
entific community over the recent years. Many scholars, in-
cluding us, concur that there is a scarcity of uniform guide-
lines, standards, or frameworks for a consistent assessment

of legal and ethical risks of potentially problematic stud-
ies [13, 18, 23, 32]. This also holds true for security research,
in which clear and enforceable codes of conduct are not devel-
oped yet [47, 61]. The Menlo Report, a reference document
intended to guide computer science research [22], suggests
to consult with a research ethics board when reusing exist-
ing data. The status quo assumes that scientists apply key
principles for ethical research and identify benefits and po-
tential harms of using data of illicit origin [22], while ethics
committees expose those studies to heightened scrutiny [13].

Our study design needs to be examined in relation to both
ethical and legal aspects. Under the EU General Data Pro-
tection Regulation (GDPR), e-mail addresses are personal
data, the processing of which requires a legal basis. Consent
is one possible legal basis. The nature of our study, however,
rendered it infeasible to obtain prior consent from the vic-
tims for processing their e-mail addresses. Therefore, we used
this personal data item of the affected persons on the legal
grounds of the public interest (Article 6, EU GDPR; with the
additional safeguards detailed in Article 89, EU GDPR) and
the freedom of scientific research (cf. Article 13, EU Charter
of Fundamental Rights). An argument in favor of using public
interest as legal basis is the absence of alternative methods to
contact a significant number of cryptocurrency owners, who
are simultaneously customers of a security provider having
suffered a data breach. This, in turn, is the prerequisite for our
research that serves the public interest.

We use consent as a legal basis for all items collected after
the initial contact, thereby adhering closely to the Menlo
Report’s guidelines [22]. The first page of our survey asked for
explicit consent to participation and personal data collection
(see Appendix C). This page also included the purpose of this
research, intended use, instructions, and contact details. The
participants were informed of the anonymous nature of the
data collection and an option to withdraw from the survey
at any time during its completion. With this procedure, the
results and anonymized comments of the participants reported
in this paper are collected in compliance with the EU GDPR.

Our review of potential ethical issues started with a search
of guidelines, frameworks, and recommendations in the com-
puter science literature [22, 47, 61, 67]. It became evident
that most ethical discussions focus on the use case of ana-
lyzing data of illicit origin (e. g., user behavioral data) and
inferring scientific knowledge directly from it. However, our
intended purpose of use was to recruit survey participants by
sending unsolicited invitations to the leaked e-mail addresses.
This method of participant recruitment is not yet covered in
the examined literature. We therefore followed the standard
practice and did a risk–benefit analysis [22].

This study concerns the following groups of stakeholders:
the victims themselves, the vendor, we as lead researchers,
and the affiliated university. We report potential risks individ-
ually for each group, followed by mitigation strategies we put
in place to minimize harm. With respect to the victims, the
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complete leaked dataset contained other sensitive personal
information. Following the principle of data minimization, we
permanently erased all data fields but the e-mail address. Fur-
thermore, we accessed and stored the dataset in accordance
with the EU guidelines for accessing confidential data for
scientific purposes. We deleted the dataset and cleaned up
our project mail account after the data collection had finished.
All these security measures were meant to reduce the risk
of another data leakage on our side. The victims could also
have experienced additional distress or discomfort when re-
ceiving our one-off e-mail. Against this backdrop, we looked
for conventional guidelines in the survey invitation design
on how to reduce respondent burden [14, 24, 36], and elab-
orated the subject line and invitation text with succinct, but
informative enough details about the purpose and nature of
our study. Victims who volunteered to respond to our sur-
vey have invested time and cognitive effort, without being
compensated financially. We refrained from doing this to mit-
igate the risk of multiple participation,3 and the associated
biases and response errors, in an anonymous online survey
that intentionally did not track responses to invitations.

Our study could have harmed the vendor’s reputation if it
had found compromising results. To mitigate this potential
harm, we informed the vendor of our research initiative be-
fore the start of participant recruitment (see Figure 1), and
offered a communication channel. When presenting results,
we refrain from exposing the vendor unnecessarily. Note that
we deliberately avoided a partnership with the vendor to en-
sure the independence and objectivity of this study. While
the cooperation may have alleviated some ethical concerns,
it would not have changed the legal basis of data processing
as the breached organization had not obtained consent for
the purpose of scientific research. More importantly, conduct-
ing an independent study allowed us to reduce the risk of
uncontrollable response biases caused by potentially reduced
consumer trust in the vendor. By doing so, we were also able
to maintain the freedom of designing our own questionnaire
and controlling the collected data.

As a final stakeholder, we or our university could be con-
fronted with negative reactions or requests, including via e-
mail communication or on social media platforms. We also
identified the risk that our university domain could be black-
listed by providers abroad who do not share (or do not care
about) our legal assessment of the e-mail distribution and
thus (falsely) classify it as spam, or blindly follow takedown
requests. Throughout our study, we pursued the principle of
being transparent and diligent when responding to any incom-
ing or forwarded inquiry via our e-mail account, telephone,
or other university staff members [22]. We kept track of a few
social media posts discussing the study, however considered

3The risk of multiple participation is significant in this target group. A
blockchain analysis following the transaction that compensated 961 partici-
pants of [38] in bitcoins suggests that the total number of distinct entities is
just above 600. One entity has submitted more than 50 responses.

our direct intervention unnecessary.
We continue the ethical analysis with a list of potential bene-

fits. First, the dumped data provided us with a unique opportu-
nity to contact the victims and collect their valuable responses
on the aftermath and response actions. In contrast to many
other breaches, this incident predominantly concerned active
or former cryptocurrency users. These persons are deemed
to be a hard-to-reach community in behavioral security re-
search [2]. Therefore, neglecting this method of reaching out
to potential research subjects would be a missed opportunity
in contributing empirical knowledge in this yet unexplored
field. Second, we study the effects and behavioral changes
caused by the breach exposure among the group of security-
literate and aware individuals. Their responses will shed light
on the scope and nature of harms even competent users can-
not evade after a breach. By eliciting these empirical insights,
we seek to add to the social good and advance user-centered
breach research. Third, in the absence of financial compen-
sation, this study will likely attract those participants who
are interested in contributing to research and thus, willing to
provide valuable responses.

Overall, while we could not completely eliminate the risk
of causing additional harm to the involved stakeholders, we
implemented a series of adequate risk mitigation measures
and safeguards for storing and processing e-mail addresses.
We submitted the presented risk–benefit analysis as well as the
designed questionnaire to the university’s IRB and obtained
a positive decision after one follow-up request. We kept in
close contact with the IRB throughout the recruitment phase
and informed it of the progress and received feedback.

4.2 Participant Recruitment

As already mentioned, we made use of the leaked data dump
and extracted e-mail addresses to contact victims. Note that
we refer to this reduced dataset of leaked addresses in the rest
of this paper. The dataset was stored on an external secure
USB flash drive kept in a safe vault. Access to it was granted
to authorized members of the research group only. We con-
nected the flash drive to a computer for querying the next
batch of e-mail addresses in an offline mode only.

Our recruitment strategy relied on non-personalized, auto-
mated e-mail invites which we distributed in batches to ran-
domly selected addresses. Each batch included 2 500 e-mails
with a varying proportion of Gmail and non-Gmail accounts.
We made this distinction in our e-mail sampling method after
distributing the first batch and noticing that Gmail’s built-
in spam filters marked our invite as spam. We adjusted the
header parameters in our mailing script (as we surmise that
those most likely triggered anti-spam filters) and increased
the number of Gmail accounts stepwise from 200 to 1250 in
each following batch. We added four Gmail accounts under
our control (in the beginning and at the end of each batch) in
order to check for potential spam marking. In total, we initi-
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ated the distribution of 13 batches and sent out approximately
31 632 e-mail invites (11.7% of the leaked records).

Our approach to sample is a measure to reduce harm with-
out severely compromising data quality. Without knowledge
of the response rate, we targeted a maximum sample size of
500 in the IRB request. The actual collection was terminated
when we had reached a number of complete responses that
would guarantee at least 100 cases after data cleaning. This
number can be justified with a statistical power analysis.4

The e-mail invite, reproduced in Appendix A, contained a
succinct description and purpose of the study. Following the
GDPR requirements, it included information about the pro-
cessing and storage of an e-mail address as well as the contact
details of the principal investigator (PI) and data protection
officer. To reassure all contacted persons that the survey links
are not personalized, we hosted a static webpage on our re-
search group’s website, which contained a short note explain-
ing the purpose of this intermediary page as well as a link to
the questionnaire generated by the host platform Qualtrics.
Appendix B reports the content of the static webpage.

Figure 2 presents the recruitment workflow and response
statistics in greater detail. In particular, we kept track of the
number of undeliverable messages which were bounced back
to our university account due to abandoned, expired, full, or
specially configured mailboxes. In total, we received 943
automatic non-delivery reports, equivalent to about 3% of
the total number of e-mails sent. Some of our e-mail invites
may have ended up in spam or non-active inboxes, which
we were not able to account for. According to the report
provided by Qualtrics, 193 contacted persons proceeded to
the introduction page of the questionnaire, out of which 186
consented and started the survey; 7 did not consent.

We received a number of follow-up messages requiring
further information or an action on our side. A handful of the
contacted individuals attempted to authenticate the lead re-
searcher and used a range of creative strategies for that (e. g.,
via telephone calls or e-mails to a PI’s business mailbox,
e-mails to the research group’s head or university staff mem-
bers). Twelve persons inquired about the source from which
the leaked addresses were collected, (neutrally) questioned
the benevolent intentions or recruitment method of the study,
or expressed their interest in the final results. There were 4
messages which explicitly provided positive feedback to our
research initiative. By contrast, we received 6 and 11 requests
exercising the right to erase and object to processing of the
e-mail addresses, respectively, and 3 scam attempt messages.

4Specifically, 97 or more measurements are needed to have a confidence
level of 95% that the true value is within ±10%-pts. of the estimated value.
This is relevant for point estimates of averages. Turning to rare events, with
90 or more samples we have 99% probability to observe experiences at least
once that apply to only 5% of the population. By principle, power analysis is
limited to the sampling error. The total measurement error is likely higher
due to the coverage and non-response errors.

4.3 Survey Instrument
The process of designing a survey instrument was informed
by multiple posts from affected victims on a dedicated Red-
dit discussion forum, which emerged after this incident. A
non-systematic exploratory review of the posted messages
revealed a set of attack vectors, response actions, and reported
examples of harm, which were taken into account when phras-
ing questions and answer options. While being guided by our
primary research goals, we also borrowed some ideas and
measurement scales from marketing, risk management, and
other data breach studies [1, 49, 50, 54].

The questionnaire consisted of five parts.5

Part 1. Customer Experience The survey started with an
open-ended question eliciting when and where a partici-
pant had learned about the data breach. The next block of
questions addressed the purchase, use of, and satisfaction
with a device, as well as the customers’ expectations and
attitudes toward the vendor and the product at the time
before and after learning about the breach. We also asked
participants whether they are aware of other hardware
wallet vendors or even own their products.

Part 2. Harm and Losses This part focused on the breach’s
aftermath in terms of the harm caused to respondents, ex-
perienced attacks with monetary or other types of losses,
and elevated concerns. Since some effects may not nec-
essarily have been caused by the data breach or in rela-
tion to it, we additionally asked respondents to evaluate
their level of confidence in the causal relationship be-
tween this incident and the reported crime. We also asked
whether a respondent had fallen victim to another breach
since January 2020.

Part 3. Individual Response Given our objective to explore
individuals’ security behaviors, we included a series of
questions about precaution or protection actions the sur-
veyed persons may have taken in response to this inci-
dent. In order to capture a potential triggering effect of
this event on a behavioral change, we explicitly asked in
a number of questions whether a respondent had adopted
a certain practice before or after the breach (or not at all).
This part also included questions on the discontinuance
of using the leaked e-mail address or phone number, the
purchased device, or any relationship with the vendor.

Part 4. Corporate Response This part covered respondents’
general expectations about corporate response strategies
to a breach or theft of customer data. We also attempted
to discern customers’ (dis)satisfaction with the actions
taken by the vendor. Since this part is related to the
specifics of organizational responses and communication
strategies, it is left out of scope of this paper.

5The complete questionnaire is available in an arXiv version of this paper.
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Figure 2: Visualization of the participant recruitment workflow (numbers refer to cases in each branch)

Part 5. Demographics In this final part, we inquired about
a respondent’s age, gender, age, education, place of
residence, and occupation. In addition to the socio-
demographic variables, we wished to enrich a descriptive
profile of respondents with facts about their level of ex-
perience with crypto-assets measured in years and the
approximate market value of crypto-assets owned.

The online survey was hosted on the licensed Qualtrics
survey platform. In order to protect participants’ privacy, we
disabled the registration of a respondent’s browser, operating
system, IP address, or location information in the survey-
specific settings. The survey could be accessed by anyone
with a valid link. The estimated duration to complete the
questionnaire was 25 minutes.

4.4 Data Quality
Several data quality measures were applied to ensure accu-
rate and reliable responses. First, we reduced the dataset of
completed responses (N = 120) to 106 records which took
15 minutes or longer to complete. We set this time thresh-
old to provide a reasonable balance between fast and slow
respondents given the estimated completion time of 25 min-
utes. Then, we manually reviewed 7 data records which took
between 14 and 15 minutes to complete and evaluated their
quality. Out of these, we added 5 additional records based on
our subjective judgment about their reliability. Given the rela-
tively low number of responses, we also manually inspected
open-ended text entry questions as well as response patterns
for any presence of the non-differentiation, neutral answer
selection, or primacy biases. As a result of this quality check,
7 records were excluded from the backbone set of 106 re-
sponses due to suspicious or non-meaningful answers. After
having applied these measures, the final dataset resulted into
104 responses, which are analyzed in this paper.

While clearly not representative for any meaningful popu-
lation, we deem the collected data is of high reliability, since
many respondents put extra effort into providing lengthy re-
sponses to open-ended questions. Respondents have spent
an average of 34 minutes and a median of 26 minutes to fill
out the survey. At the same time, we observe a high frac-
tion of incomplete or explicit nondisclosure responses to the
socio-demographic and profile questions. This confirms that
crypto-asset owners tend to be privacy-conscious individuals
who are not willing to disclose too many personal details
about themselves.

4.5 Profile of Survey Respondents

Table 1 summarizes the demographics of our sample. Most
respondents are men in the age of 25 to 54 years, with a
university degree and an employment status. Almost half of
the sample have 3–4 years of experience with crypto-assets,
while 40% have been owners of crypto-assets for even longer.
It comes at no surprise that almost half of the respondents
prefer not to reveal the value of their investments. The ones
who report (about one third of the sample) say that they hold
crypto-assets worth between several thousands up to one mil-
lion US dollars. (Using exchange rates at the time of complet-
ing the survey, not at the time of the breach.) This confirms
prior research on a broader sample, which revealed a highly
significant relationship between owning more than $10,000
in crypto-assets and the use of a hardware wallet [2, Table 9].

A total of 28 (26.9%) participants report having been a
victim of another data breach since January 2020 (43 no; and
33 not aware). The most popular reasons for purchasing a
hardware wallet were (i) to store crypto-assets for personal
use (87.5%), (ii) to give away as a gift (17.3%), (iii) to re-
view, experiment with and test security features (6.7%), and
(iv) to use for business purposes (5.8%). More than half of the
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Table 1: Demographics of the survey participants

Abs. % Abs. %

Gender Age
Men 88 84.6 24 or younger 2 1.9
Women 2 1.9 Between 25 and 34 20 19.2
Non-binary 2 1.9 Between 35 and 44 24 23.1
I prefer not to answer. 12 11.5 Between 45 and 54 26 25.0

Between 55 and 64 10 9.6
65 or older 7 6.7
I prefer not to answer. 15 14.4

Current occupation Formal education
Student 0 0.0 Less than high school 0 0.0
Skilled manual worker 2 1.9 High school incomplete 5 4.8
Employed in a service job 6 5.8 High school graduate 11 10.6
Self-employed 14 13.5 College or assoc. degree 14 13.5
Unemployed 2 1.9 Bachelor’s degree 25 24.0
Retired / sickness leave 9 8.7 Master’s degree 29 27.9
Employed professional 56 53.8 Doctoral degree 6 5.8
Other 1 1.0 Other professional degree 4 3.8
I prefer not to answer. 14 13.5 I prefer not to answer. 10 9.6

Experience with crypto-assets Ownership of crypto-assets
Less than 1 year 0 0.0 Less than $1,000 7 6.7
Between 1 and 2 years 12 11.5 $1,000 – $5,000 5 4.8
Between 3 and 4 years 48 46.2 $5,000 – $10,000 4 3.8
Between 5 and 6 years 18 17.3 $10,000 – $100,000 18 17.3
More than 6 years 24 23.1 $100,000 – $1,000,000 15 14.4
No answer 2 1.9 More than $1,000,000 4 3.8

I prefer not to answer. 51 49.0

sample (56.7%) report that they continue to use a purchased
device, as opposed to those who never used it (11.5%), or
discontinued their usage before (3.8%) or after (17.3%) the
breach. Out of those 12 respondents who never used the prod-
uct, 6 purchased it in the hope of using it for personal needs,
3 as a giveaway or gift, and one for research.

Besides Ledger, there are competing producers of hardware
wallet devices (e. g., Trezor, Ellipal, or KeepKey). The major-
ity of respondents (76%) report not using similar products of
other brands. The most common factors which respondents
said influenced their decision to buy the Ledger product were
(i) the vendor’s reputation (75%), (ii) product’s technical secu-
rity features (54.8%), (iii) the number and type of supported
crypto-assets and services (44.2%), and (iv) recommendations
from members of the community (39.4%). These results sug-
gest that Ledger’s products are cherished and recognized by
the global customer base for their security attributes and a
broad and ever-growing range of supported crypto-assets.

5 Empirical Results

We structure the presentation of our main results along the
research questions.

5.1 Experienced Harms and Attacks (RQ1)

In general, victims of a data breach may anticipate or expe-
rience harms of different kinds. While acknowledging that
beliefs about harm severity are often subjective and contingent
on individual circumstances [50], we differentiate between se-
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Figure 3: Reported harms and attacks (bars visualize percent-
ages; numbers refer to absolute frequencies)

rious damages and distress, such as account takeover attacks,
physical threats, or money thefts; and less serious or negligible
repercussions in form of scam, marketing, or nuisance e-mails,
text messages, or phone calls. Figure 3 presents the frequency
of experienced harms reported by the respondents. It should
be emphasized that retrospective reports of the victims should
be interpreted with caution due to potential recall bias and
confounding factors, such as a respondent’s involvement in
another data breach or limited causal reasoning.

In line with prior research (e. g., [50]), the most prevalent
forms of harm were scams, phishing attacks, marketing mes-
sages, and phone calls. Frequently, criminals were imperson-
ating the vendor in an attempt to trick their target victims
into sharing recovery phrases, updating devices, or installing
malware on victim’s computers. The victims were annoyed
by targeted phishing e-mails and unsolicited marketing calls
promoting crypto-asset investment opportunities. Almost half
of the sample received password reset requests for accounts
registered with a leaked e-mail. Criminal attempts to take over
the control of online accounts were reported by 19 victims
(18%). There are also 33 (32%) reports of blackmailing and
threats to disclose allegedly available personal data.

More serious forms of harm and advanced attack vectors
seem to be rarer. Two instances of the successful account
takeover were reported, while four persons received cyberbul-
lying or physical threats. Two respondents reported receiving
an authentically-looking parcel with a tampered crypto-wallet
inside it, which was allegedly sent by the vendor with the
security advice to transfer crypto-assets to the new device.
While the numbers are too small for quantification attempts,
we interpret this as existential evidence for resourceful attacks,
requiring both technical expertise and upfront investments.

Out of the 104 responses, 10 reported financial losses which
were incurred after July 2020. Figure 4 visualizes the mag-
nitude of loss in a cryptocurrency, as reported by each par-
ticipant. For the sake of comparability, we converted each
number to its equivalent in US dollar by taking the average
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market price of a cryptocurrency in the second half of 2020.
This approximation is dictated by the lack of exact timing
information on the loss event. As visible in Figure 4, most
losses were attributed to scams and thefts (6 and 3 cases, re-
spectively) and affected bitcoin and ether savings. However,
according to the respondents’ self-reports, only 4 events with
losses ranging from one thousand up to several thousand US
dollars are ‘likely’ or ‘very likely’ associated with the data
breach. So, with some level of certainty, there were sporadic
cases of successful cryptocurrency-related scams and thefts.
Although the breach had no direct impact on the wallets and
concerned sales information only, it provided criminals with
channels to contact and take advantage of vulnerable victims.

Besides asset security, physical safety risks (e. g., burglaries,
assaults or kidnapping) could be of concern in the commu-
nity of crypto-asset owners. Our data includes two reported
instances of exposure to a physical threat. In response to an-
other question about individual’s concerns, 30 respondents
reported having moderate to extreme concerns about their
physical safety. Quoting one respondent: “I used a temporary
(exclusive to this vendor) e-mail and phone number for my
order, but a postal address was genuine and thus presents the
biggest risk for me and others working there.”

To sum up, the majority of the reported effects resembles
those of typical data breaches and we find a few instances
of threats which are characteristic to this case (e. g., fake
physical devices, perceived safety hazard). At the same time,
5 respondents stated not having experienced any harm.

5.2 Response Actions (RQ2)

As for the analysis of response actions, one should keep in
mind that crypto-asset owners tend to be security-conscious,
risk-aware, and proactive in taking protective actions [45].
This is, however, balanced by the growth of the global com-
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munity of crypto-investors, which naturally becomes more
heterogeneous [2]. Looking at the socio-demographics of our
sample (Table 1), we observe that the majority of the surveyed
victims have multiple years of experience with crypto-assets.
It is safe to assume that they are familiar with basic security
risks and protective measures relating to crypto-assets.

To set the context, it is instructive to note that the large
majority of victims in our sample has heard about the breach
before suffering harm. Almost half of the sample learned
about it through the notification e-mail from the vendor or its
newsletter, another 40% from social media and online media;
only 7 individuals detected dubious activities first, and one
person reportedly was hit unprepared and confronted with an
empty wallet. This means most response actions were post-
breach, but still pro-active in relation to follow-up attacks.

Next we analyse from which sources of information the vic-
tims acquired help in relation to protective response actions.
As shown in Figure 5, the survey participants largely took
the vendor’s security advice (45%) or followed suggestions
from online peer discussions (38%). This evidence hints at
the importance of timely releases of advice on response strate-
gies by breached organizations. It also suggests that opinion
leaders in the crypto-asset community enjoy quite some trust.

Figure 6 presents a list of the adopted protection measures
ordered by the observed frequency. These represent actions
the victims (reportedly) took in response to this breach. Some
are of a general nature (e. g., using or extending the use of
multi-factor authentication (MFA) or password managers),
while others apply specifically to crypto-assets (e. g., chang-
ing passwords for crypto accounts or relocating backups of
recovery seeds to a safer place). Overall, the most common
practices were the increased use of MFA (52%) or special-
ized authenticator apps (44%), and the change of passwords
for e-mail (47%) and crypto-related accounts (41%). In rela-
tion to the heightened safety concerns mentioned earlier, 18
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respondents reported improving their home security.
Interestingly, 22 respondents reported moving crypto-assets

away from their crypto-wallets. This is a thought-provoking
insight given that crypto-wallets are generally supposed to be
secure and, more specifically, were not compromised by the
breach. Unfortunately, our survey did not include a follow-up
question on the nature and security level of the alternative
storage options chosen by the victims who moved their funds.

As a lesson learned from this case, the affected victims
might have revised their security behaviors and adopted—or
intended to adopt—measures which may reduce the proba-
bility of experiencing harm and its magnitude as an effect
of a similar breach. For instance, one may allocate an e-mail
address exclusive to crypto or financial operations, or use one-
time addresses, postal boxes, or delivery forwarding services
for online orders. To study these breach-specific implications,
we showed respondents a list of 8 security practices and asked
which they had practiced before or in response to the breach.
If a person has not adopted a certain practice yet, we inquired
the likelihood of doing so on a 5-point rating scale. Figure 7
summarizes the responses.

Probably because of its ease of implementation, the most-
adopted action involves using dedicated e-mail addresses for
any crypto-related business. In fact, managing multiple e-mail
aliases and separating accounts for critical and general mat-
ters are what several respondents emphasized retrospectively:

“I am sad that I did not use a special e-mail address when pur-
chasing the device.” This is followed by the use of fake phone
numbers or “burner” e-mail addresses for online orders. The
use of fake names, decoy storage devices in case of a physical
extortion of crypto-assets, or post office boxes for the delivery
of online orders are less common, arguably due to practical
limitations or inaccessibility. Finally, using postal forwarding
services for the delivery of online orders or dedicated SIM
cards for any business with crypto-assets were least adopted

dedicated SIM-card 4 96 14 17 30 33

forwarding service 7 94 7 11 26 49

fake name 513 86 11 15 21 38

decoy device 811 85 9 24 20 30

postal box 1310 81 11 8 17 43

burner e-mail 1213 79 13 12 19 33

fake phone number 13 16 75 16 10 16 32

dedicated e-mail 25 20 59 14 15 12 17

Do you personally apply
any of the following
security practices?

How likely is that you would
take the following precaution actions

in response to this incident?

Using a... Yes No Very unlikelyVery likely

Yes, I did this before the breach.
Yes, I do this after the breach.
No, I do not.

Very likely
Likely
Neutral

Unlikely
Very unlikely

Figure 7: Security practices and adoption intentions (numbers
refer to absolute frequencies)

by the victims. When looking at the adoption intentions of the
respondents who did not apply these measures yet, the overall
patterns remain largely consistent with those of (self-reported)
actual behaviors.

Seeking for legal protection and compensation is another
possible response action to a breach. Two persons in our sam-
ple reported being part of a class-action lawsuit against the
security vendor.6 Many open-ended comments on this matter
were along the lines of “too much effort with little perspective
of success”, “too expensive”, “time and money needed would
not hold up against potential benefits”, or “harm is already
done.” So, victims seem to be rather skeptical about pursuing
litigation against breached entities. Specifically to our case,
this skepticism could have been caused by difficulties of prov-
ing asset losses or suffering from cognizable damage as a
result of the breach.

5.3 Consumer Attitudes (RQ3)

Our review of Reddit messages has shown a salient divergence
of the post-breach attitudes of victims towards the security
vendor as compared to its products. There were cases of neg-
ative reactions to the incident, blaming the vendor for failing
to protect customer data. At the same time, some consumers
publicly admitted that while they may no longer trust the ven-
dor, the purchased product continues to meet their needs and

6We are not aware of class actions against the sales partner and did
not offer this answer option. Future survey instruments could improve by
considering all involved parties as potential defendants.
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original expectations: “[. . .] I have no issue with the devices
and consider them to be solid for the purpose I use them.”7

A potential divergence in attitudes towards a company’s
societal obligations and product expertise has been a topic
of interest in the marketing literature for many years [15].
Specifically, individuals’ corporate image associations are em-
pirically found to influence—sometimes counter-intuitively—
product evaluations [15, 28]. Being inspired by this firm-
versus-product level of abstraction, we asked respondents to
rate their attitudes towards the vendor and, separately, the
security device using 5-point rating scales (1 – very negative,
5 – very positive). In order to track any attitudinal changes
triggered by the breach, the question wording explicitly in-
vited the participants to recollect their attitudes at the time
before and after the breach.

Figure 8 summarizes the observed patterns in two Sankey
diagrams, showing the apparent changes in individuals’ atti-
tudes. Not very surprisingly, almost half of our sample reports
negative or very negative post-breach attitudes towards the
vendor. Likewise, only 6% out of 65% of those who recollect
to have a very positive attitude prior to the incident remained
loyal in their ex-post evaluation. On the other hand, the breach
had a moderate effect on the consumers’ attitudes towards the
product: there are no drastic changes between the different
levels of the attitude scale. Statistically, a Wilcoxon rank sum
test confirms that the differences in attitudes towards the ven-
dor are highly significant (p < 0.001), whereas the attitudes
towards the product do not differ significantly (p = 0.095).

6 Discussion

This case study sheds light on a high-profile data breach
which exposed a population of affluent crypto-asset owners as
potentially attractive targets for opportunistic profit-oriented
crimes. In line with prior work [35, 50, 72], our findings show

7https://www.reddit.com/r/ledgerwalletleak/comments/kpz
m4x/is_anyone_still_using_ledger_had_a_close_call/

that scam, phishing and attempted identity thefts characterize
the aftermaths of breaches. This specific case reveals a phys-
ical attack vector previously unseen in data breach research
(to the best of our knowledge). It could explain our finding
of elevated safety concerns among the victims whose resi-
dence addresses were leaked. As some respondents pointed
out: changing a place of living is not as easy as switching to a
new e-mail address.

In Section 6.1, we discuss the implications of our study
and its key findings for the cybersecurity industry and related
policy initiatives. Next, we share our lessons learned regard-
ing the methodological challenges in data breach research
(Section 6.2). Section 6.3 addresses potential limitations.

6.1 Implications for Industry and Policy

The victims in our sample were exposed to a range of crimes
exploiting almost all leaked data items. Most reported at-
tacks were targeted, domain-specific, and plausibly related to
the breach event, even though our method cannot establish
causality. This led us to the insight that breaches affecting
security vendors (and by extension security service providers)
deserve special attention in data breach research. We call these
breaches ‘high-profile’ and note their potentially far-reaching
effects because they enable targeted follow-up crimes. In this
sense, the identification of affluent crypto-asset holders as
users of a Ledger wallet is qualitatively similar to the expo-
sure of website user accounts in the recent LastPass case.

Beyond doubt, breaches will continue to plague the world.
Against this background, it is essential like never before that
the cybersecurity industry serves as a role model of effec-
tive information security and crisis management. After all,
companies whose mission is to provide excellence in security
products and services should stand by their own promises.
In the age of digital transformation, these expectations add
a new form of corporate social responsibility, which, as this
case has shown, extends beyond the boundaries of the secu-
rity vendor. In particular security companies should exercise
extreme caution when choosing business partners and avoid
sales channels not designed for dealing with the risk of a
high-profile breach. Several of our findings reveal a poten-
tial disconnect between victims’ concerns and material harm
suffered. This underscores the importance of effective corpo-
rate crisis communication and the management of reputation
threats, in particular on social media platforms [65].

When looking at the anatomy of the case at large, we con-
jecture that more harm was prevented through perceptions
and mitigating actions of victims and by the vendor. Owners
of crypto-wallets are reputedly the most mistrustful among
the already security-concerned crowd of crypto-asset owners.
This trait, which we also observed during recruitment, further
connects to a found ability of the surveyed participants to
evaluate the security properties of products independent of a
vendor’s reputation. While this may be specific to the target
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group of our study, it may call for a critical (and empirical)
reassessment of a commonly accepted fact in the security
economics literature, namely that consumers cannot evaluate
security properties when making purchase decisions [4].

Stricter vendor liability is often postulated as a cure for mar-
ket failures and as a means to incentivize security practices
and investments [3, 41]. For example, the 2023 US National
Cybersecurity Strategy sets out to “reshape laws that govern
liability for data losses and harm caused by cybersecurity er-
rors” [66, p. 19]. However, the liability channel is prone to fail
if victims keep skeptical about its success and do not support
it wholeheartedly, as our results have demonstrated (albeit un-
der the current lax liability regime). This calls for studying the
subjective causes of perceived skepticism towards litigation
and a potential reform of cybersecurity law [37].

Prior work [50] puts forward an idea of integrating the
automated generation of unique e-mail aliases into account
registration workflows. While this practice has its own merits
and interest from the surveyed participants, our results hint
at limitations of this approach, too. One-time emails may
function as double-edged swords, as they may make it harder
for victims to learn about a breach notification. In addition,
their utility is uncertain in the light of a permanent shipping
address with the ensuing—perceived or real—risk of burglary
or physical extortion in the worst case. In this regard, future
research may explore workable design options for account
registration and order checkout processes which would antici-
pate potential data leakages and adverse effects thereof.

6.2 Implications for Breach Research

In terms of methodology, our study has taught us some unan-
ticipated lessons. As we started recruitment, we were sur-
prised to see that some victims made quite some efforts to
convince themselves of the authenticity of our invitation as
well as of the researcher’s identity. For example, they con-
tacted other university staff members through various chan-
nels. While this is generally a positive sign of high risk aware-
ness, our ethical analysis missed these activities as a form of
additional (though very minor) cost on victims, researchers,
and researchers’ colleagues. It is unimaginable what would
have happened had we used a non-existing persona as sender;
an idea we contemplated to protect the lead researcher, but dis-
missed eventually. Related to this, at the time of applying for
IRB approval, we were unaware of the vendor’s post-breach
initiative to crowd-source reports of suspicious phishing cam-
paigns from the community. Therefore, our study might have
inadvertently created additional work for the vendor’s cus-
tomer support agents processing those notices. We tried to in-
quire the cost after the study has ended to inform future ethics
assessments, but we did not receive an estimate. Likewise, we
were unaware of the vendor’s take-down efforts, which might
have increased the risk of blacklisting and related collateral
damage to other users of our university’s infrastructure. In

hindsight, this appears obvious given the size of their business
and the availability of professional services. We encourage
other researchers to take these contingent actions into account
in their ethics analyses.

Finally, we observe that many forms of experienced harm
repeat across case studies of breaches [55, 59, 68]. Therefore,
data breach research could benefit from the development of
standard survey questions and response scales. This includes
the refinement of measures of harm, an incredibly difficult
concept with high relevance also in the field of breach litiga-
tion [37]. More standardized measurement instruments would
allow for more harmonized reporting of empirical results,
improve comparability between cases, and pave the way for
meaningful quantitative meta-analyses in the future.

6.3 Limitations

Our work has a number of limitations inherent to survey-
based cybercrime studies. It is evident that findings from a
sample of volunteers among victims affected by a high-profile
breach should be interpreted with caution. Known sources
of coverage error include the receipt of the invitation, which
is correlated with the e-mail provider’s spam filtering prac-
tices. Moreover, we could not reach victims who implemented
certain security precautions, such as using one-time e-mail
addresses. Each individual decision to participate in our sur-
vey may be correlated with victim experience, for example
the salience of perceived or actual harm; as well as victim’s
aptitude to report on sensitive topics in English. Other causes
of non-response are victims’ subjective expectations towards
receiving personalized invitations and reminders of pending
survey invitations, which we refrained from sending for ethi-
cal considerations. All this explains the low response rate [20].
Yet the sample size appears decent given that we have con-
firmed victims of a high-profile breach (cf. Footnote 4). Other
studies interview thousands in order to obtain a sample of a
few hundred victims of everyday cybercrime [56].

Turning to item reliability and validity, our survey instru-
ment lacks effective mechanisms to verify and prevent inac-
curate reporting. With self-reported statements, we cannot
rule out response errors, strategic responses in hope for re-
dress, and social desirability bias [72]. Also, recall bias and
the capability of causal reasoning may vary between individ-
uals. While post-breach attacks can occur with some delay,
individuals’ ability to accurately recollect past events tends
to degrade. This makes it tricky to optimize the timing of
surveys which collect data on reciprocal causal effects. We
hope that our choice of one year gave appropriate time for
the influencing factors and effect variables to manifest, while
important episodes are still in memory. A longitudinal de-
sign could in principle overcome some of these shortcomings,
however it is even harder to implement in an ethical manner.
Moreover, recollections of effects of this data breach may be
confounded by other breaches and attacks. Finally, the survey
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instrument may be prone to unknown ceiling effects resulting
from the chosen question wording and response scales [17].
We had to make some compromises given the scarcity of stan-
dardized and validated item batteries in our domain. Closing
this gap—certainly not on high-profile cases at first—could
catalyze the development of breach research.

7 Conclusion

We document one of the first empirical case studies on high-
profile data breaches affecting vendors of critical security
products. While in this case the security of the product itself
was not affected, the disclosed sales information has enabled
or facilitated new attack vectors. At the same time, it enabled
us, researchers, to ethically, legally, technically, and practi-
cally explore the practice of sampling an otherwise hard-to-
reach victim population from leaked contact information for
the purpose of breach research. We have reported existen-
tial and (limited) quantitative evidence on the case, derived
lessons learned, and demonstrated the feasibility of the sam-
pling technique. The effort is tremendous and researchers
have to exercise a lot of patience before getting hold of data
or results. Time will tell if our approach becomes more com-
monly accepted and eventually easier to pursue. What we can
state with more certainty is that the security community is
well-advised in learning from high-profile breaches.
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A E-Mail Invite

Subject line: Follow-up on the Ledger data breach

Hello,
I am [first author’s name], a security researcher at the [re-

searchers’ affiliation]. I am contacting you regarding the data
breach of Ledger’s customer database last year. I sincerely
regret that personal information had been compromised and
leaked to the public. Our team of security researchers would
like to follow up on this incident and estimate the scope of
effects and potential harm it caused to the victims. With this
initiative, we strive to collect valuable first-hand insights from
you. This will help us to make recommendations for better
protection and response in order to avoid similar cases in the
future. If you support this research initiative, I would like to
invite you to participate in our anonymous online survey
available at [link to the static webpage].

Please note that your participation in this study is volun-
tary. You are free to not participate at all or to withdraw from
the survey at any time. Completing the survey will take about
25 minutes of your time. Your anonymous responses will be
analyzed and used by the members of our team for research
purposes only. The results will be published in aggregate form
in academic journals and conferences.

This research study has been approved by the Research
Board for Ethical Issues of the [researchers’ affiliation] under
the principles of freedom of research and beneficial societal
impact. We, the researchers in charge, aim to collect opinions,
experiences, and sentiments of the users affected by the data
breach in order to derive policy recommendations and man-
agerial implications for firms offering secure storage devices.
The data controller of any personal data related to this study is
the [researchers’ affiliation]. Processing takes place under the
General Data Protection Regulation (GDPR) of the European
Union.

The only piece of personal data processed is your e-mail
address. The processing is justified by the public interest of
the conducted research (Article 6, p. 1(e) GDPR). Your e-mail
address will be processed until the end of the collection of 500
reliable response sets or until the expiration of 6 months since
the start of the research study on November, 8th 2021. Your
e-mail address is processed only for the purpose of inviting
you to participate in this study and will not be shared with
other parties. It will be permanently deleted after the end of
the term of processing (on May 8th, 2022) or immediately
after your written request to [contact e-mail address].

We take the following security measures to protect your
e-mail address:

– Your e-mail address is stored in an encrypted form on
an external USB flash drive, which is kept in a secure
physical vault. The access to the vault and the drive is
limited to authorized staff of the research group.

– This invitation is sent from an e-mail account purpose-
fully created and used for this study only. The account as
well as all the entire communication will be permanently
deleted after completion of the data collection phase.

In matters related to data processing, you may also contact
the data protection coordinator of the [researchers’ affilia-
tion] at [DPO e-mail address]. You have the right to lodge
a complaint with the data protection supervisory authority if
you believe that the processing of your e-mail address for the
purpose of this research study infringes the provisions of the
GDPR.

The anonymous online survey is accessible at [link to the
static webpage]. I sincerely thank you for your collaboration.

Sincerely,
[first author’s name]
[researchers’ affiliation]

B Static Webpage

Welcome to Our Survey on the Ledger Data Breach

Thank you for your interest in our study!

Access to the Questionnaire

Please click here to access the anonymous online survey.
Completing the survey will take about 25 minutes of your
time.

The questionnaire is hosted by Qualtrics, a professional
company offering survey tools to researchers. The company
is bound by law and contracts to follow our high data
protection standards. We are using this static webpage,
hosted by the researchers, between the invitation link in the
e-mail you received and the actual questionnaire to reassure
all respondents that the links are not personalized. This
research respects your privacy.

Contacts

If you have any questions or concerns about the project,
please do not hesitate to contact us at [contact e-mail address].

In matters related to data processing, you may also contact
the data protection coordinator of the [researchers’ affiliation]
at [DPO e-mail address]. You also have the right to lodge a
complaint with the data protection supervisory authority if
you believe that the processing of your e-mail address for the
purpose of this research study infringes the provisions of the
GDPR.

C Questionnaire8

Welcome and thank you for supporting our research initiative!
8The complete questionnaire is available in an arXiv version of this paper.
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This research respects your privacy. The survey does
not collect personal data in the form of your name or contact
details and we ask you not to provide this information in your
open text responses. The survey is intended to be anonymous.
If you disclose information concerning harm to yourself or
another person within this survey, the researchers will not be
able to take any action.

What is the purpose of this research? We use this ques-
tionnaire to learn more about the effects and potential harm
resulting from the Ledger data breach in 2020, which may
have impacted you. We would love to hear your personal story
of this incident. These insights will help us estimate the aggre-
gate consequences of this data breach as well as understand
your attitudes, security behaviors, and coping strategies.

Who are we? We are researchers of the [researchers’ affil-
iation]. We conduct this research independently of the Ledger
company. This research is funded from the research budget
of the [researchers’ affiliation].

Your participation is voluntary. You do not have to par-
ticipate in this survey, and you can leave it at any point. Com-
pleting the survey will take about 25 minutes of your time.

Your responses are anonymous. We assure that we will
remove any information which would make you identifiable.
Your anonymous responses will be analyzed and reported in
aggregate form and will be used for research purposes only.

There are potential benefits from participating. You
have the opportunity to share your story and thoughts about
the data breach with us. Your valuable input will contribute
to advance scientific research, improve companies’ security
practices, and inform policy making in this domain.

There are potential risks from participating. Responding
to our questions may remind you of your experience as a
victim of crime and any pain you may have experienced.

How to contact us? If you have any questions or would like
to get further information about this study, you may contact
the principal investigator [first author’s name] [contact e-mail
address].

Consent. By clicking "Yes", you confirm to be over 18
years of age and consent to us collecting information about
your attitudes, experiences, and demographic information. De-
tailed information regarding this project and your participa-
tion has been explained to you.
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