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INSERT INTO products VALUES ("sunglasses", 27.99); 

SELECT * FROM products; 
 id |    name    | price 
------------------------ 
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PostgreSQL



I ❤ database 
(most of the time)



INSERT INTO products VALUES ("sunglasses", 27.99);
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I am not a:
- Hardware engineer 

- Filesystem engineer 

- Database storage engineer



Someone who cares 
a lot 

about database reliability



Simplifying 

lies  
ahead



Do your own research



Case 1 
MySQL doublewrite 

buffer



The promise
BEGIN; 
INSERT INTO products VALUES ("sunglasses", 27.99); 
INSERT INTO products VALUES ("jorts", 10.99); 
COMMIT; 

SELECT * FROM products; 
 id |    name    | price 
------------------------ 
  1 | sunglasses | 27.99 
  2 |      jorts | 10.99
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BEGIN; 
INSERT INTO products VALUES ("sunglasses", 27.99); 
INSERT INTO products VALUES ("jorts", 10.99); 
COMMIT; 

SELECT * FROM products; 
 id |    name    | price 
------------------------ 
  1 | sunglasses | 27.99 
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Data must be 
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Now what?
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Logs



Table

id name price

SQL

WAL

BEGIN; 
INSERT ("sunglasses", 27.99); 
INSERT ("jorts", 10.99); 
COMMIT;



Table

id name price

SQL

WAL
BEGIN TX 1 
INS 1 (1, ”sunglasses", 27.99) 
INS 1 (2, "jorts", 10.99) 
COMMIT TX 1

BEGIN; 
INSERT ("sunglasses", 27.99); 
INSERT ("jorts", 10.99); 
COMMIT;



Table

id name price

1 sunglasses 27.99

BEGIN; 
INSERT ("sunglasses", 27.99); 
INSERT ("jorts", 10.99); 
COMMIT;

SQL

WAL
BEGIN TX 1 
INS 1 (1, "sunglasses", 27.99) 
INS 1 (2, "jorts", 10.99) 
COMMIT TX 1



Table

id name price

1 sunglasses 27.99

2 jorts 10.99

BEGIN; 
INSERT ("sunglasses", 27.99); 
INSERT ("jorts", 10.99); 
COMMIT;

SQL

WAL
BEGIN TX 1 
INS 1 (1, "sunglasses", 27.99) 
INS 1 (2, "jorts", 10.99) 
COMMIT TX 1



Table

id name price

1 sunglasses 27.99

2 jorts 10.99

BEGIN; 
INSERT ("sunglasses", 27.99); 
INSERT ("jorts", 10.99); 
COMMIT;

SQL

WAL
BEGIN TX 1 
INS 1 (1, "sunglasses", 27.99) 
INS 1 (2, "jorts", 10.99) 
COMMIT TX 1



Table

id name price

1 sunglasses 27.99

2 💥 💥

BEGIN; 
INSERT ("sunglasses", 27.99); 
INSERT ("jorts", 10.99); 
COMMIT;

SQL

WAL
BEGIN TX 1 
INS 1 (1, "sunglasses", 27.99) 
INS 1 (2, "jorts", 10.99) 
COMMIT TX 1



Table

id name price

WAL
BEGIN TX 1 
INS 1 (1, "sunglasses", 27.99) 
INS 1 (2, "jorts", 10.99) 
COMMIT TX 1

Never 
committed

No partial 
data
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Table

id name price

1 sunglasses 27.99

2 jorts 10.99

Up-to-date 
version of 

data

WAL
BEGIN TX 1 
INS 1 (1, "sunglasses", 27.99) 
INS 1 (2, "jorts", 10.99) 
COMMIT TX 1

Log 
of every 

operation
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1 sunglasses 27.99

2 jorts 10.99
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Atomic writes

All or  
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Write 



Write-ahead logs 
only work 

if table data 
isn't corrupted
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On restart:
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On restart:
- Read doublewrite buffer pages 

- Copy to table if checksum good 

- Ignore if checksum bad



Postgres equivalent: 
full_page_writes



That's a lot of 
work!



Can we skip 
it?
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ZFS
Custom 

atomic write size
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Problem: 
We still pay in 

performance to do 
it in software
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On Linux
$ sudo nvme id-ctrl /dev/nvme0n1 | grep awupf 
awupf     : 0



On Linux
$ sudo nvme id-ctrl /dev/nvme0n1 | grep awupf 
awupf     : 0 

$ # Not a fancy drive 
$ # 1 sector -> 4kB atomicity 
$



On Linux
$ sudo nvme id-ctrl /dev/nvme0n1 | grep awupf 
awupf     : 3 

$ # Fancy drive :D 
$ # 4 sectors -> 16kB atomicity 
$



It is possible 
to turn off the 

doublewrite buffer 
safely, but...



Caveat 
If you're wrong, 

the computer might lose your data



Case 2 
Postgres fsyncgate 

(2018)



fsync 
In a nutshell



man 2 fsync
fsync(2)                   System Calls Manual                   fsync(2) 

NAME 
       fsync, fdatasync - synchronize a file's in-core state with 
       storage device 

DESCRIPTION 
       fsync()  transfers  ("flushes")  all  modified in-core data of 
       (i.e., modified buffer cache pages for) the file  referred  to 
       by  the file descriptor fd to the disk device (or other perma‐ 
       nent storage device) so that all changed  information  can  be 
       retrieved even if the system crashes or is rebooted.  This in‐ 
       cludes writing through or flushing a disk  cache  if  present. 
       The call blocks until the device reports that the transfer has 
       completed.



man 2 fsync  (simplified)

fsync(2)                   System Calls Manual                   fsync(2) 

NAME 
       fsync, fdatasync - synchronize a file's in-core state with 
       storage device 

DESCRIPTION 
       fsync() transfers all modified data of the file to the disk device 
       so that all changed information can be retrieved even if the 
       system crashes or is rebooted. 
        
       The call blocks until the device reports that the transfer has 
       completed.
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fsync pseudocode
file = File.open("/data/base") 
file.write("some data") 
file.fsync



Postgres mailing list
From:       Craig Ringer <craig(at)2ndquadrant(dot)com> 
To:         PostgreSQL Hackers <pgsql-hackers(at)postgresql(dot)org> 
Subject:    PostgreSQL's handling of fsync() errors is unsafe and risks data loss at least on XFS 
Date:       2018-03-28 02:23:46 
Message-ID: CAMsr+YHh+5Oq4xziwwoEfhoTZgr07vdGG+hu=1adXx59aTeaoQ@mail.gmail.com 
Lists:      pgsql-hackers 

Hi all 

Some time ago I ran into an issue where a user encountered data corruption 
after a storage error. PostgreSQL played a part in that corruption by 
allowing checkpoint what should've been a fatal error. 

TL;DR: Pg should PANIC on fsync() EIO return. Retrying fsync() is not OK at 
least on Linux. When fsync() returns success it means "all writes since the 
last fsync have hit disk" but we assume it means "all writes since the last 
SUCCESSFUL fsync have hit disk". 

...



Postgres mailing list
From:       Craig Ringer <craig(at)2ndquadrant(dot)com> 
To:         PostgreSQL Hackers <pgsql-hackers(at)postgresql(dot)org> 
Subject:    PostgreSQL's handling of fsync() errors is unsafe and risks data loss at least on XFS 
Date:       2018-03-28 02:23:46 
Message-ID: CAMsr+YHh+5Oq4xziwwoEfhoTZgr07vdGG+hu=1adXx59aTeaoQ@mail.gmail.com 
Lists:      pgsql-hackers 

Hi all 

Some time ago I ran into an issue where a user encountered data corruption 
after a storage error. PostgreSQL played a part in that corruption by 
allowing checkpoint what should've been a fatal error. 

TL;DR: Pg should PANIC on fsync() EIO return. Retrying fsync() is not OK at 
least on Linux. When fsync() returns success it means "all writes since the 
last fsync have hit disk" but we assume it means "all writes since the last 
SUCCESSFUL fsync have hit disk". 

...







man 2 fsync
fsync(2)                   System Calls Manual                   fsync(2) 

ERRORS 
     The fsync() system call will fail if: 

... 

[EIO]      An error occurred during synchronization.  This error may 
           relate to data written to some other file descriptor on the 
           same file. 

...
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file = File.open("/data/base") 
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file.fsync



fsync pseudocode
file = File.open("/data/base") 
file.write("some data") 
err = file.fsync 

# Mark the data for a retry 
if !err.nil? && err.type == EIO 
  file.mark_for_retry 
end
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fsync pseudocode
file = File.open("/data/base") 
file.write("some data") 
err = file.fsync 

# Mark the data for a retry 
if !err.nil? && err.type == EIO 
  file.mark_for_retry 
end



4kB 4kB 4kB 4kB 4kB 4kB 4kB 4kB

RAM

SSD

fsync

8kB 8kB 8kB 8kB

💥fsync💥



4kB 4kB 4kB 4kB 4kB 4kB 4kB 4kB

RAM

SSD

fsync

8kB 8kB 8kB 8kB

💥fsync💥



4kB 4kB 4kB 4kB 4kB 4kB 4kB 4kB

RAM

SSD

fsync

8kB 8kB 8kB 8kB

💥fsync💥



4kB 4kB 4kB 4kB 4kB 4kB 4kB 4kB

RAM

SSD

fsync

8kB 8kB 8kB 8kB

💥fsync💥



4kB 4kB 4kB 4kB 4kB 4kB 4kB 4kB

RAM

SSD

fsync

8kB 8kB 8kB 8kB

💥fsync💥



4kB 4kB 4kB 4kB 4kB 4kB 4kB 4kB

RAM

SSD

fsync

8kB 8kB 8kB 8kB

💥fsync💥 fsync
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From:       Craig Ringer <craig(at)2ndquadrant(dot)com> 
To:         PostgreSQL Hackers <pgsql-hackers(at)postgresql(dot)org> 
Subject:    PostgreSQL's handling of fsync() errors is unsafe and risks data loss at least on XFS 
Date:       2018-03-28 02:23:46 
Message-ID: CAMsr+YHh+5Oq4xziwwoEfhoTZgr07vdGG+hu=1adXx59aTeaoQ@mail.gmail.com 
Lists:      pgsql-hackers 

Hi all 

Some time ago I ran into an issue where a user encountered data corruption 
after a storage error. PostgreSQL played a part in that corruption by 
allowing checkpoint what should've been a fatal error. 

TL;DR: Pg should PANIC on fsync() EIO return. Retrying fsync() is not OK at 
least on Linux. When fsync() returns success it means "all writes since the 
last fsync have hit disk" but we assume it means "all writes since the last 
SUCCESSFUL fsync have hit disk". 

...





– Many messages on that thread

“The Linux kernel 
is wrong” 
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“It should retry” 
or 

“It should persist the 
errors”





Postgres needs to run on 
the real kernel...

...not a  
hypothetical one



Sometimes 
the right answer is 

for software to 
crash
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Postmaster

Worker

Postgres

Worker Worker



Table

id name price

1 sunglasses 27.99

2 jorts 10.99

BEGIN; 
INSERT ("sunglasses", 27.99); 
INSERT ("jorts", 10.99); 
COMMIT;

SQL

WAL
BEGIN TX 1 
INS 1 (1, "sunglasses", 27.99) 
INS 1 (2, "jorts", 10.99) 
COMMIT TX 1





But the kernel did 
have a part to 

play...



Process

Kernel
Process Process

FD FDFD

File
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Kernel
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FD FDFD
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Process

Kernel
Process Process

FD FDFD

File

Process

FD

💥fsync💥



Kernel versions: 
4.13 - 4.17
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Other databases
- MySQL 

- MongoDB 

- ...?







Doing extra work 
to save your 
data...

...can make 
the computer 

lose your data



Doing extra work 
to save your 
data... ...can 

make the 
computer 

lose your data



Case 3 
Hardware disk 

caches



Hardware disk caches
Kernel (Filesystem)

Disk



Hardware disk caches
Kernel (Filesystem)

Disk
Volatile 

cache



- Reduce latency 

- Handle spikes 

- Batch writes

Hardware disk caches



- Reduce latency 

- Handle spikes 

- Batch writes

Hardware disk caches



write("some data") 
write("some more data") 
write("yet more data")

Disk operations
Latency



write("some data") 
write("some more data") 
write("yet more data") 

flush()
Latency

Disk operations



- Reduce latency 

- Handle spikes 

- Batch writes

Hardware disk caches
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- Reduce latency 

- Handle spikes 

- Write reordering

Hardware disk caches
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A cynical reason: 
to look good 

on bad 
benchmarks



A cynical reason: 
to look good 

on bad 
benchmarks



What does this 
mean for 
fsync?



fsync pseudocode
file = File.open("/data/base") 

file.write("some data") 
file.write("some more data") 
file.write("yet more data") 

file.fsync



fsync pseudocode
file = File.open("/data/base") 

file.write("some data") 
file.write("some more data") 
file.write("yet more data") 

file.fsync Flush to disk 
here



- (S)ATA: FLUSH CACHE EXT 

- SCSI: SYNCHRONIZE CACHE 

- NVMe: FLUSH

Flush commands



https://brad.livejournal.com/2116715.html

https://brad.livejournal.com/2116715.html


Tl;dr: diskchecker.pl

Server Client

Writes



Tl;dr: diskchecker.pl

Server Client ❌



Tl;dr: diskchecker.pl

Server Client

“Did I lose data?”



Tl;dr: diskchecker.pl

Server Client

“Yes!”
“Did I lose data?”



Fix for bad drives
# Disable write-back caching 
# 
# Might fix flush on a bad drive, 
# but ruin performance 

hdparm -W 0 /dev/sda



https://brad.livejournal.com/2116715.html
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https://web.archive.org/web/20220221094231/https://twitter.com/
xenadu02/status/1495694090796941314
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You can:
- Enable doublewrite 
- Disable caches
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