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Question ?

What is Ingress
and why are we
talking about
Ingress Stack

Management in
SREConf ?




Lifecycle of a Workday Public Cloud Ingress Request

m A
LS MTLS
ServiceA Pod Endpoints
&Y*
&
HTTPS—> Firewall Edge Securedm Filtered Ingress Load Balancer gl eI gy [stio Gateway RouteB ServiceB Pod Endpoints
P
o%o
\> ServiceC Pod Endpoints

Workday | SREcon25



Learnings From the Initial Model
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Platform Developers

- Fragmented Toolchain
Inconsistent Configuration

- Complex Disaster Recovery
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|« Lack of Testable Infrastructure
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| - Extremely Slow Process
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Modernizing Ingress With KRM(Operators)
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e Kubernetes Resource Model: readable format to define the desired system state using code.
e Using mix of proven open-source projects along with purpose-built custom operators for Ingress stack.

e Ingress capabilities are deployed and managed via Gitops.
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Case Study: Zone Provisioning Controller

Domain Name System(DNS) Layer

[

UpdateZone Probes

CreateOwnershipRecord

CreateZone DeleteZone

apiversion: dnsapi.workdayexample.group/vl
kind: Zone
metadata:
labels:
component.workdayexample/resource-of: istio-gateway
name: test-cluster-zone
spec:
zonename: test.cluster.workdayexample-domain
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DeleteOwnershipRecord

zpc_zone_created_count

zpc_zone_create_failed_count
> Custom Metrics Exported

zpc_transient_error_count
zpc_unknown_error_count )

DNS Zone Operations

apiVersion: dnsapi.workdayexample.group/vl
kind: Zone
metadata:
annotations:
argocd.argoproj.io/tracking-id: dnsapi.workdayexample.group/Zone:istio-system/test-cluster-zone
creationTimestamp: "2024-01-04T21:56:51Z"
finalizers:
- dnsapi.workdayexample.group/vl/finalizer
generation: 1
labels:
component.workdayexample/resource-of: istio-gateway
name: test-cluster-zone
resourceVersion: "172027565"
uid: 15dbdb3e-95e5-4348-8c7a-885efa67b2e3
spec:
zonename: test.cluster.workdayexample-domain
status:
message: Created a new zone with zonename test.cluster.workdayexample-domain
nameserver:
requestid: dnsexternal: external-dns-server-name
state: Ready
zonename: test.cluster.workdayexample-domain
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Tngrecs Stack Management (cing Gitops Driven Model(KRM)
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Thank you!

Q&A




