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DISCLAIMER
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DISCLAIMER

No LLMs were harmed in the 
making of this talk
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DISCLAIMER

Views are my own and not 
my employer’s
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Did you know...

9

✺  … the infrastructure hosting Wikipedia (and 
sister projects) is run by the Wikimedia 
Foundation, an American nonprofit charitable 
organisation?

✺  … all content is managed by volunteers?

✺  … we support 300+ languages?

✺  … Wikipedia is 25 years old?

✺  … Wikipedia has been training LLMs since 
they were just called ‘statistics.’

✺ … we host some truly extraordinary content
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What is caching



✺ L1, L2, L3 CPU caches
✺ Page Caches
✺ Database query caches
✺ Distributed Caches
✺ Content Delivery Networks
✺ Your Computer Browser
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Caching 
Is 

Everywhere

fosstodon.org/@manjiki
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Why is caching important? 
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Why is caching important? 
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Caching systems are optimised to 
improve performance by analysing  

human behaviour.
— Plato

@manjiki.bsky
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The CDN Chapter
Caching headers
Browser Cache

CDNs

Fifty Shades of Stale
Warm up
Invalidate

Rage Against the Machine 
Learning

The rise of the machines
Can we strike back?

Agenda 

Fifty Layers of Application 
Caching

In-process caches
Distributed caches

@manjiki.bsky
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Basic Web Infrastructure
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The CDN Chapter
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Web Caches

Your Browser ↠ private

Yours or Some Other Proxy ↠ public

Content Delivery Networks ↠ public

fosstodon.org/@manjiki
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Web Caches
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How to Cache?
✺ Primary Key: URL

✴ URLs with different query params 
are two different keys

✺ Varying by HTTP Headers
✴ Accept-Encoding

✴ Accept-Language

✴ User-Agent

✺ Cache Control Directives
✴ Cache-Control: max-age=3600

✴ Cache-Control: private

✺ Cache Validation
✴ Etag

✴ Last-Modified

@manjiki.bsky
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How to Cache? - Entries
Key:GET|https://koko.gr/api/data?id=123|Accept-Language:el-GR|Accept-Encoding:gzip

Response Headers: {...} 

Response Body: {...} 

Metadata: 
 - Cached at: 2025-09-30 14:30:00 
 - Expires at: 2025-09-30 15:30:00
 - Max-age: 3600 seconds 
 - ETag: "abc123"
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Web Caches

A web cache is just a pile of URL responses with 
metadata, pretending it’s organised.

— Aristotle

fosstodon.org/@manjiki
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How to Cache?
$ curl -I https://en.wikipedia.org/static/images/project-logos/enwiki.png

HTTP/2 200 

date: Mon, 29 Sep 2025 11:57:40 GMT

etag: "1f0f-63fa4440aaa40" 

expires: Tue, 29 Sep 2026 11:57:40 GMT 

cache-control: max-age=31536000 ↞ Good for a year 

server: ATS/9.2.11

https://en.wikipedia.org/static/images/project-logos/enwiki.png
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How to Cache?
$ curl -I https://en.wikipedia.org/w/load.php?lang=en&<...>&skin=vector-2022

HTTP/2 200 

date: Tue, 30 Sep 2025 09:11:16 GMT 

etag: W/"15hup" 

expires: Tue, 30 Sep 2026 09:11:24 GMT 

cache-control public, max-age=600, s-maxage=600, stale-while-revalidate=60

server: ATS/9.2.11

Vary: User-Agent 

X-Cache: cp3067 hit, cp3067 hit/524

https://en.wikipedia.org/w/load.php?lang=en&
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How to Cache?
$ curl -I https://en.wikipedia.org/wiki/Reliability_of_Wikipedia

HTTP/2 200 

Date: Mon, 29 Sep 2025 16:00:15 GMT ↞ When this was cached on the server 

Last-Modified: Mon, 29 Sep 2025 14:54:39 GMT ↞ When this resource changed 

Age: 62051 ↞ ~17hrs 

cache-control: private, max-age=0, must-revalidate, no-transform

server: mw-web.codfw.main-7f7f5cb8cb-fx7mb

Vary: Accept-Encoding,Cookie,User-Agent

X-Cache: cp3067 miss, cp3067 hit/42
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Web Caches

Your Browser ↠ private

Yours or Some Other Proxy ↠ public

Content Delivery Networks ↠ public

@manjiki.bsky
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CDNs
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CDNs
✺ Speedy Delivery

✴ Edge caching
✴ Static content (optimised)
✴ Prefetch & Pre-warm

✺ Routing
✴ Anycast to closest node

✺ Reliability
✴ Load Balancing

✴ Less load on origin

✺ Security
✴ TLS termination & session reuse

✴ DDoS protection

✧ Network Absorption

✧ Application Level Protections

✺ Traffic Surges
✴ Shields origin servers

✴ Load Shedding
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Wikimedia CDN
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What’s in a cache server?



✺ Zipf’s Law ↠ frequency

✺ Pareto distribution ↠ 80/20

✺ Regional Content 

Characteristics

✺ Privacy Law Compliance

✺ Licensing Requirements

✺ Censorship Regulations
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CDN Fun Facts

… and

Not-so-Fun Facts

@manjiki.bsky



Fifty Layers of 
Application Caching
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Basic Web Infrastructure
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Application Caching

In-memory ↠ fast, limited, volatile

External Caches ↠ slower, scalable, semi-persistent 

@manjiki.bsky
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       Application Layer Caches



48

Shared Memory Extensions
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Life of PHP request
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Life of PHP request
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Equivalents
                   Java 

✺ Bytecode Caching
✴ JVM JIT

✴ Compiles bytecode to native 
machine code at runtime

✺ User data caching
✴ Caffeine

✴ Ehcache

✴ Hazelcast

                   Ruby 
✺ Bytecode Caching

✴ YJIT

✴ MJIT

✺ User data caching
✴ ActiveSupport::Cache::MemoryStore

✴ Rails.cache

fosstodon.org/@manjiki
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Life of PHP request
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External Caches
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Memcached
✺ Key-Value in-memory

✴ Entirely on RAM

✴ +disk via extstore

✺ Slab memory management
✴ Fixed sized “Slabs”

✴ Slab Classes

✴ Reduces Fragmentation

✺ Least Recently Used
✴ Hot-warm-cold

✴ Tiered caching

✴ Cold data pushed out first

✴ Even colder in extstore

@manjiki.bsky
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Distributed Caches
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Mcrouter
✺ Memcached  Proxy/Router 

✴ Open Source by Facebook

✴ Transparent

@manjiki.bsky
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Mcrouter
✺ Memcached  Proxy/Router 

✴ Open Source by Facebook

✴ Transparent

✺ Advanced Routing
✴ Sharding and Replication

✴ Failover and Load Balancing

✴ Server Pools

✴ Key Prefix routing

✴ Hash based prefixed

✺ Pooling and Tiering
✴ Efficient Connection pooling

✴ Support  for tiered cache 
hierarchies

fosstodon.org/@manjiki



58

Distributed Caching
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Mcrouter
✺ Memcached  Proxy/Router 

✴ Open Source by Facebook

✴ Transparent

✺ Advanced Routing
✴ Sharding and Replication

✴ Failover and Load Balancing

✴ Server Pools

✴ Key Prefix routing

✴ Hash based prefixed

✺ Pooling and Tiering
✴ Efficient Connection pooling

✴ Support  for tiered cache 
hierarchies

✺ Battle Tested
✴ Horizontal Scaling

✴ Millions of requests per second
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       Application Layer Caches
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Fifty Shades of Stale
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Warm Up
✺ Lazy Loading

✴ On cache miss, fetches data from 
origin

@manjiki.bsky
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Warm Up
✺ Lazy Loading

✴ On cache miss, fetches data from 
origin

✺ Write-through
✴ Data updated on the backed are 

updated to cache as synchronous

fosstodon.org/@manjiki
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Warm Up
✺ Lazy Loading

✴ On cache miss, fetches data from 
origin

✺ Write-through
✴ Data updated on the backed are 

updated to cache as synchronous

✺ Pre-warm
✴ Items are proactively refreshed 

before expiring

✴ Items are proactively refreshed 
upon changes 

@manjiki.bsky
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Invalidate
✺ Time-to-Live 

✴ Expire after a fixed time

✺ Write-around
✴ Data is updated only on the backend

✴ Cache gets updated on next read

✺ Write-back
✴ Write to cache first

✴ Asynchronously update backend

✺ Manual
✴ Explicitly clear caches

✴ API calls

✺  Versioning
✴ Always check the current version of the key

✴ Fetch that version or recompute and store

✺ Event-driven
✴ App emits events to invalidate caches

✴ Multi-tiered caches (eg CDNs)

@manjiki.bsky



66

CDNs
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TL;DR

Browsers and CDNs cache responses for URLs.

Application-layer caches store the data needed to build 
those responses.

fosstodon.org/@manjiki



Rage Against the 
Machine Learning
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Credits: Giuseppe Lavagetto & Chris Danis
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Optimised

for

humans

✺ Organic traffic naturally 
warms and sustains the 
caches

✺ Users scroll down, not across

@manjiki.bsky
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Optimised for Humans

Daily 
peak
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Optimised

for

humans

✺ Organic traffic naturally 
warms and sustains the 
caches

✺ Users scroll down, not across

✺ Our systems are engineered 
so to bend but not break 

fosstodon.org/@manjiki
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The rise of the machines
✺ LLM crawlers and AI agents 

increase global web traffic
✴ Rapidly increasing web traffic

✴ Not just html

✴ Media with detailed metadata

@manjiki.bsky
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The rise of the machines
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✺ LLM crawlers and AI agents 
increase global web traffic
✴ Rapidly increasing web traffic

✴ Not just html

✴ Media with detailed metadata

The rise of the machines
✺ Don’t play by the Rules

✴ Ignore robots.txt

✴ Distributed 

✴ Non predictable
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✺ They are impersonators
✴ Try to impersonate other bots

✧ … or other LLMs/agents

✧ … or humans

✧ … so residential proxies are the 
new black
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We

Pay

The Bill

✺  Traffic costs

✺  Computational costs

✺  Power consumption

✺  Engineering  time and 
monitoring fatigue

    

@manjiki.bsky
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Everyone

Pays

The Bill

✺  Articles, blogs, media, news

✺  Code review platforms

✺  Even testing systems

✺  Our users 



78



79

Cache 

everything

then?

✺  Dynamic Responses & 
personalised content

✺  Multiple page variants 

✺  PBs of media

✺  Cache pollution

✺  Invalidation & warm up 
cost

fosstodon.org/@manjiki
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Can we strike back?
✺ Dumb Crawlers 

✴ Ban old versions of UAs, OSs etc

✺ Traffic Categorisation
✴ IP reputation

✴ Limit bw and rps

✴ Block known Cloud

✴ Database of crawlers

✺ Update robots.txt
✴ One can only hope

✴ Ban whatever does not respect it

✺  Browser checks
✴ Cookies, JS, Headers

✴ JA3/JA4 TLS/HTTPS Fingerprinting



All Tied Together
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The Terminator Was Wrong.
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Skynet is going to scrape our 
websites till we run out of 

resources.
— the last human webmaster
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Skynet vs Skynet
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Skynet vs Skynet



Thank you!
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    Dublin 2025
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Links

✺ https://erinfeinberg.com/king-for-a-day

✺ https://commons.wikimedia.org/wiki/File:Welcome_sign_-_Cache_Cr
eek,_British_Columbia,_Canada_-_July_1990.jpg

✺ https://commons.wikimedia.org/wiki/File:TokyoTelemessage_PHOE
NIX-fw_1.jpg

✺ https://commons.wikimedia.org/wiki/Category:Wikipedia_15_marks_i
n_English

✺ https://memcached.org/
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