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~8000 pods across ~3350 nodes across five clusters
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Choose your difficulty

Almost bearable

Raspberry Pi Partial spot Most expensive ever
: >
All spot

X = Infrastructure cost

Existence is pain Y = Misery
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Lesson #1:
Workloads must terminate gracefully
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scheduled-events

aks-node-10334121-vmss0001q6
A

3: Cordon node

/’

4: Please terminate

thing-doer-66497747£9-4jwhz

l«—— 1: Read events

2: Eviction inbound! —>

spot-handler-2bttn

/

——4: Please terminate —>

thing-doer-66497747£9-2bdgc

S

4: Please terminate

TR

thing-doer-66497747£9-5w4vw




infrastructure maintenance is going to affect them. Evictions qualify as infrastructure maintenance. Azure sends out

the Preempt signal to all VMs at a minimum of 30 seconds before they're evicted. The Scheduled Events service

\



Lesson #e:
Unpredictable eviction patterns wi// expose
gaps in our system's resilience

MAERSK



No single-replica workloads!

Eviction takes out the entire workload

MAERSK

>

There's no guarantee that the

evicted replica can find a host quickly

(or at all)
> > x
Eviction takes out the entire workload
>
‘/ ‘/ Workload persists through eviction \/
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Workloads may not co-locate

A single eviction takes out an entire co-located workload.

>

v
v
Workload spread across two nodes persists through eviction.
v v
v v
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@ Explore < () Prometheus - [0 split B8 Add to dashboard < (O 2023-08-0119:44:06 to 2023-08-0123:16:28 uTC ~ > Q) _

v A (Prometheus) Q0 e

Kick start your query Explain @ Builder Code

Metrics browser >

» Options Leg

+ Add query

Graph

22500000000
20000000000
17500000000
15000000000
12500000000
10000000000
7500000000
5000000000

2500000000

kubelet_volume_stats_available_bytes{k8s_cluster="pensieve", persistentvolumeclai storage-grafana-agent-metrics-@

end: Auto  Format: Time series Step: auto Type: Both Exemplars: false

O Query history @ Inspector

Spot node eviction Lines Bars Points Stackedlines Stacked bars

causes agent restart. One hour has passed since last truncation.

New truncation does not take place since
the new agent pod starts a new timer.

—

—__
19:50  19:55  20:00 20:05 2010  20:15  20:20 20:25 20:30 20:35 20:40 20:45 20:50 20:55 21:00 21:05  21:10 2115 21:20  21:25  21:30 21:35  21:40  21:45  21:50 21:55  22:00 22:05 8 : 22:30 22:35  22:40 22:45 22:50 2255 23:00 2305 2310

ubelet_volume_stats_available_bytes", ap o rod", instance="aks-tempo2-12570623-vmss000064", job="kubelet", k8s_cluste! ensieve”, namespac grafana-agent", persistentvolumeclai torage-grafana-agent-metrics-0", product_id ="perpetual-platfori i " i westeurope”}

ubelet_volume_stats_available_bytes", app=" o prod", instance="aks-tempo2-12570623-vmss000065", jol kubelet”, kBs_cluster="pensieve", namespac: rafana-agent”, persistentvolumeclaim="storage-grafana-agent-metrics-0", produc perpetual-platform”, provider="azure", region="westeurope"}
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Multi-zone evictions

Pod State Last Heartbeat
ingester-zone-a-0 v 5s ago
ingester-zone-a-1 v 4s ago
ingester-zone-a-2 v 5s ago
ingester-zone-b-0 v Osago
ingester-zone-b-1 v 2s ago
ingester-zone-b-2 v 3s ago
ingester-zone-c-0 v 7s ago
ingester-zone-c-1 108s ago
ingester-zone-c-2 v 3s ago
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Multi-zone evictions

Zone A | ZoneB | Zone C Zone A | ZoneB | Zone C

v v v v v

v v 7 A node in zone Bis evicted v v v

v v v v v v
Zone A | ZoneB | Zone C Zone A | ZoneB | Zone C

v Y v A node in zone A is evicted v v v

v v v : - v v

A node in zone Cis evicted
v v v v v

MAERSK
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Back-to-back evictions

Zone A | ZoneB | Zone C Zone A | ZoneB | Zone C
v v v v v
v v v B-3 and C-1's nodes are evicted. v v v
They leave the ring.
v v v v v
B-3 and C-1rejoin the ring and start
replaying their write-ahead log. This
process takes ~10 minutes.
A 4
Zone A | ZoneB | Zone C Zone A | ZoneB | Zone C
v v v v > ¢
vy v v B-3 and C-1 are evicted again before v v v
being able to replay their write-ahead
v v log. This time they don't leave the ring v X v
and quorum is lost.

MAERSK
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Back-to-back evictions

The perfect storm:

Multiple nodes in the same zone are evicted within a span of ~10 minutes.

The evicted nodes must have at least one “overlapping” pod.

This sequence of events was rare, hard to debug and always caused downtime.

MAERSK
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Back-to-back evictions have to happen in two different zones at roughly the same time.

20



MAERSK

Chaos compounds

Can our platform handle every conceivable combination of odd event?

Eviction= v
Swift eviction + WAL replay = Network fault + swift eviction =
Swift back-to-back evictions = Swift multi-zone evictions =
Node pool update + eviction= Traffic surge + back-to-back evictions =

What | Wish | Knew Before Choosing Spot Instances
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| esson #34:
Instance churn can be dangerous
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Avoid :1latest at all cost

v

thing-doer-6c796d8599-4qzrdl
image: thing/doer:latest
imageID: thing/doer@v2

thing-doer-6c796d8599-jt65r
image: thing/doer:latest
imageID: thing/doer@v3

<

Pod is evicted and finds a new host node

New pod pulls the latest image

v3 has some breaking changes

> thing-doer-6c796d8599-jt65r
image: thing/doer:latest
imagelD:

v3 of thing-doer was released
recently

(v3) and is now subtly running
with a different image ID

A 4

MAERSK

Pod is now crashing

thing-doer-6c796d8599-jt65r
image: thing/doer:latest
imageID: thing/doer@v3

What | Wish | Knew Before Choosing Spot Instances
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On-restart errors

node-ic is evicted

node-jx node-vs | node-wv node-ic node-kl
v v v v v
v v v v
v v v
node-pq node-vs node-wv node-ta node-rt
v v
v
v

MAERSK

node-kl is evicted

node-jx node-vs node-wv node-ta node-kl
q d v v v
d v v
d v v
node-jx is evicted
A 4
node-pq node-vs node-wv node-ta node-kl
o v v
v v
v v

(glossing over some scheduling details)
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On-restart errors

node-ic is evicted

node-kl is evicted

node-jx node-vs | node-wv node-ic node-kl
4 v v v v
v v v v
v v v
b ¢ node-vs | node-wv ) 4 > ¢
? § v v  §  §
? § v  § p §
2 § v  §

MAERSK

node-jx node-vs node-wv node-kl
> v v v v
d v v
d v v
node-jx is evicted
A 4
> ¢ node-vs | node-wv node-kl
X v v v
X v v
b v v

What | Wish | Knew Before Choosing Spot Instances
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Node lottery

Drain the faulty node

Nodes fail all the time!
Every provisioning of a new node is a roll of the dice.

MAERSK

v v v v v
Drain the
faulty node
> v v > v
Faulty node is
provisioned

siteran v | v | v v | v | v
eviction
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Lesson #4:
Eviction observability is crucial
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{3~ Home > Dashboards » Node Evictions > View panel Q Search or jump to... @Ek ++ QO D &

« Backtodashboard  Export ~ -.
cluster telemetry-logs-prod-we-1 ~  region westeurope v | node ® .+ lookback @) 30d < (@ 2025-08-19 00:00:00 to 2025-08-19 23:59:59 UTC v > @ & Refresh ~

Drains

Node Drain started +
aks-loki2-20973301-vmss000Tj 2025-08-19 10:41:22
aks-loki2-20973301-vmss000Tjl 2025-08-19 10:41:22
aks-loki1-20465900-vmss00015¢ 2025-08-19 09:32:14
aks-loki3-24647283-vmss000Tkw 2025-08-19 09:28:01
aks-loki3-24647283-vmss000119 2025-08-19 09:04:02
aks-lokil-20465900-vmss00015e 2025-08-19 08:11:37
aks-loki3-24647283-vmss0001kx 2025-08-19 08:06:33
aks-lokil-20465900-vmss000154 2025-08-19 07:53:03
aks-loki3-24647283-vmss00011 2025-08-19 07:52:04
aks-lokil-20465900-vmss000158 2025-08-19 07:44:50
aks-loki1-20465900-vmss000159 2025-08-19 07:44:41
aks-lokil-20465900-vmss00015a 2025-08-19 07:44:29
aks-lokil-20465900-vmss00015b 2025-08-19 07:44:19
aks-loki3-24647283-vmss000118 2025-08-19 07:43:48
aks-loki3-24647283-vmss000115 2025-08-19 07:35:28
aks-loki3-24647283-vmss000114 2025-08-19 07:32:23
aks-lokil-20465900-vmss000158 2025-08-19 07:32:02
aks-lokil-20465900-vmss000155 2025-08-19 07:06:04
aks-loki3-24647283-vmss000113 2025-08-19 07:02:02
aks-loki3-24647283-vmss000112 2025-08-19 06:57:55
aks-loki3-24647283-vmss0001kn 2025-08-19 06:57:53
aks-loki3-24647283-vmss0001ku 2025-08-19 06:53:24
aks-loki3-24647283-vmss0001kz 2025-08-19 06:52:07
aks-loki3-24647283-vmss0001kI 2025-08-19 06:49:28
aks-loki3-24647283-vmss0001kv 2025-08-19 06:48:47
aks-loki2-20973301-vmss000Tji 2025-08-19 06:32:20
aks-loki2-20973301-vmss0001jc 2025-08-19 06:27:17
aks-loki2-20973301-vmss0001ja 2025-08-19 06:26:57

aks-loki1-20465900-vmss000150 2025-08-19 06:26:46




{3~ Home > Dashboards » Node Evictions > View panel Q Search or jump to... @Ek ++ QO D &

« Backtodashboard  Export ~ -.

/N cluster  telemetry-logs-prod-we-1 - region westeurope - node O aks-loki3-24647283-vmss000114 lookback (O 30d < (@ 2025-08-19 00:00:00 to 2025-08-19 23:59:59 UTC v @ & Refresh ~

Node Terminator Logs (aks-loki3-24647283-vmss000114) © E

2825-88-19 07:32:38.429 {"file":"github.com/maksin-paskal/aks-node-termination-handler/pkg/events/events.go:184", “func" : “github.com/maksim-paskal/aks-nade-termination-handler/pkg/events.sendEvent", “level” :"info”, “msg":"Message: \uBe26(Event:{Eventld:694996D4-EF75-4FF9-AB5S-526BREETBA13 EventType:Preempt ResourceType:VirtualMachine Resou
2625-88-19 87:32:32.637 {"file":"github.com/maksin-paskal/aks-node-termination-handler/pkg/events/events.go:62", " func” :"github.con/maksin-paskal/aks-node-termination-handler /pkg/events.ReadEvents", "level” : "info", "msg":"Stop reading events',*time” :"2825-88-19T67:32:322"}

2625-88-19 07:32:30.428 18819 07:32:38.427983 1 request.go:697] Waited for 1.008374113s due to client-side throttling, not priority and fairness, request: GET:https://18.8.8.1:443/api/v1/namespaces/ocauth2-proxy-pensieve/pods/oauth2-proxy-ingestion-6b9f759c74-nhvzn

2625-88-19 ©7:32:27.935 {"file":"github.com/maksin-paskal/aks-node-termination-handler/pkg/api/api.go:85", " func” :"github.con/maksin-paskal/aks-node-termination-handler/pkg/api.DrainNode. func®, "level”:"info", "msg" :"evicting proxy /authz-59 zspz\n”, "time" :"2025-08-19T07:32:272"}

2625-88-19 07:32:27.935 {"file":"github.com/maksin-paskal/aks-node-termination-handler/pkg/api/api.go:85", " func” :"github.com/maksim-paskal/aks-node-termination-handler/pkg/api.DrainNade. funcl®, :"info", “msg” :“evicting loki/ruler-13\n", “time" :"2625-88-19T07:32:272"}

2625-88-19 07:32:27.935 {"file":"github.com/maksin-paskal/aks-node-termination-handler/pkg/api/api.go:85", " func” :"github.con/maksin-paskal/aks-node-termination-handler/pkg/api.DrainNode. “evicting 1oki/querier-Bfcb6855f-1fr5v\n®, “time

2825-88-19 07:32:27.934 {"file":"github.com/maksin-paskal/aks-node-termination-handler/pkg/api/api.go:85', " func” :"github.con/maksin-paskal/aks-node-termination-handler/pkg/api.DrainNode. N “evicting 1oki /querier-Bfcb6855f-gphhk\n®, "time

2625-88-19 07:32:27.934 {"file":"github.com/maksin-paskal/aks-node-termination-handler/pkg/api/api.go:85", " func” :"github.con/maksin-paskal/aks-node-termination-handler/pkg/api.DrainNode. funcl®, " 8 ", "msg" :"evicting 1oki/querier-Bfcb6855f-dwa6vin®, “time

2025-88-19 07:32:27.984 {"file”:*github.com/maksin-paskal/aks-node-termination-handler/pkg/api/api.go:85", " fune” :"github.con/maksim-paskal/aks-node-termination-handler/pkg/api.DrainNode. funcl®, "level”:"info", msg" :"evicting 1oki/querier-Bfeb68S5f-2tkjc\n, “time” : '2625-08-19T67

2625-88-19 07:32:27.934 {"file":"github.com/maksin-paskal/aks-node-termination-handler/pkg/api/api.go:85", " func” :"github.con/maksin-paskal/aks-node-termination-handler/pkg/api.DrainNode. func®, "level”:"info", msg" :"evicting 1oki /envoy-5856¢567-hc8d7\n" , *time" :*2025-08-10T07:3

2025-88-19 07:32:27.984 {"file”:*github.com/maksin-paskal/aks-node-termination-handler/pkg/api/api.go:85", " fune” :"github.con/maksim-paskal/aks-node-termination-handler/pkg/api.DrainNode. funcl®, "level”:"info", msg" :"evicting quard/logs-receiver-guard-795cddee56-x9nlx\n’ , “time" : '2625-68-19T87:32:272" }

2625-88-19 07:32:27.934 {"file":"github.com/maksin-paskal/aks-node-termination-handler/pkg/api/api.go:85", " func” :"github.con/maksin-paskal/aks-node-termination-handler/pkg/api.DrainNode. func®, "level”:"info", msg" :"evicting guard/logs-receiver-guard-795cddcc56-srvzdin®, " time” :"2625-68-19T67:32:272" }

2825-88-19 07:32:27.933 {"file":*github.com/maksin-paskal/aks-node-termination-handler/pkg/api/api.go:85", " func” :“github.con/maksin-paskal/aks-node-termination-handler/pkg/api.DrainNode. funcl®, * :"info", “msg” :“evicting guard/logs-receiver-guard-795cddceS6-1fsns\n’ , “time” :"2625-68-19T87:32:272" }

2625-88-19 @7:32:27.933 {"file":"github.com/maksin-paskal/aks-node-termination-handler/pkg/api/api.go:85", " func” :"github.con/maksin-paskal/aks-node-termination-handler/pkg/api.DrainNode. funcl "info", "msg” :"evicting guard/logs-receiver-guard-795cddceS6-gfvldin®, " time” :"2625-68-19T67:32:272"}

2625-88-19 07:32:27.933 {"file":"github.com/maksin-paskal/aks-node-termination-handler/pkg/api/api.go:85', " func” :"github.com/maksim-paskal/aks-node-termination-handler/pkg/api.DrainNode. funcl®, info®, “msg” :“evicting oauth2-proxy-pensieve/oauth2-proxy-ingestion-6b9f759c74-nhv2n\n", “time" :*2025-08-19T07:32:272"}
2625-88-19 07:32:27.928 {"file":"github.com/maksin-paskal/aks-node-termination-handler/pkg/api/api.go:85", " func” :"github.con/maksin-paskal/aks-node-termination-handler/pkg/api.DrainNode. funci®, "level® :"info", "msg” :"WARNING: ignoring DaemonSet-managed Pods: grafana-agent/grafena-agent-logs-1fjdt, grafana-agent/grafana-agent-logs-meta-wtl
2625-88-19 07:32:23.848 {file":*github.com/maksin-paskal/aks-node-termination-handler/pkg/api/api.go:62*, " func” :“github.com/maksim-paskal/aks-node-termination-handler/pkg/api.DrainNode”, *level”:"info", “msg" :“Draining node aks-loki3-24647283-vmss008114", “time" :*2025-08-19T07 :32:232"}

2625-88-19 @7:32:23.756 {"file":"github.com/maksin-paskal/aks-node-termination-handler/pkg/events/events.go:123 "github. con/maksin-paskal/aks-node-termination-handler/pkg/events. readEndpoint”, "level

2625-88-19 07:00:34.127 {"file":"github.com/maksin-paskal/aks-node-termination-handler/pkg/events/events.go:42", :"github.com/maksim-paskal/aks-node-termination-handler /pkg/events.ReadEvents”, “level” “,"msg":"Watching for resource in events aks-loki3-24647283-vmss_2656","time":°2025-08-19 :342")

2625-88-19 87:00:34.127 {"file":"github.com/maksin-paskal/aks-node-termination-handler/pkg/web/web.go:42", " func” :"github.con/maksin-paskal/aks-node-termination-handler/pkg/web.Start", “level® :"info”, "msg” : "web.address=:17923", "tine" :"2625-88-10T67:08:342"}

2625-88-19 07:00:33.828 {"file”:"github.com/maksin-paskal/aks-node-termination-handler/pkg/client/client.go:45", " func” :*github.con/maksin-paskal/aks-node-termination-handler/pkg/client. Init", “level®:"info", "msg”:"No kubeconfig file use incluster®,"time”:"2025-88-19T87:69:332"}

2625-88-19 @7:00:33.828 {"file":"github.com/maksin-paskal/aks-node-termination-handler/pkg/alert/alert.go:29","func":"github.con/maksin-paskal/aks-node-termination-handler/pkg/alert.Init", "level”:"warning”, "msg”:"not sending Telegram message, no token®,”time":"2025-88-19T87:00:332"}

2625-88-19 07:00:33.828 {"file”:"github.com/maksin-paskal/aks-node-termination-handler/cnd/main.go 55", "func™ :"main.main”, "level®: "info","msg":"Starting 1.8.13-d8d5a71-1787463489. .. ", “time" :"2025-08-19T67:06:332"}




~ Home > Dashboards > Node Evictions > View panel Q Search or jump to... @Ek ++ QO D &

« Backtodashboard  Export ~ -.

cluster telemetry-logs-prod-we-1 ~  region westeurope v | node ® .+ lookback @) 30d @ Lastlhour UTC v @ &} Refresh ~

Evictions by node pool in the past 30d

loki3arm

lokiZarm

Iokilarm

lokiZzads96

loki3ads96

Iokilads96

== Evictions




Time-to-provision

v Y

Node provisioning can take an arbitrary amount
of time and fail for a variety of reasons

MAERSK
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The issue that broke the camel’s back

MAERSK



cluster telemetry-metrics-prod-we-1 ~ | region westeurope -  node O .+ lookback @ 7d 11 minutes! I< (@ 2025-05-29 18:07:44 to 2025-05-29 18:18:57 UTC ~ > @ ID Refresh ~

Total evictions in time range




@v Home > Explore > Prometheus

Q Search or jump to... ik 4 v (]
¥ Query history o3 Share -

[0 Split  Add v < () 2025-06-07 08:02:04 to 2025-06-07 08:49:06 UTC ~ > @ _

= outline () Prometheus

A (Prometheus)

o0 e®&
Kick start your query Explain @

Builder Code
Metrics browser > | sum by (deployment) (

‘ kube_deployment_status_replicas_ready{k8s_cluster="telemetry-metrics-prod-we-1", deployment="distributor"}

)

> Options Legend: Auto Format: Time series Step: auto Type: Range Exemplars: false

+ Addquery (D Query inspector

Graph

Lines Bars Points Stacked lines Stacked bars

From ~300 replicas to 25 @

P

== distributor




Conclusion

* Running all workloads on spot instances is not for the faint of heart.
« Spot instances punish bad practices.

* Spotinstances will challenge our trust in the system.

* Spotinstances increase the risk of engineer burnout.

* Running spot instances has made me a better engineer.

MAERSK
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