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Do you really know your network?



Agenda 

● Introduction: The story
● Who are we?
● The Problem: High-stakes network changes in finance (risks & challenges)
● Solution: Zero-regression philosophy and CI/CD pipeline design
● Implementation: Key components

○ Virtual lab
○ Test automation
○ Failure simulations
○ Branching strategy
○ Zero-touch deployment

● Case Study: Real-world example of the pipeline preventing an incident
● Results, lessons, and Key takeaways: Impact achieved and insights gained



The end goal

● Achieve zero regressions by running full network 
tests upon every change

● Including exercising every redundancy mechanism by 
simulating failures of every component.



Who are we? 
London based Fintech that facilitates Fixed Income trading to multiple venues by 
providing simplified connectivity and APIs. 

Our customers are international financial institutions.
We provide the connectivity, the platform, and software. 

Remote-first, with employees based in the UK, Europe, USA, and Australia.  

We’re hiring!  https://transficc.com/join



The Problem



The Goal: Zero-regression changes 



Network CI/CD: Foundation



Network CI/CD: Foundation



Network CI/CD: Foundation



Network CI/CD: Foundation



Network CI/CD: Automated testing

● Test defined using high level expressions/connectivity policies
● CSV based templated tests

- from_tagged_as:
      - source_tagA
      - name: "source_network_name"
    to_tagged_as:
      - destination_tagB
      - name: 
"destination_network_name"

OR



Network CI/CD: Automated testing



./tf netenv-acceptance-test --include primary_site_primary_link_failure 

Network CI/CD: Automated testing



Network CI/CD: Automated testing

● Links are grouped based 
on tags

● Tags:
○ function
○ site
○ sequence
○ left_dc
○ right_dc



Network CI/CD: Automated testing

● Tags are used to shutdown 
links of the same function - 
allows to scale

● function=3rd_party_handoff
● site=primary
● sequence=primary



Network CI/CD: Automated testing

● function=3rd_party_handoff
● site=primary
● sequence=secondary



Network CI/CD: Automated testing

● function=3rd_party_handoff
● site=secondary
● sequence=primary



Network CI/CD: Automated testing

● function=3rd_party_handoff
● site=secondary
● sequence=secondary



Network CI/CD: Automated testing

● function=dci/internal
● sequence=primary/secondary



Network CI/CD: Automated testing

● function=3rd_party_handoff
● site=primary



Network CI/CD: Automated testing

● function=3rd_party_handoff
● site=secondary



Network CI/CD: Automated testing

● role=spine_switch
● spine_switch_role=primary
● Same for FWs and LBs



Network CI/CD: Automated testing

● role=spine_switch
● spine_switch_role=secondary
● Same for FWs and LBs



Network CI/CD: Automated testing

● left_dc or right_dc =dcA



Network CI/CD: Automated testing
Monitoring in the lab: Interface failures -> BGP failures



● YAML file for test exceptions
● Acts as a “known exceptions register”
● Highlights vulnerable areas and lack 

of redundancy
● Makes risk visible across teams 

(Engineering + Business)
● Drives remediation prioritisation and 

accountability

Known Weak Spots & Gaps



● Netenv our virtual environment - mirror of production

How we achieved that - NetEnv!



How we achieved that - NetEnv!



● DOT (graph description language)
● Netenv graph for defining VMs
● DC graphs
● Converted to Vagrant file and run with libvirtd (netenv-initialise stage)

NetEnv Topology



● Jenkins pipeline
● Ansible + custom inventory plugins, one for stub and one for netenv jumphost 

NetEnv Pipeline



NetEnv: Our Network CI/CD

All logos and trademarks are the property of their respective owners and are used here for identification purposes only



NetEnv: Our Network CI/CD



Real-world example



Real-world example



Real-world example



Challenges



Our roadmap



Results and Takeaways



Q/A
● Questions?



Thank you!!


