Quality Gates in Production

How We Turn OpenTelemetry Signals
into Deployment Decisions

EUROPE
SRE MIDDLE EAST

CON AFRICA



DashO Production Cloud Infrastructure 2025
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. dashO-production
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Telemetry
&) Logging
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NodeJS
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As a startup Speed is critical. Release early and often
We all want Fast Deployments and Reliable Platforms

e As an observability platform we need to be more reliable than the platforms of
our customers that depend on us

e Gap between Cl passing and successful production '
o Backend engineers (Unit tests, integration tests) '
o Front End engineers (Unit tests, E2E tests) -~

o SRE / Platform engineers (Alerts, Synthetic Checks)

The Deployment Paradox
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CI/CD Pipeline 2024
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ci-arm.yaml

on: push Matrix: Test Product

@ 13 jobs completed

Show all jobs

Matrix: Build Collector Images ‘, il

.'V. @ 1job completed

Show all jobs

® o @ Release Helm Charts

3m14s ®

\
o @ Deploy Dev app.dash0... 6m26s &
\

@ Test Helm Charts

Matrix: Test Infra

@ 3 jobs completed
Show all jobs

@ Generate types

@ Lint GitHub Actions

»® dashO

Matrix: Build Images

1m 295 QA. @ 11jobs completed

Show all jobs

o

AWS ECR

o @ Update docker-compose.y... 5s

43s o’J

e2e-for-pryaml
on: pull_request

@ E2E Setup

14s

Matrix: run-e2e-tests

6m 565 7

@ Run E2E tests [firefox]

@ Run E2E tests [webkit]

© @ RunEZ2E tests [chromiu... 7m 155 &

m 48s

m 425

| |
7 @ Run E2E tests [serial] 4m5s @)
]

f
© @ Run E2E tests




Production Deployment until October 2024

deploy.yaml

on: workflow_dispatch

@ Deploy production-us-eas... 10s @ Deploy production-us-we... 12s @ Deploy production-eu-wes... 11s @ Deploy to Vercel 7m 5s

@ Deploy OpenAPI Spec 32s

e Press a single button
e Deployment fully automated
e Follow checklist

Only 1-2 deployments per week

»® dashO
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Matrix: Test Product

@ 24 jobs completed
Show all jobs

Matrix: Test Infra

@ 3jobs completed
Show all jobs

@ Test Helm Charts

@ Generate types

@ —~——

v s

Production Deployment since October 2024

0 Bt cemmtne

© @ Require Passing Compone...

a
>-.

4m 8s o—j

2md4s ® —/

Matrix: Build Collector Images

@ 1job completed
Show all jobs

Matrix: Build Images

@ 15 jobs completed
Show all jobs

® )

AWS ECR

© Gmmuw i ¢ @ et -
© Oty ot

@ Dty sna

21s -~ © @ Release Helm Charts

8m 39s ® ‘@ @ Deploy Dev app.dash0-... 9m8s @ -

‘@ @ Update docker-compose.y... 9s




ci-arm.yaml
on: push

Pro—
R BT
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0 it e L

v s

0 Bt cemmtne

()

\

Matrix: QualityGate check Arg...

@ QualityGate check ArgoC... 17s
@ QualityGate check ArgoC... 21s

@ QualityGate check ArgoC... 16s

. Gommuwe e ¢ -

© Oty ot

@ Dty sna




ci-arm.yaml

on: push

—=7 e ot v

P B pre— TR te—
© tpim syt lecuiocad

po—
B re—

© SiHntren - beczonod
[y e

B ]

Prassa—.

v s
0 Ok ¢ © CoOar e it + © Inkmconss

—({ @ QualityGate check Checkly... 3s ®

o Gommuwe e o

© Oty ot

@ Dty sna




ci-arm.yaml

on: push
—
e + Ot T oea—
S R
A e bt g
B re—
© e Charn. - beczonod
[y ——

Prassa—.

B ]

O
=

© It cometns . - -

& Cwrtun et oty ¢ -0 e s+
dash0-configuration / infrastructure / prometheus-alerts /| (2

& spanneberg Alert updates #3 (#3477) @

Name

platform
00-README.md

00. lerti ieli
19-Pip¢

02-sre-apiyaml
03-sre-organizations-lower-limits.yaml|
03-sre-organizations-upper-limits.yaml|
04-sre-errors.yam|
05-sre-collectoryaml
06-sre-infrastructure.yam|
07-sre-k8s-1m.yaml|
07-sre-k8s-5m.yam|
08-sre-kafka.yaml
09-sre-trace-processor.yaml
10-sre-java.yam!|
11-sre-alertmanager.yam|
12-sre-uiyaml
13-sre-dash0-operator.yaml|

16-sre-accountant.yaml

0D D DD DD DD DD DO DD DD DO O OD R R

17-sre-receiveryaml

0O OO bbb DD b ODDOD DD OD DD DO DO D

. Gt Ommww e o

© Oty ot

@ Dty sna

24-sre-ai-log-parser-api.yaml
25-sre-aws-rds.yaml

26-sre-tailscale.yaml|

27-sre-prometheus.yaml
28-sre-ingestion-pipeline.yaml|
29-sre-atlantis.yaml
30-sre-notificationmanager.yaml
32-sre-general.yaml|
34-sre-argocd-config-errors.yaml|
35-sre-temporal-error-rates.yaml
35-sre-temporal-failures.yaml
36-pro-spam-filter-ottl-compilation-failure.yaml
37-pro-prom-querier-too-many-samples-failure.yaml|
38-sre-web-sessions.yaml
39-sre-temporal-latency.yaml
40-reveng-partner-signups.yaml
40-sre-synthetic-checks.yaml|

41-sre-collector-error-dropping-data.yaml|




ci-arm.yaml

on: push

e b v e e e

© Shom eyt
© it

pe—

18
19
20
21
22
23
24
25
26
27
28
74:)
30
31
32
33
34
35
36
37
38
k)
40

jobs
ot
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PP er———

el-export-trace:

name: OpenTelemetry Export Trace
runs—on: ubuntu-latest
permissions:

contents: read # Required. To access the private repository

actions: read # Required. To read workflow runs

pull-requests: read # Optional. To read PR labels

checks: read # Optional. To read run annotations

steps:

- name: Export Workflow Trace to https://app.dash@-dev.com/dashboards?org=dash@-development
uses: corentinmusard/otel-cicd-action@769ccb38830ff3d1600ffb2f35ba9da6724e6b3e # v2.2.4
with:

otlpEndpoint: grpc://ingress.eu-west-1.aws.dash@-dev.com:4317/
otlpHeaders: ${{ secrets.DASHO_DEVELOPMENT_OTLP_HEADERS }}
githubToken: ${{ secrets.GITHUB_TOKEN }}

runId: ${{ github.event.workflow_run.id }}

- name: Export Workflow Trace to https://app.dash@.com/dashboards?org=dash@-production
uses: corentinmusard/otel-cicd-action@769ccb38830ff3d1600ffb2f35ba9da6724e6b3e # v2.2.4
with:

otlpEndpoint: grpc://ingress.eu-west-1.aws.dash@.com:4317/
otlpHeaders: ${{ secrets.DASHO_PRODUCTION_OTLP_HEADERS }}
githubToken: ${{ secrets.GITHUB_TOKEN }}

runId: ${{ github.event.workflow_run.id }}

o we e . T P pee——
© a5

© 6 D g st

corentinmusard/otel-cicd-action

Exports Github workflows statistics
as traces to any OpenTelemetry
native backend = Dash0



ci-arm.yaml

on: push

PrRa .

© it

© G

. dashO-production

@ Home
& Agentd
08 Dashboards

&% Integrations

Monitoring
B85 Resources
@ Websites
£3 Synthetics

L Alerting

Telemetry
&) Logging
() Metrics
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5 Web Events
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 © i s conpenny

< Tracing CI-CD

{ €= Waterfall | % Flame graph

Span

& | c1-co
= | queved
(=) | Test Infra (./components/admin, node, pnpm install --
frozen-lockfile && pnpm lint && pnpm test:ci...

> | set up job
= | checkout

—= | Run dorny/paths-

filter@de90cc6fb38fc0963ad72b210f1f284cd68cea3s

— | Determine if components needs to be tested
> | complete job
L—» | Post Checkout

e

Test Product (./components/ruler, go, make ci , types,
promquerier, promoptimizer, migrations)

= | set up job
= | checkout

—= | Run dorny/paths-

filter b38fc0963ad72b210f1f: 36

= | Post Checkout

> | complete job

—» | Determine if components needs to be tested

rE

Test Product (./components/alertmanager, go, test-
run.out, make ci , types, migrations)

| Test Product (./components/collector, go, make gotidy )

| Test Product (./modules/temporal-client, go, make ci )
t+[# | Test Product (./modules/prom-querier, go, make ci )

| Test Product (./modules/doql, go, make ci )

| Test Product (./modules/audit-logs, go, make ci )

t»[#] | Test Infra (./components/control-plane-api, go, test-
run.out, make ci , types)
t+[# | Test Product (./components/slack-bot, node, pnpm

install --frozen-lockfile & pnpm lint & pnpm t...

b7l | Test Product (.. ao. make aotidy )

Service

® ci-co
® ci-co
@ ci-cb

® ci-co
® cicp
® ci-cp

® ci-cp
® ci-co
® ci-co
® ci-cp

@ ci-co
® ci-cp
® ci-cp

@ ci-cp
® ci-cp
® ci-cp
® ci-co

® ci-cp
® ci-cp
® ci-cp
® ci-co
@ ci-cp
® ci-co

® ci-co

® ci-co

0 Grmyun chea

4mi9 s
2,000 ms
imé4s

imi2s
6,000 ms
4,000 ms

<1ms
<1nms
<1ms

39 s

4,000 ms
7,000 ms
4,000 ms

<1ms
<1ms
<1ms

46 s

42 s
37 s
36 s
imés
46 s
39 s

e
R pve— ' 3 o . ) Orme e SR
—a— © bt
+@ bumemmtna.
2725pans | | > @K < B8 |
% Span #b893bbace4fcd52e ROOT

cl-cp [HEABIESS) INTERNAL

Overview @ Attributes @88 88 Resource @@ Events & Logs

Q J
> Ed
16:09:05.000 16:13:24.000
Span Duration £ Triage

Comparing this span's duration of 4 m 19 s to spans with the same
operation name in the time range Oct 3, 08:28 - Oct 3, 16:28 (8 h).

median | p75| poo| po9l
Attributes LAlS5  github.* 52 dash0.* 2
error
false

github.artifacts_url
https://api.github.com/repos/dashBhq/dash8/actions/runs/182246

github.base_ref
main

github.base_sha
1d4bd81b580a91b27088bbB0cefa33b16767136d

github.cancel_url
https://api.github.com/repos/dash8hq/dash@/actions/runs/182246

§0 more attributes >

Resource ()

dashOhq/dash0:CI-CD:dashOhq/dash0/121623998/1822... HEADLESS



ci-arm.yaml
on: push

o e

P
PrRes—
© shomoepint

]
0 it e L

—(o[ @ QualityGate check E2E... 2m 42s })—\o @ Run E2E tests [chromium] 8m 1s o\—<o @ Run E2E tests [serial] 6m 3s ]o)—

@ Oustte ek b

Matrix: qualitygate-e2e-run-te...

@ Run E2E tests [firefox]

@ Run E2E tests [webkit]

7m 54s

11m 8s

© Oney et

© Oty ot




ci-arm.yaml
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Matrix: build-logparser-api / d... Matrix: build-logparser-api / d... Matrix: build-logparser-api / d... Matrix: build-logparser-api / d...
@ build-logparser-... / build 4m 56s
@ b.../.../ deploy-dev (aws/d... 9s @ b.../ .../ QualityGate check... 165 @ b.../ .../ QualityGate check ... 4s @ b.../.../ deploy-prod (aws/... 8s
@ b.../.../ deploy-dev (gcp/d... 8s @ b.../.../ QualityGate che... 1m 8s @ b.../.../ deploy-prod (aws]... 8s
MIf/OW 200 Experiments  wogels TN @ b.../ .../ deploy-prod (gcp/... 9s

MLflow for managing machine learning lifecycle
e Version control for models
e logs training runs - hyperparameters, metrics, code versions, and artifacts
e Compare results (i.e. log parsing)
o  High specificity: does it generate false positives
o  Max accuracy: is it correct
o  Good sensitivity: does it catch all cases



Matrix: build-logparser-api / d... Matrix: build-logparser-api / d... Matrix: build-logparser-api / d...
@ build-logparser-... [ build 4m 565 ®
‘@ @ b.../.../deploy-dev (aws/d... 95 © ® @ b../.../QualityGate check... 16s & ¢ @ b../.../deploy-prod (aws/... 8s
@ b.../ .../ deploy-dev (gcp/d... &s @ b.../... [ QualityGate che... 1m 8s @ b.../ ... | deploy-prod (aws/... 8s
@ b.../... | deploy-prod (gcp/... 9s
Severity patch cove... :
Rule
& Services %o Tracing &) Logging (?) Metrics
Name sre - ai-log-parser-api - Severity patch coverage % below threshold
Expression sum by (k8s_cluster_name) (increase(processor_dash@logparser_processed_records_total{patched="true"}[106m]))

/ 95,2%

sum by (k8s_cluster_name) (increase(processor_dash@logparser_processed_records_total{}[1@0m])) < $__threshold

B wWN e

Eligible logs patched by Al

Thresholds  [JGRITICALY|  0.85 @
s e
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What is working well

e Production deployments are not scary anymore
o All existing tests are used deployment decisions
e End2End tests are more stable Dt Prod Daploeeit Bt A8 T2

o ﬂxed qUiCkel' ! E2Etests(ﬁrefox)arefalilingindevelopmentenvironment
e Alert Rules are tested and verified in development
o better quality of alerts
e 5-10 prod deployments per day
o Features and bug fixes
e Staggered rollouts by environments
o Using regular alerts to verify production stability
e Migrated from GitHub Runners to Depot.dev
o Instances cost % price .
o No rounding up to Tmin ==t depot
o Utilize matrix builds as much as possible

©) Workflow run #18071656781 ¥ Commit




£ Matthias Today at 7:01 AM

b Hi ¢ M 1s somebody already taking care about the failing quality gate regarding our prod
deployment?

M: ©1 @

16 replies

@ Matthias Today at 7:02 AM
b It would be nice to have a prod deployment today to ship check rule sharing (£

F joschi Today at 7:07 AM

Be the change you want to see in the world (and in the main branch)!




What is “mostly” working well

End2End tests cause most pain

Expensive to run (last check in pipeline)
Sequential execution for 3rd party APIs (rate limiting)
Retry Strategy: 3 retries for regular tests, 5 retries for
serial tests
Generous Timeouts:

o WebKit/Safari: 60 seconds

o Screenshots: 60 seconds
Fixed Viewport:

o Consistent 1600x800 viewport across all

browsers

Sometimes E2E tests are
just trolling us ...

Matrix: run-e2e-tests

€ Run E2E tests [chromi... 8m 20s

€ Run EZ2E tests [firefox] 9m 31s

@ Run E2E tests [webkit] 11m 20s




What is not working well

Golang
Python

Receive Data Buffer Enrich Filter Write

Al Services Enrich

Alerting Notify

Golang

Coordinator ol ] Test Runner

Billing Control Plane Al Services

Python

Al Serv




What is not working well

Golang

Python
Receive Data Buffer Enrich Filter Write

Al Services Enrich

Alerting

Golang

Coordinator ] Test Runner

Golang

Billing Control Plane Al Services

Python

Al Serv



Key recommendations

e Integrate existing test suites into deployment pipeline
o Make use of what you already have
o Thenimprove in iterations
e Keep development and production environments consistent
e Alert configuration-as-code
e Production readiness checks for new components. Must have:
o Owner
o Alert configuration (PrometheusAlerts)
m .. with meaningful instructions
o Dashboards configuration (PersesDashboard)
o Make deployments trivial B et
o Automate deployment decisions
o Inform team about deployments automatically




ic] SRE - - GitHub Action - (=] > [#K  « OE < Defaut -  (® 2025-09-0714:39:00 - 2025-09-1212:39:00 '[OT - T OR - [GAltsl

ORF
+ Add variable + Addpanel (@M = Addgroup (86) () Share () EditasJSON i Settings (&)
v Development Cloud Regions
Cloud Regions Successful deployment
5
\ 87 4
g
AWS eu-west-1 global AWS eu-west-1 regional 5 | | | I | |
14:39:00 02:39:00 14:39:00 02:39:00 14:38:00 02:39:00 1:38:00 02:39:00 14:38:00
GCP europe-westd. 8 oo aenciasvicom
Synthetics Synthetics
8
A A 6
4
.
14:39:00 02:39:00 14:39:00 02:39:00 14:38:00 02:39:00 14:39:00 02:39:00 14:39:00
Update GCP development-europe-west3-synthetics Update GCP development-us-west1-synthetics fad ! ‘ ¢
® Update GCP development-europe-west3-synthetics B Update GCP development-us-westl-synthetics
~  Production Cloud Regions
Cloud regions Successful Production deployments
9
B
' 21 \ 21 ' 21 \ !
6
AWS us-gast-2 AWS us-west-2 AWS eu-west-1 5 J N | ‘
2
0
14:39:00 02:39:00 14:38:00 02:39:00 14:39:00 02:39:00 14:39:00 02:38:00 14:39:00
AWS eu-central-1 GCP europe-westd Vercel ‘ )

@ AWS us-east-2 @ AWS us-west-2 B AWS eu-west-1 B AWS eu-central-1 B GCP europe-westd W Vercel



Environments [ Configure production-auto-deployment

Deployment protection rules
Configure reviewers, timers, and custom rules that must pass before deployments to this environment can proceed.

(] Required reviewers
Specify people or teams that may approve workflow runs when they access this environment.

Wait timer
Set an amount of time to wait before allowing deployments to proceed.

15 minutes

Enable custom rules with GitHub Apps (:'Preview;f;»
Learn about existing apps or create your own protection rules so you can deploy with confidence.




The End

Thank you for your attention.
If you want to chat you can find me at the DashO booth or

EUROPE
SRE MIDDLE EAST

CON  AFRICA



https://www.linkedin.com/in/marcelbirkner/

