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Before we begin...

Let's set a bit of a system prompt

e N
Kubernetes Linux
(upstream) (5.x or above)
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Common runtimes
(like containerd or CRI-O)




Before we begin...

Requesting a Pod

Al. Pod

Cllent B1. Deployment, StatefulSet...
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kube-apiserver ]

B2. Deployment, StatefulSet...
B3. ReplicaSet
B4. Pod

kube-controller-manager

]
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Before we begin...

Scheduling a Pod
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kube-apiserver

1. Pods in Pending state

2. Nodes in Ready state

4
?

3. Assign Pod to Node

€

kube-scheduler
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Before we begin...

Provisioning a Pod

kube-apiserver

1. Pods in Pending state
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d kubelet-]

2. gRPC

containenrd
‘\j. exec(2)
4. clone(2)

5. mount(2)
crun 6. pivot_root(2)
7. exec(2)

4
,[kernel]
>
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Our pod is Running

$ kubectl get pod

NAME READY  STATUS RESTARTS  AGE
foo-6f9c7d8b6f-xyz12 1/1 Running @ 12s
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read udp REDACTED:43706->REDACTED:53: i/o timeout

September 4th, 2025
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How does name resolution work?

getaddrinfo(3)

2. getaddrinfo(3)

program
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3 1libc

3. read(2)

4. read(2)

/etc/hosts p

la. localhost is 127.0.0.1

Sa. socket(2)
Sb. sendto(2)
Sc. poll(2)

Sd. recvfrom(2)

CoreDNS

/etc/resolv.conf

( 1b. CoreDNS Service ClusterIP

kubelet

]
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Non-standard behavior
hurts my feelings
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How does name resolution work?

getaddrinfo(3)

2. getaddrinfo(3)

program
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3 1libc

3. read(2)

4. read(2)

/etc/hosts p

la. localhost is 127.0.0.1

Sa. socket(2)
Sb. sendto(2)
Sc. poll(2)

Sd. recvfrom(2)

CoreDNS

/etc/resolv.conf

( 1b. CoreDNS Service ClusterIP

kubelet
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How does routing work?

Egress path
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How does routing work?

Ingress path
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Chain KUBE-SERVICES
target prot opt in out source destination
KUBE-SVC-64172328 udp -- * % 9.0.0.0/0 10.96.0.10 udp dpt:53

The KUBE-SERVICES iptables chain



Chain KUBE-SVC-64172328

target prot opt in out source destination

KUBE-SEP-04AD2884 udp -- * * 9.0.0.0/0 0.0.0.0/0 random probability ©.3333
KUBE-SEP-E8CE23BB udp -- * * 9.0.0.0/0 0.0.0.0/0 random probability ©.5000
KUBE-SEP-152964BC wudp -- * % 9.0.0.0/0 0.0.0.0/0 random probability 1.0000

The KUBE-SVC iptables chain
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The KUBE-SEP iptables chains

Chain KUBE-SEP-@4AD2884

target prot opt
DNAT udp ==
Chain KUBE-SEP-E8CE23BB
target prot opt
DNAT udp ==

Chain KUBE-SEP-152964BC
target prot opt
DNAT udp ==

© 2026 Cisco and/or its affiliates. All rights reserved.

out

out

out

source
0.0.0.0/0

source
0.0.0.0/0

source
0.0.0.0/0

destination
0.0.0.0/0 t0:10.0.12.34:53

destination
0.0.0.0/0 t0:10.0.51.16:53

destination
0.0.0.0/0 t0:10.0.3.7:53
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Our first agent of chaos: kube-proxy

Introducing kube-proxy

[ kubelet

[ kube_apisepvep ] 1. Services, Endpoints... ’[ kUbe-ppoxy 2. iptables ruleset )[ iptables ]

]
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How does routing work?

Cilium

®
o
95!

] | ]
Map-based lookups. Instead of matching packets' C I I U l I I

destination IP addresses to a Service sequentially in the
KUBE-SERVICES iptables chain.

eBPF data path. Can be configured to bypass iptables
and replace kube-proxy completely.
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How does routing work?

Ingress path
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How does routing work?

Ingress path
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read udp REDACTED:43706->REDACTED:53: i/o timeout

September 4th, 2025
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A CoreDNS pod was OOMKilled

Last State: Terminated
Reason: OOMKilled
Exit Code: 137
Started: Thu, 4 Sep 2025 14:23:10 +0000

Finished: Thu, 4 Sep 2025 14:24:58 +0000

aifrenfe
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Our second agent of chaos

Istio

STIO

Our service mesh of choice. Makes some very complex
things simple, but some very simple things complex.

Sidecar mode. Pods get an Istio sidecar container run
alongside them.

]
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Our second agent of chaos: Istio

How does Istio work?

2. Newly-created Pods

)[ kube-apiserver i istiozinit and sidecor istiod

1. a Pod is created

istio_init 4. REDIRECT pod egress ’[ ip‘l‘.ables ]
S5a. DNS requests ; : COPEDNS ]
pr‘ogr‘am Sb. All other egress lStlo_ppoxy

]
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Our second agent of chaos: Istio

Istio Service Entries

@® O istio.io/latest/docs/reference/config/networking/service-entry

.
‘\ Ist|0 About v Blog News Get involved Documentation v Q Try Istio
~
Documentation > Reference » Configuration > Traffic Management » Service Entry ServiceEntry
Location

Search Q Service Ent ry Resolution

ServicePort

ServiceEntryStatus

Overview
What is Istio? ServiceEntry enables adding additional entries into Istio’s internal service registry, so that auto-discovered services in the ServiceEntryAddress
Why choose Istio? mesh can access/route to these manually specified services. A service entry describes the properties of a service (DNS name,

VIPs, ports, protocols, endpoints). These services could be external to the mesh (e.g., web APIs) or mesh-internal services that are
not part of the platform's service registry(e.g., a set of VMs talking to services in Kubernetes). In addition, the endpoints of a

Sidecar or ambient?

Quickstart i . A X )
service entry can also be dynamically selected by using the workloadSelector field. These endpoints can be VM workloads
declared using the WorkloadEntry object or Kubernetes pods. The ability to select both pods and VMs under a single service
Concepts
) allows for migration of services from VMs to Kubernetes without having to change the existing DNS names associated with the
Traffic Management .
services.
Security
Observability The following example declares a few external APls accessed by internal applications over HTTPS. The sidecar inspects the SNI
Extensibility value in the ClientHello message to route to the appropriate external service.
Sidecar Mode apiVersion: networking.istio.io/v1
Getting Started kind: ServiceEntry
»  Platform Setup metadata
name: external-svc-https
» Install spec
© 2026 Cisco and/or its affiliates. All rights reserved. » Upgrade hosts

api.dropboxapi.com
www.googleapis.com

»  More Guides




This interval is hard-coded

® ® ® github.comfistiofistio/blob/master/pkg/dns/client/dns.go

[1 Files

¥ master v + | Q

Q Gotofile

> [ .devcontainer

>

.github
architecture
bin

cni
common
docker
istioctl
licenses
logo
manifests

oberator

istio / pkg / dns / client / dns.go T Top
Code Blame 038 |[Raw (B &2 ~
e 77 TIE KREy LS @ TQUIV MAaUCIiny @ DN YUETY | CLRE CAGNP LS CUllls )5 LIS VA lue 15 PIre—Cicateu Uivg N 1eu
75 // of A or AAAA type as appropriate.
76 name4 map[string] [1dns.RR
77 name6 map[string] [1dns.RR
78 // The cname records here (comprised of different variants of the hosts above,
79 // expanded by the search namespaces) pointing to the actual host.
80 cname map[string] [1dns.RR
81 }
82
83 const (
84 // In case the client decides to honor the TTL, keep it low so that we can always serve
85 // the latest IP for a host.
86 // TODO: make it configurable
87 [*o defaultTTLInSeconds = 30 8|~
88 )
89
990 v func NewLocalDNSServer(proxyNamespace, proxyDomain string, addr string, forwardToUpstreamParallel bo
91 h := &LocalDNSServer{
92 proxyNamespace: proxyNamespace,
93 forwardToUpstreamParallel: forwardToUpstreamParallel, alaln,
94 ) cisco
95



Our third agent of chaos

$ sudo conntrack -L
conntrack tcp 6 431999 ESTABLISHED src=192.168.1.10 dst=

tcp 6 120 ESTABLISHED src=192.168.1.11 dst=172
tcp 6 98 TIME_WAIT src=192.168.1.12 dst=151.10
udp 17 27 src=192.168.1.13 dst=8.8.8.8 sport=5
tcp 6 300 ESTABLISHED src=10.0.0.5 dst=93.184.]
icmp 1 25 src=192.168.1.14 dst=1.1.1.1 type=8 cq
tcp 6 250 ESTABLISHED src=192.168.1.15 dst=104
tcp 6 200 ESTABLISHED src=192.168.1.16 dst=151
udp 17 28 src=192.168.1.17 dst=8.8.4.4 sport=5

tco 6 180 TIME WAIT src=192.168.1.18 dst=151. 1¢

Sets a connection state attribute. Matches packets to
active connections based on other packets it has seen.

Prevents full iptables re-evaluation for packets of known
established connections, saving CPU time waste.

vl
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Kubernetes issue #126130

® ® ® github.com/kubernetes/kubernetes/issues/126130

= O kubernetes / kubernetes Q. Type(/]to search >

<> Code () Issues 1.8k 1 Pullrequests 794  (») Actions [{] Projects () Security |~ Insights

Implement a kube-proxy conntrack reconciler #126130

(® Closed fo #127318

9 aojea opened on Jul 16, 2024 - edited by aojea Edits + | Member

What would you like to be added?

We'd like to have conntrack reconciler for Services in kube-proxy, for each Service or Endpoint change it
should reconcile the Service/Endpoint table with the existing conntrack table and remove stale UDP entries
(we have concluded in other issues that UDP is the only protocol that requires this)

Why is this needed?

Despite a lot of work and testing was added to solve the problem with stale UDP entries that can blackhole
traffic, we still have reports of issues related to UDP stale entries

Assignees

F% aroradaman

Labels

kind/bug | ( kindffeature

triage/accepted

Type

No type

Projects

New issue

sig/network

=

e
cisco



v/

Istio

Extremely aggressive

cache refresh mechanism.

Reuse of the same client
port for all DNS requests.

© 2026 Cisco and/or its affiliates. All rights reserved.

kube-proxy

Lack of a cleanup
mechanism for stale
conntrack entries of
terminated pods.

Fixed in v1.32.

V/
3

conntrack

Default bidirectional UDP
stream timeout setting of
2 minutes.
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Ricard Bejarano

Lead Site Reliability Engineer
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I'm writing a
book about
homelabbing!

Meet me if you have a homelab!

co and/or its affiliates. All rights reserved

OREILLY"

bejarano.io/the-homelab-handbook
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