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Before we begin...

Let's set a bit of a system prompt

Kubernetes
(upstream)

Linux
(5.x or above)

Common runtimes
(like containerd or CRI-O)
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Before we begin...

Requesting a Pod
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Before we begin...

Scheduling a Pod
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Before we begin...

Provisioning a Pod
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Our pod is Running
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September 4th, 2025
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How does name resolution work?

getaddrinfo(3)
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Non-standard behavior
hurts my feelings
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How does name resolution work?

getaddrinfo(3)
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How does routing work?

Egress path
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How does routing work?

Ingress path
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The KUBE-SERVICES iptables chain
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The KUBE-SVC iptables chain
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The KUBE-SEP iptables chains
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Our first agent of chaos: kube-proxy

Introducing kube-proxy
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How does routing work?

Cilium

Map-based lookups. Instead of matching packets' 
destination IP addresses to a Service sequentially in the 
KUBE-SERVICES iptables chain.

eBPF data path. Can be configured to bypass iptables 
and replace kube-proxy completely.
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How does routing work?

Ingress path
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How does routing work?

Ingress path (again)
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September 4th, 2025
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A CoreDNS pod was OOMKilled
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Our second agent of chaos

Istio

Our service mesh of choice. Makes some very complex 
things simple, but some very simple things complex.

Sidecar mode. Pods get an Istio sidecar container run 
alongside them.
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Our second agent of chaos: Istio

How does Istio work?
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Our second agent of chaos: Istio

Istio Service Entries
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This interval is hard-coded
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Our third agent of chaos

conntrack

Sets a connection state attribute. Matches packets to 
active connections based on other packets it has seen.

Prevents full iptables re-evaluation for packets of known 
established connections, saving CPU time waste.
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Kubernetes issue #126130
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Istio

Extremely aggressive
cache refresh mechanism.

Reuse of the same client 
port for all DNS requests.

kube-proxy

Lack of a cleanup 
mechanism for stale 
conntrack entries of 
terminated pods.

Fixed in v1.32.

conntrack

Default bidirectional UDP 
stream timeout setting of
2 minutes.
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I'm writing a 
book about 
homelabbing!

Meet me if you have a homelab!
bejarano.io/the-homelab-handbook
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