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CDN Reliability
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Cloud Games

https://docs.google.com/file/d/1abBWu8RKwWqELktZ4f1nqebrmMU1MmoS/preview
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Unique Challenges

We’re used to measuring latency, bitrate, and dropped packets that measure how well 
we deliver content

But with cloud games, we must also be sure that what we deliver is fine as well
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Motivation
An incident:
Our most popular game was broken in specific cases/countries for almost 3 weeks
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An incident
An incident:
Our most popular game was broken in specific cases/countries for almost 3 weeks

Due to:
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An incident
How we found and root caused the issue:

Reading through free form feedback                            Then combing through error logs
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An incident
The log in orange
amidst all the rest

All logs

Log of interest
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How can we do 
this better?
Given millions of error logs a day and no strong indicator a session is broken
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How can we do 
this better?
Intersect broken session user behavior and potentially breaking logs to gain confidence in both
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Indicators of
a Broken Session

- Gameplay time
- Survey scores
- Freeform feedback
- Bitrates
- Click rates

Period of gameplay impact
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Chosen Indicator of 
a Broken Session

- Gameplay time (<120s)
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Potential Causes

Error / Exception / Warning Logs
~100M in the last 30d!

~20M distinct
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Clustering logs

Selection & Filtering
⇓

Preprocessing
⇓

Vectorizing
⇓

Generating Clusters



15

Selection & Filtering

We chose program outputs:
- Containing ‘exception’ / ‘error’ / ‘warning’
- Excluding several high volume non-useful logs



16

Preprocessing

restrict to first line

replace numbers/ips/urls

⇓ ⇓

⇓ ⇓
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Vectorizing
Capture the semantic meaning of the logs in a vector using Transformers

⇓
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Clustering
Clustering with DBSCAN

Error: Locale with code th not found

Error: Locale with code fi not found

Error: Locale with code id not found

NullReferenceException on Gamepad/Up/…

NullReferenceException on Gamepad/Select/…

NullReferenceException on Gamepad/Right/…

Visualization of Log Clusters
(Dimensionality reduction with t-SNE)
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Results of clustering
20m+ unique logs

⇓
Selection & Filtering

(in SQL)
⇓

Preprocessing
(using regex_replace)

⇓
Vectorizing

(using SentenceTransformer)
⇓

Generating Clusters
(using DBSCAN)

⇓
~135 unique logs

(with some in 26 log clusters)
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Evaluating log impact

True Positive False Positive

False Negative True Negative

Real Label
Positive Negative
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Precision: TP / TP+FP

Recall: TP / TP+FN

F1 score: harmonic mean of 
precision and recall
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Evaluating log impact

True Positive False Positive

False Negative True Negative

Possibly Broken 
(gameplay <120s)

Positive Negative
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Precision: TP / TP+FP = what 
percent of sessions with a given 
log seem broken

Recall: TP / TP+FN = what 
percent of broken seeming 
sessions have a given log

F1 score: harmonic mean of 
precision and recall = a balance 
of the above
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Evaluating log impact

True Positive
1000

False Positive
200

False Negative
500

True Negative
8300

Possibly Broken 
(gameplay <120s)

Positive Negative
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Precision: TP / TP+FP = what 
percent of sessions with a given 
log seem broken = 83%

Recall: TP / TP+FN = what 
percent of broken seeming 
sessions have a given log = 67%

F1 score: harmonic mean of 
precision and recall = a balance 
of the above = 74%
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Evaluating log impact

True Positive
300

False Positive
2700

False Negative
1200

True Negative
5800

Possibly Broken 
(gameplay <120s)

Positive Negative
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Precision: TP / TP+FP = what 
percent of sessions with a given 
log seem broken = 10%

Recall: TP / TP+FN = what 
percent of broken seeming 
sessions have a given log = 20%

F1 score: harmonic mean of 
precision and recall = a balance 
of the above = 13%
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Incident Revisited
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Incident Revisited
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Incident Revisited
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Now
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Now

inc inc inc inc
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Now

��
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Future
Speeding up our alerting processes

Using time to abort metrics to detect mid-game 
breaking issues

Improving testing, working with partners to get 
cleaner signals, etc.
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Takeaways
New areas bring new seemingly intractable 
challenges

Statistical methods can make hard, high volume 
problems doable

Tons of statistical tools/concepts are readily 
available for integration into our workflows



Thank You

ineidel@netflix.com


